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METHOD AND DEVICE FOR SUPPORTING PENETRATION TESTING
OF A COMPUTER SYSTEM

The present invention relates to a method for supporting penetration testing of a
computer system, wherein a fuzzer performs black box fuzz testing for discovering
possible vulnerabilities of a target application running on said computer system,
wherein input test data is injected into said target application, said input test data
being processed by said target application.

Furthermore, the invention relates to a device for supporting penetration testing of a
computer system, wherein a target application is running on said computer system,
the device comprising a fuzzer being configured to perform black box fuzz testing for
discovering possible vulnerabilities of said target application, wherein said fuzzer is
further configured to generate input test data for being injected into said target
application, and wherein said target application is configured to process said input
test data.

In theory no computer system should be exploitable. However in practice systems
are so complex that vulnerabilities can not be avoided, that are used to exploit
systems. Thus many implementations (if not all) contain security vulnerabilities when
they are initially deployed. This applies to software as well as to firmware, i.e. the
software running in hardware solutions. Testing techniques for vulnerabilities can be
classified into formal verification and penetration testing. Formal verification is a
technique that builds a formal model based on the design and implementation of a
computer system. Penetration testing is a testing technique that tries to exploit
vulnerabilities on a system running under specific system characteristics,
environment or state. Formal verification is highly complex and time consuming. In
the field of penetration testing the number of possible combinations of input data to a
program is so enormous that it is not feasible to test them all, nor exhaustively test
manually. Automatic programs called fuzzers are designed specifically to create test
data for applications.
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White box, grey box and black box fuzzing are penetration testing mechanisms. In
white box fuzzing the fuzzer has access to the source code of the application. In grey
box fuzzing the tool tries to reverse engineer a model of the program. Black box
fuzzing just considers input/output data of an application.

In practice devices and/or computer systems have to be tested in many cases where
the source code is not accessible. For instance, companies that deploy third-party
software — or hardware like VoIP terminals — have a strong desire to assess the
security of such implementations while not having access to the source code. The
analysis with grey box fuzz testing is very time-consuming, e.g. creating a control
flow graph only from inputs and outputs. Moreover the increased time investment into
grey box testing does not guarantee a better likelihood of finding vulnerabilities than
other testing mechanisms. Thus black box fuzz testing is often the only sensible and
possible method of choice.

The present invention focuses on black box fuzz testing. In the field of black box fuzz
testing existing methods either a) rely on human knowledge of the problem domain to
steer the fuzzing process or b) generate arbitrary input data or c) try to identify
problem domains and generate input data which is described in the PROTOS Test-
Suite for SIP (http://www.ee.oulu.fi/research/ouspg/protos/testing/c07/sip/).

Such approaches are very useful in case of testing local applications within a
confined environment, but are hardly applicable when testing protocol/application
stacks like for instance a SIP (Session Initiation Protocol) stack. Although some
results can be obtained, in many cases these are limited to the processing of one
single message (INVITE) lacking the capability to track the state of the remote
application and to use behavioral level information in the fuzzing process. Hence,
these approaches prove to be disadvantageous in terms of efficiency.

Exemplary it is further referred to the Paper Abdelnur et al.: “KIF: a stateful SIP
fuzzer”, Proceedings on the 1st international conference on Principles, systems and
applications of IP telecommunications, Iptcomm 2007, June 2007, describing a
stateful protocol fuzzer for SIP. The proposed method provides a fuzzer requiring a
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state machine for the protocol which is tested and, hence, also proves to be tedious
and disadvantageous in terms of efficiency.

It is therefore an object of the present invention to improve and further develop a
method and a device of the initially described type for supporting penetration testing
of a computer system in such a way that, by employing mechanisms that are readily
to implement, an improvement in terms of efficiently discovering possible
vulnerabilities is achieved.

In accordance with the invention, the aforementioned object is accomplished by a
method comprising the features of claim 1. According to this claim such a method is
characterized in the steps of performing runtime observations of output data of said
target application being a result of and/or a reaction to said input test data, and
steering the fuzzing process towards possible vulnerabilities by performing a runtime
adaptation of input test data in such a way that new input test data is generated in
consideration of said runtime observations.

Furthermore, the aforementioned object is accomplished by a device comprising the
features of claim 17. According to this claim such a device is characterized in that the
device comprises means for performing runtime observations of output data of said
target application being a result of and/or a reaction to said input test data, and
control means for steering the fuzzing process towards said possible vulnerabilities
by performing a runtime adaptation of input test data in such a way that new input
test data is generated in consideration of said runtime observations.

According to the invention it has first been recognized that in the context of
performing black box fuzz testing the discovery of possible vulnerabilities can be
considerably improved by taking into consideration the output data of the target
application. Further, it has been recognised that this improvement can be achieved in
a first step by performing run time observations of output data of the target
application which are a result of and/or a reaction to the input test data. According to
the invention the fuzzing process is steered in a next step towards possible
vulnerabilities by performing a runtime adaptation of input test data. More specifically,
the input test data is adapted in such a way that new input test data is generated in
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consideration of the runtime observations. As a result, the deployment of the method
and the device according to the present invention causes an improvement in terms of
efficiently discovering possible vulnerabilities.

It is noted that the invention can be broadly applied to any system depended in any
way on software and/or firmware for being functional. Therefore, the term computer
system is synonymously used herein for any system, device or such like, which is
depended on software and/or firmware for being functional.

Advantageously, the runtime observations may exclusively consider output data of
the target application in relation to respective input test data. This means that the
entire testing process can be executed without any knowledge of specific source
code or any other detailed information of the computer system under test.

According to a preferred embodiment the input test data may consist of and/or
include one or more attacks towards the target application. Such an attack may be a
specific message, wherein it is assumed that the target application cannot handle this
message.

According to a preferred embodiment the runtime observations may analyze the
output data by evaluating and/or measuring values — vulnerability indicators — that
indicate stress and/or malfunction of the target application as a result of the input test
data. In particular, these wvulnerability indicators are measured during the test
runtime. The runtime observations are just used to figure out a way to a vulnerability
by analyzing these indicators, for example indicators for a higher stress level on the
computer system under test. These indicators may be used as a compass to direct
the subsequent attack even more into the successful direction.

In a specific embodiment the reply time may be considered as a significant
vulnerability indicator. Therefore, the runtime observations may include the step of
measuring the reply time which is required by the target application to provide output
data in response to the input test data. It is assumed that in case the target
application requires more time to respond to the input test data, this is caused by
difficulties the target application experiences in processing the input test data.
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With respect to a further vulnerability indicator the runtime observations may include
the step of evaluating the current state of the target application and determining
deviations from expected states. In this context it is important to note that many
protocols define a state transition diagram. In case of the computer system deviating
from this definition, this may indicate a vulnerability. For instance, in case of the
Session Initiation Protocol, the fuzzer may be expecting a ringing message, but
instead the fuzzer receives an invite message. In order to accomplish these state
determinations, the fuzzer requires a state machine for the protocol which is tested.

With respect to another vulnerability indicator the runtime observation may include
the step of measuring whether the output data has unusual characteristics and/or
obeys syntactic rules. On the one hand output data messages may obey the
syntactic rules of the definition of the protocol, but may have unusual characteristics
such as out-of-order headers (with respect to previous messages received from the
tested computer system), garbled characters, unusual values for certain fields of the
message, etc. On the other hand the computer system may reply with a malformed
packet that does not comply with the definition of the tested protocol.

According to a preferred embodiment a regular flow of messages may be transmitted
between the fuzzer and the target application. This regular flow of messages
constitutes a form of “heartbeat”. During this regular flow of messages being sent to
the target application, the fuzzer sends a separate message flow that constitutes an
attack to the target application. The timing of the response of the target application to
the regular message flow is analyzed and may be used to assess the potential of the
attacks. Thus, the variation in timing of the response to the regular message flow can
be interpreted as a malfunction indicator.

Advantageously, aliveness checks may be performed for ascertaining the functional
capability of the target application. Thereby it is tested whether an actual vulnerability
is found and, hence, the computer system under test is crashed or whether the
computer system is still operational.

With respect to variability and penetrating power the input test data may include a
plurality of attacks belonging to different attack types within each fuzz testing run. In
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a first step the input test data may contain a multifaceted and large number of
different attack types which are executed. In the next steps the input test data may
be concentrated to the well-proven and well-tried attack types.

To improve and optimize the quality of the attacks, it may be provided that within
each fuzz testing run, attacks of the input test data may be rated with respect to their
effect on the target application, and wherein the attacks for a subsequent fuzz testing
run are generated on the basis of this rating. In particular, it may be provided that a
genetic algorithm is employed for creating offspring attacks for a subsequent fuzz
testing run.

Concerning the above mentioned creation of offspring attacks it may be provided that
the offspring attacks are created from parent attacks (i.e. attacks employed in the
preceding fuzz testing run) by means of performing combination, crossover and/or
mutation operations. In case of combine and crossover operations offspring attacks
are created from at least two parent attacks. The combine operation means the
combination of the attacks of the parent attacks. The crossover operation requires
common properties in the attack description. In order to generate a new attack a
specific property may be randomly chosen from a parent attack. For performing a
mutation operation a single parent attack is chosen and the strength of the attack is
increased, wherein a description is required for increasing the attacks.

Advantageously, the black box fuzz testing may be terminated by detecting a
vulnerability or by attaining a pre-defined number of fuzz testing runs. A maximum
number of fuzz testing runs may be defined on the basis of an operator's
requirements and/or resources, e.g. based on the desired accuracy of the testing
process or the required reliability of the computer system under test.

According to a specific embodiment the attacks may be sorted in different categories,
wherein at least one exemplary attack from each category is injected into the target
application, and wherein attacks for subsequent fuzz testing runs are only taken from
the most promising categories. Thereby an exhaustive testing of all attack types on a
protocol may be provided by including an attack classification in the steering process
of the fuzzer.
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According to a further specific embodiment a protocol independent syntax generator
for generating the input test data may be created from an xml-schema based syntax
description.

There are several ways how to design and further develop the teaching of the
present invention in an advantageous way. To this end, it is to be referred to the
patent claims subordinate to patent claims 1 and 17 and to the following explanation
of preferred examples of embodiments of the invention, illustrated by the figures. In
connection with the explanation of the preferred examples of embodiments of the
invention by the aid of the figures, generally preferred embodiments and further
developments of the teaching will be explained. In the drawings

Fig. 1 is a flow diagram of an exemplary black box fuzz testing procedure of a
method according to the present invention generally illustrating the
single procedural steps within one fuzz testing run, and

Fig. 2 is another flow diagram of the fuzz testing procedure of Fig. 1
illustrating the single procedural steps in more detail.

Fig. 1 is a flow diagram illustrating an embodiment of a black box fuzz testing
procedure which performs a runtime adaptation. In the illustrated embodiment the
procedural steps within one fuzz testing run are depicted. In a first step a fuzzing test
is executed against a target application running on a computer system, which is not
explicitly shown, but which might be a SIP telephone, for instance. During the runtime
of the fuzzing test observation values are measured by runtime observation methods.
In a second step an aliveness check is executed for testing whether an actual
vulnerability is found or whether the device under test is still “alive”.

In a next step, in case the device under test is still alive, the runtime observation
values are evaluated by the runtime observation. In this context the executed attacks
are rated with respect to their effect on the device under test. Subsequently, in the
forth step the runtime adaptation is performed, wherein, based on the rating of the
attacks, it is decided which attacks and/or attack types being employed for the next
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fuzz testing run. The newly created attacks are executed in the subsequent fuzz
testing run and the circuit continues until a vulnerability is detected or a pre-defined
number of fuzz testing runs is achieved.

Fig. 2 is a flow diagram illustrating the embodiment of the black box fuzz testing
procedure of Fig. 1 employing a genetic algorithm. A genetic algorithm is a type of
evolutionary algorithms. These imitate the principles of biological evolution. In each
iteration they look at a whole population of possible solutions. These solutions are
fitered according Darwins "Survival of the fittest". Genetic algorithms work with
vectors that depict elements of the solution space. These vectors are called
individuals. A set of individuals is a population. Through each iteration the current
population becomes a new generation. The changing of the individuals is achieved
by recombination or mutation of the parent individuals into children individuals and
the following selection. Genetic algorithms have the best chances of finding the
global optimum.

The specific genetic algorithm employed in Fig. 2 for black box fuzz testing has single
attacks as individuals. As can be obtained from Fig. 2 the algorithm starts with an
initial population of attacks. A fuzzer sends these attacks to the device under test.
Subsequently, it is checked whether the objective is reached. The objective is either
a found vulnerability or a number of iterations. Reaching the objective stops the
execution of the algorithm.

In case the objective is not reached, each attack of the initial population is rated by
the way of analyzing the output data generated by the device under test in response
to the attack. The rating of an attack is an indicator for the likelihood that the attack
may cause a malfunction (in an improved version employed in any of the subsequent
fuzz testing runs). According to this rating individuals are selected that are promising
candidates for procreating.

An offspring attack is created, for instance, by performing a combine and/or a
crossover operator on two parent attacks of the preceding fuzz testing run. Combine
is the combination of parent attacks. Crossover requires common properties in the
attack descriptions. In order to build a new attack, a specific property, e.g. that the
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attack message contains a specific character or character combination is randomly
chosen from a parent attack. Mutation chooses a single parent attack and increases
the strength of that attack, wherein a description is required for increasing the
attacks. Furthermore, attacks may be kept in an unchanged form for a new offspring
generation.

In the next steps the created offspring attacks are executed; the objective is checked
and the offspring attack are rated in case of the algorithm not being aborted due to a
found vulnerability. Furthermore, based on the rating a new population of attacks is
build from survivors of the old population (i.e. attacks that are kept unchanged) and
newly created offspring. The algorithm continues in a loop with creating offspring
attacks again.

In the following a simple application scenario of the runtime adaptation is given. The
explanation of this example is using the runtime adaptation steps illustrated in Fig. 1.
The example begins with a series of attack types that the black box fuzzer should
execute. These are attack types from A to C. The fuzzer builds now five instances for
each attack type. In sum fifteen attacks exist now. These attacks are crafted network
packets. In the case of stateful attacks one attack can also be a series of network
packages. These are several uncrafted network packages to bring the tested device
into a specific state and then one crafted network packet follows.

The fuzzer now executes the fifteen attacks. For each attack an aliveness check is
executed, testing whether the device under test is still operational. In this example
none of the fifteen attacks crashed the device. In the next step the runtime
observation methods are evaluated. In this case an active heartbeat is used. This
means messages are sent to the device under test during the execution of the
attacks. The response times of the messages are used to rate the potential of the
attacks. In the next step all fifteen attacks are sorted by their rating value and the
worst fife are discarded. From the surviving ten attacks the runtime adaptation builds
ten offspring attacks. These are executed against the tested device and rated again.
In the next iteration new attacks are built from the best five offspring attacks and the
best surviving attacks from the first iteration.
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This loop is executed until either a pre-defined number of iterations is reached or a
vulnerability is found. At best a vulnerability is found and the iterations show that in
the last step of the loop only attacks from type A are used. The other types have not
been reused, because their instances did not have promising runtime observation
values.

The runtime observation can also be used to exhaustively test attacks sorted in
categories. The fuzzer could exemplary test each category and thus focus on only
the promising categories. Furthermore the described attacks comprise a function that
can increase them in case any of them are tested and their runtime observation
values give a reason to increase.

In order to make a method according to the present invention generic, i.e. useful for
all possible text based protocols, a syntax generator for generating the input test data
can be created from an xml-schema based syntax description. The xml-schema
describes the form of the protocol and the lines of the protocol are described by
regular expressions encapsulated in xml-schema elements.

Many modifications and other embodiments of the invention set forth herein will come
to mind the one skilled in the art to which the invention pertains having the benefit of
the teachings presented in the foregoing description and the associated drawings.
Therefore, it is to be understood that the invention is not to be limited to the specific
embodiments disclosed and that modifications and other embodiments are intended
to be included within the scope of the appended claims. Although specific terms are
employed herein, they are used in a generic and descriptive sense only and not for
purposes of limitation.
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Claims

1. Method for supporting penetration testing of a computer system, wherein a
fuzzer performs black box fuzz testing for discovering possible vulnerabilities of a
target application running on said computer system, wherein input test data is
injected into said target application, said input test data being processed by said
target application,
characterized in the stepsof

performing runtime observations of output data of said target application being
a result of and/or a reaction to said input test data, and

steering the fuzzing process towards possible vulnerabilities by performing a
runtime adaptation of input test data in such a way that new input test data is
generated in consideration of said runtime observations.

2. Method according to claim 1, wherein said runtime observations exclusively
consider output data of said target application in relation to respective input test data.

3. Method according to claim 1 or 2, wherein said input test data consists of
and/or includes one or more attacks towards said target application.

4. Method according to any of claims 1 to 3, wherein said runtime observations
analyze said output data by evaluating and/or measuring values — vulnerability
indicators — that indicate stress and/or malfunction of said target application as a
result of said input test data.

5. Method according to any of claims 1 to 4, wherein said runtime observations
include the step of measuring the reply time required by said target application to
provide output data in response to said input test data.

6. Method according to any of claims 1 to 5, wherein said runtime observations
include the step of evaluating the current state of said target application and
determining deviations from expected states.
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7. Method according to any of claims 1 to 6, wherein said runtime observations
include the step of measuring whether said output data has unusual characteristics
and/or obeys syntactic rules.

8. Method according to any of claims 1 to 7, wherein a regular flow of messages
is sent to said target application by said fuzzer, wherein said fuzzer sends a separate
message flow that constitutes an attack to said target application, wherein the timing
of the response of said target application to said regular flow of messages is
analyzed.

9. Method according to any of claims 1 to 8, wherein aliveness checks are
performed for ascertaining the functional capability of said target application.

10.  Method according to any of claims 1 to 9, wherein, within each fuzz testing
run, said input test data includes a plurality of attacks belonging to different attack
types.

11.  Method according to any of claims 1 to 10, wherein, within each fuzz testing
run, attacks of said input test data are rated with respect to their effect on said target
application, and wherein attacks for a subsequent fuzz testing run are generated on
the basis of said rating.

12. Method according to any of claims 1 to 11, wherein a genetic algorithm is
employed for creating offspring attacks for a subsequent fuzz testing run.

13.  Method according to claim 12, wherein said offspring attacks are created from
parent attacks by means of performing combination, crossover and/or mutation
operations.

14.  Method according to any of claims 1 to 13, wherein said black box fuzz testing
is terminated by detecting a vulnerability or by attaining a pre-defined number of fuzz
testing runs.
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15.  Method according to any of claims 1 to 14, wherein said attacks are sorted in
different categories, wherein at least one exemplary attack from each category is
injected into said target application, and wherein attacks for subsequent fuzz testing
runs are only taken from the most promising categories.

16. Method according to any of claims 1 to 15, wherein a protocol independent
syntax generator for generating said input test data is created from an xml-schema
based syntax description.

17.  Device for supporting penetration testing of a computer system, in particular
for execution of a method according to any of claims 1 to 16, wherein a target
application is running on said computer system, the device comprising a fuzzer being
configured to perform black box fuzz testing for discovering possible vulnerabilities of
said target application, wherein said fuzzer is further configured to generate input test
data for being injected into said target application, and wherein said target application
is configured to process said input test data,
characterized in thatthe device comprises

means for performing runtime observations of output data of said target
application being a result of and/or a reaction to said input test data, and

control means for steering the fuzzing process towards said possible
vulnerabilities by performing a runtime adaptation of input test data in such a way
that new input test data is generated in consideration of said runtime observations.
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