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(57) Abstract: A computing device configured to facilitate on-boarding
of an electronic device may comprise a processor and memory. The
memory may store instructions that cause the processor to receive, over
a public network, a first communication from the electronic device on a
private network, comprising an address of the electronic device on the
private network. A first identifier associated with the address of the
electronic device on the public network and the received address of the
electronic device on the private network may be stored in a persistent
store. The computing device may then receive a first request from a
browser and, based upon a second identifier associated therewith, re-
trieve the stored address of the electronic device on the private network.
The retrieved address of the electronic device on the private network
may then be sent, over the public network, in response to the received
first request from the browser.
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AUTOMATIC DISCOVERY AND ONBOARDING OF ELECTRONIC DEVICES

BACKGROUND

[0001] Embodiments are related to configuring an electronic device for
use on a network. In particular, embodiments are related to configuring a data storage
device such as a Network Attached Storage (NAS) on a Local Area Network (LAN),
such as may occur when the user firsts connects a new data storage device to his or
her LAN.

BRIEF DESCRIPTION OF THE DRAWINGS

[0002] Fig. 1 is a block diagram of a system according to one
embodiment.
[0003] Fig. 2 is a flow chart of a method according to one embodiment.

DETAILED DESCRIPTION

[0004] Many devices that are configured to operate in computer
networks have no or very limited user interfaces. For example, data storage devices
such as network attached storage (NAS) computing devices typically do not comprise
a display or a keyboard that would enable a user to perform the initial device setup, a
process that is also called on-boarding. Currently, the user migrates data to his or her
new NAS using a dedicated application that is at least initially stored on the NAS. This
can be cumbersome and puts the user in an unfamiliar environment. Users are,
however comfortable with using web browsers to carry out a great many tasks.
However, detecting electronic devices in a local network from a sandboxed
environment (e.g., a protocol-restricted and security-constrained environment) such
as a web browser may be difficult. Indeed, in order to perform the initial setup process
to enable access to and use of the electronic device on the local network, the electronic

device must first be detected on the local network using the web browser.

[0005] It is critical for a user’s newly-purchased device (or an existing
device moved to a new network) to be reliably discovered and accessed on the
network. If this is not the case, the device is effectively invisible on the network and

might as well be non-existent. Device auto-discovery, at least on mobile devices, is
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conventionally carried out via Bonjour or other network technologies, which provides
a general method to discover services on a local area network. Digital Living Network
Alliance (DLNA) is one example of such network technologies. DLNA defines
interoperability guidelines to enable sharing of digital media between multimedia
devices, media management, discovery and control. Such device/service discovery
technologies are used for service discovery, address assignment, and hostname
resolution. However, they are based on broadcast technologies and can be disabled
using router configurations, and thus reducing the reliability of device discovery. There
is no reliable technology that is both technology and platform independent that allows
any applications including the sandboxed applications such as browsers to reliability
detect interested devices in the local network.

[0006] Fig. 1 is a block diagram of a system according to one
embodiment. As shown therein, an electronic device 102 may be coupled to a private
network (e.g., a user’s local area network (LAN)) 101. The electronic device 102 may
be coupled to the private network 101 through a wired or wireless connection. In one
implementation, the electronic device 102 may comprise a NAS, a Storage Attached
Network (SAN) a redundant array of inexpensive disks (RAID), or most any network-
aware electronic device. Alternatively, electronic device 102 may be any network
aware device embedded with electronics, software, sensors and connectivity to enable
it to exchange data with the manufacturer, operator and/or other connected devices.
The electronic device 102 may be uniquely identifiable through its embedded
computing system and may be configured to interoperate within an existing network
infrastructure, including LAN 101 and a wide area network (WAN) such as the Internet.

[0007] The electronic device 102 may be coupled to a networking device
such as a router 104, configured to forward data packets between LAN 101 and the
WAN 106. Other devices may be located on the LAN 101 such as, for example,
computing device 114. Computing device 114 may comprise a computer and a
display. The computing device may take many forms including, for example, a tablet
computer, a desktop computer, a laptop computer or a mobile device such as a
smartphone. The computing device 114 may be configured to run a browser, such as
shown at 116 in Fig. 1.
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[0008] A remote coordinating server 108 may be coupled to the WAN
106. The remote coordinating server 108 may comprise of one or more physical
and/or virtual computing devices and may be implemented at least partially in
hardware and/or software. According to one embodiment, the remote coordinating
server 108 may include mass storage. The mass storage, according to one
embodiment, may comprise a Hard Disk Drive (HDD) 118 comprising one or more
rotating magnetic disks. The mass storage of the remote coordinating server 108 may
also or alternatively include non-volatile (e.g., Flash-based) memories 120.
Alternatively still, the mass storage of the remote coordinating server 108 may
comprise one or more hybrid storage devices 119, each comprising both magnetic
disks 118 and non-volatile semiconductor memory 120. As also shown in Fig. 1, the
remote coordinating server 108 may comprise one or more microprocessor 122,
coupled to the mass storage, to a memory 124 and to a network interface 126. The
microprocessor(s) 122 may be configured to execute instructions configured to
implement an embodiment, as described herein relative to Figs. 1 and 2.

[0009] On-boarding may refer to or comprise the process of customizing
the generalized software available in off-the-shelf electronic devices (such as NASSs)
to user preference. One embodiment makes use of remote coordinating server 108 to
collect information from the electronic device and/or a client computing device 124 to
prepopulate many of the onboarding information fields, to enable the user to quickly
and efficiently finish the onboarding process. Indeed, one embodiment allows
sandboxed applications such as web browser 116 to use networking protocols in
association with a remote coordinating server such as shown at 108 to automatically
and accurately detect and on-board electronic devices such as 102 in a private
network such as LAN 101. This process, according to one embodiment, results in
newly-connected and accessible electronic device 102 sending identity information to
remote coordinating server 108, thereby enabling the remote coordinating server 108
to register the electronic device 102 on the network and render it accessible to the
user. One embodiment enables the remote coordinating server 108 to pull required
information directly from the electronic device 102 and to allow the user to request
details of the electronic device 102 from the browser 116. Thereatfter, the web browser
116 can facilitate the on-boarding of the electronic device through, for example,

3
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prepopulating the electronic device 102 using information retrieved from the electronic
device 114 and/or from the remote coordinating server 108.

[0010] According to one embodiment, the electronic device 102 in the
private network 101 may send, via networking device 104, a first communication to the
remote coordinating server 108 on the WAN 106. This first communication may
comprise the address of the electronic device on the private network 101. This
address may be an address on the LAN 101 such as, for example, 192.168.0.10, which
is an address that is only valid on the LAN 101. This first communication may have
been sent by the electronic device to the remote coordinating server 108 because the
electronic device is a newly-purchased electronic device that is newly coupled to the
LAN 101. Alternatively, the electronic device 102 may be a previously used device
that is connected for the first time to the private network 101. Alternatively still, the
electronic device 102 may be a pre-existing device on the local area network, but at a
new address. According to another embodiment, the electronic device 102 may
periodically (or responsive to a predetermined event) send the first communication
containing its address on the LAN 101 to the remote coordinating server 108, for any

reason.

[0011] Upon receipt of the first communication from the electronic device
102, the remote coordinating server 108 may store, in a persistent store 109 (such as,
for example, a database or a memcache), a first identifier associated with the address
of the electronic device on the public network (such as WAN 106) and the received
address of the electronic device on the private network 101. The persistent store 109
may be within the remote coordinating server 108, coupled thereto or otherwise
accessible thereto over a computer network such as shown at 106. Alternatively, the
persistent store 109 may be within the same data center as the remote coordinating
server and may be accessible over a LAN. The remote coordinating server 108 may
extract the address of the router 104 from the packets of the first communication
issued by the electronic device 102. This extracted address may be or include the
Internet Protocol (IP) address of the router 104. The remote coordinating server may
also store, in the persistent store 109, the address of the electronic device 102 in the
LAN 101 (or an encrypted version thereof), which address was at least part of the

payload of the packets of the first communication received by the remote coordinating
4
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server 108. According to one embodiment, the remote coordinating server 108 may
store the private address(es) of the electronic device(s) 102 in the private network 101
in a record (e.g., in a row or rows of a database, key value of a memcache) of the
persistent store 109 associated with or related to the public address of the electronic
device on the public network 106. The stored public address of the electronic device
102 on the public network 106 may, therefore, act as an index or key into the persistent
store 109 to retrieve therefrom the corresponding private address(es) (which may be
encrypted) of the electronic devices 102 on the private network 101.

[0012] According to one embodiment, this first communication may be
auto-generated by the electronic device 102 upon detecting a triggering event such
as, for example, being newly-connected to private network 101. The electronic device
102 may, according to one embodiment, have prior knowledge of the remote
coordinating server 108 and its IP address on the WAN 106. For example, the remote
coordinating server 108 may have been configured by the manufacturer of the
electronic device 102 and the address thereof may have been pre-loaded onto the
electronic device 102 to allow just such auto-generated first communication to the
remote coordinating server 108. Indeed, such first communication, according to one
embodiment, may be carried out well before any on-boarding attempt is carried out,
via the browser 116 of computing device 114 or otherwise.

[0013] Sometime later, perhaps when the user has initiated the on-
boarding procedure, the remote coordinating server may receive, over the public
network 106, a first request from browser 116 running on computing device 116. ltis
to be noted that the computing device 116 is a different device than electronic device
102. Such first request, issued by browser 116 and received by remote coordinating
server 108, may be characterized as a first on-boarding request; that is, a request
intended to at least initiate the on-boarding procedure of the electronic device 102 on
the private network 101. It is to be noted that the first request is passed between
private network 101 and public network 106 via the router 104.

[0014] Based upon a second identifier associated with the first request
from the browser 116, the remote coordinating server 108 may retrieve the previously-
stored private address or addresses of the electronic device or devices 102 on the

5
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private network 101. In this regard, itis to be noted that the packets of this first request
from browser 116 include the same public address as did the packets of the previously
sent and received first communication from the electronic device 102 to the remote
coordinating server 108. According to one embodiment, therefore, the second
identifier may be or may be related to this same public address. According to one
embodiment, the remote coordinating server 108 may extract, from the first request
received from the browser 116, the public IP address of the computing device 114,
which is the public IP address of the router 104, which is the same networking device,
at the same public address, that routed the packets of the prior first communication
from the electronic device 102 to the remote coordinating server 108. In this manner,
the remote coordinating server 108 may use the public address extracted from this
received first request to index into the persistent store 109 and to retrieve therefrom
the private address of the electronic device 102 in the private network 101, which
private address was previously stored in a record of persistent store 109
corresponding to or associated with the public address extracted from first request
(and previously extracted from the first communication from the electronic device 102
to the remote coordinating server 108). Now in possession of the retrieved private
address of the electronic device 102 and responsive to the received first request from
the browser 116, the remote coordinating server 108 may send this retrieved private
address, over the public network 116 to the browser 116 as well as, optionally,
additional information such as product model and device name, for example. In the
case in which there are multiple devices that are found for the same public IP address,
this information may be useful to enable the user to easily select the proper device.
This retrieved private address may require decryption if previously encrypted. The
browser 116, and thus the computing device 114, is now in possession of the private
address of the electronic device 102 and may initiate or continue the on-boarding
procedures to fully configure and allow access to the electronic device, over both the
public network 106 and the private network 101.

[0015] According to one embodiment, the first identifier extracted by the
remote coordinating server 108 from the first communication received from the
electronic device may be or may include the address of the electronic device 102 (e.
g., that of the router 104) on the public network 106. For privacy, however, this first

6
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identifier may be or may comprise a hash of the address of the electronic device 102
on the public network 106. Similarly, the second identifier extracted from the first
request received from browser 116 by the remote coordinating server 108 may be or
may comprise the address of the computing device 114 (e.g., that of the router 104)
on the public network 106. For privacy, however, this second identifier may be an
encrypted or obfuscated version of the address of the computing device 104 on the
public network 106. To enable the remote coordinating server 108 to index into the
persistent store 109 using the second identifier, the hashing algorithm used to
scramble the public address extracted from the first communication from the electronic
device 102 may be the same hashing algorithm as that used to scramble the public
address extracted from the first request received from the browser 116 of computing
device 114. If different hashing algorithms are used to scramble the extracted public
addresses, a mechanism should be instituted to enable the remote coordinating server
108 to associate one with the other, to enable the remote coordinating server to index
into the persistent store, to identify the record in which the private address of the
electronic device 102 is stored and to retrieve that private address and provide the
same to the computing device 114 responsive to the first request from the browser
116.

[0016] According to one embodiment, the first communication received
by the remote coordinating server 108 from the electronic device 102 may comprise
or contain more than just the private address of the electronic device 102 on the private
network 101. Indeed, according to one embodiment, this first communication may also
contain a third identifier of the electronic device, a name of the electronic device and/or
select characteristics of the electronic device 102. This third identifier may be human-
observable. Examples of human-observable third identifiers may include, for example,
a serial number of the electronic device 102 or any other identifier such as a Media
Access Control (MAC) address of the electronic device and/or any other human-
perceptible indication printed on the device or the packaging thereof. The select
characteristics of the electronic device may comprise selected items from the
electronic device’s specifications and/or any other characteristics that may be useful
in on-boarding and/or otherwise configuring the electronic device 102 for access and
use. Such third identifier, name and/or select characteristics contained in the first

7



WO 2016/209830 PCT/US2016/038556

communication from the electronic device 102 to the remote coordinating server 108
may also be stored in the persistent store 109 at a location associated with the
(optionally hashed) public address extracted from the first communication from the
electronic device 102 and accessed using the matching public address (also optionally
hashed or otherwise scrambled or obfuscated) extracted from the first request from
the browser 116.

[0017] According to one embodiment, the information sent by the
electronic device 102 to the remote coordinating server 108 may be updated. Indeed,
according to one embodiment, the remote coordinating server 108 may be further
configured to receive, over public network 106, a second communication from the
electronic device 102 on the same private network 101 or on another private network.
The second communication may comprise an updated private address of the
electronic device 102 on the private network 101 or on the other private network. Upon
receipt of this second communication, the remote coordinating server 108 may store,
in the persistent store 109, an updated first identifier associated with the updated
address of the electronic device 102 on the public network 106 (which may be the
same or different from the previously-stored first identifier) and the received updated
address of the electronic device 102 on the private network 101 or on the other private
network. This second communication from the electronic device 102 to the remote
coordinating server 108 may be carried out by the electronic device 102 automatically;

that is, without human intervention.

[0018] The remote coordinating server 108 may, at some later time,
receive receiving, over the public network 106, a second request from the browser 116
(or from another browser running on computing device 114 or on another computing
device). Based upon an updated second identifier associated with the second request
from the browser 116 or another browser, the remote coordinating server 108 may
retrieve from the persistent store 109 the stored updated private address of the
electronic device 102 on the private network 101 or some other private network. The
updated second identifier may be or may comprise the extracted public address of the
electronic device 102 on the public network 106, or a hash or a scrambled or otherwise
obfuscated version thereof. In response to the received second request from the

browser 116 or the other browser, the remote coordinating server 108 may then send,
8
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over the public network 106; the retrieved updated address of the electronic device
102 on the private network 101 or on the other private network, as well as additional

information such as, for example, the device name and product model.

[0019] If this process fails to register the electronic device 102 (such as
a NAS) with the remote coordinating server 108, the user may log onto the server’s
website ((e.g., MyCloud.com in the case in which the remote coordinating server is a
Western Digital Corp. server), and manually register and on-board his or her electronic
device 102 through a guided setup procedure. According to one embodiment, the
remote coordinating server 108 may provide code (such as JavaScript, for example),
which may be executed within the browser to scan devices on the user’s private
network 101 for default names with which the remote coordinating server knows the
electronic device 102 may be initially configured.

[0020] According to one embodiment, therefore, when in the user’s
private network (e.g., LAN) environment, the electronic device 102 may send (in a first
communication) its identify information, including IP address , MAC address, name,
serial number and/or other pieces of information to a remote coordinating server 108
over a WAN 106. The remote coordinating server 108 may then detect this registration
request and may then register the electronic device 102 in its persistent store 109,
with the identity information and the network routing details. When the user later
connects, in a first request, to a designated Universal Resource Locator (URL) (e.g.
MyCloud.com) from a browser 116, the user may then be automatically presented with
website that is personalized to his or her electronic device information. This website
may be at the remote coordinating server 108 or at some other location, and may
already be personalized with the serial number, name and/or MAC address (among
other possibilities) of his or her electronic device 102. From this personalized website,
the user may complete the device configuration and/or initial setup process using the
familiar web browser 116, to complete the onboarding process via communications
between the browser 116 and the electronic device 102. The user and/or the remote
coordinating server or other authorized users may then access the electronic device
102 over the WAN 106 or LAN 101, based on network availability. Likewise, the
remote coordinating server 108 may then also pull data from the electronic device 102

and provide the user with, for example, a listing of all shares, files, directories, histories
9
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of upload, downloads, etc. Alternatively, other clients (e.g., an app on a mobile device)
may then pull data from the electronic device 102.

[0021] According to an embodiment, any changes in the user’s local
network, such as a change to the public or private IP address of the electronic device
102 may be timely communicated to the remote coordinating server 108. Similarly,
any changes in the identity of the electronic device such as device name or device
capability may also, according to one embodiment, be communicated to the remote
coordinating server 108 in a timely manner, without user intervention. Also, any
change in the public IP address of the router 104 to which the electronic device 102 is
connected may also be automatically communicated to the remote coordinating server
108. To help ensure privacy and to avoid data breaches, in one embodiment, some
or all of the information passed through the remote coordinating server 108 may be
hashed and/or otherwise anonymized. Moreover, communications to the remote
coordinating server 108 may be further validated with unique headers, to further
reduce potential external threats. Alternatively, other methods and protocols may be
used (such as HTTPS, for example) to provide authentication, validation and/or other

services.

[0022] Fig. 2 is a flow chart of a method according to one embodiment.
As shown therein, block B21 calls for receiving, over a public network, a first
communication from an electronic device on a private network. As detailed above, the
first communication may comprise at least an address of the electronic device on the
private network. As shown in block B22, the method may further comprise storing, in
a persistent store, a first identifier associated with the address of the electronic device
on the public network and the received address of the electronic device on the private
network. At some later time, as shown at B23, the remote coordinating server 108
may receive, over the public network, a first request from a browser. It is to be
understood that the browser runs on a computing device that is different than the
electronic device. Thereafter, based upon a second identifier associated with the first
request from the browser, the remote coordinating server may retrieve the stored
address(es) of the electronic device(s) on the private network, as shown at B24.
Lastly, block B25 calls for sending, over the public network; the retrieved address of

the electronic device on the private network in response to the received first request
10
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from the browser. The user may now manage his or her newly-discovered, registered
and configured electronic device through the familiar environment of his or her web

browser.

[0023] Another embodiment is a data storage device such as the NAS
102 depicted in Fig. 1. Such a NAS 102 may comprise memory 1022 storing a public
network address for a remote coordinating server and an identifier for the NAS, a
network interface 1023 and one or more processors 1021. The processor(s) 1021,
according to one embodiment, may be configured to during an initial setup process on
a private network, determine the private network address of the NAS 102 and transmit
the private network 101 address and the identifier to the remote coordinating server,
with the remote coordinating server 108 is located on a public network 106 (that is
different from the private network 101). A network communication may be received,
at the private network address of the NAS 102, from a computing device 114 on the
private network 101, with the private network address having been obtained by the
computing device 114 from the remote coordinating server 108. In response to
receiving the network communication from the computing device (or some time
thereafter), the NAS 102 may provide an interface (for displaying an end user license,
to enable configuration information to be entered, etc.) to the computing device 114.
The NAS 102 may then be configured using the interface from user input and/or may
be at least partially automatically or programmatically configured. For example, the
one or more processors 1021 may be further configured to pre-populate fields
corresponding to the language of the requesting browser, the time zone in which the
NAS resides and/or the current time, among many possibilities. Such information may
have been obtained from the electronic device 114, from the coordinating server 108

and/or from other sources.

[0024] According to one embodiment, the method provides an intuitive
and automatic pathway for on-boarding of NASs and other electronic device that does
not require the user to manually register his or her device on the network, thereby
taking this complexity away from the user and rendering the process of onboarding an
electronic device a seamless process. Advantageously, the present device discovery
mechanism according to one embodiment works without necessitating or relying on

the use of network broadcast technologies such as Bonjour or DLNA. These
11
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technologies may have limited effectiveness due to router behavior or browser
constraints, as most of the modern routers may readily be configured to disallow
broadcasting for security and performance reasons. Although embodiments have
been presented herein in terms of network attached storage devices, other electronic
devices may be on-boarded according to embodiments. For example, the
embodiments shown and described herein may be practiced to good advantage on or
with other types of networked devices with limited input capability such as, for
example, IP telephones, routers, switches, access points, networked-TV tuners, etc.

[0025] Moreover, according to one embodiment, no modification and/or
installation of new software is required on the computing device 114 in order to perform
the setup of, configure or on-board the NAS or other electronic device. Indeed, the
computing device 114 may be configured to communicate with the electronic device
102 using pre-existing software installed on the computing device 114 prior to the initial

setup process.

[0026] Herein, the use of ordinal qualifiers such as “first®, “second”,
“third” is not necessarily intended to connote sequentiality or any particular ordering.
Rather, such qualifiers may be interpreted solely as distinguishing one quantity from

another.

[0027] While certain embodiments of the disclosure have been
described, these embodiments have been presented by way of example only, and are
not intended to limit the scope of the disclosure. Indeed, the novel methods, devices
and systems described herein may be embodied in a variety of other forms.
Furthermore, various omissions, substitutions and changes in the form of the methods
and systems described herein may be made without departing from the spirit of the
disclosure. The accompanying claims and their equivalents are intended to cover
such forms or modifications as would fall within the scope and spirit of the disclosure.
For example, those skilled in the art will appreciate that in various embodiments, the
actual physical and logical structures may differ from those shown in the figures.
Depending on the embodiment, certain steps described in the example above may be
removed, others may be added. Also, the features and attributes of the specific

embodiments disclosed above may be combined in different ways to form additional
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embodiments, all of which fall within the scope of the present disclosure. Although the
present disclosure provides certain preferred embodiments and applications, other
embodiments that are apparent to those of ordinary skill in the art, including
embodiments which do not provide all of the features and advantages set forth herein,
are also within the scope of this disclosure. Accordingly, the scope of the present
disclosure is intended to be defined only by reference to the appended claims.

13
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CLAIMS:

1. A computer-implemented method, comprising:

receiving, over a public network, a first communication from an electronic
device on a private network, the first communication comprising an address of the

electronic device on the private network;

storing, in a persistent store, a first identifier associated with the address of the
electronic device on the public network and the received address of the electronic
device on the private network;

receiving, over the public network, a first request from a browser running on a

computing device that is different than the electronic device;

based upon a second identifier associated with the first request from the
browser, retrieving the stored address of the electronic device on the private network;
and

sending, over the public network; the retrieved address of the electronic device
on the private network in response to the received first request from the browser.

2. The computer-implemented method of claim 1, wherein the first identifier
comprises one of address of the electronic device on the public network and a hash
of the address of the electronic device on the public network.

3. The computer-implemented method of claim 1, wherein the second
identifier comprises one of the address of the electronic device on the private network
and an encrypted version of the address of the electronic device on the private
network.

4. The computer-implemented method of claim 1, wherein the first
communication received from the electronic device further comprises at least one of a
third identifier of the electronic device, a name of the electronic device and select
characteristics of the electronic device.

5. The computer-implemented method of claim 4, wherein the third
identifier is human-observable.

6. The computer-implemented method of claim 4, wherein storing further
comprises storing, in the persistent store, the at least one of the identifier of the

14
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electronic device, the name of the electronic device and the select characteristics of
the electronic device.

7. The computer-implemented method of claim 1, wherein retrieving
comprises matching the second identifier associated with the first request from the
browser with the stored first identifier associated with the address of the electronic
device on the public network and, upon determining a match, retrieving the address of
the electronic device on the private network stored in a record of the persistent store
associated with the matching first and second identifiers.

8. The computer-implemented method of claim 1, wherein the electronic
device comprises a data storage device.

9. The computer-implemented method of claim 1, further comprising:

receiving, over a public network, a second communication from the electronic
device on the private network or an other private network, the second communication
comprising an updated address of the electronic device on the private network or on
the other private network;

storing, in the persistent store, an updated first identifier associated with the
updated address of the electronic device on the public network and the received
updated address of the electronic device on the private network or on the other private

network;

receiving, over the public network, a second request from the browser or an

other browser

based upon an updated second identifier associated with the second request
from the browser or the other browser, retrieving the stored updated address of the
electronic device on the private network or on the other private network; and

sending, over the public network; the retrieved updated address of the
electronic device on the private network or on the other private network in response to
the received second request from the browser or the other browser.

10. A computing system, comprising:
a network interface;

one or more processors configured to:
15
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receive, over a public network, a first communication from an electronic
device on a private network, the first communication comprising an address of

the electronic device on the private network;

store, in a persistent store, a first identifier associated with the address
of the electronic device on the public network and the received address of the

electronic device on the private network;

receive, over the public network, a first request from a browser running

on a computing device that is different than the electronic device;

based upon a second identifier associated with the first request from the
browser, retrieve the stored address of the electronic device on the private

network; and

send, over the public network, the retrieved address of the electronic
device on the private network in response to the received first request from the

browser.

11.  The computing system of claim 10, wherein the first identifier comprises
one of the address of the electronic device on the public network and a hash of the
address of the electronic device on the public network.

12. The computing system of claim 10, wherein the second identifier
comprises one of the address of the electronic device on the private network and an
encrypted version of the address of the electronic device on the private network.

13. The computing system of claim 10, wherein the first communication
received from the electronic device further comprises at least one of a third identifier
of the electronic device, a name of the electronic device and select characteristics of
the electronic device.

14.  The computing system of claim 13, wherein the third identifier is human
observable.

15.  The computing system of claim 13, wherein the stored instructions are
further configured to cause the processor to store, in the persistent store, the at least
one of the identifier of the electronic device, the name of the electronic device and the
select characteristics of the electronic device.

16.  The computing system of claim 10, wherein the stored instructions are
16
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further configured to cause the processor to match the second identifier associated
with the first request from the browser with the stored first identifier associated with
the address of the electronic device on the public network and, upon determining a
match, retrieve the address of the electronic device on the private network stored in a
record of the persistent store associated with the matching first and second identifiers.

17.  The computing system of claim 10, wherein the electronic device
comprises a data storage device.

18.  The computing system of claim 10, wherein the stored instructions are

further configured to cause the processor to:

receive, over a public network, a second communication from the electronic
device on the private network or an other private network, the second communication
comprising an updated address of the electronic device on the private network or on
the other private network;

store, in the persistent store, an updated first identifier associated with the
updated address of the electronic device on the public network and the received
updated address of the electronic device on the private network or on the other private

network;

receive, over the public network, a second request from the browser or an other

browser

based upon an updated second identifier associated with the second request
from the browser or the other browser, retrieve the stored updated address of the

electronic device on the private network or on the other private network; and

send, over the public network; the retrieved updated address of the electronic
device on the private network or on the other private network in response to the
received second request from the browser or the other browser.

19. A network attached electronic device, comprising:

memory storing a public network address for a remote coordinating server and

an identifier for the electronic device; and
one or more processors configured to:

during an initial setup process on a private network, determine a private
17
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network address of the electronic device and transmit the private network
address and the identifier to the remote coordinating server, wherein the remote
coordinating server is located on a public network different from the private

network;

receive, at the private network address of the electronic device, a
network communication from a computing device on the private network,
wherein the private network address was obtained by the computing device

from the remote coordinating server; and

in response to receiving the network communication from the computing

device, provide an interface for the electronic device to the computing device.

20.  The electronic device of claim 1, wherein the one or more processors
are further configured to pre-populate at least one of language, time zone and time
information in the electronic device from information obtained from the computing

device.

21.  The electronic device of claim 1, wherein the computing device is
configured to communicate with the electronic device using pre-existing software

installed on the computing device prior to the initial setup process.
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