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1. 

SELECTIVELY PERFORMING MAN IN THE 
MIDDLEDECRYPTION 

TECHNICAL FIELD 

The present document relates to computer networking 

BACKGROUND 

A computer network is a collection of computers and other 
hardware interconnected by communication channels that 
allow sharing of resources and information. Communication 
protocols define the rules and data formats for exchanging 
information in a computer network. Transport Layer Security 
(TLS) and Secure Socket Layer (SSL) are two examples of 
cryptographic communication protocols that provide com 
munication security by allowing devices to exchange 
encrypted, as opposed to plaintext, messages. 

SUMMARY 

In one aspect, a method is performed by data processing 
apparatus. The method includes receiving, by an agent on a 
device within a network, a request to access a resource outside 
the network. The method further includes establishing a first 
encrypted connection between the device and the agent, and a 
second encrypted connection between the agent and the 
resource, to facilitate encrypted communication traffic 
between the device and the resource. The method further 
includes sending, by the agent in response to receiving the 
request to access the resource, a policy request to a network 
appliance within the network, the request specifying the 
resource. The method further includes receiving, by the agent 
and from the network appliance, a policy response indicating 
that the resource is associated with one or more security 
policies of the network. The method further includes selec 
tively decrypting and inspecting the encrypted communica 
tion traffic passing between the device and the resource 
depending on the security policies. 

Implementations can include any, all, or none of the fol 
lowing features. The device and the network appliance are 
Subject to the same administrative control. Decrypting and 
inspecting the encrypted communication traffic includes 
blocking the encrypted communication traffic. The request to 
access the resource is a Hypertext Transfer Protocol (HTTP) 
or Hypertext Transfer Protocol Secure (HTTPS) GET or 
POST request. The method including receiving, by the agent, 
a second request to access a second resource outside the 
network, determining that the second recourse is on a 
whitelist that lists resources for which man-in-middle analy 
sis should not apply; causing the establishment, responsive to 
determining that the second recourse is on the whitelist, a 
third encrypted connection between the device and the second 
resource to facilitate encrypted communication traffic 
between the device and the second resource. The method 
including removing the device from the network; receiving, 
by the agent, a third request to access a third resource outside 
the network; establishing a fourth encrypted connection 
between the device the agent, and a fifth encrypted connec 
tion between the agent and the third resource, to facilitate 
encrypted communication traffic between the device and the 
third resource; sending, by the agent in response to receiving 
the third request to access the resource, a third policy request 
to the network appliance, the request specifying the third 
resource; receiving, by the agent and from the network appli 
ance, a third policy response indicating that the third resource 
is associated with one or more security policies of the net 
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2 
work; and selectively decrypting and inspecting the 
encrypted communication traffic passing between the device 
and the third resource depending on the security policies. The 
agent is a driver installed in a protocol stack of the device. The 
agent is configured to receive requests to access resources 
from a plurality of applications of the device. 

In one aspect, non-transitory computer storage media 
encoded with computer program instructions that, when 
executed by one or more processors, cause a computer device 
to perform operations. The operations include receiving, by 
an agent on a device within a network, a request to access a 
resource outside the network. The operations further include 
establishing a first encrypted connection between the device 
and the agent, and a second encrypted connection between the 
agent and the resource, to facilitate encrypted communication 
traffic between the device and the resource. The operations 
further include sending, by the agent in response to receiving 
the request to access the resource, a policy request to a net 
work appliance within the network, the request specifying the 
resource. The operations further include receiving, by the 
agent and from the network appliance, a policy response 
indicating that the resource is associated with one or more 
security policies of the network. The operations further 
include selectively decrypting and inspecting the encrypted 
communication traffic passing between the device and the 
resource depending on the security policies. 

Implementations can include any, all, or none of the fol 
lowing features. The device and the network appliance are 
Subject to the same administrative control. Decrypting and 
inspecting the encrypted communication traffic includes 
blocking the encrypted communication traffic. The request to 
access the resource is a Hypertext Transfer Protocol (HTTP) 
or Hypertext Transfer Protocol Secure (HTTPS) GET or 
POST request. The operations further include receiving, by 
the agent, a second request to access a second resource out 
side the network; determining that the second recourse is on 
a whitelist that lists resources for which man-in-middle 
analysis should not apply; causing the establishment, respon 
sive to determining that the second recourse is on the 
whitelist, a third encrypted connection between the device 
and the second resource to facilitate encrypted communica 
tion traffic between the device and the second resource. The 
operations further include removing the device from the net 
work; receiving, by the agent, a third request to access a third 
resource outside the network; establishing a fourth encrypted 
connection between the device the agent, and a fifth 
encrypted connection between the agent and the third 
resource, to facilitate encrypted communication traffic 
between the device and the third resource: sending, by the 
agent in response to receiving the third request to access the 
resource, a third policy request to the network appliance, the 
request specifying the third resource; receiving, by the agent 
and from the network appliance, a third policy response indi 
cating that the third resource is associated with one or more 
security policies of the network; and selectively decrypting 
and inspecting the encrypted communication traffic passing 
between the device and the third resource depending on the 
security policies. The agent is a driver installed in a protocol 
stack of the device. The agent is configured to receive requests 
to access resources from a plurality of applications of the 
device. 

In one aspect, a system includes one or more processors 
configured to execute computer program instructions. The 
system further includes non-transitory computer storage 
media encoded with computer program instructions that, 
when executed by one or more processors, cause a computer 
device to perform operations. The operations include receiv 
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ing, by an agent on a device within a network, a request to 
access a resource outside the network. The operations further 
include establishing a first encrypted connection between the 
device and the agent, and a second encrypted connection 
between the agent and the resource, to facilitate encrypted 
communication traffic between the device and the resource. 
The operations further include sending, by the agent in 
response to receiving the request to access the resource, a 
policy request to a network appliance within the network, the 
request specifying the resource. The operations further 
include receiving, by the agent and from the network appli 
ance, a policy response indicating that the resource is associ 
ated with one or more security policies of the network. The 
operations further include selectively decrypting and inspect 
ing the encrypted communication traffic passing between the 
device and the resource depending on the Security policies. 

Implementations can include any, all, or none of the fol 
lowing features. The device and the network appliance are 
Subject to the same administrative control. Decrypting and 
inspecting the encrypted communication traffic includes 
blocking the encrypted communication traffic. The request to 
access the resource is a Hypertext Transfer Protocol (HTTP) 
or Hypertext Transfer Protocol Secure (HTTPS) GET or 
POST request. The operations further include, by the agent, a 
second request to access a second resource outside the net 
work; determining that the second recourse is on a whitelist 
that lists resources for which man-in-middle analysis should 
not apply; causing the establishment, responsive to determin 
ing that the second recourse is on the whitelist, a third 
encrypted connection between the device and the second 
resource to facilitate encrypted communication traffic 
between the device and the second resource. The operations 
further include removing the device from the network; receiv 
ing, by the agent, a third request to access a third resource 
outside the network; establishing a fourth encrypted connec 
tion between the device the agent, and a fifth encrypted con 
nection between the agent and the third resource, to facilitate 
encrypted communication traffic between the device and the 
third resource; sending, by the agent in response to receiving 
the third request to access the resource, a third policy request 
to the network appliance, the request specifying the third 
resource; receiving, by the agent and from the network appli 
ance, a third policy response indicating that the third resource 
is associated with one or more security policies of the net 
work; and selectively decrypting and inspecting the 
encrypted communication traffic passing between the device 
and the third resource depending on the security policies. The 
agent is a driver installed in a protocol stack of the device. The 
agent is configured to receive requests to access resources 
from a plurality of applications of the device. 
The systems and processes described here may be used to 

provide any of a number of potential advantages. By perform 
ing man in the middle analysis on the device initiating 
encrypted traffic, the computational load needed to perform 
the man in the middle analysis can be handled by the initiating 
device. Performing the man in the middle on the device also 
ensures that the plaintext of the message never needs to be 
generated outside of the device, increasing security. An agent 
performing man in the middle on the device allows a network 
security policy to apply to the device, even when the device is 
not in communication with the network. If the agent is in 
communication with the network, up-to-date policy changes 
can be reflected without returning the device to the network. 

DESCRIPTION OF DRAWINGS 

FIG. 1 is a block diagram of a computer with a man in the 
middle agent communicating with a remote resource. 
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4 
FIG. 2 is a block diagram of a man in the middle agent on 

a computer that has moved out of the network. 
FIG. 3 is a Swim-lane diagram of an example process for 

establishing a communication link through a man in the 
middle agent. 

FIG. 4 is a block diagram showing a device with a man in 
the middle agent. 

FIG. 5 is a schematic diagram that shows an example of a 
computing device and a mobile computing device. 

Like reference symbols in the various drawings indicate 
like elements 

DETAILED DESCRIPTION 

When data on a network is encrypted (e.g., by SSL or TSL) 
the data can pose challenges to network security appliances 
and routines in that it makes it difficult to inspect the data as 
it is transferred between the end users and servers on the 
Internet. This can lead to problems such as viruses being 
transferred over secure connections and entering the network 
instead of being blocked because the gateway security appli 
ances could not inspect the data. In addition, organizational 
policies cannot be applied since the data within the encrypted 
traffic is protected causing security functions to fail as they 
cannot inspect the data. 

Described in this document is a use of man in the middle 
(MitM) encryption and decryption performed locally by each 
computer. Agents residing on each network device can inter 
cept requests to initiate encrypted communication sessions 
and insert themselves as men in the middle. The agents can 
then pass relevant information (e.g., URL) to a policy man 
ager in a side band channel. The policy manager may then 
indicate blocking or other action based on a centralized 
policy. 
By using an agent on each computer, as opposed to a single 

network device performing MitM inspection for all traffic on 
the network, each computer handles their own encryption and 
decryption. This allows the number of computers to scale 
without creating a bottleneck on a single piece of hardware 
dedicated to MitM inspection. 

FIG. 1 is a block diagram of a computer 100 with a man in 
the middle agent 102 communicating, on behalf of an appli 
cation 106, with a remote resource on a server 104. The 
computer 100 represents any appropriate computing device 
capable of browsing remote resources. Also shown is a policy 
manager 108 on the same network 110 as the computer 100. 
While not shown for clarity’s sake, the network 110 can 
include other elements including, but not limited to, wireless 
and/or wired access points, file and/or application servers, 
network gateways, routers, and network cables, as well as 
additional computers 100 and/or policy managers 108. 
The computer 100 can be configured to route all incoming 

and outgoing messages through the agent 102. For example, 
the application 106 may generate a request 112 to access a 
resource on the server 104. The agent 102 can intercept the 
request 112 and, instead of passing the request to the server 
104, can initiate a cryptographic connection 114 with the 
application 106 and a second cryptographic connection 116 
with the server 104. By creating these two cryptographic 
connections 114 and 116, the agent 102 can in effect inserted 
itself as a MitM between the application 106 and the server 
104. Future messages to be sent from the application 106 to 
the server 104, or vice versa, are decrypted, optionally 
inspected and acted upon (modified, dropped, logged), and 
then re-encrypted by the agent 102. In general, dropping a 
connection blocks the resource from the application. Modi 
fying a request can be used to, for example, block or redirect 
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a request. A resource can be blocked by redirecting to a 
website explaining that a requested resource is in violation of 
a security policy. A redirection can also be used to change 
where a resource is received from. For example, a request to 
a web search engine may be redirected to a different search 
engine that has content filters. 

After creating the encrypted connections 114 and 116, the 
agent 102 can send a policy request 118 to the policy manager 
108. The policy request 118 can specify, for example, the 
name, universal resource locator (URL), or other information 
of the resource accessed by the application 106. The policy 
manager can determine if there is one or more network poli 
cies associated with the network 110 that apply to the 
resource. The policy manager 108 can return a policy 
response 120 to the agent 102. The policy response 120 may 
include, for example, instruction on actions (e.g. modify, 
drop, log) to apply to communications between the applica 
tion 106 and the server 104 and/or a list of the policies that 
apply to the resource. Based on the policy response 120, the 
agent 102 can take any appropriate action on the communi 
cation between the application 106 and the server 104, includ 
ing no action. 

Inspection, alteration, dropping, or logging of communi 
cation by the agent 102 can ensure that encrypted communi 
cation into and out of the computer 100 conforms to any 
number of policies. For example, the network 110 may have 
a policy of inspecting incoming messages for computer 
viruses, malware, or other unwanted content. The agent 102 
may apply these policies to the encrypted traffic of the com 
puter 100 inspecting incoming messages in their decrypted 
state and dropping any messages that fail the same tests as 
applied by the policy manager 108. In some configurations, 
plaintext traffic to and from the computer 100 can be 
inspected by the agent 102, with similar actions taken on the 
plaintext messages as is taken on encrypted messages. In 
Some configurations, polices can be applied to plaintext mes 
sages when they enter or exit the network. For example, a 
network gateway (not shown) through which network traffic 
enters and exits the network 100 can examine the plaintext 
messages and act on the messages as specified by the policies 
of the network. 

Although only one computer 100 is shown, additional, and 
different types of, computers may be on the network 110. 
These computers may have different hardware profiles, oper 
ating systems, and installed applications. For example, the 
network 110 may include a heterogeneous group of laptops, 
desktop computers, and mobile devices including cellphones 
and tablet computers. Different versions of the agent 102 may 
be developed and deployed on these devices, as appropriate. 
Each agent may be, for example, operating system specific, 
and may accomplish the actions described using operating 
system techniques. An agent for one operating system may, 
for example, be installed as a driver in the network stack of an 
operating system while an agent for another operating system 
may be, for example, a service that alters the firewall of the 
operating system. 
The agent 106 may also perform other actions in addition to 

those already described. For example, the agent 106 may 
install one or more public key certificates into the computer 
100. These certificates may, for example, prevent the appli 
cation 106 from creating warning or error messages that 
indicate an unknown MitMagent is intercepting the comput 
er's 100 communications. 

Additionally or alternative, the agent 102 may store a 
whitelist of resources for which no MitM is to be applied. For 
example, the computer 100 may include a virtual private 
network (VPN) client used to virtually join other networks 

5 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

6 
(not shown) administered by the same administrator that 
administrates the network 110. The agent 102 may keep a 
record of this VPN connection in a whitelist and, when the 
application 106 initiates the VPN connect, determine that the 
connection is on the whitelist. When such a connection is 
identified, the agent 102 may be configured not to intercept 
the connection request, allowing the connection to be made 
without the agent 102 acting as a MitM. The agent 102 may be 
configured to populate and update this whitelist from, for 
example, the policy manager 108. 

FIG. 2 is a block diagram of the man in the middle agent 
102 on the computer 100 after the computer 100 has moved 
out of the network 110. For example, the user of the computer 
100 may have, in FIG.1, used the computer 100 on a network 
110 during the day while at work or school, taken the com 
puter 100 home, and then connected the computer 100 to the 
user's home network or the network of a coffee shop (not 
shown). As such, the computer 100 remains under the same 
administrative control as the network 110 and still subject to 
the policy determinations of the policy manager 108, even 
though not on the network 110. 

Similar to as described with respect to FIG. 1, the applica 
tion 106 can generate a request 212 to access a resource on a 
server 204. The agent 102 can intercept the request 212 and 
initiate cryptographic connections 114 and 116. Once cre 
ated, the agent 102 can send a policy request 218 to the policy 
manager and receive a policy response 220. Based on the 
policy response 220, the agent 102 can perform the appropri 
ate MitMactions on communications between the application 
106 and the server 204. 

In contrast with FIG. 1, in FIG. 2, the computer 100, and 
thus the agent 102, is not on the network 110. However, the 
agent 102 can still communicate with the policy manager 108, 
receiving up to date policy responses 220, even if a policy has 
changed before the computer 100 is brought back onto the 
network 110. Additionally, once the agent 102 has created the 
cryptographic connections 214 and 216, data between the 
computer 100 and the server 204 need not be routed through 
the network 110 to have the policies of the network 110 
applied. 

FIG. 3 is a Swim-lane diagram of an example process 300 
for establishing a communication link through a man in the 
middle agent 102. The process 300 is described with refer 
ence to the components shown in FIG. 1. However, other 
components, including and not limited to the components 
shown in FIG. 2, can be used to perform the process 300 or a 
similar process. 
The application 106 creates a request to access a resource 

outside the network (302). For example, the application 106 
may be a web browser, and a user may have entered a 
webpage to request. In another example, the application 106 
may be an email client configured to request updates to a 
users inbox on a regular basis. The request may take the form 
of any appropriate message defined by any appropriate pro 
tocol. Example messages include, but are not limited to, 
Hypertext Transfer Protocol (HTTP) or Hypertext Transfer 
Protocol Secure (HTTPS) GET or POST requests, File Trans 
fer Protocol (FTP) RETR requests, or a TLS ClientHello 
message. The request may also include an identifier of the 
resource, such as a URL or Internet Protocol (IP) address. 
The agent 102 compares the resource to a whitelist (304). 

The agent 102 may storea whitelist of resources identified by, 
for example, name, URL, or IP address. This whitelist lists 
resources for which the agent 102 should not perform MitM 
decryption and encryption. Alternatively, the agent 102 can 
store a blacklist of resources for witch MitM decryption and 
encryption should be applied. If the resource is on the 
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whitelist, or not on the blacklist, the resource server 104 
establishes a cryptographic connection with the application 
106(306). Once established, the application 106 and resource 
server 104 can pass encrypted traffic back and forth. 

If the resource is not on the whitelist, if no whitelist is used, 
or if the resource is on the blacklist, the agent 102 establishes 
a first cryptographic connection with the application 106 
(308). The agent 102 requests a cryptographic connection 
with the resource server 104 (310) and the resource server 104 
establishes the cryptographic connection with the agent 102 
(312). For example, the agent 102 may act as a proxy for the 
resource server 104, mimicking the interface of the resource 
server 104 in communications with the application 106. The 
agent 102 may also act as a proxy for the application 106. 
mimicking the interface of the application 106 in communi 
cation with the resource server 104. The two encryption ses 
sions may be of the same or different formats or types. 
The agent 102 creates a policy request for the resource 

(102) and the policy manager 108 replies with a policy 
request (316). For example, once the two encrypted connec 
tions are established, the agent 102 can send information 
about the resource and/or the connections to the policy man 
ager 108. The policy manager 108 can determine if one or 
more of the policies of the network 110 apply to the resource 
and or connections. 

If no policies apply, the policy manager 108 can return a 
policy response to the agent 102 indicating that no polices 
apply and/or that the agent 102 should perform no or minimal 
MitManalysis. For example, the resource may a news web 
site with no history of hosting malicious code. The policy 
manager 108 may determine that no network policies apply to 
the news website and return a policy response indicating as 
such. The agent 102 may then apply only the basic MitM 
analysis that is to be applied to all traffic (e.g. virus scanning). 

If one or more policies do apply, the policy manager 108 
can return apolicy response to the agent 102 a policy response 
indicating that the resource is associated with one or more 
security policies. For example, the policy response may list 
the applicable polices, or the MitM actions that the agent 102 
should take on the related traffic. 
The application 106 generates traffic, encrypts the traffic 

into a first encrypted form, and passes the traffic to the agent 
102 (318). For example, the application 106 can create a 
HTTP Get request for the data object. The application 106 can 
encrypt the HTTP Get request according to the requirements 
of the encrypted connection with the agent 102 and pass the 
encrypted HTTP Get request to the agent 102. 
The agent 102 receives the traffic, decrypts the traffic, 

inspects the traffic, encrypts the traffic into a second 
encrypted form, and passes the traffic to the resource server 
104 (320). For example, the agent 102 can decrypt the 
encrypted message into plaintext and determine that the mes 
sage is an HTTP Get request. The agent 102 can compare the 
HTTP Get request with the actions or rules of policies speci 
fied by the policy response from the policy manager 108. If 
the HTTP Get request does not match any of the actions, the 
agent 102 can encrypt the HTTP Get request according to the 
requirements of the encrypted connection with the resource 
server 104 and pass the encrypted HTTP Get request to the 
resource server 104. If the HTTP Get request does match, the 
agent 102 can modify, log, or drop the request, as appropriate. 
The resource server 104 receives the traffic in the second 

encrypted form (322). For example, the resource server 104 
may receive the encrypted HTTP Get request, decrypt the 
HTTP Get request, and determine that the user of the appli 
cation 106 has authorization to access the requested data 
object. 
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The resource server 104 generates traffic, encrypts the 

traffic into a third encrypted form, and passes the traffic to the 
agent 102 (324). For example, the resource server 104 can 
access the requested data object, format the data object into 
XML or other appropriate format, and add the XML object to 
an HTTP reply. The resource server 104 can encrypt the 
HTTP reply according to the requirements of the encrypted 
connection with the agent 102 and pass the encrypted HTTP 
reply to the agent 102 
The agent 102 receives the traffic, decrypts the traffic, 

inspects the traffic, encrypts the traffic into a fourth form, and 
passes the traffic to the application 106 (326). For example, 
the agent 102 can decrypt the encrypted message into plain 
text and determine that the message is an HTTP reply. The 
agent 102 can compare the HTTP reply with the actions or 
rules of policies specified by the policy response from the 
policy manager 108. If the HTTP reply does not match any of 
the actions, the agent 102 can encrypt the HTTP reply accord 
ing to the requirements of the encrypted connection with the 
application 106 and pass the encrypted HTTP reply to the 
application 106. If the HTTP reply does violate a policy (e.g., 
contains malicious code, too large), the agent 102 can modify, 
log, or drop the reply, as appropriate. The application 106 
receives the encrypted traffic (328). For example the browser 
device can decrypt the HTTP reply, extract the XML object, 
and store the XML object to disk. 

Although a particular number, type, and order of opera 
tions are shown here, other numbers, types, and orders of 
operations are possible. For example, the agent 102 may not 
storea whitelist or blacklist and may neverallow an encrypted 
connection between the application 106 and resource server 
104 without MitManalysis. In some cases, the agent 102 can 
create and send the policy request after creating the crypto 
graphic connections with the application 106 and the resource 
server 104. In other cases, the agent 102 can create and send 
the policy request as the cryptographic connections are being 
made. 

FIG. 4 is a block diagram showing a device 400 with a man 
in the middle agent. The device 400 may be any sort of device 
that can host applications that send and receive traffic from an 
external network. For example, the device 400 may be a 
personal computer, server, cell phone, tablet computer, or 
network appliance. 
The device 400 can have installed a number of applications 

including, but not limited to, a web browser 402, a different 
web browser 404, and email application 406, and a chat 
program. The device 400, or, for example, the device's 400 
operating system, can provide these application with an inter 
face to access to an external network 410. 
An agent 412 may be installed in this interface. In some 

cases, the agent 412 may be installed after the device 400 is 
manufactured. For example, the device 400 may be procured 
for an employee or student for use in a corporate or university 
setting. Before giving the device 400 to the user, a network 
administrator may configure the device 400 so that the device 
400 meets the user's needs (e.g. has the applications 402-408 
needed) and has the agent 412. 
When installed and set-up, the agent 412 may install one or 

more certificates in the device 400 to specify that server's in 
the corporate or university domain are trusted. For example, 
the agent 412 may install an operating system certificate 414 
with the operating system of the device 400. The web browser 
404 and email application 406 may be configured to use the 
operating system's certificates, including the operating sys 
tem certificate 414, when creating encrypted connections. 
Additionally or alternatively, the agent 412 can install certifi 
cates in application. For example, the web browser 402 may 
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ignore the operating system's certificates and only user cer 
tificates installed with the web browser 402. In this case, the 
agent 412 can install a certificate 416 in the web browser 402. 

FIG.5 shows an example of a computing device 500 and an 
example of a mobile computing device that can be used to 
implement the techniques described here. The computing 
device 500 is intended to represent various forms of digital 
computers, such as laptops, desktops, workstations, personal 
digital assistants, servers, blade servers, mainframes, and 
other appropriate computers. The mobile computing device is 
intended to represent various forms of mobile devices, such as 
personal digital assistants, cellular telephones, Smart-phones, 
and other similar computing devices. The components shown 
here, their connections and relationships, and their functions, 
are meant to be exemplary only, and are not meant to limit 
implementations of the inventions described and/or claimed 
in this document. 
The computing device 500 includes a processor 502, a 

memory 504, a storage device 506, a high-speed interface 508 
connecting to the memory 504 and multiple high-speed 
expansion ports 510, and a low-speed interface 512 connect 
ing to a low-speed expansion port 514 and the storage device 
506. Each of the processor 502, the memory 504, the storage 
device 506, the high-speed interface 508, the high-speed 
expansion ports 510, and the low-speed interface 512, are 
interconnected using various busses, and may be mounted on 
a common motherboard or in other manners as appropriate. 
The processor 502 can process instructions for execution 
within the computing device 500, including instructions 
stored in the memory 504 or on the storage device 506 to 
display graphical information for a GUI on an external input/ 
output device, such as a display 516 coupled to the high-speed 
interface 508. In other implementations, multiple processors 
and/or multiple buses may be used, as appropriate, along with 
multiple memories and types of memory. Also, multiple com 
puting devices may be connected, with each device providing 
portions of the necessary operations (e.g., as a server bank, a 
group of blade servers, or a multi-processor system). 
The memory 504 stores information within the computing 

device 500. In some implementations, the memory 504 is a 
Volatile memory unit or units. In some implementations, the 
memory 504 is a non-volatile memory unit or units. The 
memory 504 may also be another form of computer-readable 
medium, Such as a magnetic or optical disk. 
The storage device 506 is capable of providing mass stor 

age for the computing device 500. In some implementations, 
the storage device 506 may be or contain a computer-readable 
medium, Such as a floppy disk device, a hard disk device, an 
optical disk device, or a tape device, a flash memory or other 
similar solid state memory device, or an array of devices, 
including devices in a storage area network or other configu 
rations. A computer program product can be tangibly embod 
ied in an information carrier. The computer program product 
may also contain instructions that, when executed, perform 
one or more methods, such as those described above. The 
computer program product can also be tangibly embodied in 
a computer- or machine-readable medium, Such as the 
memory 504, the storage device 506, or memory on the pro 
cessor 502. 
The high-speed interface 508 manages bandwidth-inten 

sive operations for the computing device 500, while the low 
speed interface 512 manages lower bandwidth-intensive 
operations. Such allocation of functions is exemplary only. In 
some implementations, the high-speed interface 508 is 
coupled to the memory 504, the display 516 (e.g., through a 
graphics processor or accelerator), and to the high-speed 
expansion ports 510, which may accept various expansion 
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cards (not shown). In the implementation, the low-speed 
interface 512 is coupled to the storage device 506 and the 
low-speed expansion port 514. The low-speed expansion port 
514, which may include various communication ports (e.g., 
USB, Bluetooth, Ethernet, wireless Ethernet) may be coupled 
to one or more input/output devices, such as a keyboard, a 
pointing device, a scanner, or a networking device Such as a 
Switch or router, e.g., through a network adapter. 
The computing device 500 may be implemented in a num 

ber of different forms, as shown in the figure. For example, it 
may be implemented as a standard server 520, or multiple 
times in a group of such servers. In addition, it may be imple 
mented in a personal computer Such as a laptop computer 522. 
It may also be implemented as part of a rack server system 
524. Alternatively, components from the computing device 
500 may be combined with other components in a mobile 
device (not shown), such as a mobile computing device 550. 
Each of Such devices may contain one or more of the com 
puting device 500 and the mobile computing device 550, and 
an entire system may be made up of multiple computing 
devices communicating with each other. 
The mobile computing device 550 includes a processor 

552, a memory 564, an input/output device such as a display 
554, a communication interface 566, and a transceiver 568, 
among other components. The mobile computing device 550 
may also be provided with a storage device. Such as a micro 
drive or other device, to provide additional storage. Each of 
the processor 552, the memory 564, the display 554, the 
communication interface 566, and the transceiver 568, are 
interconnected using various buses, and several of the com 
ponents may be mounted on a common motherboard or in 
other manners as appropriate. 
The processor 552 can execute instructions within the 

mobile computing device 550, including instructions stored 
in the memory 564. The processor 552 may be implemented 
as a chipset of chips that include separate and multiple analog 
and digital processors. The processor 552 may provide, for 
example, for coordination of the other components of the 
mobile computing device 550, such as control of user inter 
faces, applications run by the mobile computing device 550, 
and wireless communication by the mobile computing device 
550. 
The processor 552 may communicate with a user through a 

control interface 558 and a display interface 556 coupled to 
the display 554. The display 554 may be, for example, a TFT 
(Thin-Film-Transistor Liquid Crystal Display) display or an 
OLED (Organic Light Emitting Diode) display, or other 
appropriate display technology. The display interface 556 
may comprise appropriate circuitry for driving the display 
554 to present graphical and other information to a user. The 
control interface 558 may receive commands from a user and 
convert them for submission to the processor 552. In addition, 
an external interface 562 may provide communication with 
the processor 552, so as to enable near area communication of 
the mobile computing device 550 with other devices. The 
external interface 562 may provide, for example, for wired 
communication in Some implementations, or for wireless 
communication in other implementations, and multiple inter 
faces may also be used. 
The memory 564 stores information within the mobile 

computing device 550. The memory 564 can be implemented 
as one or more of a computer-readable medium or media, a 
Volatile memory unit or units, or a non-volatile memory unit 
or units. An expansion memory 574 may also be provided and 
connected to the mobile computing device 550 through an 
expansion interface 572, which may include, for example, a 
SIMM (Single In Line Memory Module) card interface. The 
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expansion memory 574 may provide extra storage space for 
the mobile computing device 550, or may also store applica 
tions or other information for the mobile computing device 
550. Specifically, the expansion memory 574 may include 
instructions to carry out or Supplement the processes 
described above, and may include secure information also. 
Thus, for example, the expansion memory 574 may be pro 
vide as a security module for the mobile computing device 
550, and may be programmed with instructions that permit 
secure use of the mobile computing device 550. In addition, 
secure applications may be provided via the SIMM cards, 
along with additional information, Such as placing identify 
ing information on the SIMM card in a non-hackable manner. 
The memory may include, for example, flash memory and/ 

or NVRAM memory (non-volatile random access memory), 
as discussed below. In some implementations, a computer 
program product is tangibly embodied in an information car 
rier. The computer program product contains instructions 
that, when executed, perform one or more methods, such as 
those described above. The computer program product can be 
a computer- or machine-readable medium, Such as the 
memory 564, the expansion memory 574, or memory on the 
processor 552. In some implementations, the computer pro 
gram product can be received in a propagated signal, for 
example, over the transceiver 568 or the external interface 
562. 
The mobile computing device 550 may communicate wire 

lessly through the communication interface 566, which may 
include digital signal processing circuitry where necessary. 
The communication interface 566 may provide for commu 
nications under various modes or protocols, such as GSM 
voice calls (Global System for Mobile communications), 
SMS (Short Message Service). EMS (Enhanced Messaging 
Service), or MMS messaging (Multimedia Messaging Ser 
vice), CDMA (code division multiple access), TDMA (time 
division multiple access), PDC (Personal Digital Cellular), 
WCDMA (Wideband Code Division Multiple Access), 
CDMA2000, or GPRS (General Packet Radio Service), 
among others. Such communication may occur, for example, 
through the transceiver 568 using a radio-frequency. In addi 
tion, short-range communication may occur, Such as using a 
Bluetooth, WiFi, or other such transceiver (not shown). In 
addition, a GPS (Global Positioning System) receiver module 
570 may provide additional navigation- and location-related 
wireless data to the mobile computing device 550, which may 
be used as appropriate by applications running on the mobile 
computing device 550. 
The mobile computing device 550 may also communicate 

audibly using an audio codec 560, which may receive spoken 
information from a user and convert it to usable digital infor 
mation. The audio codec 560 may likewise generate audible 
Sound for a user, such as through a speaker, e.g., in a handset 
of the mobile computing device 550. Such sound may include 
Sound from Voice telephone calls, may include recorded 
Sound (e.g., voice messages, music files, etc.) and may also 
include Sound generated by applications operating on the 
mobile computing device 550. 
The mobile computing device 550 may be implemented in 

a number of different forms, as shown in the figure. For 
example, it may be implemented as a cellular telephone 580. 
It may also be implemented as part of a smart-phone 582, 
personal digital assistant, or other similar mobile device. 

Various implementations of the systems and techniques 
described here can be realized in digital electronic circuitry, 
integrated circuitry, specially designed ASICs (application 
specific integrated circuits), computer hardware, firmware, 
software, and/or combinations thereof. These various imple 
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mentations can include implementation in one or more com 
puter programs that are executable and/or interpretable on a 
programmable system including at least one programmable 
processor, which may be special or general purpose, coupled 
to receive data and instructions from, and to transmit data and 
instructions to, a storage system, at least one input device, and 
at least one output device. 

These computer programs (also known as programs, soft 
ware, Software applications or code) include machine instruc 
tions for a programmable processor, and can be implemented 
in a high-level procedural and/or object-oriented program 
ming language, and/or in assembly/machine language. As 
used herein, the terms machine-readable medium and com 
puter-readable medium refer to any computer program prod 
uct, apparatus and/or device (e.g., magnetic discs, optical 
disks, memory, Programmable Logic Devices (PLDs)) used 
to provide machine instructions and/or data to a program 
mable processor, including a machine-readable medium that 
receives machine instructions as a machine-readable signal. 
The term machine-readable signal refers to any signal used to 
provide machine instructions and/or data to a programmable 
processor. 
To provide for interaction with a user, the systems and 

techniques described here can be implemented on a computer 
having a display device (e.g., a CRT (cathode ray tube) or 
LCD (liquid crystal display) monitor) for displaying infor 
mation to the user and a keyboard and a pointing device (e.g., 
a mouse or a trackball) by which the user can provide input to 
the computer. Other kinds of devices can be used to provide 
for interaction with a user as well; for example, feedback 
provided to the user can be any form of sensory feedback 
(e.g., visual feedback, auditory feedback, or tactile feed 
back); and input from the user can be received in any form, 
including acoustic, speech, or tactile input. 
The systems and techniques described here can be imple 

mented in a computing system that includes a back end com 
ponent (e.g., as a data server), or that includes a middleware 
component (e.g., an application server), or that includes a 
front end component (e.g., a client computer having a graphi 
cal user interface or a Web browser through which a user can 
interact with an implementation of the systems and tech 
niques described here), or any combination of such back end, 
middleware, or frontend components. The components of the 
system can be interconnected by any form or medium of 
digital data communication (e.g., a communication network). 
Examples of communication networks include a local area 
network (LAN), a wide area network (WAN), and the Inter 
net. 

The computing system can include clients and servers. A 
client and server are generally remote from each other and 
typically interact through a communication network. The 
relationship of client and server arises by virtue of computer 
programs running on the respective computers and having a 
client-server relationship to each other. 
What is claimed is: 
1. A method performed by data processing apparatus, the 

method comprising: 
receiving, by an agent on a device within a network, a 

request to access a resource outside the network; 
determining that the resource is not on a whitelist that lists 

resources for which man-in-the-middle analysis should 
not amply: 

establishing a first encrypted connection having endpoints 
at the device and the agent; 

establishing, after the first encrypted connection is estab 
lished, a second encrypted connection having endpoints 
at the agent and the resource, wherein the first encrypted 
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connection and the second encrypted connection facili 
tate encrypted communication traffic between the device 
and the resource and wherein the first encrypted connec 
tion and the second encrypted connection are in different 
formats; 

sending, by the agent in response to receiving the request to 
access the resource, a policy request to a network appli 
ance within the network, the request specifying the 
resource, wherein the network appliance is different 
than the device; 

receiving, by the agent and from the network appliance, a 
policy response indicating that the resource is associated 
with one or more security policies of the network, 
wherein the security policies of the network include 
instructions for actions for the agent to apply to the 
encrypted communication traffic passing between the 
device and the resource, wherein the security policies of 
the network are policies designed to apply to traffic 
associated with a class of resources outside of the net 
work; and 

decrypting and inspecting at least Some of the encrypted 
communication traffic passing between the device and 
the resource. 

2. The method of claim 1, wherein the device and the 
network appliance are subject to the same administrative 
control. 

3. The method of claim 1, wherein decrypting and inspect 
ing the encrypted communication traffic includes blocking 
the encrypted communication traffic. 

4. The method of claim 1, wherein the request to access the 
resource is a Hypertext Transfer Protocol (HTTP) or Hyper 
text Transfer Protocol Secure (HTTPS) GET or POST 
request. 

5. The method of claim 1, the method further comprising: 
receiving, by the agent, a second request to access a second 

resource outside the network; 
determining that the second resource is on the whitelist; 

and 
causing the establishment, responsive to determining that 

the second resource is on the whitelist, a third encrypted 
connection between the device and the second resource 
to facilitate encrypted communication traffic between 
the device and the second resource. 

6. The method of claim 1, the method further comprising: 
removing the device from the network; 
receiving, by the agent, a third request to access a third 

resource outside the network; 
establishing a fourth encrypted connection between the 

device and the agent, and a fifth encrypted connection 
between the agent and the third resource, to facilitate 
encrypted communication traffic between the device and 
the third resource: 

sending, by the agent in response to receiving the third 
request to access the resource, a third policy request to 
the network appliance, the request specifying the third 
resource: 

receiving, by the agent and from the network appliance, a 
third policy response indicating that the third resource is 
associated with one or more security policies of the 
network; 

and 
Selectively decrypting and inspecting the encrypted com 

munication traffic passing between the device and the 
third resource depending on the security policies. 

7. The method of claim 1, wherein the agent is a driver 
installed in a protocol stack of the device. 
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8. The method of claim 1, wherein the agent is configured 

to receive requests to access resources from a plurality of 
applications of the device. 

9. The method of claim 1, wherein actions for the agent to 
apply include dropping at least some of the encrypted com 
munication traffic passing between the device and the 
SOUC. 

10. The method of claim 1, wherein the first encrypted 
connection and the second encrypted connection are of dif 
ferent types. 

11. The method of claim 1, wherein the session key for the 
first encrypted connection is different than the session key for 
the second encrypted connection. 

12. The method of claim 1, wherein decrypting and 
inspecting at least Some of the encrypted communication 
traffic passing between the device and the resource com 
prises: 

receiving, on the first encrypted connection, first traffic that 
is addressed to the resource and that is encrypted into a 
first encrypted form: 

decrypting the first traffic; 
encrypting the first traffic into a second encrypted form; 
transmitting, on the second encrypted connection, the first 

traffic in the second encrypted form; 
receiving, on the second encrypted connection, second 

traffic that is addressed to the device and that is 
encrypted into a third encrypted form; 

decrypting the second traffic; 
encrypting the second traffic into a fourth encrypted form; 

and 
transmitting, on the first encrypted connection, the first 

traffic in the fourth encrypted form. 
13. A non-transitory computer storage media encoded with 

computer program instructions that, when executed by one or 
more processors, cause a computer device to perform opera 
tions comprising: 

receiving, by an agent on a device within a network, a 
request to access a resource outside the network; 

determining that the resource is not on a whitelist that lists 
resources for which man-in-the-middle analysis should 
not apply: 

establishing a first encrypted connection having endpoints 
at the device and the agent; 

establishing, after the first encrypted connection is estab 
lished, a second encrypted connection having endpoints 
at the agent and the resource, wherein the first encrypted 
connection and the second encrypted connection facili 
tate encrypted communication traffic between the device 
and the resource and wherein the first encrypted connec 
tion and the second encrypted connection are in different 
formats; 

sending, by the agent in response to receiving the request to 
access the resource, a policy request to a network appli 
ance within the network, the request specifying the 
resource, wherein the network appliance is different 
than the device; 

receiving, by the agent and from the network appliance, a 
policy response indicating that the resource is associated 
with one or more security policies of the network, 
wherein the security policies of the network include 
instructions for actions for the agent to apply to the 
encrypted communication traffic passing between the 
device and the resource, wherein the security policies of 
the network are policies designed to apply to traffic 
associated with a class of resources outside of the net 
work; and 
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decrypting and inspecting at least Some of the encrypted 
communication traffic passing between the device and 
the resource. 

14. The computer storage media of claim 13, wherein the 
device and the network appliance are subject to the same 
administrative control. 

15. The computer storage media of claim 13, wherein 
decrypting and inspecting the encrypted communication traf 
fic includes blocking the encrypted communication traffic. 

16. The computer storage media of claim 13, wherein the 
request to access the resource is a Hypertext Transfer Protocol 
(HTTP) or Hypertext Transfer Protocol Secure (HTTPS) 
GET or POST request. 

17. The computer storage media of claim 13, the operations 
further comprising: 

receiving, by the agent, a second request to access a second 
resource outside the network; 

determining that the second resource is on the whitelist; 
and 

causing the establishment, responsive to determining that 
the second resource is on the whitelist, a third encrypted 
connection between the device and the second resource 
to facilitate encrypted communication traffic between 
the device and the second resource. 

18. The computer storage media of claim 13, the operations 
further comprising: 

removing the device from the network; 
receiving, by the agent, a third request to access a third 

resource outside the network; 
establishing a fourth encrypted connection between the 

device and the agent, and a fifth encrypted connection 
between the agent and the third resource, to facilitate 
encrypted communication traffic between the device and 
the third resource: 

sending, by the agent in response to receiving the third 
request to access the resource, a third policy request to 
the network appliance, the request specifying the third 
resource: 

receiving, by the agent and from the network appliance, a 
third policy response indicating that the third resource is 
associated with one or more security policies of the 
network; 

and 
Selectively decrypting and inspecting the encrypted com 

munication traffic passing between the device and the 
third resource depending on the security policies. 

19. The computer storage media of claim 13, wherein the 
agent is a driver installed in a protocol stack of the device. 

20. The computer storage media of claim 13, wherein the 
agent is configured to receive requests to access resources 
from a plurality of applications of the device. 

21. A system comprising: 
one or more processors configured to execute computer 

program instructions; and 
non-transitory computer storage media encoded with com 

puter program instructions that, when executed by one 
or more processors, cause a computer device to perform 
operations comprising: 
receiving, by an agent on a device within a network, a 

request to access a resource outside the network; 
determining that the resource is not on a whitelist that 

lists resources for which man-in-the-middle analysis 
should not apply: 

establishing a first encrypted connection having end 
points at the device and the agent; 

establishing, after the first encrypted connection is 
established, a second encrypted connection having 
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endpoints at the agent and the resource, wherein the 
first encrypted connection and the second encrypted 
connection facilitate encrypted communication traffic 
between the device and the resource and wherein the 
first encrypted connection and the second encrypted 
connection are in different formats; 

sending, by the agent in response to receiving the request 
to access the resource, a policy request to a network 
appliance within the network, the request specifying 
the resource, wherein the network appliance is differ 
ent than the device; 

receiving, by the agent and from the network appliance, 
a policy response indicating that the resource is asso 
ciated with one or more security policies of the net 
work, wherein the security policies of the network 
include instructions for actions for the agent to apply 
to the encrypted communication traffic passing 
between the device and the resource, wherein the 
security policies of the network are policies designed 
to apply to traffic associated with a class of resources 
outside of the network; and 

decrypting and inspecting at least Some of the encrypted 
communication traffic passing between the device 
and the resource. 

22. The system of claim 21, wherein the device and the 
network appliance are subject to the same administrative 
control. 

23. The system of claim 21, wherein decrypting and 
inspecting the encrypted communication traffic includes 
blocking the encrypted communication traffic. 

24. The system of claim 21, wherein the request to access 
the resource is a Hypertext Transfer Protocol (HTTP) or 
Hypertext Transfer Protocol Secure (HTTPS) GET or POST 
request. 

25. The system of claim 21, the operations further com 
prising: 

receiving, by the agent, a second request to access a second 
resource outside the network; 

determining that the second resource is on the whitelist; 
and 

causing the establishment, responsive to determining that 
the second resource is on the whitelist, a third encrypted 
connection between the device and the second resource 
to facilitate encrypted communication traffic between 
the device and the second resource. 

26. The system of claim 21, wherein the operations further 
comprising: 

removing the device from the network; 
receiving, by the agent, a third request to access a third 

resource outside the network; 
establishing a fourth encrypted connection between the 

device and the agent, and a fifth encrypted connection 
between the agent and the third resource, to facilitate 
encrypted communication traffic between the device and 
the third resource: 

sending, by the agent in response to receiving the third 
request to access the resource, a third policy request to 
the network appliance, the request specifying the third 
resource: 

receiving, by the agent and from the network appliance, a 
third policy response indicating that the third resource is 
associated with one or more security policies of the 
network; and 

selectively decrypting and inspecting the encrypted com 
munication traffic passing between the device and the 
third resource depending on the security policies. 



US 9,021,575 B2 
17 

27. The system of claim 17, wherein the agent is a driver 
installed in a protocol stack of the device. 

28. The system of claim 17, wherein the agent is configured 
to receive requests to access resources from a plurality of 
applications of the device. 5 
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