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SOFTWARE APPLICATION DOMAN AND 
STORAGE DOMAIN STITCHING PROCESS AND 

METHOD 

BACKGROUND 

0001. This invention relates to managing software appli 
cation domains and Storage domains. 
0002 Data storage systems receive, store, and provide 
access for data retrieval by Software applications Such as 
database applications or other types of Software. For deter 
mining internal layouts of the Storage Systems, representa 
tive maps can be displayed to provide insight of the hardwire 
interconnections within the Storage System. The representa 
tive maps may be shown as a graphical tree Structure where 
tree branches represent the interconnections of the Storage 
System. 

SUMMARY 

0003. According to an aspect of this invention, a method 
for mapping data path connections includes accessing infor 
mation representing a data path between a Software appli 
cation and a Storage System, the information is collected 
from the Software application by an agent, accessing infor 
mation representing the data path between the Storage SyS 
tem and the Software application, a portion of the informa 
tion is collected from the Storage System by an agent, 
determining connections associated with the data path, and 
mapping the data path connections to form a connection 
map. 

0004 One or more of the following features may also be 
included. 

0005 The connection map may be disseminated to a user. 
A database may be accessed for the information representing 
the data path. 
0006. One or more advantages can be provided from the 
above. By monitoring data paths of Software applications 
and Storage Systems respectively included in a Software 
application domain and Storage domain, complete maps of 
the data paths may be created that include both the software 
application domain and the Storage domain along with the 
components that reside in both domains. Further, by Stitch 
ing and mapping the components of both the application and 
Storage domain, the components may be included in a 
comprehensive risk analysis, performance evaluation, and 
modeling and Simulation for System upgrading. Thus by 
monitoring the components included in the application and 
Storage domain, characterization measures that include SyS 
temperformance, availability, recoverability, cost and Secu 
rity may be computed for the complete combination of the 
two domains or a portion of the two domains. Additionally, 
by constraining access to particular components and data 
paths in the Storage domain, data Storage efficiency may be 
increased while Still providing the appropriate Storage 
capacity. 

DESCRIPTION OF DRAWINGS 

0007 FIG. 1 is a block diagram depicting an arrange 
ment between Software application and Storage domains, 
and a domain management process. 
0008 FIG. 2 is a block diagram depicting an illustrative 
example of the arrangement in FIG. 1. 
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0009 FIG. 3 is a block diagram of domain management 
process, agent, and a Software application. 
0010 FIG. 4 is a block diagram of information passed to 
a Stitching proceSS and information processed by the Stitch 
ing process. 

0011) 
0012 FIG. 6 is a block diagram of another example of a 
Software application domain and a storage domain, and a 
domain management process. 

0013) 
0014) 
SUCS. 

FIG. 5 is a flow chart of a stitching process. 

FIG. 7 is a flow chart of a characterization process. 
FIG. 8(a)-(c) represent five characterization mea 

0015 FIG. 9 represents five characterization measures as 
a function of time. 

0016 FIG 10 is a flow chart for computing characteriza 
tion measures. 

0017 FIG. 11 is a flow chart for assigning downtime 
business costs. 

0018 FIG. 12 is a flow chart for a downtime business 
cost risk analysis process. 
0019 FIG. 13 is a flow chart for a single point of failure 
risk analysis process. 
0020 FIG. 14 is a flow chart for a data path redundancy 
risk analysis process. 

0021 FIG. 15 is a flow chart for a configuration com 
patibility risk analysis process. 
0022 FIG. 16 is a flow chart for a server binding process 
for constraining a storage System. 
0023 FIG. 17 is a flow chart for a device Zoning process 
for constraining a storage System. 
0024 FIG. 18 is a flow chart for a masking process for 
constraining a storage System. 
0025 FIG. 19 is a representation of a graphical user 
interface of a domain management process. 

DETAILED DESCRIPTION 

0026 Referring to FIG. 1, a domain management pro 
ceSS 10 provides end-to-end enterprise-wide data manage 
ment between a Software application domain 12 and a 
Storage domain 14. The Software application domain 12 
includes one or more Software applications and an operating 
System, which are individually in communication with the 
domain management proceSS 10 and are Stored and executed 
on components included in the Storage domain 14. The 
domain management proceSS 10 is a dedicated management 
Station and Serves multiple purposes and can be clustered for 
added redundancy and load balancing as well as for higher 
availability of the storage domain 14. Since the domain 
management process 10 is in communication with both 
domains, the management process collects configuration 
data from both domains 12, 14 to provide a complete 
representation of Software data paths between the Software 
application domain 12 and the Storage domain 14 along with 
physical and logical data paths between the components of 
the Storage domain. Physical data paths represent the physi 
cal connections between two components in the Storage 
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domain 14. For example a Server, located in the Storage 
domain 14, can be connected to a storage device, also 
located in the Storage domain, by a network connection that 
provides ten potential physical data paths between the 
devices. However, only one or two of the ten paths may be 
Software configured to actively pass data between the Server 
and the Storage device. These one or two Software config 
ured paths are logical data paths and are typically a Subset 
of the physical data paths. By collecting the configuration 
data from both domains, the domain management process 10 
examines global and local configuration dependencies 
acroSS the Software application domain 12 and the Storage 
domain 14. In Some arrangements, an operating System is 
included in the Software application domain 12 and the 
domain management proceSS 10 collects configuration infor 
mation from the operating System to examine Such depen 
dencies among the Software application domain 12, the 
Storage domain 14, and the operating System. Also in Some 
arrangements, Switches and their associated Switch ports that 
can be included in the Storage domain 14 are not included in 
a logical data path. 
0027. The domain management process 10 provides a 
variety of functions and capabilities, Such as proactively 
configuring and monitoring the Software application and 
Storage domains 12, 14. The domain management proceSS 
10 provides a unified virtualization configuration while 
monitoring interfaces of components of the Storage domain 
14 and their interactions with the Software application 
domain 12. The domain management proceSS 10 also pro 
vides functionality for actively isolating and avoiding faults 
within the application and Storage domains 12, 14. The 
proceSS 10 also provides a common interface to each appli 
cation included in the Software application domain 12 and 
the components of the Storage domain 14. In addition, the 
domain management proceSS 10 generates and provides a 
user with various activity and performance reports of the 
two domains interacting along with reports of the individual 
performance of the domains and the included components. 
0028 Application domain 12 includes one or more soft 
ware applications e.g., mail Servers and information man 
agement Software Such as relational database products. The 
Storage domain 14 includes components Such as host Servers 
and Switches along with one or more Storage Subsystems that 
include network-attached storage (NAS) devices (e.g., a 
hard drives), which are typically assigned a permanent 
network address, and storage area network (SAN) Sub 
Systems that interconnect data Storage devices and are 
typically part of an overall network of computing resources 
for an enterprise. The Storage domain may also include the 
NAS Subsystems, SAN Subsystems, and other storage 
devices individually or in combination. 
0029. In some arrangements, fibre channel (FC) technol 
ogy may be used for transmitting data between the domains 
12, 14 at high data rates which is especially Suited for 
connecting computer Servers to shared Storage devices and 
for interconnecting Storage controllers and drives. Some 
arrangements may also use fibre channel over an internet 
protocol (FCIP or FC/IP, also known as fibre channel tun 
neling or storage tunneling) that enables transmissions of 
fibre channel information by tunneling data between Storage 
area network facilities over IP networks to facilitate data 
Sharing over a geographically distributed enterprise. The 
storage domain 14 may also include FC or IP virtualization 
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engines, host-based Storage Volume managers, FC or IP 
Switches (with or without virtualization), tape devices, or 
other Similar Storage associated mechanisms. 
0030) Referring to FIG. 2, the domain management pro 
ceSS 10 is contained within the Software application domain 
12 and monitors the configuration of the Software applica 
tion domain, the Storage domain 14 and the data paths 16a-f 
between and within the domains. In this particular example, 
the Software application domain 12 includes an email appli 
cation 18 (e.g., MS Exchange) and a sales database appli 
cation 20 for a corporation enterprise. The Software appli 
cation domain 12 also includes an operating System 22 that 
manages operations of a host Server 24 that executes the 
email application 18 and the database application 20. In this 
particular example the host Server is located in the Storage 
domain 14. 

0031. In order to map the layout of the data paths 16a-f 
between and within both domains 12, 14, information 
including configuration data is collected by agents 26a-d 
from each of the applications 18, 20 and the operating 
System 22 in the Software application domain. For example, 
one agent 26b connects to the email application 18 and 
another agent 26a connects to the database application 20. 
Each agent 26a, 26b provides data that represents the 
asSociation between the respective application and con 
nected software data paths 16a, 16b, 16c. The respective 
agents 26a, 26b also provide information representing the 
asSociations between data Structures within the portion of 
the application that the agent is assigned. In this particular 
example, one agent 26b is assigned to the mailbox portion 
of the email application 18 that includes mailboxes 28 for all 
the employees of the corporation. One particular Subset of 
the mailboxes 28 may be the corporate executive mailboxes 
30 that contains and provides quick access to the email 
messages associated with the executives. Also in this par 
ticular example, the corporate executive email Subset may 
also be Stored in a group Storage 32 that may store other 
Subsets and is passed from the email application 18 to the 
Storage domain 14 in order to Save the contents (e.g., 
messages) of the mailboxes on a storage device included in 
the domain. 

0032. The agent 26b is in communication with the email 
application 18 and collects information that describes the 
associations between the email structures 28, 30, 32 and the 
asSociations between the application and the Software data 
path 16a to the host server 24 in the storage domain 14. This 
collected association information is transmitted to the 
domain management proceSS 10. The domain management 
process 10 uses this association information along with 
information from other agents and Storage devices to map 
the relationships between the mailbox structures 28, 30, 32, 
the application 18, and the two domains 12, 14. Similarly the 
agent 26a is in communication with the corporation Sales 
database application 20, and collects configuration informa 
tion from the database application associated with Sales 
application data Structures and collects information associ 
ated with connections between the software data path 16c, 
the application, and the host Server 24. The domain man 
agement process 10 uses this information to map the asso 
ciations between the two domains 12, 14. 

0033. The operating system 22 provides commands to 
transfer data between the host server 24 and other portions 
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of the Storage domain 14 and has information that is col 
lected by an agent 26c. This particular agent 26c gathers 
host-generic data from the operating System 22 and Submits 
the information to the domain management proceSS 10 for 
processing along with the information from the other agents 
26a, 26b. Besides describing the software data path 16b 
between operating System 22 and the host Server 24, the 
information also contains management data attributes Such 
as a host file system configuration for both SAN and NAS 
file Systems, host Server usage Statistics, host Server adapter 
information (Fibre Channel, ISCSI and SCSI), along with 
the particular version of the operating System 22. 
0034) Information describing the associations between 
the components included in the Storage domain 14 is col 
lected and transferred to the domain management process 10 
for processing with the information collected from the 
Software application 12 domain. The components of the 
Storage domain 14 provide a storage hierarchy and structure 
for Storing the data passed from the email application 18 and 
the database application 20 to the Storage domain 14 for 
Storage. In typical operations, data passes over the Software 
data paths 16a, 16c from the respective applications 18, 20 
to the host server 24 and the host server 24 determines the 
Storage location and the particular data path for transferring 
the data. For Storing, the data is transmitted from the host 
server 24 to a Switch 34 that directs the data, in this 
particular example, to either a network-attached Storage 
(NAS) hard drive 36 or a SAN 38 that includes two 
redundant array of independent disks (RAID) 40, 42 and a 
tape Storage System 44. In general, Switch 34 provides 
connectivity for the host Server 24 and the Storage devices 
and the Switch may range from entry-level to enterprise 
level depending on the busineSS requirements. In Some 
arrangements two or more interconnected Switches may be 
used to produce a SAN fabric that provides optimum SAN 
performance, Scalability, and availability. In addition, SAN 
38 may Support disk mirroring, backup and restore, archival 
and retrieval of archived data, data migration from one 
Storage device to another, and the Sharing of data among 
different Servers on a network. Also, in Some arrangements 
SANs can incorporate subnetworks with NAS systems. 
SANs, such as SAN38 enable more efficient use of storage 
capacity by consolidating widely distributed disk space onto 
fewer Storage arrays that are accessible by heterogeneous 
Servers across the SAN. This improves Storage resource 
utilization by allowing exceSS Storage capacity from one 
application to be used for another. The SAN38 can provide 
better return on capital expenditure for Storage and Servers, 
greater configuration flexibility, and reduced management 
costs through centralization. 
0035. As mentioned, agents 26a-c gather and transmit 
configuration data from the respective Software applications 
18, 20 and the operating System 22 to the domain manage 
ment process 10. An agent 26d is also assigned to the host 
Server 24 for gathering associations between the Software 
data paths 16a-c, which connect the host server 24 to the 
application domain 12, and respective logical data path 16d 
(that is also a physical data path), which connects the host 
server to the components 34, 36, 38 included in the storage 
domain 14. Similar to the other agents 26a-c, after collecting 
the configuration information, the information is passed to 
the domain management proceSS 10 for processing to deter 
mine associations with the information gathered from the 
other agents 26a-C. However, Some components of the 
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storage domain 14 such as the Switch 34, the NAS storage 
36, and the SAN 38 are not agent assignable for passing 
configuration information, Such as the logical data paths 16e, 
16f(that are also physical data paths) to the domain man 
agement proceSS 10. To provide configuration information 
for these storage domain components 34, 36, 38, each 
component includes a respective table 46, 48, 50 that 
contains information for transferring to the domain manage 
ment process 10. The respective tables 46, 48, 50 contain 
information Such as identification numbers for the respective 
Storage components 34, 36, 38 and their interconnections. 
For example, the table 46 associated with the Switch 34 
provides the world wide name (WWN) assigned to the 
switch (i.e. WWN 33) and the world wide name associated 
with the component connected to each port of the Switch 34. 
In this particular example, port 152 is connected to WWN 30 
(i.e., host server 24), port 254 is connected to WWN35 (i.e., 
NAS drive 36) and port 356 is connected to WWN 32 (i.e., 
SAN38). World wide names are 64-bit identifiers that are 
used to uniquely identify ports on a network during discov 
ery and network initialization. With this WWN assignment 
information of the Switch 34 and each WWN connected to 
each respective Switch port, the domain management pro 
cess 10 can map the associations of the Switch 34 without 
collecting information from an agent. Also, Since the table 
48 included in the NAS drive 36 provides the WWN of the 
drive (WWN 35), along with the WWN of the connected 
devices, and the table 50 included in the SAN 38 provides 
the WWN of the SAN (WWN 32), along with connections, 
the domain management process 10 can associate the 
WWN’s provided by the switch table 46, the NAS drive 
table 48 and the SAN table 50. 

0036). In some arrangements the storage domain 14 can 
contain one or more Sub-domains that include the compo 
nents of the Storage domain. For example, the host Server 24 
can be included on in a host domain (not shown) or the 
switch 34 can be included in a switch domain (also not 
shown). Further, the NAS drive 36 and the SAN 38 can be 
included, for example, in a Subsystem domain (not shown). 
0037 Also in some arrangements the domain manage 
ment process 10 may include reception processes (not 
shown) that are in communication with respective agents 
26a-d to which the reception processes are assigned. In Some 
arrangements the reception processes can also be assigned to 
particular Sub-domains (e.g., host domain, Switch domain, 
Subsystem domain, etc.) to communicate with one or more 
agents in the respectively assigned Sub-domain. These 
reception processes can also be assigned to the components 
in the storage domain 14 that are not agent-assignable (e.g., 
switch34, NAS drive 36, SAN38). Once assigned to one or 
more of these components, the reception processes can 
receive information (e.g., tables 46, 48, 50) from the com 
ponents. The domain management process 10 may also 
produce and maintain one or more tables, from the infor 
mation collected, to identify the components included in the 
Storage domain 14. The tables may also maintain a listing of 
the connections and associations between the components in 
the Storage domain or Sub-domains. 
0038. In some arrangements the domain management 
process 10 may store a portion of the information collected 
from the agents 26a-d and the Storage domain components 
24, 34, 36, 38 in an information repository (not shown) that 
may reside in the domain management proceSS 10 or on one 
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or more of the components in the Storage domain 14. This 
information can also be Stored in one or more tables and 
retrieved from the tables to determine the Software, physical, 
and logical data paths among components of the Software 
application domain 12 and the Storage domain 14. 

0039. In some arrangements host bus adapters (HBAs) 
connect the host server 24 to the Switch 34 and each HBA 
is often assigned a unique WWN by the manufacturer that is 
encoded in non-volatile memory of a HBA controller 
included with each HBA. HBAS typically include hardware 
and drivers that interface with operating Systems to represent 
fibre channel Storage as devices in the operating System. 
HBAS also often negotiate with one or more connected 
Switches along with other devices attached to a network and 
provide processing capabilities that minimize CPU overhead 
on the host server 24. 

0040. Referring to FIG. 3, the agent 26b associated with 
the mailboxes of the email application 18 is shown in 
communication with the application and the domain man 
agement process 10. In general the agent 26b is a program 
that gathers information from the email application 18 
mailboxes or performs other Services typically as a back 
ground type of process. The agent 26b also monitors differ 
ent aspects of the entity under its control, assesses the Status 
of the entity based on information collected, and uses one or 
more predefined management policies or rules in order to 
determine which action(s) to perform based on the policies. 
Typically, the agent 26b uses parameters provided by the 
user and gathers information from the assigned application 
and presents the information on a periodic basis to the 
domain management proceSS 10. AS mentioned the agent 
26b is responsible for one type of application object (i.e., the 
email mailboxes). Often agents are implemented in Java and 
are Supported by the code of the application to which the 
agent is assigned. 

0041 AS mentioned the email application 18 includes 
objects 28, 30, 32. Once the agent 26b is assigned to the 
email application 18 a collection proceSS 60 directs the agent 
26b to collect data from the email application 18. In par 
ticular, the collection process 60 directs a collector 62, 
included in the agent 26b, to determine what configuration 
data should be collected from the email application 18 while 
avoiding unnecessary data collection. Once the collection 
proceSS 60 determines the data Sought, the collector 62 is 
directed to transmit a request 64 to the email application 18 
and receive a response 66 that contains the data. In Some 
arrangements, collector 62 examines a boolean parameter 
present in the email application 18, which changes logic 
level when data is present for collection. Typically the 
collector 62 has a short execution period So that execution is 
completed within the predetermined cycle time of the col 
lection process 60. 

0042. After the application response 66 is received by the 
collector 62, information is passed to an assessment proceSS 
68 that is responsible for assessing aspects of the assigned 
email application 18, recording the assessment results in a 
database, and passing assessment results on to an assessor 
70. Most of the business logic resides in the assessment 
process 68. In Some arrangements busineSS logic prioritizes 
events associated with the assigned application based on 
busineSS importance. For example if Storage is limited, the 
busineSS logic in the assessment proceSS 68 may determine 
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that the executive mailboxes 30 are to be stored in the 
limited storage while the mailboxes for all the employees 28 
is not to be Stored because they are less important to the 
business. In Some other arrangements the busineSS logic may 
be based on other principals Such as design principals. For 
example, the assessment proceSS 68 may determine to only 
store the messages of the executive mailbox 30 because the 
large Volume of messages for all the employees 28 may 
create potential Storage problems. The assessment proceSS 
68 is controlled by a hierarchy of thresholds and Switches in 
a policy System (e.g. business logic) and the assessment 
process can use various implementations to assess the par 
ticular responses from the email application 18. Once the 
assessment proceSS 68 has determined if the assigned appli 
cation is to be reconfigured, assessment results are Stored in 
an assessor 70, which is included in the agent 26b. The 
assessor 70 then provides the assessment results to an 
application management process 72. The application man 
agement process 72 uses the assessment results to direct an 
application manager 74 to alter the configuration of the 
application 18. For example, the application manager 74 can 
alter the configuration of the email application 18 Such that 
the email messages from the executive mailboxes 30 are 
Stored in a different Storage device. In another example, the 
application management process 72 may direct the applica 
tion manager to alert (e.g., Send an email message, Send a 
page, etc.) a System administrator of the application 18 
Status. In Some arrangements, the assessment process 68 is 
constrained to execute relatively quickly, use inputs only 
provided by the collector 62, and Store assessment results in 
the assessor 70. 

0043. In another arrangement, the domain management 
process 10 (shown in FIG. 2) can include a policy manager 
process (not shown) that defines the policies and rules that 
are used to determine if an event associated with an appli 
cation in communication with the domain management 
process 10 has occurred. An event is detected if one of the 
policies or rules has been violated or possibly not violated. 
Policy filters (also not shown) may be included in the policy 
manager process to determine which components of the 
domains 12, 14 (shown in FIG. 2) should have the policies 
and rules applied. These policies and rules can be Stored in 
a database in an accessible format Such as an XML file. The 
policy manager process may also execute the policies and 
rules on a pre-determined Schedule, on user demand, on 
receipt of an event, or other similar process. 

0044. Once an event has been detected and possible 
action taken, the policy manager process can report the event 
to the user. These events can be generated based on a 
component of one of the domains 12, 14 and typically the 
event is Stored in an event repository. For example an event 
can be to notify the administrator to replace a component 
due to failure of a subsystem drive, fan, or I/O card. In 
another example, an event can alert the System administrator 
that a port on a particular component has failed. The domain 
management process 10 may also be the basis to generate the 
events. For example, the domain management proceSS 10 
may determine that a certain resource or component has 
reached a dangerous level (e.g., the Storage capacity of a 
Storage device is nearly filled) or the process may determine 
that a particular agent is not functioning correctly. Also, once 
an event has been detected, the event may be Stored and its 
asSociation with other events tracked over a period of time. 
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004.5 The domain management process 10 is responsible 
for execution control of all agents, including the agent 26b, 
and periodically cycles through the agents. The domain 
management proceSS 10 is also responsible for calling the 
collection process 60 relatively Soon after calling the agent's 
assessment process 68. Because the collection proceSS 60 
may check a database to determine what data may have 
already been collected, it can be more efficient for the 
domain management process 10 to invoke all the collection 
processes for a managed application instance before calling 
any of the assessment processes. The domain management 
proceSS 10 also receives reconfiguration requests from the 
assessor 70 So that the application management process 72 
is executed to direct the application manager 74 at the 
appropriate times and in the appropriate priority order. Some 
application managers may run for hours through many 
collection and assessment cycles. Also among the respon 
Sibilities of the domain management processes 10, respon 
Sibilities include: invoking each agent's collector once each 
cycle, invoking each agent's assessor once for each cycle, 
invoking each agent's collector before its assessor, Sched 
uling each application manager as requested, not overload 
ing instances with application managers, not missing col 
lection or assessment because of running application 
managers, maintaining regular collect/assess cycle timing, 
and running application managers in the order defined by the 
priorities established by the assessors. 

0046) The assessor 70 identifies issues from the assess 
ment results and schedules application managers to deal 
with them. To identify the issues, the assessor 70 may be 
organized with conditionals to determine if particular para 
metric actions should be taken. The assessor 70 also decides 
which alternative actions to take, when to take them, and 
with what parameters. In Some arrangements, the assessor 
70 may include a process to diagnosis the issues and a 
problem Solver process to define the course of action. 
However, as shown in the figure, the assessor 70 may be a 
Single entity and may be used in Solving problems. Such as 
performance problems with no obvious cause. In Some 
arrangements, the reconfiguring by the application manager 
74 may include Scripted Sequences of actions, however, for 
more difficult problems the Script may be generated by the 
assessor 70. 

0047 Since this particular agent 26b is assigned to the 
mailboxes 28, 30, 32 of the email application 18, the agent 
would typically collect the current free memory Space from 
the mailboxes and alert an email administrator if the 
memory Space is nearing capacity. Other Separate agents 
may also be associated with the email application 18 and, for 
example, alert the administrator that a public folder Store is 
nearing capacity, or when a particular Service is being 
executed by the email application 18. One or more agents 
may also Scan the mailboxes and public folder Stores for 
corrupt messages or files and prompt the email administer to 
delete the corrupted items or allow them to remain. An agent 
asSociated with the email application 18 may also help 
collect Vital information from one or more Servers, Such as 
CPU utilization, memory utilization, and whether the server 
is online or down. An agent may also aid in the evaluating 
of Storage performance. For example, an agent may monitor 
the rate at which Storage is growing, or measure the time 
period until an overall email Store reaches capacity, or even 
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measure the time period for data to transfer from the host 
server 24 (shown in FIG. 2) to a storage device in the 
Storage Subsystem. 

0048 Referring to FIG. 4, the information 80 collected 
by the agents 26a-d (shown in FIG. 2) and included in the 
tables 46, 48, 50 (also shown in FIG. 2) of the components 
of the Storage domain 14 is represented. For example, the 
mailbox hierarchy 82 collected by the agent 26b associates 
with the mailboxes of the email application 18. Also, a name 
84 identifying the executing Sales database was collected by 
the agent 26a associated with the corporation Sales database 
application 20. The O/S version 86 was collected by the 
agent 26c associated with the operating System 22 and the 
agent 26d assigned to the host Server 24 provides the label 
(i.e., "C:\”), also known as a mount point, and world wide 
name 88 (WWN 30) of the host server along with the WWN 
(i.e., WWN 33) of the device connected to the host server. 
The respective tables 46, 48,50 from the switch34, the NAS 
drive 36, and the SAN 38 (each shown in FIG. 2), provide 
labels and the worldwide numbers 90,92, 94 assigned to the 
three Storage domain components along with the respective 
WWNs of connected components. 

0049. This collected information is transmitted to a 
Stitching proceSS 81, which may reside in the domain 
management proceSS 10. The Stitching proceSS 81 deter 
mines the Software data paths between the Software appli 
cation domain 12 (shown in FIG. 2) and the storage domain 
14 (also shown in FIG.2) and the software data paths within 
the application domain. The Stitching proceSS 81 also deter 
mines the physical and logical data paths extending within 
the Storage domain. Since the email application 18 and the 
sales database application 20 (also shown in FIG. 2) are 
executed on the host Server 24, Software data paths connect 
the applications and the Server. Also, Since the Storage 
domain components 24, 34, 36,38 (shown in FIG. 2) store 
the WWNs of connected components, physical data paths 
between the Storage domain components, which are also 
logical data paths in this example, may be determined. For 
example, the information 90 associated with the Switch 
provides that Switch port 1 is connected to a device with 
WWN 30, switch port 2 is connected to a device with WWN 
35, and switch port 3 is connected to a device with WWN32. 
So, from this information, and the labels associated with the 
information for the other components in the Storage domain, 
the Stitching process 81 can determine that Switch port 1 is 
connected to host server “C:\'24, Switch port 2 is connected 
to the NAS drive 36, and Switch port 3 is connected to the 
SAN 38. 

0050. Once the information 80 is received by the stitch 
ing process 81, the information is processed into a map 96 
of the Software, physical, and logical data paths between 
each of the components in the Software application and 
Storage domains. By Stitching the appropriate interconnec 
tions of both domains, the map 96 may be displayed by the 
domain management proceSS 10 to a user for analyzing the 
interconnections and, for example, to determine replacement 
component positions, insertion positions for new compo 
nents, or re-arranging the currently displayed data paths. AS 
shown the software data paths 98a-c are represented with 
dashed-lines between the applications, the operating System, 
and the host server “C:\”. Logical data paths 99a-c are 
represented with respective Solid-lines and extend between 
the host server, the brocade Switch, the NAS disk drive, and 
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the SAN. By stitching a map 96 of the data paths of both 
domains the user is provided a complete layout of the 
applications and Storage System components and may use 
the stitched information to model and analyze the addition of 
new components to the domains or the replacement of 
current components and measure the performance of the 
altered domains. 

0051. In some arrangements, the stitching process 81 
may receive information associated with Software, logical, 
or physical data paths to an unknown device. In Such as case, 
a generic device (not shown) is assigned, the Stitching 
proceSS 81, to the particular data path. 
0.052 Referring to FIG. 5, a process 100 for stitching 
data paths between the Software application domain 12 
(shown in FIG. 2) and the storage domain 14 (also shown 
in FIG.2) is shown. The process 100 starts 102 and retrieves 
104 information that was collected by agents assigned to 
Software applications and an operating System that are 
present in the Software application domain 12. This infor 
mation can include an identifier for each application and the 
operating System and also identifies the Server that executes 
the applications and operating System. The Stitching proceSS 
100 retrieves 106 information that was collected from the 
components of the storage domain 14. As shown in FIG. 2, 
these components may include a host Server, a Switch, and 
one or more Storage mechanisms. Such as a NAS drive or a 
SAN. The retrieved information can include the WWN of 
each component along with any lists that report WWNs of 
connected components. After retrieving the Stored informa 
tion 104, 106, the stitching process 100 determines 108 
Software data paths between the applications, the operating 
System, and the components of the Storage domain. After 
determining 108 the Software data paths, the Stitching pro 
cess 100 determines 110 the physical and logical data paths 
between the Storage domain components by comparing the 
WWN information collected from the components. Once the 
physical and logical data paths have been determined 108, 
110, the Stitching proceSS maps 112 the Software, physical, 
and logical data paths among the applications, operating 
System, and Storage domain components. After mapping 112 
the data paths, the stitching process 100 displays 114 the 
map to a user for analyzing the data paths between the 
Software application domain and the Storage domain. Once 
the map is displayed 130 to the user, the Stitching proceSS 
100 stops 116. 
0053) Referring to FIG. 6, in another example of the two 
domains, which includes more Storage components, the 
corporation Sales database application 20 is now executed on 
a Second host Server #2120, and an agent 26e is assigned to 
host Server #2 and provides the domain management proceSS 
10 with information regarding the data paths between the 
database application and the Second host Server along with 
the data paths between the Second host Server and the other 
components in the storage domain 14. Both host server #124 
and host server #2120 have respective physical data paths 
16d, 16g, 16h, 16i that respectively lead to Switch #134 and 
a second switch (#2) 122. Also switch #134 and Switch 
i2122 are connected to the NAS drive 36 and the SAN 38 
by respective physical data paths 16e, 16f 16i, 16k. All of 
these data paths 1.6d, 16g, 16h 16i, 16e, 16f 16i, 16k allow 
both host servers 24, 120 to pass data across either Switch 
if 134 or Switch i2122 to either the NAS drive 36 or the two 
RAIDs 40, 42 or the tape drive 44 of the SAN 38. Similar 
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to FIG. 2, each of the physical data paths 16d-k are 
configured to be logical data paths. Also Similar to FIG. 2, 
the Software, logical, and physical data paths may be deter 
mined by the domain management process 10 from the 
information provided by the agents 26a, 26b, 26d, 26e and 
the information provided by Switch #134, Switch #2122, the 
NAS drive 36, and the SAN 38. Once the respective infor 
mation is collected, the data paths can be Stitched by the 
stitching process 100 (shown FIG. 5) that is included in the 
domain management process 10 and a map containing the 
components of the Software application domain 12 and the 
Storage domain 14 may be displayed to the user. 

0054) Once the map is displayed, the user can select a 
particular entity in either domain, a particular data path, a 
portion of one or both domains, or both entire domains for 
analysis. In this particular example, a data path from the 
email application 18 to the RAID #040 is shown (by bold 
lines) to have been selected. The software data path 16a 
extends from the email application 18 to the host server #124 
that executes the application. A logical data path 16g then 
extends from the server 24 to Switch #2122 and the selected 
path then extends across the logical data path 16k to the SAN 
38 and terminates at the RAID #040. By selecting this 
particular path a user can have the Selected data path 
characterized, by the domain management proceSS 10, while 
taking into account both the email application 18 in the 
Software application domain 12 that initiates the Selected 
data path and the components (i.e., host #124, Switch #2202, 
SAN38, and RAID #040) of the storage domain 14 that are 
included along the user Selected data path. 
0055 To analyze the selected data path, the domain 
management process 10 includes a characterization process 
for computing characterization measures from the informa 
tion passed by the agents 26a, 26b, 26d, 26e and the Storage 
components 34, 36, 38,202 without agents. For example, a 
performance measure may be calculated to determine the 
Selected data path throughput (i.e., amount of data moved in 
a time period in mega-bits per Second) from the email 
application 18 to the RAID #040. In some arrangements 
performance may also be a measure of the total effectiveness 
of the Selected data path, including throughput, individual 
response time, and availability. 

0056. Another characterization measure that may be cal 
culated is the availability of the selected data path. Avail 
ability can be defined as the accessibility of input and output 
ports and is used to describe products and Services that 
ensure that data continues to be available at a required level 
of performance in Situations ranging from normal through 
“disastrous'. In general, availability is achieved through 
redundancy involving where data is Stored and how it can be 
reached. Often availability can be measured in terms of how 
often data is available. For example, a data path may provide 
99.999 percent availability, or in another example, availabil 
ity may be measured by the amount of data flow through the 
data path at a particular time (e.g., 3200 megabytes per 
Second). 
0057 By measuring recoverability of the selected data 
path, the connected Storage device is characterized for the 
capability to retrieve Stored data. In this particular example, 
the RAID #040 recoverability may be determined by the 
domain management proceSS 10 from a manufacturer error 
rate that is provided by the RAID #0. Cost may also be 



US 2004/0054782 A1 

measured from the information passed to the domain man 
agement proceSS 10 regarding the Selected data path. Often 
when an application malfunctions or is shut down, a down 
time cost in dollars per hour is associated to the application. 
For example, if the email application 18 for the corporation 
malfunctions and is brought off line, the corporation may 
experience a loss of S50.00 per hour due to this application 
downtime. Or in another example, if the Sales database 
application 20 malfunctions and is placed off line, the 
corporation may experience a loss of S500.00 per hour. Also, 
these downtime costs in dollars per hour cost for a malfunc 
tioning application can vary as a function of time. For 
example, during the holiday Season the downtime cost of the 
Sale database application 20 may greatly increase, for 
example, to S10,000 per hour while the downtime cost of 
corporation email application may decrease to S20.00 per 
hour due to the number of employees on vacation. So, 
downtime cost, which is calculated by the domain manage 
ment proceSS 10 for the Selected data path, may vary over a 
particular time of year. 
0.058 Another characterization measure that may be cal 
culated by the domain management proceSS 10 for a Selected 
data path is the Security level. In this particular example, 
information passed from SAN 38 to the domain manage 
ment proceSS 10 contains a measure of the Susceptibility that 
data stored on RAID #040 may be improperly retrieved 
without proper authorization. In characterizing the Security 
level, access to the domains 12, 14 or portion of the domains 
may be dependent upon the role of the domain management 
process user (e.g., the company CIO, different administra 
tors, help desk employees). The access to the domains 12, 14 
or portions of the domains may also be limited by the 
organization to which the user is a member. In Some 
arrangements, besides limiting acceSS based on users, acceSS 
can also be based on the domains 12, 14, portions of the 
domains, or components of either domain (e.g., a particular 
application in the Software application domain, a host Server 
in the storage domain, etc.). Access may be limited based on 
a component, Such as, only allowing a user to view a 
component on a display or allowing acceSS Such that user 
can access the characteristics of the component or execute 
an analysis on the component, or other Similar control 
function. 

0059 So the domain management process 10 may com 
pute, for example, a performance, availability, recoverabil 
ity, cost, and Security measure to characterize the Selected 
data path. These characterization measures may also be 
calculated for any other Similarly Selected data path, or 
portion of the Software application domain 12, the Storage 
domain 14, or a combination of both domains. 

0060 Referring to FIG. 7 a characterization process 130 
that may be included in the domain management proceSS 10 
(shown in FIG. 6) is shown. The characterization process 
130 starts 132 when a user selects 134 a portion of the 
software application domain 12 (shown in FIG. 6), the 
storage domain 14 (also shown in FIG.6), or a combination 
of the two domains. After the user selection 134, the process 
130 accesses 136 the appropriate information that was 
collected from the agents and Storage components of the 
Software application and Storage domains 12, 14 associated 
with the portion selected by the user. Referring briefly to 
FIG. 6 as a demonstrative example, the information 
accessed by the process 130, for this particular user Selec 
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tion, would relate to the email application 18, host Server 
#124, switch #2122, and the SAN 38. Returning to FIG. 7, 
once the appropriate information has been accessed 136, the 
process 130 computes 138 the performance measure, the 
availability measure 140, the recoverability measure 142, 
the cost measure 144, and the security level measure 146 
asSociated with the user Selection. After the characterization 
measures have been computed, the process 130 reports 148 
the computed measures to the user prior to Stopping 150. 
0061 Referring to FIG. 8A-8C three sets of horizontal 
bar charts are shown that may be provided by the domain 
management process 10 to the user to represent the perfor 
mance, availability, recoverability, cost, and Security mea 
Sures calculated by the process 130 (shown in FIG. 7) for the 
selected data path shown in FIG. 6. For each of the three sets 
of bar charts, the range of each bar chart increases as each 
chart extends from left to right and each chart is Scaled in the 
appropriate units associated to the particular measure. For 
example, the performance measure may be Scaled in units of 
megabytes per Second while the cost measure may be Scaled 
to units of dollars/hour for downtime. 

0062) Referring to FIG. 8A, after each of the five char 
acterization measures are computed and displayed on the 
respective bar chart 200a-e, the user can alter the computed 
value of one characterization measure and the management 
domain process 10 (shown in FIG. 2) will recompute the 
values for the other four characterization measures based on 
the altered value. In this particular example the user has 
increased the performance measure from one value 202 to a 
higher value 204. Based on this higher value 204 and the 
information associated with the Selected data path (shown in 
FIG. 6), the management domain process 10 re-calculates 
the values for the other four measures and displays the 
values on the respective bar charts 200b-e. For example, for 
the Selected data path to operate with a performance at the 
higher value 204, the minimum availability measure 206 is 
re-computed and displayed on the availability bar chart 
200b. Correspondingly, the re-calculated minimum recov 
erability measure 208, minimum cost measure 210, and the 
minimum Security measure 212 are displayed on the respec 
tive bar charts 200c-e. However, the re-computed values 
displayed the four bar charts 200b-e are minimum values 
and the higher performance value 204 may also be attained 
by operating the Selected data path with higher values then 
the reported on the four bar charts 200b-e. 
0063 Referring to FIG. 8B, after the domain manage 
ment process 10 (shown in FIG. 6) calculates the charac 
terization measures associated with the Selected data path 
(also shown in FIG. 6), the user can simulate an insertion, 
into the Selected data path, of one or more applications in the 
software application domain 12 (shown in FIG. 6) or one or 
more components in the Storage domain 14 (also shown in 
FIG. 6). For example, as shown in the figure each bar chart 
220a-e displays the respective calculated values 222, 224, 
226, 228, 230. In this particular example, the user uses the 
domain management process 10 to Simulate inserting RAID 
#142 into the selected data path (shown in FIG. 6). Due to 
this simulated insertion, the performance of the Selected data 
path, along with the other characterization measures, 
increase with respect to measures of the Selected data path 
containing only RAID #040 (also shown in FIG. 5). Cor 
respondingly, the domain management proceSS 10 re-calcu 
lates the characterization measures to include the informa 
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tion associated with the newly inserted RAID #142 and the 
recalculated measures are displayed on the respective bar 
charts 220a-e. In this particular example, each of the char 
acterization measure values increase and are shown on the 
bar charts by respective solid bars 232, 234, 236, 238,240. 
Also, in this particular example the inserted RAID #142 was 
previously included in the storage domain 14 (as shown in 
FIG. 6), however in other examples the simulated compo 
nents may not be previously included in either domain. 

0.064 Referring to FIG. 8C, the domain management 
process 10 (shown in FIG. 6) may also be used to simulate 
replacing components included in either domain with dif 
ferent components to alter a Selected data path. For example, 
referring briefly to FIG. 6, the domain management proceSS 
10 may simulate replacing Switch #2122 with a lower 
performance Switch. Once the user Selects Such a simulated 
Switch replacement, the domain management process 10 
recalculates the characterization measures and displays the 
new characterization measure values on the bar charts in 
comparison to the measures computed prior to the compo 
nent replacement. Prior to replacing the Switch, each of the 
characterization measure values 252,254, 256, 258, 260 are 
calculated and are shown with hashed bars on respective bar 
charts 250a-e. After replacing the Switch, the five charac 
terization measures are recalculated and the new values 262, 
264, 266, 268, 270 are displayed with solid bars on the 
respective bar charts 250a-e. In this particular example, 
Since the Switch is replaced by a simulated low performance 
Switch the five characterization measures decrease on the 
respective bar charts 250a-e. Also in this particular example, 
a component in the storage domain 14 (shown in FIG. 6) 
was replaced by a simulation, however in other examples 
Simulations may replace one or more components in either 
the software application domain 12 (also shown in FIG. 5) 
and/or the storage domain. Also, referring to FIG. 8A-C, 
each of the functions may be performed individually or in 
combination. 

0065 Referring to FIG. 9, the domain management pro 
cess 10 (shown in FIG.6) can collect information from the 
Software application and storage domains 12, 14 (also 
shown in FIG. 6) to calculate the performance, availability, 
recovery, cost, and the Security measures over a particular 
time period. In this particular example, each of the charac 
terization measures are calculated over a calendar year and 
displayed on x-y line charts 280a-e for the selected data path 
shown in FIG. 6. By displaying the characterization mea 
Sures as a function of time, a user can determine peak 
activity periods along with slow periods and possibly adjust 
Storage components and application assets to compensate for 
the activities during particular months. For example, as 
shown in the figure, the performance measure 280a of the 
Selected data path, including the email application 18, has 
peak periods prior to the December holiday Season and a 
Slow period during the Summer months. So, a storage System 
administrator may decide to use a high performance Storage 
device for email mailbox Storage for the peak usage time 
periods of the calendar year and Switch in a lower perfor 
mance Storage device during the Summer months when 
email traffic is in the lull period. Also, for example, by 
displaying the characterization measures the administrator 
can determine the proper time of year for general mainte 
nance and upgrading of equipment in the particular data path 
Selected by the administrator for analysis. 
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0066 Referring to FIG. 10, a characterization simulation 
process 290 that may reside in the domain management 
process 10 (shown in FIG. 6) is shown. The simulation 
process 290 starts 292 when a user selects 294 a portion of 
the software application domain 12 (shown in FIG. 6) or a 
portion of the storage domain 14 (shown in FIG. 6) or a 
combination of the two domains. AS previously mentioned, 
for example, this Selection may include a particular data path 
from an application to a storage device, or a particular 
component in the Storage domain 14, or the entire enterprise 
that contains both domains. After the user selection 294 is 
made, the process 290 accesses 296 and retrieves the appro 
priate information collected from the agents and Storage 
domain components associated with the user Selection. 
Upon retrieving 296 the collected information, the process 
290 computes 298 the five characterization measures (i.e., 
performance, availability, recoverability, cost, and Security 
measures) based on the retrieved information for the user 
Selection. After computing, the characterization measures 
are then displayed to the user for analysis. After computing 
and displaying 298 the five characterization measures, the 
process 290 determines 300 if the user has changed one of 
the displayed characterization measures, Such as was 
described with respect to FIG. 8A. If the user had changed 
one of the characterization measures, the process 290 then 
re-computes 302 the other four characterization measures 
and displays the re-computed measures to the user. If the 
user has not altered one of the characterization measures, the 
process 290 determines 304 if the user has inserted a 
simulated component into the prior user selection. If a 
Simulated component has been inserted by the user, the 
process 290 re-computes 302 the characterization measures 
based on the previously retrieved information and the inser 
tion of the Simulated component and displays the re-com 
puted measures to the user. If the user has not inserted a 
simulated component into the selection, the process 290 
determines 306 if the user has replaced a component or a 
portion of the user Selection. If the user has replaced a 
component or portion of the selection, the process 290 
recomputes 302 the characterization measures based on the 
previously retrieved information and the replacement com 
ponent and displays the re-computed measures to the user. If 
the user has not replaced a component in the Selection, the 
process 290 asks 308 the user if the process should stop. If 
the user decides to end, the process 290 is stops 310. But if 
the user decides to continue the process, the process 290 
returns to computing and displaying 298 the characterization 
measures based on the current information and continues 
from this point. 

0067 Referring to FIG. 11, the information collected 
from both the application domain and the Storage domain 
may also be used in risk analysis of the particular data path 
or other portion of the two domains selected by the user. By 
performing a risk analysis on the Selection, potential risky 
configurations or operation environments may be detected. 
Again, briefly referring to FIG. 6, one possible selection is 
shown by the bold data path from the email application 18 
through host server #124, Switch #2122, and ending in 
RAID #040 of the SAN38 for data storage. Various types of 
risk analysis may be performed on this Selected data path. 
For example, a risk analysis may be based on downtime 
business cost of the Selected data path. To perform this 
particular risk analysis, one or more downtime busineSS 
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costs are assigned to Storage domain 14 components and 
applications in the Software application domain 12. 
0068 Returning to FIG. 11, an assignment process 320 is 
shown that may be included in the domain management 
process 10 (shown in FIG. 6) and that allows the user to 
assign one or more downtime business costs. The assign 
ment process 320 starts 322 by determining 324 if the user 
is assigning downtime business costs to the host Servers in 
the storage domain. Also referring briefly to FIG. 6, for this 
particular example, the user can assign the same or different 
downtime business costs to the host server #124 and host 
server #2120. If the user is assigning downtime costs to the 
host servers, the process 320 assigns 326 one or more 
downtime costs, provided by the user, to the respective 
Servers and then Stops 344. If the user is not assigning a 
downtime cost to the Server, the assignment process 320 
determines 328 if the user is assigning business costs to the 
applications in the application domain 12 (shown in FIG. 6). 
For example, the user may assign a downtime business cost 
of $50/hour to the email application 18 (shown in FIG. 6) 
and a downtime cost of S500/hour to the sales database 
application 20 (also shown in FIG. 6). If the user is 
assigning a downtime costs to one or more applications, the 
process 320 assigns 330 the costs to the applications and 
then Stops 344. If the user is not assigning a downtime 
business cost to the one or more applications, the proceSS 
320 determines 340 if the user is assigning a default down 
time cost to all of the applications in the Software application 
domain. For example, the user may assign a default down 
time value of S10,000/hour to all the applications in the 
Software application domain. If the user is assigning a 
default downtime business cost for all of the applications, 
the process 320 assigns 342 the default downtime business 
cost to each of the application and then stops 344. Note that 
the busineSS costs assigned to the Servers and the busineSS 
costs assigned to the applications are mutually exclusive and 
if a particular Server is assigned a cost, any cost assigned to 
an application on the Server is ignored for the risk analysis. 
Also, although the downtime cost uses here are described in 
units of dollars per hour, other units may be assigned and 
used in the risk analysis. 
0069. Referring to FIG. 12, a downtime business cost 
risk analysis 350 process that may be included in the domain 
management process 10 (shown in FIG. 5) is shown. The 
risk analysis 350 processes starts 352 by the user selecting 
354 a portion of the software application domain 12 (shown 
in FIG. 6) and the storage domain 14 (also shown in FIG. 
6) for execution of the risk analysis. After the user Selection 
354 is made, the process 350 accesses and retrieves 356 the 
downtime business cost(s) assigned to the one or more host 
Servers that are connected to any portion of the user Selec 
tion. Upon retrieving 356 the downtime business cost(s) of 
the connected host servers, the risk analysis process 350 
accesses and retrieves 358 the downtime business cost(s) 
assigned to the one or more application(s) present on any 
data path included in any portion of the user Selection. After 
retrieving 358 the cost(s) for the one or more applications, 
the risk analysis process 350 selects 360 one of the elements 
(i.e., a Switch, a SAN, etc.) included in the user Selection and 
initializes a cost variable associated with the element to Zero. 
Next, the process 350 determines 362 if the element is in any 
data path with a host Server. If the element is in a data path 
with a host server, the process 350 adds 364 the downtime 
business cost of all the host Servers on one or more data 
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paths with the element to the element cost variable. After 
Summing these one or more downtime business costs, the 
process 350 determines 366 if an application is in any data 
path with the Selected element and if So, is there no down 
time busineSS cost assigned to the particular host Server 
executing the application. If an application is in a data path 
with the element and no downtime busineSS cost is assigned 
to the host Server executing the application, then the process 
350 adds 368 the downtime business cost, assigned to each 
application that meets this condition, to the element cost 
variable. If no application meets this condition, the proceSS 
350 determines 370 if another element is included in the user 
Selection and has not been analyzed for downtime business 
cost. If there is another element included in the user Selec 
tion, the process 350 selects 372 the next element, initializes 
the cost variable associated with the element to Zero, and 
returns to determine 362 if there are host servers connect to 
that particular element. If all the elements included in the 
user Selection have been analyzed for downtime busineSS 
cost, the process 350 reports each element cost variable to 
the user for disseminating the cost analysis and stops 376. 
For example a report may be generated by the process to 
provide the user with the particular costs used in the analy 
sis, warnings associated with analysis (e.g., Some servers or 
applications were not assigned downtime business cost), a 
list of the components prioritized by the calculated cumu 
lative risk value (S/h), a list of the components prioritized by 
the calculated cumulative risk value and by application type, 
and a list of the applications associated with each compo 
nent. 

0070 Referring to FIG. 13, another type of risk analysis 
is a single point of failure analysis that monitors the capa 
bility of each data path originating from an application, in 
the software application domain 12 (shown in FIG. 6), and 
identifies any non-functioning data paths or malfunctioning 
storage domain 14 (also shown in FIG. 6) components 
asSociated with the application that will cause the applica 
tion to malfunction due to an inability to access data. A 
single point of failure analysis process 380, which may be 
included in the domain management process 10 (also shown 
in FIG. 6), is shown. The single point of failure analysis 
process 380 starts 382 by the user selecting 384 a portion of 
the software application domain 12 (shown in FIG. 6) and 
the storage domain 14 (also shown in FIG. 6) for execution 
of the risk analysis. After the user selection 384 is made, the 
process 380 determines 386 if one or more host servers are 
included in the user Selection. If no host Servers are included 
in the user Selection, then the Single point of failure proceSS 
380 stops 388. But, if one or more host servers are present 
in the user selection, the process 380 determines 390 if one 
or more applications are present on the one or more host 
Servers included in the user Selection. If an application does 
not reside on one or more of the host Servers in the user 
selection, the process 380 simulates 392 the presence of an 
application on each host Server where an application does 
not reside. After the application has been simulated 392 or 
the process determines that each host Server in the user 
Selection has one or more applications, the proceSS 380 
determines 394 if a single point of failure is associated with 
each application that is present or is simulated on each of the 
host servers included in the user selection. If the process 380 
determines that there is one or more Single points of failure 
each application, the process reports 396 each of the Single 
points of failure to the user and then stops 388. If no single 
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points of failure are associated with each application, then 
the process reports the absence of any Single points of failure 
to the user and the process Stops 388. In Some arrangements 
the process 380 may also report any components in the user 
Selection associated with any Single points of failure. 
0071 Another type of risk analysis may incorporate the 
functionality of the single failure point process 380 and the 
downtime business cost analysis 350 (shown in FIG. 12). In 
this particular risk analysis the components of a user Selec 
tion are first prioritized based by downtime business cost. 
Second, the components are further prioritized based on 
whether multiple data paths are used for protecting against 
the event of data path failure. For example, if two switches 
are each included in a data path asSociated to the application, 
the downtime business cost assigned to each Switch is 
reduced by 50%. So if the assigned application downtime 
business cost is S10,000, then the cost assigned to each 
Switch is S5,000. In some arrangements the downtime 
business cost may be further reduced if the Storage compo 
nents are clustered. Clustering is the use of multiple Storage 
devices, or other computing devices, and redundant inter 
connections, to form a single highly-available System to 
provide load balancing as well as high availability. So if a 
Storage component is included in a cluster, the downtime 
business cost can be further reduced, for example, by 
another 50%. Also similar to the previous two risk analysis, 
reports may be generated to provide the user with the results 
from the analysis. 
0.072 Still another risk analysis process may analyze 
SAN redundancy to warn a user against potential dangerous 
SAN fabric design. Referring to FIG. 14 a SAN redundancy 
risk analysis process 400, which may be included in the 
domain management process 10 (also shown in FIG. 6), is 
shown. The SAN redundancy risk analysis process 400 starts 
402 by the user selecting 404 a portion of the software 
application domain 12 (shown in FIG. 6) and the storage 
domain 14 (also shown in FIG. 6) for execution of the risk 
analysis. After the user Selection 404 is made, the proceSS 
400 determines 406 if the user selection includes one or 
more data paths that extend from an application to a Storage 
device. If the user Selection does not include a data path that 
extends from an application to a storage device the SAN 
redundancy risk analysis process 400 stops 408. If one or 
more data paths in the user Selection extend from an appli 
cation to a storage device, the process 400 selects 410 one 
the of the data paths that extends from an application to a 
Storage device and then Simulates 412 a malfunction of a 
Switch included in the Selected data path. After simulating 
412 the Switch failure, the process 400 determines 414 if 
there is one or more redundant paths for data to travel due 
to simulated Switch failure. If the process 400 determines 
that there is no redundant path for data to pass, the Selected 
data path is considered failed and the downtime busineSS 
cost of the application is added 416 to the cost variable 
asSociated with the particular Switch with the Simulated 
malfunction. If the process determines that a redundant data 
path is present or after the downtime application cost is 
added to the Switch cost variable, the process 400 determines 
418 if another data path included in the user selection 
extends from an application to a Storage device. If another 
data path is present the process 400 returns to select another 
one of the data paths that extend from an application to a 
Storage device. If there is no unanalyzed data path remain 
ing, which extends from an application to a storage device, 
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the process 400 reports 420 to the user the results of the 
redundancy analysis and Stops 408. Typically the reporting 
420 may include the data paths included in the user selection 
that passed and failed the redundancy analysis and the cost 
variable of the Switches included in the analysis along with 
a determination if one or more of the Switch are also a single 
point of failure. 

0073. In still another risk analysis the compatibility of 
components (i.e., Switches, SANS, NAS drives, etc.) 
included in a user Selection may be analyzed by one or more 
rules Stored in a rule database. One possible rule may 
compare the configuration of each component, included in 
the user Selection, against configuration information in the 
rule database. For example, each component may be ana 
lyzed to determine if the appropriate vender-Suggested firm 
ware is executed by comparing, for example, component 
type, vendor identification, model number, firmware revi 
Sion level, and/or other Similar configuration parameter. 
Also, components may be reduced into Subcomponents for 
this analysis. For example, a host Server component may be 
broken down to a host bus adapter (HBA), a volume 
manager, and a file System. Each component may have 
multiple configurations Stored in the rule database since 
different firmware revisions could be certified with this 
release. 

0074 Another rule that may be used in the compatibility 
analysis is the latest firmware rule. For analyzing using this 
rule, each component configuration, included in the user 
Selection, is compared to the associated configuration infor 
mation in the rule database to determine if the latest known 
firmware is executed on each component. Also, in Some 
arrangements a rule may be used to detect Switches in the 
same fabric (i.e., one or more fibre channel Switches in Some 
networked topology) containing different firmware. Still 
another rule may specifically flag any elements that meet the 
predetermined conditions of this rule. After one or more 
rules are applied to the components of the user Selection, a 
report can be generated to provide the user with the analysis 
results for each component included in the user Selection 
along with warnings associated with components that failed 
one or more of the applied rules, Such as improper or 
outdated firmware executing on a component. 
0075) Referring to FIG. 15 a component compatibility 
analysis process 430, which may be included in the domain 
management process 10 (shown in FIG. 6), is shown. The 
component compatibility analysis process 430 starts 432 by 
the user Selecting 434 a portion of the Software application 
domain 12 (shown in FIG. 6) and the storage domain 14 
(also shown in FIG. 6) for execution of the analysis. After 
the user selection 434 is made, the process 430 accesses 436 
and retrieves one or more rules associated with the user 
Selection from a rules database. After the one or more rules 
have been retrieved 436, the process 430 analyzes 438 each 
component against the one or more rules that correspond to 
the component. After analyzing 438 each component to the 
one or more corresponding rules, the process 430 reports 
440 the results of applying the one or more rules to the 
components of the user selection. After reporting 440 to the 
user the component compatibility analysis proceSS 430 stops 
442. 

0076 Referring back to FIG. 2, access to components 
included in the Storage domain 14 can be constrained by one 
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or more constraint methods to assist the operating System 22. 
For example, three constraint methods can be applied to the 
Storage domain 14 to assist the operating System 22. Some 
operating Systems have been designed for directly attached 
Storage devices and not for distributed Storage networks 
Such as a SAN. Based on this design, operating Systems may 
assume a particular order of the Store devices present on a 
bus. But, while this assumption may be valid for directly 
attached Storage devices where the order persists after a 
System reboot, it may not be valid for distributed Storage 
networks connected to a SCSI bus. For example, the order 
of the storage devices in an SAN on a SCSI bus may depend 
on numerous factors (e.g., WWN of the individual devices) 
that are outside the control of the operating System. By 
constraining the address of each Storage device, the operat 
ing may not use the invalid assumption. In particular, by 
binding the WWN of each storage device to a particular bus 
address (i.e., a SCSI ID address) the operating system will 
not be alerted that the Storage device was a previously 
mounted volume on another SCSI target ID address. Also, in 
Some arrangements the domain management process 10 
Stores binding information in one or more tables. For 
example, a table can contain information associated with a 
combination of an HBA port, HBA SCSI Bus ID and a HBA 
logical unit number (LUN) number for mapping a particular 
combination of Storage domain components. 
0.077 Referring to FIG. 16 a persistent binding process 
450, which may be included in the domain management 
process 10 (shown in FIG. 2), is shown. The persistent 
binding process 450 starts 452 by the user selecting 454 a 
host Server that is connected to the Storage device to be 
bound. After selecting 454 the server host, the process 450 
has the user select 456 a hostbus adapter (HBA) that is used 
by the host Server to communicate to the Storage device of 
interest. After selecting 456 the HBA, the process 450 has 
the user select the WWN 458 of the particular storage device 
to be bound and select 460 the bus target identification (e.g., 
SCSI target identification) that is to be bound to the WWN 
of the storage device. After selecting 458 the WWN and 
Selecting 460 the bus target identification, the persistent 
binding process 450 binds 462 the WWN of the selected 
Storage device to the Selected bus target identification and 
the process ends 464. 
0078 Referring to FIG. 2, the second of the three con 
Straint methods provides Security and isolation functionality 
to the SAN 38 by grouping components into a single group 
So that components within the group can Sense the other 
group members but components outside the group cannot 
Sense any of the group members, even if the outside com 
ponents are connected to one or more of the group members. 
Typically this Zoning method is accomplished either by 
hardware Zoning or Software Zoning depending upon the 
type of component being added to the group. For example, 
Some Switch ports may only be Zoned by hardware, however 
Some fabric channel Switch Software allows grouping by 
Software Zones. Also, only certain entities Such as Switch 
ports, Storage device port assigned a WWN, or a logical unit 
number (LUN) which is a unique identifier that is used on a 
bus (e.g., SCSI bus) to enable the bus to differentiate among 
up to eight Separate devices may be Zoned. 
0079 Referring to FIG. 17 a Zoning process 470, which 
may be included in the domain management process 10 
(shown in FIG. 2), is shown. The Zoning process 470 starts 
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472 by the user selecting 474 a fabric included in the storage 
domain 14 (also shown in FIG. 2). After the fabric is 
selected 474, the process 470 has the user select 476 one or 
more Switches included in the selected fabric for Zone 
membership. The user shall have the ability to drill down to 
the Switch port level and Select a port that is a Zone-able 
entity. After the one or more Switches have been Selected 
476, the process 470 has the user select 478 one or more 
Storage devices for Zone membership. In this case the user 
shall have the ability to drill down to the WWN of the 
particular storage device and the LUN of the WWN of the 
Zone-able Storage device. Once the one or more Switches and 
storage devices have been selected 476, 478, the Zoning 
process 470 creates 480 a Zone to include the selected 
members so that the members can be sensed by other 
members but not by components outside the newly created 
Zone. After creating 480 the Zone, the Zoning process 470 
stops 482. 
0080 Referring to FIG. 2, a third constraint method that 
can be placed on the Storage domain 14 is by controlling 
access to one or more of the Storage devices included the 
SAN 38. By controlling access, the host server 24 can be 
restricted from accessing and Subsequently Storing and 
retrieving data on the storage device 40, 42, 44 included in 
the SAN 38. For example, by restricting the host server 
access from RAID #142 and tape storage #044, all of the 
data marked for Storage through the host Server 24 is placed 
on RAID #040 and the other storage devices 42, 44 can be 
used by another host server (not shown). 
0081 Referring to FIG. 18 a masking process 490, which 
may be included in the domain management process 10 
(shown in FIG.2), is shown. The masking process 490 starts 
492 by the user selecting 494 a host server in order to have 
its access restricted to one or more particular Storage devices 
in a SAN. After the user has selected 494 the host server, the 
process 490 has the user select 496 a particular SAN which 
includes the one or more Storage devices that are to have 
acceSS restricted from the Selected host Server. After Select 
ing 496 the SAN, the process 490 has the user select 498 one 
or more storage devices in the SAN that the selected host 
Server is to be restricted from. After the one or more Storage 
devices have been selected 498, the process 490 restricts 500 
access of Selected Server host to the one or more Selected 
Storage devices and then Stops 502. By employing all three 
of these constraint methods on the Storage domain 14 
(shown in FIG. 2), data storing by one or more host servers 
may be tailored for quick and efficient access to particular 
Storage devices included in a SAN. 
0082 Referring to FIG. 19, a graphical user interface 
510 included in the domain management process 10 is 
shown displaying graphical representations of the compo 
nents included in the Software application and Storage 
domains 12, 14 (also shown in FIG. 1) after stitching 
collected information. An email Software application, which 
is included in the application domain 12 (also shown in FIG. 
1), is graphically represented with an application level 512 
that includes Some components of the email Software appli 
cation that are positioned on an upper hierarchical level 514 
that includes a mailbox store 516, a public folder store 518, 
and other assorted email message Stores. Respective data 
paths 520, 522 are shown connecting the components of the 
upper hierarchical level 514 to components in a lower 
hierarchical level 524 of the application. For example, one 
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data path 520 displays the connection between the mailbox 
store 516 and a first storage group 526 and a different data 
path 522 shows the connection between the public folder 
store 514 and the first storage group 520. As mentioned, 
typically this information is provided to domain manage 
ment process 10 by the particular agent assigned to the 
mailboxes of the email application. The lower hierarchical 
level 524 of the application level 512 also includes other 
storage groups 528, 530, 532 for grouping other upper level 
components. Each of the storage groups 526, 528, 530, 532 
is connected to a respective data path 534, 536,538,540 that 
provides a graphical path to a particular storage label (e.g., 
“C:”, “E:”) 542, 544 of a host server 546 in a host level 548 
of the Storage domain 14. For example, as shown in the 
figure, the mailboxes Store 516 is placed in the first Storage 
group 526 that is stored on the “C.” drive 542 of the host 
server 546 that is located in the host level 548 of the storage 
domain 14 (shown in FIG. 1). Continuing down the graphi 
cal tree Structure of the levels included in the application and 
Storage domains 12, 14, the host Server 546 passes data over 
a data path 548 to a Switch level 550 that is also included in 
the Storage domain 14 and includes a graphical representa 
tion of one or more Switches (not shown) present in the 
Storage domain along with the associated data paths. Below 
the Switch level 550 a subsystem level (not shown) includes 
graphical representations of the Storage devices that are 
connected by data paths to the Switch level 550. For 
example, graphical representations of one or more SAN or 
NAS drives may be included in the Subsystem level to 
represent the Storage devices of the Storage domain 14 which 
provide the actual data storage locations for the mailbox 
store 512 and the other assorted stores. 

0.083 Although some implementations have been 
described, other implementations are also within the Scope 
of the following claims. 
0084. The domain management process 10 (shown in 
FIG. 1) described herein is not limited to the software 
embodiment described above; it may find applicability in 
any computing or processing environment. The domain 
management proceSS 10 may be implemented in hardware, 
Software, or a combination of the two. For example, the 
domain management proceSS 10 may be implemented using 
circuitry, Such as one or more of programmable logic (e.g., 
an ASIC), logic gates, a processor, and a memory. The 
domain management proceSS 10 may be implemented in 
computer programs executing on programmable computers 
that each includes a processor and a storage medium read 
able by the processor (including volatile and non-volatile 
memory and/or storage elements). Each Such program may 
be implemented in a high-level procedural or object-oriented 
programming language to communicate With a computer 
System. However, the programs can be implemented in 
assembly or machine language. The language may be a 
compiled or an interpreted language. 
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0085 Each computer program may be stored on an article 
of manufacture, Such as a storage medium (e.g., CD-ROM, 
hard disk, or magnetic diskette) or device (e.g., computer 
peripheral), that is readable by a general or special purpose 
programmable computer for configuring and operating the 
computer when the Storage medium or device is read by the 
computer to perform the functions of the domain manage 
ment proceSS 10. The domain management process 10 may 
also be implemented as a machine-readable Storage medium, 
configured with a computer program, where, upon execu 
tion, instructions in the computer program cause a machine 
to operate to perform the functions of the domain manage 
ment process described above. 
0086 Embodiments of the domain management process 
10 may be used in a variety of applications. Although the 
domain management process 10 is not limited in this respect, 
the domain management proceSS may be implemented with 
memory devices in microcontrollers, general purpose micro 
processors, digital signal processors (DSPs), reduced 
instruction-set computing (RISC), and complex instruction 
Set computing (CISC), among other electronic components. 
0087 Embodiments of the domain management process 
10 may also be implemented using integrated circuit blockS 
referred to as core memory, cache memory, or other types of 
memory that Store electronic instructions to be executed by 
a microprocessor or Store data that may be used in arithmetic 
operations. 

0088 A number of embodiments of the invention have 
been described. Nevertheless, it will be understood that 
various modifications may be made without departing from 
the Spirit and Scope of the invention. 
What is claimed is: 

1. A method for mapping data path connections com 
prises: 

accessing information representing a data path between a 
Software application and a Storage System, the infor 
mation is collected from the Software application by an 
agent, 

accessing information representing the data path between 
the Storage System and the Software application, a 
portion of the information is collected from the Storage 
System by an agent; 

determining connections associated with the data path; 
and 

mapping the data path connections to form a connection 
map. 

2. The method of claim 1 further comprises: 
disseminating the connection map to a user. 
3. The method of claim 1 wherein a database is accessed 

for the information representing the data path. 
k k k k k 


