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METHOD AND DEVICE FOR RECOGNITION 
OF NATURAL SKN DURING 
CONTACT FREE BOMETRIC 

IDENTIFICATION OF A PERSON 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation of U.S. patent 
application Ser. No. 12/460,006 filed on Jul. 10, 2009, which 
application is a continuation of U.S. patent application Ser. 
No. 10/480,907 (now U.S. Pat. No. 7,587,071) filed on Jul. 
25, 2005, which application is the National Stage of PCT/ 
DE02/01861 filed on May 23, 2002, which application claims 
priority under 35 U.S.C. S 119 of German Application No. 
101 28717.8 filed on Jun. 13, 2001, the disclosures of each of 
which are incorporated in their entireties herein. The interna 
tional application under PCT article 21(2) was not published 
in English. 

BACKGROUND OF THE INVENTION 

0002 1. Field of the Invention 
0003. The invention relates to a method for the recognition 
of natural skin during contact-free biometric identification of 
a person, as well as to a device for carrying out the method. 
0004 2. Description of Related Art 
0005. In the checking of authorization with regard to 
access to closed systems, which can be represented by room 
complexes or data networks, for example, biometric checks 
are being performed, to an increasing degree, for identifica 
tion of the person authorized for access, since there is no risk 
that the individual biometric characteristics of an individual 
can be lost or passed on, as is the case with passwords or keys. 
In practice, the use of the papillary line patterns of the palms 
or the fingertips, as a biometric characteristic that is different 
for every individual and does not change, has proven itself. 
whereby methods are known with which these papillary line 
patterns can be optically detected in contact-free manner. In 
the case of these measurements, the papillary line pattern is 
evaluated as such, in other words the topology of the skin 
surface or, to state it differently, the pattern of the relief 
formed by the papillary ridges, is evaluated. In this connec 
tion, there is the problem that when the papillary line pattern 
is known, the measurement apparatus for detecting the bio 
metric data can, in principle, be deceived by means of false 
copies that contain a reproduction of the papillary line pattern 
in accordance with the three-dimensional original, and which 
are possible, for example, in the form of two-dimensional 
reproductions, three-dimensional reproductions, or cover 
ings on natural fingers. 
0006 WOO1/34 027 A2 discloses a method that serves not 
for biometric identification, but rather for the diagnosis of 
skin diseases, with a related device, wherein the skin is illu 
minated by means of an illumination ring during the exami 
nation of skin lesions, in order to take pictures of the skin 
lesion, to digitalize them and evaluate them, which images are 
generated by means of scattered light. 
0007 EP 0359 554 A2 describes a method for the identi 
fication of persons, wherein optical fingerprints are deter 
mined, which are brought into contact with a glass plate, in 
other words the method of working is not contact-free, and the 
glass plate is exposed to manipulation attempts and attempts 
to damage it, because of the accessibility that is absolutely 
required. In addition to the fingerprints, in order to prevent 
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forgeries, an evaluation takes place, at the same time, as to 
whether there is an offset between the irradiation point and 
the point at which the light enters into the measurement 
apparatus. 
0008 U.S. Pat. No. 5,598,843 describes a device with 
which light is radiated in by direct contact with the skin, by 
means of a first emitter, which light is detected by a second 
emitter, which is separated from the first emitter by means of 
a non-transparent wall. 
0009 U.S. Pat. No. 5,419,321 also shows a non-invasive 
but contact-requiring sensor for optical, quantitative determi 
nation of a Substance in living tissue. 

SUMMARY OF THE INVENTION 

0010. The invention is based on the task of indicating a 
method with which the security of biometric methods using 
the evaluation of papillary line patterns for checking access 
authorization can be improved to prevent attempts at decep 
tion. It is furthermore the task of the invention to make avail 
able a device with which this method can be carried out. 
0011. This task is accomplished, with regard to the part of 
the invention that relates to the method, by means of a method 
for the recognition of natural skin during contact-free biomet 
ric identification of a person, wherein the skin Surface is 
illuminated at an irradiation point assigned to a finger or the 
palm of the hand, with light from the visible spectrum or the 
adjacent spectrum, wherein several limited spectrum ranges 
are used for illuminating the irradiation point, wherein that 
part of the light entering through the skin surface at the 
irradiation point, scattered in the skin, and exiting from the 
skin Surface again, is detected at a detection point, using a 
detector and, at the same time, the characteristic line patterns 
are determined optically, in contact-free manner, using a pap 
illary line sensor, and wherein the signal determined by the 
detector is passed to a comparator and compared with stored 
data. 
0012. This method offers the advantage that optical prop 
erties of the natural skin are checked by means of measuring 
the scattered light, thereby precluding a large number of 
possibilities of deception of the type stated initially. For this 
purpose, the skin is illuminated, at the irradiation point, with 
a beam of light that is diffusely reflected at the surface, in part. 
The remaining part of the beam of light penetrates into the 
tissue of the skin, and is distributed in this volume by means 
of multiple scattering, whereby a fraction of this scattered 
light exits from the skin Surface again and thereby makes the 
skin appear bright. Since natural skin is composed of complex 
organic structures and contains a large number of optically 
active substances, its optical properties, particularly with 
regard to scattering (Mie and Rayleigh scattering) and the 
absorption that can be determined using scattered light cannot 
be imitated, or can be imitated only with great effort. 
0013. It is particularly advantageous that the scattered 
light is detected at several spatially different detection points, 
which have a different distance from the irradiation point. 
Since the intensity of the scattered light decreases with an 
increasing distance from the irradiation source, according to 
a specific function, referred to as “scatter function' here, 
which is dependent not only on the distance but also depen 
dent on the wavelength of the light used for irradiation, there 
is the possibility, using this method, of a stringent check as to 
whether the illuminated sample agrees with natural skin with 
regard to its scatter function, whereby it is impossible, 
according to the current level of knowledge, to reproduce this 
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scatter function artificially, in precise manner, and to addi 
tionally provide the material used for an approximation to this 
scatter function with the Surface profiling necessary for fur 
ther reproduction of the papillary line pattern. The other great 
advantage is the further protection against attempts at decep 
tion, since the two measurements for detecting the papillary 
line pattern and the scattering behavior of natural skin take 
place practically at the same location and almost at the same 
time, and therefore there is no possibility of moving or replac 
ing the measurement sample between the two measurements. 
0014. The security of the method according to the inven 
tion is further increased in that light from several limited 
spectrum ranges is used for illuminating the irradiation point, 
since these ranges can be coordinated with the optical prop 
erties, with regard to scattering and absorption, of substances 
that are present in the skin, in other words, light from spec 
trum ranges in which the absorption and Scattering of a natu 
ral Substance that naturally occurs in the skin assume charac 
teristic values is used for illuminating the irradiation point. 
0015. It is advantageous, in this connection, if light from 
the spectrum ranges around 600 nm and around 800 nm is 
used for illuminating the irradiation point, since a great 
absorption jump in the hemoglobin as well as an absorption 
drop in the skin pigment melanin can be detected between 
these wavelengths, and furthermore, the varying oxygen Satu 
ration of the skin does not have any influence on the measure 
ment. Another advantageous limited spectrum range for illu 
minating the skin at the irradiation point lies at about 1250 
nm, whereby the water content of the tissue essentially deter 
mines the measurement result at this wavelength. 
0016. If the intensity of the light is modulated overtime, so 
that alternating light is used, the method is not sensitive to 
ambient interference light that frequently cannot be com 
pletely eliminated by simple conventional measures such as 
shielding, for example. 
0017 Equally, there is the possibility that the scattered 
light is passed from the detection point to the detector by way 
of a light guide. 
0018. The part of the task that relates to the device is 
accomplished, according to the invention, in that a light 
Source is provided for illuminating the skin Surface at the 
irradiation point, detectors are provided for detection of the 
scattered light emitted at the detection points, a papillary line 
sensor having a camera for optical, contact-free determina 
tion of the characteristic line pattern of the skin, and a data 
processing unit, particularly a microprocessor that functions 
as a comparator, are provided. It is furthermore provided that 
the light Source generates an illumination pattern on the skin 
that corresponds to an approximate or complete circular ring. 
This structure serves to improve the measurement security by 
means of forming the average of tissue non-homogeneities 
and the generation of Sufficiently strong measurement sig 
nals, by means of Superimposition of a larger number of 
similar individual scattered light distributions. 
0019. The illumination pattern that corresponds to the cir 
cular ring is generated, in simple and therefore preferred 
manner, in that an illumination ring is assigned to the light 
Source. In the case of the illumination pattern that corre 
sponds to the circular ring, it has been proven to be advanta 
geous, in view of the greater intensity of the scattered light at 
a predetermined distance from the entry point, namely the 
radius R, if the detection point is assigned to the center of the 
circular ring, since the symmetry of illumination is utilized to 
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achieve a strong measurement signal for the distance corre 
sponding to the radius R, in this way. 
0020. To determine the scatter function, it is advantageous 
if several light Sources are arranged in the illumination ring, 
which emit light at different wavelengths. In this connection, 
it is advantageous if the number of light sources is correlated 
with a wavelength having the scatter and absorption capacity 
(scatter function) of the skin at this wavelength, so that light 
having a wavelength the scatter function of which leads to a 
greater attenuation of the intensity at the given distance, is 
irradiated in at the irradiation point, by way of the illumina 
tion ring having an averaged irradiation intensity, in order to 
thereby obtaina Sufficient measurement signal, which is com 
parable with the measurement signals of other wavelengths, 
with regard to intensity. 
0021 Alternatively, there is also the possibility that the 
diameter of the ring-shaped illumination pattern is coordi 
nated with the wavelength emitted by the light source and the 
scatter and absorption capacity (Scatter function) of the skin, 
in other words that the intensity of the irradiated light is not 
varied, but instead the distance of the irradiation point from 
the detection point is varied, in order to achieve an intensity of 
the scattered light that can be measured well. 
0022. This can be achieved, in particularly simple and 
therefore preferred manner, in that at least two illumination 
rings arranged concentric to one another are provided, which 
emit light of different wavelengths. 
0023. Within the scope of the invention, light-emitting 
diodes are provided as the light sources, which represent a 
circular ring approximated by a polygon, and generate an 
approximately ring-shaped illumination pattern by means of 
separate light spots. The limitation of the circle approxima 
tion is overcome in that the illumination ring is formed by a 
totally reflecting tubular piece consisting of an optical mate 
rial. The light can be coupled in on its one side; the light 
passes through the tubular piece and is reflected multiple 
times between the walls of the tubular piece, in this connec 
tion; in this way, it is uniformly distributed over the circum 
ference and thereby results in a uniformly illuminated circu 
lar ring having a corresponding illumination pattern. In this 
connection, the surface on the exit side of the tubular piece 
can be made rough. 
0024. It is furthermore possible that lasers are used as light 
Sources. Furthermore, a lens for imaging the light source on 
the skin is provided. In order to reduce the sensitivity of the 
measurement apparatus to de-focusing, i.e. in order to obtain 
error-free measurement values in a certain depth of definition 
range, the detector is assigned to a central bore of the lens, in 
other words a coaxial measurement arrangement is selected. 
0025. A compact construction of the device is achieved in 
that a mirror is arranged in the beam path between the light 
Sources and the lens that serves to image the illumination 
pattern on the skin, which mirror deflects the beam path in 
Such a manner that the lens is arranged adjacent to or in the 
interior of the tubular piece. 
0026. The generation of an illumination pattern is also 
possible by means of a conventional projector arrangement, 
consisting of a light source, a condenser, a projection pattern 
copy, and a lens assembly, with which the irradiation point is 
illuminated. Furthermore, laser pattern projectors, such as 
laser diode circle projectors, for example, are advantageous. 
0027. It is also advantageous if a light guide is provided to 
pass the scattered light to the detector, particularly if the light 
guide is structured in flexible manner, and therefore can be 
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guided to the detector, which is placed at any desired point, 
even outside of the beam path. 
0028. If relatively many discrete wavelengths must be 
used for measurements in the case of demanding technical 
Solutions for application cases with high security require 
ments, the technical expenditure becomes very great, for 
implementing this with a correspondingly high number of 
light Sources and illumination rings. According to the inven 
tion, a spectrometer, for example a grating spectrometer of a 
simple and thereby cost-effective type, is then arranged in the 
beam path ahead of the detector, which spectrometer allows a 
wavelength-dependent evaluation of the scattered light inten 
sity. It is then advantageous if the detector is formed by a 
photodiode array (PDA) or a charged-couple device (CCD). 
Furthermore, a brightness sensor is provided for monitoring 
the brightness of the light source, for example a monitoring 
measurement diode, which also provides the opportunity of 
constant adjustment. 
0029. Within the scope of the invention, it is advantageous 
if the irradiation source is assigned to the finger or the inside 
hand Surface of a person and, at the same time, the character 
istic line patterns are determined optically, in contact-free 
manner, using a papillary line sensor, since integration of the 
check for access authorization with the check for attempts at 
deception takes place in a single device. In particular, there 
are advantages because the two measurements with regard to 
recognition as a living being and with regard to biometric 
identification, which are to be carried out in contact-free 
manner, take place essentially at the same time, with close 
spatial coupling of the measurement regions. 
0030 Spatial measurement regions that agree with one 
another can be achieved if a beam splitter is provided for 
fade-in of the scattered light generated by the light source and 
to be measured, into the beam path on the lens assembly side 
of the papillary line sensor. 
0031. It is also possible and preferred if the detector is 
formed by the camera of the papillary line sensor, whereby 
the camera is provided for taking pictures of the scattered 
light reflected by the detection point. When using the camera 
as a papillary line sensor, it is also advantageous if, in addition 
to the measurement spot image, a picture of the illumination 
pattern on the skin is also taken, and measured in the image. 
In this case, the scattering at the Surface of the irradiation 
point that has the Volume scatter imposed on it appears as a 
reference variable, and stabilization or monitoring of the light 
Source is not absolutely required. 
0032. It is furthermore advantageous, when using the cam 
era of the papillary line sensor, if a polarization filter is 
arranged in the illumination beam path of the scattered light 
sensor and ahead of the camera, in a crossed position, in each 
instance, since gloss effects can be avoided in the detection of 
the capillary line patterns in this way. It is a possibility, as well 
as advantageous, to use the sensor described in DE 19818229 
Al as a papillary line sensor, since a polarization filter is 
provided ahead of the camera here, in any case, and photo 
metric evaluation of the measurement spot image is possible. 
0033. A simple and space-saving illumination assembly 
can be implemented in that the lens has a central, circular 
screen assigned to it, and if several light sources are arranged 
at different distances on the optical axis. In this connection, 
advantage is taken of the fact that a certain lack of focus of the 
illumination pattern on the skin is not a problem, so that a 
plurality of ring images is generated by means of this struc 
ture, in simple manner, whereby the only thing that needs to 
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be taken into consideration is that the screen must be suffi 
ciently large with reference to the measurement camera, i.e. 
the detector. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0034. The invention will be explained in greater detail in 
the following, using exemplary embodiments shown in the 
drawings; the drawings show: 
0035 FIG. 1 a schematic representation of the procedures 
when illuminating skin, 
0036 FIG. 2 a graphic representation of the intensity of 
the scattered light, as a function of the distance r of the 
detection point from the irradiation point, represented for 
three different wavelengths, 
0037 FIG.3 a representation, corresponding to FIG. 2, of 
the Superimposition of two scatter functions of irradiation 
points arranged at a distance of 2R, 
0038 FIG. 4 a schematic representation of the circular 
ring, with the detection point arranged in the center, 
0039 FIG. 5a schematic representation of the structure of 
the device according to the invention, with light sources of 
different wavelengths arranged in different illumination 
rings, 
0040 FIG. 6 a representation comparable to FIG. 5, of an 
alternative embodiment that utilizes totally reflecting tubular 
pieces, 
0041 FIG. 7 a representation corresponding to FIG. 5, of 
another different embodiment having a light guide and an 
integrated component for the detection and evaluation of the 
scatter function, by means of a comparator, 
0042 FIG. 8 a representation corresponding to FIG. 5, 
with the use of a mirror in the illumination beam path, for 
shortening the structural shape, 
0043 FIG.9 a simple structure for generating several ring 
patterns, using a screen, and 
0044 FIG. 10 an alternative arrangement of the light 
sources and the detector, for interaction with a device for 
detecting the papillary lines of a finger. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

0045 FIG. 1 shows, in simplified form, how the scattered 
light 7 is formed, if a light beam 2 having a specific intensity 
and wavelength is radiated in at an irradiation point 1. Part of 
this light beam 2 is diffusely reflected from the surface of the 
skin 5, thereby forming the light bundle 6. The other part 3 of 
the light beam 2 passes through the Surface 4 into the tissue of 
the skin 5, and distributes there by means of multiple scatter 
ing. A fraction of this light scattered in the skin 5 exits back 
out from the skin surface 4 as visible scattered light 7. 
whereby the intensity of this scattered light 7 depends, in 
characteristic manner, in accordance with the scatter function 
S. on the distance of the exit point from the irradiation point 
1 as well as on the wavelength of the light radiated in. This 
dependence, which is Subject to laws and leads to a scatter 
function S, and is caused by the optical material properties of 
the skin 5, is shown schematically for three different wave 
lengths in FIG. 2. In order to achieve a sufficiently great 
signal/noise ratio and in order to form the average over tissue 
non-homogeneities, the light is irradiated onto the skin 5 in an 
illumination pattern 8 that corresponds to a circular ring, so 
that the irradiation point 1 has the shape of this circular ring. 
In this connection, the detection point 9 is assigned to the 
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center of this circular ring, as shown in FIG. 4. This illumi 
nation pattern in the shape of a circular ring leads to a Super 
imposition of all of the scatter functions which result if the 
scatter functions shown in FIG.3 are rotated about an axis that 
goes through half their distance, with the result that a rela 
tively great intensity is available in the center. 
0046 FIG. 5 shows the apparatus structure with which the 
method for the recognition of natural skin 5 can be carried out, 
which, in the exemplary embodiment shown, has light 
sources 10, 11 arranged uniformly over the circumference of 
two circles arranged concentric to one another, whereby the 
inner circle has the light Sources 10 assigned to it, which 
generate light having a scatter function S that drops more 
strongly, e.g. relatively short-wave visible light, or relatively 
long-wave infrared light. 
0047 According to an exemplary embodiment not shown 
in the drawing, it is alternatively possible to arrange the light 
sources 10, 11 that generate light of different wavelengths on 
a single circle, whereby in this case, the numerical ratio of the 
light sources 10, 11 is adapted to the scatter function S. in 
other words more short-wave than long-wave light sources 
10, 11 are used for visible light. 
0048. The bundled light emitted by the light sources 10, 
11, indicated by arrows 12, is directed at a lens 13, which 
images the light sources 10, 11 on the skin 5 as elements 33 of 
the illumination rings. The scattered light 7 exiting from the 
detection point 9 is measured using a small measurement 
camera 14, which is located in a central bore of the lens 13, 
whereby the measurement camera 14 consists of the lens 
assembly 25 as well as a detector 20 at the location of the 
measurement spot image. 
0049. The exemplary embodiment according to FIG. 6 
differs from the one of FIG. 5 with regard to the configuration 
of the illumination. In this exemplary embodiment, the light 
sources 10, 11 are directed at the entry surfaces of two tubular 
pieces plugged into one another as illumination rings 15, 16. 
in which the light is passed to the other side, to the exit 
Surface, on the basis of the total reflection. As an example, the 
tubular pieces are made of optical material Such as acrylic 
glass. The exit Surfaces are slightly roughened, in order to 
thereby generate two approximately uniformly illuminated 
ring-shaped sources, which are more advantageous, with 
regard to the measurement accuracy, than ring segments sepa 
rated by gaps. FIG. 7 shows the possibility of providing the 
detector 20 not at the location of the measurement spot image, 
but rather at the end of a light conductor 19, in a housing 17. 
which is located in the interior of the tubular pieces, whereby 
this housing 17 at the same time also contains the other 
components that are required for completing the device. Such 
as, for example, the comparator, the power Supply, and the 
like. 
0050. The housing does not necessarily have to be 
arranged in the interior of the tubular pieces. FIG.8 shows the 
use of a flexible light guide 19, which leads to a detector 20 
that is placed at a different location, fundamentally any 
desired location. FIG. 8 also shows the use of a mirror 21 in 
the beam path between the light sources 10, 11 and the lens 
13, in order to thereby achieve a more compact structural 
shape of the device. The arrangement of a spectrometer in the 
beam path ahead of the detector 20, in order to allow a wave 
dependent evaluation of the scattered light intensity, even 
without a special selection of the light source 10, 11, which 
can accordingly be selected to be broad-band, is not shown. 
The arrangement of a beam splitter for fade-in of the light 
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generated by the light source 10, 11 in the lens-side beam path 
of the papillary line sensor 24 is also not shown, whereby the 
measurements for detecting the presence of a living being and 
for identifying a person can be carried out at the identical 
position, fundamentally using the same detector 20, namely 
the camera 22 of the papillary line sensor 24, which is known 
from DE 198 18 229 A1 and therefore does not have to be 
described in detail. FIG. 9 schematically shows the previ 
ously known capillary line sensor 24, with which "finger 
prints, in particular, can be determined optically, in contact 
free manner. The papillary line pattern is illuminated by 
means of the light source 10, 11, and detected using the 
camera 22, whereby a polarization filter 23 is arranged both in 
the illumination light beam and in the detection light beam, in 
each instance. Depending on the orientation of the polariza 
tion filters 23, the pattern of the epidermis or the pattern of the 
hypodermis can be determined; again, reference is made to 
DE 19818229 A1 with regard to details. In the measurement 
of the scattered light, only the light that is scattered with a 
different polarization is measured, and for this purpose, the 
setting of the polarization direction of the polarization filters 
23 is selected to be opposite in direction. The signal of the 
recording camera 22 is then also evaluated with regard to the 
scattering properties of natural skin 5. 
0051. If one takes into consideration the fact that a certain 
lack of focus of the illumination pattern 8 on the skin is not 
disruptive, the relatively simple and space-saving illumina 
tion device shown in FIG.9 can be implemented. 
0.052 The light source 10 is imaged on the skin in de 
focused manner, by means of the lens 13, which is provided 
with a central, circular screen 27, whereby the latter is not 
larger than the measurement camera 14. Because of the active 
ring-shaped pupil of the lens 13, the de-focused image of the 
light source 10 is also ring-shaped. The second light source 
11, having a different wavelength, is positioned on the optical 
axis in front of or behind the first light source 10, so that a 
second concentric illumination ring is generated. In this way, 
several light sources 10, 11 can be arranged on the axis, which 
generate a corresponding number of ring images. The posi 
tions of the light sources 10, 11 result from the ring radii 
selected. 
0053. It is true that the lack of focus and the ring width 
increase with an increasing ring radius R. However, this can 
be tolerated, to a great extent, and can be included in the 
geometrical considerations relating to the design of the 
arrangement. It is advantageous, interms of design, if positive 
and negative de-focusing are combined, as far as the distance 
between the light sources 10, 11 is concerned. 
What is claimed is: 
1. A contact-free biometric identification apparatus com 

prising: 
a housing: 
a first light-emitting diode (LED) positioned in the housing 

and having a first predetermined wavelength to illumi 
nate a portion of skin; 

a second LED positioned in the housing and having a 
second predetermined wavelength to illuminate the por 
tion of skin; 

an irradiation location that is outside of the housing and is 
defined by illumination from the first and second LED 
on the portion of skin; 

a detector that is at a predetermined position in the housing 
and detects a fraction of the first and second LED light 
Scattered from the irradiation location; and 
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a processing unit that employs a scatter function to deter 
mine the presence of live skin based on a correspon 
dence of the detected light to stored data of optical 
properties of skin. 

2. The device of claim 1 further comprising: 
another detector that is at another predetermined position 

in the housing and detects another fraction of the first 
and second LED light scattered from the irradiation 
location; and 

wherein the processing unit uses the detected light and the 
detected another light to determine the presence of live 
skin based on another correspondence to the stored data 
of optical properties of skin. 

3. The device of claim 1 wherein the detector is a camera. 
4. The device of claim 1 wherein the scatter function com 

pares different limit and magnitude values of the first prede 
termined wavelength and the second predetermined wave 
length in the detected light to determine whether there is 
correspondence to stored data of optical properties of skin. 

5. A method performed by a contact-free biometric identi 
fication apparatus, the method comprising: 

illuminatingaportion of skin at a first predetermined wave 
length by a first light-emitting diode (LED) positioned in 
a housing: 

illuminating the portion of skin at a second predetermined 
wavelength by a second LED positioned in the housing: 

detecting, with a detector that is at a predetermined posi 
tion in the housing, a fraction of the first and second LED 
light scattered from an irradiation location on the portion 
of skin outside of the housing; and 

employing a scatter function by a processing unit to deter 
mine the presence of live skin based on a correspon 
dence of the detected light to stored data of optical 
material properties of skin. 

6. The method of claim 5 further comprising: 
detecting, by another detector that is at another predeter 
mined position in the housing, another fraction of the 
first and second LED light scattered from the irradiation 
location; and 

determining by the processing unit using the detected light 
and the detected another light to determine the presence 
of live skin based on another correspondence to the 
stored data of optical material properties of skin. 

7. The method of claim 5 wherein the detector is a camera. 
8. The method of claim 5 wherein the scatter function 

compares different limit and magnitude values of the first 
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predetermined wavelength component and the second prede 
termined wavelength component of the detected fraction of 
light scattered to determine whether there is correspondence 
to stored data of optical material properties of live skin. 

9. A method performed by a device providing contact-free 
biometric identification, the method comprising: 

illuminating by a first light-emitting diode (LED) a portion 
of skin, wherein the first LED provides a first predeter 
mined wavelength of visible light; 

illuminating, Subsequently, by a second LED the portion of 
skin, wherein the second LED provides a second prede 
termined wavelength of visible light; 

detecting with a detector at a detection location a fraction 
of scattered light from an irradiation location on the 
portion of skin, wherein the fraction of scattered light is 
generated based on the illuminating by the first LED and 
second LED; 

determining by a processing unit correspondence of the 
fraction of scattered light to stored data of optical mate 
rial properties of live skin, wherein the determining is 
based on a scatter function comparing different limit and 
magnitude values of the first predetermined wavelength 
of visible light component and the second predeter 
mined wavelength of visible light component; and 

wherein the irradiation location is at a different location 
from the detection location. 

10. A contact-free biometric identification apparatus com 
prising: 

a housing: 
a first light-emitting diode (LED) that has a first predeter 

mined wavelength and is positioned in the housing to 
illuminate a portion of skin; 

a second LED that has a second predetermined wavelength 
and is positioned in the housing to illuminate the portion 
of skin; 

an irradiation location that is outside of the housing and is 
defined by illumination from the first and second LED 
on the portion of skin; 

a detector positioned in the housing to detect a fraction of 
the first and second LED light scattered from the irra 
diation location; and 

a processing unit that employs a scatter function to deter 
mine the presence of live skin based on a correspon 
dence of the detected light to stored data of optical 
properties of skin. 


