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Attack

class Attack Types

DoS Back, Land, Neptune, Pod, Smurf, Teardrop

Probe Satan, Ipsweep, Nmap, Portsweep

R2L Guess_Password, Ftp_write, Imap, Phf, Warezmaster

U2R Loadmodule
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k1
N2
W
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Normal ] [ Attack ]

ifel=normal

i Normal i [ Dos | OtherAttack 1 ]
A — / —
=22 c
KA S = 2 [ Dos ][ OtherAttack_1 ]
tfoi=Dos =9 23 UA:
i Dos i Other Attack [ Probe | OtherAttack 2 ]
| I — 2 1 —
25 ol ;
M2 CHH: = [ Probe ][ OtherAttack_2 ]
tfei=Probe 2= 28 U
i bk | Other Attack 1 [ U2R | R2L/OtherAttack 3 ]
[} 1
—————————————————— 4 I—I
==
=7 [ U2R ][ OtherAttack_3 ]
Er

Algorithm 1 Evolving ANN Intrusion Detection System

class =sum of 2 or more classes:
normal = 1;
attack =0
i=1
c= classification result;
run classification test:
ifc == 0 && class ==TRUE then
remove normal instances:
dos=1:
other_attack; = 0:
ifc == 0 && class ==TRUE then
remove dos instances:
probe =1:
other_attack,.,=0:
if ¢ == 0 && class==TRUE then
remove probe instances;
U2R =1;
R2L/other attack,.,=0:
if ¢ == 0 && class ==TRUE then
| traffic is R2L:
else
| traffic is U2R:

else
| traffic is probe;

else
| traffic is dos;

else
| traffic is normal;
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