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validates intruder blobs using rule sets; at least one back-
ground model update sub-component which updates back-
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intrusion event analysis sub-component which triggers alert
when event is detected and verified.
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A SYSTEM AND METHOD TO DETECT INTRUSION EVENT
FIELD OF INVENTION

The present invention relates to a system and method for detection of intrusion event
within one or more predefined regions of interest (ROls) while minimizing false alarm

due to noise and reduction of misdetection.

BACKGROUND ART

Conventionally, video surveillance utilizes human operators to monitor multiple screens
and to identify occurrence of any abnormal event in monitored area. Existing intrusion
detection methods are based on motion detection technology, whereby existence of
object within the scene is detected by frame differencing current image frame with

reference image which is generated from series of history images.

Accuracy of existing intrusion detection methods has a high occurrence of false
detection is present due to noise. There is also a low detection rate due to filtering of
object of interest by noise removal and false detection due to ghost effect. Specifically,
this area of intrusion detection refers to 'blob detection' where blobs are visual modules.
The detection method is aimed at detecting points and/or regions in the image that are
either brighter or darker than the surrounding area or ROI.

The present invention provides a system and method to detect intrusion event within
one or more predefined regions-of-interest by validating noise removal analysis prior to
actual removal, updating background image by considering object significance level, and
including temporal analysis during event analysis based on a predefined sensitivity level

for each region-of-interest in the scene.

The subject matter claimed herein is not limited to embodiments that solve any
disadvantages or that operate only in environments such as those described above.
Rather, this background is only provided to illustrate one exemplary technology area
where some embodiments described herein may be practice.
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SUMMARY OF INVENTION

The present invention provides a system (100) for detecting intrusion event in region of
interest. The system comprising at least one blob segmentation sub-component (102), at
least one blob properties computation sub-component (104), at least one biob filtering
analysis and validation sub-component (106), at least one background model update
sub-component (108) and at least one intrusion event analysis sub-component (110).
The said blob segmentation sub-component (102) processes current image and extracts
motion pixels by subtracting current image from reference or background image. The
said blob properties computation sub-component (104) classifies motion pixels by
applying morphology closing and filling holes to current motion map and labeling each of
adjacent motion pixels. The said blob filtering analysis and validation sub-component
(106) validates intruder blobs using combination of rules based on blob geometric
properties, temporal properties and blob significancy based on similarity properties of
blob with surrounding pixels. The said background model update sub-component (108)
updates background image using combination of rules based on similarity value of
detected blob and its surrounding by updating pixel in background image using
predefined increment or decrement values if current pixel is background pixel and
updating background pixel with current pixel intensity if current pixel belongs to motion
blob and blob is non-significant while the said intrusion event analysis sub-component
(110) triggers alert when event is detected and verified.

Further, the said blob properties computation sub-component (104) determines intruder
blobs by determining similarity between blob and surrounding pixels in current image by
calculating intersection value between histograms of motion pixels and non-motion
pixels within blob bounding box for current image, determining similarity between blob
and surrounding pixels in background image by calculating histogram intersection value
between histograms of motion pixels and non-motion pixels within blob bounding box for
background image and determining motion blob as non-siginificant if histogram
intersection value of background image is larger than histogram intersection value of
current image for more than predefined threshold value.

Preferably, the said blob filtering analysis and validation sub-component (106) calculates
blob properties validates intruder blobs using rule set which combines information of
calculated properties by considering blob as noise if blob status is new and blob is non-
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significant, examining blob geometric properties against acceptable range of values if
blob status is not new, considering blob as noise if blob property is out of predefined
range and blob status is not split and blob lifespan is more than predefined threshold

value else considering blob as intruder blob.

Another aspect of the present invention provides a method (700) for detecting intrusion
event in region of interest. The method comprising the steps of processing current image
and extracting motion pixels (702), classifying motion pixels (704), determining intruder
blobs using combination of rules based on blob geometric properties, temporal
properties and similarity properties of blob with surrounding pixels (706), updating
background image using combination of rules based on similarity value of detected blob
and its surrounding (708) and triggering alert when event is detected and verified (710).

Preferably, a method for determining intruder blobs, further comprises calculating blob
properties (802) and validating intruder blobs using rule set which combines information

of calculated properties (804).

Further, a method for updating background image using combination of rules based on
similarity value of detected blob and its surrounding, further comprises updating pixel in
background image using predefined increment or decrement values if current pixel is
background pixel (902) and updating background pixel with current pixel intensity if
current pixel belongs to motion blob and blob is non-significant (904). A method for
calculating blob properties further comprises calculating blob geometrical properties
(1002), calculating blob temporal properties (1004) and calculating blob significancy
based on similarity properties with surrounding pixels (1006). A method for determining
intruder blobs further comprises determining similarity between blob and surrounding
pixels in current image by calculating histogram intersection value between histograms
of motion pixels and non-motion pixels within blob bounding box for current im?ge
(1102), determining similarity between blob and surrounding pixels in background im.age
by calculating histogram intersection value between histograms of motion pixels and
non-motion pixels within blob bounding box for background image (1104) and
determining motion blob as non-significant if histogram intersection value of background
image is larger than histogram intersection value of current image for more than
predefined threshold value (1106).
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Preferably, a method for validating intruder blobs using rule set which combines
information of calculated properties further comprises considering blob as noise if blob
status is new and blob is non-significant (1202), examining blob geometric properties
against acceptable range of values if blob status is not new (1204), considering blob as
noise if blob property is out of predefined range and blob status is not split and blob
lifespan is more than predefined threshold value (1206), else considering blob as
intruder blob (1208).

The present invention consists of features and a combination of parts hereinafter fully
described and illustrated in the accompanying drawings, it being understood that various
changes in the details may be made without departing from the scope of the invention or

sacrificing any of the advantages of the present invention.
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BRIEF DESCRIPTION OF ACCOMPANYING DRAWINGS

To further clarify various aspects of some embodiments of the present invention, a more
particular description of the invention will be rendered by references to specific
embodiments thereof, which are illustrated in the appended drawings. It is appreciated
that these drawings depict only typical embodiments of the invention and are therefore
not to be considered limiting of its scope. The invention will be described and explained
with additional specificity and detail through the accompanying drawings in which:

Fig. 1 illustrates architecture of intrusion detection system of the present invention.
Fig. 2 illustrates blob segmentation sub-component.

Fig. 3 is a flowchart illustrating blob filtering analysis and validation sub-component.
Fig. 4 is a flowchart illustrating blob properties analysis.

Fig. 5 is a flowchart illustrating motion and non-motion histogram intersection

computation.
Fig. 6 illustrates background updating rule.

Fig. 7 is a flowchart illustrating a method for detecting intrusion event in region of

interest.

Fig. 8 is a flowchart illustrating a method for determining intruder blobs.

Fig. 9 is a flowchart illustrating a method for updating background image using
combination of rules based on similarity value of detected blob and its surrounding.

Fig. 10 is a flowchart illustrating a method for calculating blob properties.

Fig. 11 is a flowchart illustrating a method for further determining intruder blob.
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Fig. 12 is a flowchart illustrating a method for validating intruder blobs using rule set
which combines information of calculated properties.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

The present invention provides a system and method for detection of intrusion event
within one or more predefined regions of interest (ROIs) while minimizing false alarm
due to noise and reduction of misdetection. Hereinafter, this specification will describe
the present invention according to the preferred embodiments. It is to be understood
that limiting the description to the preferred embodiments of the invention is merely to
facilitate discussion of the present invention and it is envisioned without departing from

the scope of the appended claims.

Reference is first being made to Fig 1. Fig. 1 illustrates general architecture of the
present invention for intrusion event detection. The illustrated intrusion detection system
(100) comprises at least one blob segmentation sub-component (102), at least one blob
properties computation sub-component (104), at least one blob filtering analysis and
validation sub-component (106), at least one background model update sub-component
(108) and at least one intrusion event analysis sub-component (110). The said system
comprises of inputs wherein the inputs includes at least one sensor device, at least one
region of interest (ROI) map and at least one sensitivity level detection. Sensitivity level
determines responsiveness of the system of the present invention by detecting intrusion
event as well as to provide for consistency of the system in maintaining event alert.

Reference is now being made to Fig 2. As illustrated in Fig. 2, blob segmentation sub-
component (102) processes current image and extracts motion pixels by subtracting
current image from reference or background image. The difference of the image is
thresholded to produce current motion map. Motion map is a binary map where pixels
with zero values indicate background pixels whereas non-zero pixels are motion or

foreground pixels.

Blob properties computation sub-component (104) classifies motion pixels by applying
morphology closing and filling holes to current motion map. Resultant map is labeled
using pixel connect algorithm whereby each group of connected motion pixels will be
labeled with the same label to indicate pixels which belongs to the same group. A

connected motion pixel is called motion blob.
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The said blob properties computation sub-component (104) further determines blobs
significancy by determining similarity between blob and surrounding pixels in current
image by calculating histogram intersection value between histograms of motion pixels
and non-motion pixels within blob bounding box for current image, determining similarity
between blob and surrounding pixels in background image by calculating histogram
intersection value between histograms of motion  pixels and non-motion pixels within
blob bounding box for background image and determining motion blob as non-
significant if histogram intersection value of background image is larger than histogram
intersection value of current image for more than predefined threshold value.

For each motion blob, its geometric properties such as blob area, orientation,

compactness, projection, skewness etc. will be determined.

Reference is now being made to Fig. 3. Fig. 3 is a flowchart illustrating blob filtering
analysis and validation sub-component (106). Blob filtering analysis and validation sub-
component (106) validates intruder blobs using rule set which combines information of
calculated properties based on blob geometrical properties, temporal properties and biob
significancy based on similarity properties of blob with surrounding pixels. Blob filtering
analysis and validation sub-component (106) validates intruder blobs using rule set
which combines information of calculated properties by considering blob as noise if blob
status is new and blob is non-significant, examining blob geometric properties against
acceptable range of values if blob status is not new, considering blob as noise if blob
property is out of predefined range and blob status is not split and blob lifespan is more
than predefined threshold value else considering blob as intruder blob.

As illustrated in Fig. 3, process flow of blob filtering analysis and validation sub-
component (106) comprises of current blobs properties analysis, blobs temporal
analysis, blobs neighboring pixels analysis and validation of blobs. In current blobs
properties analysis, probability that motion blob belongs to noise based on its properties
is computed. User can select to invoke any of the filters, for example size filter, compact
filter, or orientation filter, then the properties for each blob will be compared against each
fiters predetermined minimum and maximum acceptable range of values. Biob will be
flagged as ‘to be-removed’ if any blob properties does not fall within the acceptable
range. Prior to this step, all small motion blobs will be removed first. This entire step is
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illustrated in Fig. 4.

In blobs temporal analysis, blob temporal properties are updated based on current-
previous blob overlapping analysis. Each detected blob in current image frame will be
compared against all of previous motion blobs and percentage of overlapping between
current and previous blob will be calculated. If overlapping percentage is above a certain
threshold value, the corresponding blobs are considered as related and vice versa. From
the overlapping analysis, temporal properties of each detected blob in current image
frame will be updated. These properties include blob lifespan, blob’s average and

standard deviation area, centroid etc.

In blobs neighboring pixels analysis, all motion and non-motion pixels are enclosed
within blob bounding box which will be analyzed using histogram intersection in order to
determine if motion blob is an actual object or a ‘ghost’ of object. Thereafter, blobs are
validated to be removed and object map is updated.

Reference is now made to Fig 5. Fig. 5 is a flowchart illustrating motion and non-motion
histogram intersection computation of background model update sub-component (108).
Color histogram of background pixels and foreground pixels will be computed as
illustrated in FIG. 5. In this sub-component, background or reference image will be
updated. Updating image is crucial as gradual background changes in the scene will be
gradually updated as part of background. To eliminate updating static object-of-interest
as background and mistakenly detect ‘ghost’ of the object-of-interest as a valid object,
background updating step will be taken into consideration as the current object
significance level which have been computed in previous sub-component. The said
background model update sub-component updates background image using
combination of rules based on similarity value of detected blob and its surrounding by
updating pixel in background image using predefined increment or decrement values if
current pixel is background pixel and updating background pixel with current pixel
intensity if current pixel belongs to motion blob and blob is non-significant.

Rules to update the said background is illustrated in Fig. 6. For each image pixels, if
pixel is background, then update pixel. If pixel is foreground and non-significant then
update pixel. Otherwise, pixels will not be updated.
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After all steps above completed, the final object map will contain only possible human
blobs. Then these blobs will be analyzed by event analysis sub-component. The said
intrusion event analysis sub-component triggers alert when event is detected and
verified. First each of these blobs reference points will be examined whether they fall
within the predefined ROI or not. Only blobs which reference points fall within ROI will be

considered.

Reference is now being made to Fig. 7. Fig. 7 is a flowchart illustrating a method for
detecting intrusion event in region of interest. As illustrated in Fig. 7, a method (700) for
detecting intrusion event in region of interest, comprising the steps of processing current
image and extracting motion pixels (702), classifying motion pixels (704) by applying
morphology closing and filing holes to current motion map and labeling each of adjacent
motion pixels, determining intruder blobs using combination of rules based on blob
geometric properties, temporal properties and similarity properties of blob with
surrounding pixels (706), updating background image using combination of rules based
on similarity value of detected blob and its surrounding (708) and triggering alert when
event is detected and verified (710).

Reference is now being made to Figs. 8, 9, and 10 respectively. Fig. 8 is a flowchart
illustrating a method for determining intruder blobs while Fig. 9 is a flowchart illustrating
a method for updating background image using combination of rules based on similarity
value of detected blob and its surrounding and Fig. 10 is a flowchart illustrating a method
for calculating blob properties. As illustrated in Fig. 8, blob properties is first calculated to
determine intruder blobs (802) and thereafter intruder blobs is validated using rule set
which combines information of calculated properties (804). As illustrated in Fig. 10, the
method for computing blob properties further comprises calculating blob geometrical
properties (1002), calculating blob temporal properties (1004) and calculating blob
significancy based on similarity properties with surrounding pixels (1006). Blob
geometrical properties include area, orientation and compactness while blob temporal
properties include blob lifespan and blob status. As illustrated in Fig. 9, background
image is updated by updating pixel in background image using predefined increment or
decrement values if current pixel is background pixel (902) and background image is
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updated with current pixel intensity if current pixel belongs to motion blob and blob is

non-significant (904).

Reference is now being made to Fig. 11. Fig. 11 provides further steps for determining
intruder blobs by determining similarity between blob and surrounding pixels in current
image by calculating histogram intersection value between histograms of motion pixels
and non-motion pixels within blob bounding box for current image (1102). Thereafter,
similarity between blob and surrounding pixels in background image is determined by
calculating histogram intersection value between histograms of motion pixels and non-
motion pixels within blob bounding box for background image (1104). Subsequently,
motion blob is determined as non-significant if histogram intersection value of
background image is larger than histogram intersection value of current image for more
than predefined threshold value (1106).

Reference is now being made to Fig. 12. Fig. 12 a flowchart illustrating a method for
validating intruder blobs using rule set which combines information of calculated
properties. As illustrated in Fig. 12, intruder blobs are validated using rule set which
combines information of calculated properties. Blob is considered as noise if blob status
is new (1202) and blob is non-significant while blob geometric properties are examined
against acceptable range of values if blob status is not new (1204). Thereafter, blob is
considered as noise if blob property is out of predefined range and blob status is not split
and blob lifespan is more than predefined threshold value (1206); else blob is

considered as intruder blob (1208).

Alert is triggered when event is detected and verified wherein only blobs which reference
points fall within ROl will be considered. The said intrusion event analysis sub-
component (110) triggers alert when event is detected and verified.

The approach of the present invention provides a system and method to detect intrusion
event within one or more predefined regions-of-interest by validating noise removal
analysis prior to actual removal, updating background image by considering object
significance level, and including temporal analysis during event analysis based on a
predefined sensitivity level for each region-of-interest in the scene.
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The present invention may be embodied in other specific forms without departing from
its essential characteristics. The described embodiments are to be considered in all
respects only as illustrative and not restrictive. The scope of the invention is, therefore
indicated by the appended claims rather than by the foregoing description. All changes,
which come within the meaning and range of equivalency of the claims, are to be
embraced within their scope.
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CLAIMS

1. A system (100) for detecting intrusion event in region of interest, comprising:

10

15

20

25

30

at least one blob segmentation sub-component (102);

at least one blob properties computation sub-component (104);

at least one blob filtering analysis and validation sub-component (106);
at least one background model update sub-component (108); and

at least one intrusion event analysis sub-component (110).

- A system (100) according to Claim 1, comprises of inputs to the system, the

said inputs includes at least one sensor device; at least one region of interest
(ROI) map; and at least one sensitivity level detection.

. A system (100) according to Claim 1, wherein the said blob segmentation

sub-component (102) processes current image and extracts motion pixels by
subtracting current image from reference or background image.

. A system (100) according to Claim 1, wherein the said biob properties

computation sub-component (104) classifies motion pixels by applying
morphology closing and filing holes to current motion map and labeling each
of adjacent motion pixels.

. A system (100) according to Claim 1, wherein the said blob filtering analysis

and validation sub-component (106) validates intruder blobs using
combination of rules based on blob geometric properties, temporal properties
and blob significancy based on similarity properties of blob with surrounding

pixels.

. A system (100) according to Claim 1, wherein the said background model

update sub-component (108) updates background image using combination
of rules based on similarity value of detected blob and its surrounding by
updating pixel in background image using predefined increment or decrement
values if current pixel is background pixel and updating background pixe! with
current pixel intensity if current pixel belongs to motion blob and blob is non-
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significant.

7. A system (100) according to Claim 1, wherein the said intrusion event
analysis sub-component (110) triggers alert when event is detected and

verified.

8. A system (100) according to Claim 1 and Claim 4 wherein the said blob
properties computation sub-component (104) calculates blobs significancy

by:

determining similarity between blob and surrounding pixels in current
image by calculating histogram intersection value between histograms of
motion pixels and non-motion pixels within blob bounding box for current
image; and

determining similarity between blob and surrounding pixels in background
image by calculating histogram intersection value between histograms of
motion pixels and non-motion pixels within blob bounding box for
background image;

determining motion blob as non-significant if histogram intersection value
of background image is larger than histogram intersection value of current
image for more than predefined threshold value.

9. A system (100) according to Claim 1 and Claim 4, wherein the said blob
filtering analysis and validation sub-component (106) validates intruder blobs
using rule set which combines information of calculated properties by:

considering blob as noise if blob status is new and blob is non-significant;
examining blob geometric properties against acceptable range of values if
blob status is not new;

considering blob as noise if blob property is out of predefined range and
blob status is not split and blob lifespan is more than predefined threshold
value; else

considering blob as intruder blob.
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10. A method (700) for detecting intrusion event in region of interest, comprising
the steps of:

processing current image and extracting motion pixels (702);
classifying motion pixels (704);
determining intruder blobs using combination of rules based on blob
geometric properties, temporal properties and similarity properties of blob
with surrounding pixels (706);
updating background image using combination of rules based on
similarity value of detected blob and its surrounding (708); and
triggering alert when event is detected and verified (710).

11. A method according to Claim 10, wherein classifying motion pixels further
comprises applying morphology closing and filing holes to current motion
map and labeling each of adjacent motion pixels.

12. A method according to Claim 10, wherein determining intruder blobs further
comprises:
calculating blob properties (802); and
validating intruder blobs using rule set which combines information

of calculated properties (804).

13. A method according to Claim 10, wherein updating background image using
combination of rules based on similarity value of detected blob and its
surrounding, further comprising:

updating pixel in background image using predefined increment or
decrement values if current pixel is' background pixel (902); and

updating background pixel with current pixel intensity if current pixel
belongs to motion blob and blob is non-significant (904).

14. A method according to Claim 12, wherein calculating blob properties further
comprises:
calculating blob geometrical properties (1002);
calculating blob temporal properties (1004); and
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calculating blob significancy based on similarity properties with

surrounding pixels (1006).

15. A method according to Claim 10, wherein determining intruder blobs, further
comprises:

determining similarity between blob and surrounding pixels in current
image by calculating histogram intersection value between histograms of
motion pixels and non-motion pixels within blob bounding box for current
image (1102);
determining similarity between blob and surrounding pixels in background
image by calculating histogram intersection value between histograms of
motion pixels and non-motion pixels within blob bounding box for
background image (1104);
determining motion blob as non-significant if histogram intersection value
of background image is larger than histogram intersection value of current
image for more than predefined threshold value (1106).

16. A method according to Claim 12, wherein validating intruder blobs using rule
set which combines information of calculated properties further comprising:

considering blob as noise if blob status is new and blob is non-significant
(1202);
examining blob geometric properties against acceptable range of values if
blob status is not new (1204);
considering blob as noise if blob property is out of predefined range and
blob status is not split and blob lifespan is more than predefined threshoid
value (1206), else
considering blob as intruder blob (1208).

17. A method according to Claim 14, wherein blob geometrical properties

includes area, orientation and compactness.

18. A method according to Claim 14, wherein blob temporal properties includes

blob lifespan and blob status.
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