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INTRINSICALLY SAFE MICROPHONE ASSEMBLY

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims the benefit of and priority to U.S. Provisional Patent
Application No. 62/799,723, filed January 31, 2019, the entire contents of which are

incorporated herein by reference.
BACKGROUND

[0002] The present disclosure relates generally to microphones. More specifically, the
present disclosure relates to techniques for providing improved security for microphone

devices.

[0003] A user of a host device may have privacy concerns relating to data collected by the
host device and what is done with that data. For example, an increasing number of smart
devices operate in a normal state in which they are listening for an activation command in
order to take actions by voice. While such devices provide a convenient and powerful way of
interacting with the user, the user may have a desire to know what state the microphone is in

to ensure it is not collecting/transmitting data when the user does not desire for it to do so.
SUMMARY

[0004] One implementation of the present disclosure is a microphone assembly. The
microphone assembly includes a housing having a host device interface, a MEMS transducer
disposed in the housing and configured to generate electrical signals in response to acoustic
activity, an integrated circuit disposed in the housing and configured to process the electrical
signals from the MEMS transducer and generate an output representative of the acoustic
activity, a host communication path between the integrated circuit and contacts of the host
device interface, and a secure communication path between the integrated circuit and an
output interface. The secure communication path is isolated from the host communication
path. The integrated circuit is configured to indicate a state of the microphone assembly at
the output interface via the secure communication path in response to a command received at

the microphone assembly.
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[0005] Another implementation of the present disclosure is a microphone assembly. The
microphone assembly includes a housing having a host device interface, a MEMS acoustic
transducer disposed in the housing and configured to generate electrical signals in response to
acoustic activity, an integrated circuit disposed in the housing and configured to process the
electrical signals from the acoustic transducer and generate an output representative of the
acoustic activity, a host communication path between the integrated circuit and contacts of
the host device interface, and a secure communication path between the integrated circuit and
an input interface. The secure communication path is isolated from the host communication
path. The integrated circuit is configured to change the state of the microphone assembly via

the secure communication path in response to a command received at the input interface.

[0006] Another implementation of the present disclosure is a microphone assembly. The
microphone assembly includes an acoustic transducer configured to generate electrical
signals in response to acoustic activity, and an integrated circuit configured to process the
electrical signals from the acoustic transducer and provide an output of the acoustic activity
to host circuitry via a host communication path, detect a keyword in the electrical signals
from the acoustic transducer, determine that the keyword corresponds to a predetermined
keyword, in response to determining that the keyword corresponds to a predetermined
keyword, change or verify a state of the microphone assembly via a secure path and in
accordance with a command associated with the predetermined keyword. The secure path is

isolated from the host communication path.

[0007] Another implementation of the present disclosure is an integrated circuit for a
microphone assembly. The integrated circuit includes a first set of one or more contacts, a
second set of one or more contacts, a third set of one or more contacts, and processing
circuitry. The processing circuitry is configured to receive, from the first set of contacts,
electrical signals from a microelectromechanical systems (MEMS) transducer, process the
electrical signals from the MEMS transducer and generate an output representative of
acoustic activity sensed by the MEMS transducer, communicate with a host device via the
second set of contacts, and transmit, via the third set of contacts, an indication of a state of
the microphone assembly to an output interface in response to a command received at the

microphone assembly.
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[0008] Another implementation of the present disclosure is a method in a microphone
assembly comprising a MEMS transducer and an integrated circuit disposed in a housing
having host device interface. The integrated circuit is coupled to contacts of the host device
interface by a host communication path. The method includes generating electrical signals in
response to acoustic activity with the MEMS acoustic transducer, generating an output
representative of the acoustic activity by processing the electrical signals with the integrated
circuit, and receiving a command at an input interface of the microphone assembly. The
input interface is coupled to the integrated circuit by a secure communication path isolated
from the host communication path. The method also includes indicating a state of the
microphone assembly at an output interface via the secure communication path in response to

receiving the command.

[0009] Another implementation of the present disclosure is a method in a microphone
assembly comprising a MEMS transducer and an integrated circuit disposed in a housing
having host device interface. The integrated circuit is coupled to contacts of the host device
interface by a host communication path. The method includes generating electrical signals in
response to acoustic activity with the MEMS acoustic transducer, generating an output
representative of the acoustic activity by processing the electrical signals with the integrated
circuit, and receiving a command at an input interface of the microphone assembly. The
input interface is coupled to the integrated circuit by a secure communication path isolated
from the host communication path. The method includes changing a state of the microphone

assembly via the secure communication path in response to receiving the command.

[0010] This summary is illustrative only and is not intended to be in any way limiting. Other
aspects, inventive features, and advantages of the devices or processes described herein will
become apparent in the detailed description set forth herein, taken in conjunction with the

accompanying figures, wherein like reference numerals refer to like elements.
BRIEF DESCRIPTION OF THE FIGURES
[0011] FIG. 1 is a block diagram of a traditional host device.

[0012] FIG. 2 is a block diagram of a host device with an intrinsically safe microphone

assembly, according to an exemplary embodiment.
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[0013] FIG. 3 is a circuit diagram of a traditional microphone assembly.

[0014] FIG. 4 is a circuit diagram of a first exemplary embodiment of the intrinsically safe

microphone assembly of FIG. 2.

[0015] FIG. 5 is a circuit diagram of a second exemplary embodiment of the intrinsically safe

microphone assembly of FIG. 2

[0016] FIG. 6 is a circuit diagram of a third exemplary embodiment of the intrinsically safe
microphone assembly of FIG. 2.

[0017] FIG. 7 is a circuit diagram of a fourth exemplary embodiment of the intrinsically safe
microphone assembly of FIG. 2.

[0018] FIG. 8 is a circuit diagram of a fifth exemplary embodiment of the intrinsically safe
microphone assembly of FIG. 2.

[0019] FIG. 9A is an illustration depicting a first approach for ensuring a state of a

microphone assembly, according to an exemplary embodiment.

[0020] FIG. 9B is an illustration depicting a second approach for ensuring a state of a

microphone assembly, according to an exemplary embodiment.

[0021] FIG. 9C is an illustration depicting a third approach for ensuring a state of a

microphone assembly, according to an exemplary embodiment.

[0022] FIG. 10 is a flowchart of a process for ensuring the state of a microphone assembly,

according to an exemplary embodiment.

[0023] FIG. 11 is an illustration of the host device of FIG. 2, according to an exemplary

embodiment.

[0024] FIG. 12 is an illustration of a button for use as an input to the microphone assembly of

FIG. 2, according to an exemplary embodiment.

[0025] FIG. 13 is a circuit diagram of a sixth exemplary embodiment of the intrinsically safe

microphone assembly of FIG. 2.
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[0026] FIG. 14 is a cross-sectional view of the microphone assembly of FIG. 2, according to

an exemplary embodiment.
DETAILED DESCRIPTION

[0027] Before turning to the figures, which illustrate certain exemplary embodiments in
detail, it should be understood that the present disclosure is not limited to the details or
methodology set forth in the description or illustrated in the figures. It should also be
understood that the terminology used herein is for the purpose of description only and should

not be regarded as limiting.

[0028] Referring generally to the FIGURES, systems and methods relating to microphone
assemblies are shown. Microphones are often included with a host device such as a
smartphone, tablet, laptop computer, smart speaker, or other electronic device. Microphones
in host devices must be re-flowable, able to be used over large temperature ranges, survive
dropping, and be small enough to fit within increasingly smaller devices. In many cases, a
user of a host device may be concerned that the microphone of the host device could be
receiving and recording acoustic activity (e.g., sounds made by the user) and could be
providing the recorded acoustic activity to host circuitry of the host device. Furthermore, the
host circuitry could be hacked or otherwise manipulated to provide the acoustic activity
information to a third party via a network (e.g.., over the Internet). Because a touchscreen or
other input/output device of a host device could be manipulated or controlled via hacking of
the host circuitry of the host device, information relating to a current state of the microphone
displayed by the host device may be unreliable in the event the host device has been hacked.
In such a case, the user may have no reliable way of determining or controlling the current
state of the microphone (e.g., as muted/unmuted, data-streaming/non-data-streaming, etc.).
Accordingly, systems and methods for ensuring a current state of a microphone on a host
device and communicating the current state to a user may be desirable. According to various
implementations of the present disclosure, systems and methods are provided that help reduce
the risk presented by host device hacking by providing direct input and/or output paths into
the microphone that are isolated from the electrical paths utilized by the host device and,

therefore, protected against hacking of the host device circuitry.
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[0029] As used herein, “isolated” means that a first path is non-communicable with a second
path (e.g., electrically isolated from the second path), such that communications (e.g.,
electrical signals) cannot be exchanged between the first path and the second path. In some
cases, a first path may be “isolated” from a second path while sharing a power source and/or

ground with the second path.

[0030] Referring now to FIG. 1, a block diagram of traditional host device 100
communicably coupled to a network 102 is shown, according to an exemplary embodiment.
In various embodiments, the host device 100 is a smartphone, tablet, laptop computer,
desktop computer, portable gaming device, or other personal computing device. In other
embodiments, the host device 100 is a smart-speaker, communications portal, refrigerator,
thermostat, or other internet-of-things device. In the examples shown herein, the host device
100 is a smartphone. The network 102 may include a wired or wireless network, including
but not limited to one or more of a cellular network, a Bluetooth network, a Wi-Fi network,

an intranet, or the Internet.

[0031] The host device 100 is shown to include host circuitry 104, I/O device(s) 106, and a
microphone 108. The host circuitry 104 includes hardware components operable to provide
the functionality of the host device 100. For example, the host circuitry 104 may include a
central processing unit configured to execute various programs and applications of the host
device 100. As another example, the host circuitry 104 may include network interface
components configured to facilitate communication between the host circuit 104 and the
network 102. The host circuitry 104 includes components that may be reprogrammed,

controlled, copied, modified, or otherwise accessed over the network 102.

[0032] The I/O device(s) 106 are configured to output information to a user of the host
device 100 and/or receive information from the user. The I/O device(s) 106 may include a
display screen, a touchscreen, a speaker, an indicator light, buzzers, vibrators, switches,
buttons, or any other hardware component capable of conveying information to a user and/or
receiving information from the user. The I/O device(s) 106 are controllable by the host

circuitry 104 and provide any user input to the host circuitry 104.

[0033] The microphone 108 is configured to receive acoustic signals from a surrounding

environment, transform the acoustic signals into electronic signals, and provide the electronic
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signals to the host circuitry 104. At various times, the host circuit 104 may store the
electronic signals, process the electronic signals (e.g., digital signal processing, speech
recognition), and/or transmit the electronic signals to the network 102 (i.e., to a separate

computing system communicable with the network 102).

[0034] Notably, the host circuitry 104 may be susceptible to hacking (e.g., illicitly or covertly
accessed, reprogrammed, and/or modified) via the network 102 and/or via direct
manipulation of the host circuitry 104. For example, the host circuitry 104 may be
reprogrammed to cause data collected by the microphone 108 to be recorded, shared, and
otherwise used in ways undesirable and unknown to a user of the host device or to a
manufacturer or service provider of the host device 100. For example, the host circuitry 104
may be reprogrammed to upload data collected by the microphone 108 to a third party
computing system (e.g., a hacker’s computer, a state-sponsored surveillance system) via the

network 102.

[0035] Furthermore, as shown in FIG. 1, any conductive path between the microphone 108
and the I/0 device(s) 106 passes through the host circuitry 104. In one example, the host
circuitry 104 controls the I/O device(s) 106 to display or otherwise provide (e.g., via audio
output of a speaker) a state of the microphone 108 to a user, for example to indicate that the
microphone 108 is muted or unmuted. However, in a case where the host circuit 104 has
been hacked, the host circuitry 104 may be reprogrammed to cause the I/O device(s) 106 to
present a false (deceitful) indication of the state of the microphone. For example, the I/O
device(s) 106 may show that the microphone 108 is muted when the host circuitry 104 is in
fact actively collecting data from the microphone 108 and transmitting that data to a third

party computing system via the network 102.

[0036] Due to this vulnerability of the host device 100 of FIG. 1, a user of the host device
100 may experience a lack of confidence in the security of the host device 100 and, in
particular, in the privacy of conversations held in proximity to the host device 100. The risk
that data from the microphone 108 may be accessible to unknown third parties may be
particularly problematic for users in high-profile or high-security roles or settings (e.g.,
politicians, military personnel, intelligence agencies, government contractors). Additionally,
many consumers are becoming more concerned about privacy and may desire increased

confidence in the security of the host device 100.



WO 2020/159653 PCT/US2019/068504

[0037] According to various implementations of the present disclosure, systems and methods
are provided that help reduce the risk host device hacking presents by providing direct input
and/or output paths into the microphone that are isolated from the electrical paths utilized by
the host device and, therefore, protected against hacking of the host device circuitry.
Referring now to FIG. 2, a host device 200 is shown communicably coupled to the network
102, according to an exemplary embodiment. The host device 200 includes the host circuitry
104 and one or more I/O devices 106 of the host device 100 of FIG. 1. As shown in FIG. 2,
the host device 200 also includes a microphone assembly 202 configured to ensure a current
state of the microphone assembly 202. The microphone assembly 202 is electrically coupled

to the host circuitry 104.

[0038] As shown in FIG. 2, the microphone assembly 202 includes a transducer 204, an input
206, a dedicated output 208, an integrated circuit 210, and host device interface 212. The
host device interface 212 facilitates communication between the microphone assembly 202
and the host circuitry 104, and, in the embodiment shown, provides the only pathway for
communication between the host circuitry 104 and the integrated circuit 210. Various
embodiments of the microphone assembly 202 may include additional components, for

example as shown in FIGS. 4-8 and described in detail with reference thereto.

[0039] The microphone assembly 202 may have various “states.” As used herein, a “state”
of the microphone assembly 202 refers to an operating status of the microphone assembly, for
example a data-streaming state in which the microphone assembly 202 provides data to the
host circuitry or a non-data-streaming state in which the microphone assembly 202 is
prevented from providing data to the host circuitry 204. Various other states are possible,
including a muted state, an unmuted state, a programmable state, and a non-programmable
state, an encrypted signal state, a non-encrypted signal state, for example as described in

detail below.

[0040] The transducer 204 may be an acoustic transducer and, in some embodiments, is a
microelectromechanical systems (MEMS) transducer. MEMS transducers and associated IC

circuits can be designed to fit into small host devices.

[0041] For example, the transducer 204 may be a MEMS acoustic transducer including a

diaphragm and a backplate spaced apart from one another to form a capacitor. The
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diaphragm moves in response to changes in pressure, such as due to acoustic activity incident
on the MEMS transducer. The integrated circuit 210 senses the changes in capacitance and
generates an output electrical signal representative of the sensed acoustic activity. While
some embodiments of the present disclosure may include a MEMS transducer, it should be
understood that the features of the present disclosure can be applied to any type of

microphone device.

[0042] In another example, the transducer 204 may be a piezo-electric MEMS acoustic
transducer including a diaphragm comprising a piezo electric element. The diaphragm moves
in response to changes in pressure, such as due to acoustic activity incident on the MEMS
transducer. The change in strain produces an electric field. The integrated circuit 210 senses
the changes in electric field and generates an output electrical signal representative of the
sensed acoustic activity. While some embodiments of the present disclosure may include a
MEMS transducer, it should be understood that the features of the present disclosure can be

applied to any type of microphone device.

[0043] The input 206 is configured to receive a command to provide and/or change a state of
the microphone assembly and provide the command to the integrated circuit 210 via a secure
path. The secure path is isolated from a host communication path, which provides for
communication between the integrated circuit 210 and the host device interface 212. The
secure path is therefore isolated from the host circuitry 104, such that the input 206 is also

isolated from the host circuitry 104.

[0044] Various types of inputs 206 are possible. In some embodiments, the input 206 is a
button, switch, or other user-manipulable mechanism configured to allow a user to provide
the command to the input 206 by physically engaging the input 206. In some embodiments,
the input 206 is an electrical interface configured to receive a signal from the transducer 204
or from a digital signal processor or logic processor that receives signals from the transducer
204, for example as shown in FIGS. 7-8 and described in detail with reference thereto. These

and other examples are described in detail below.

[0045] The integrated circuit 210 is configured to process electrical signals from the
transducer 204, generate an output indicative of the acoustic activity, and provide the output

to the host circuitry 104 via the host communication path. In some implementations, the
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integrated circuit 210 may be or include an application specific integrated circuit (ASIC).
The integrated circuit 210 is configured to receive the command to verify and/or change the
state of the microphone assembly 202 from the input 206 via the secure path, determine
and/or change the state of the microphone assembly 202 in accordance with the command,
and transmit an indication of the state of the microphone assembly 202 to the output 208 via
the secure path. For example, as described in detail below with reference to FIGS. 4-8, the
integrated circuit 210 may change the state of the microphone assembly 202 by opening or
closing one or more switches of the integrated circuit 210 in response to receiving the

command.

[0046] The dedicated output 208 is configured to receive the indication of the state of the
microphone assembly from the integrated circuit 210 and provide an indication of the state of
the microphone assembly 202 to a user. The dedicated output 208 is separate from I/O
device(s) 106 of the host device 200 (e.g., isolated from the I/O device(s) 106, clearly
distinguishable by a user from the I/O device(s) 106). The dedicated output 208 is
electrically communicable with the integrated circuit 210 via the secure path. Accordingly,
the dedicated output 208 is isolated from the host circuitry 104. The dedicated output 208 is
controlled by the integrated circuit 210.

[0047] In some embodiments, the dedicated output 208 includes an indicator light. The
indicator light may illuminate, blink, turn off, etc. to provide the indication of the state of the
microphone assembly 202. In some embodiments, the dedicated output 208 includes a
speaker configured to emit a noise (e.g., beep, tone, simulated voice) to provide the indication
of the state of the microphone assembly 202. In some embodiments, the dedicated output
208 may include a movement or vibration source (e.g., motor, vibrator, etc.). In some
embodiments, the dedicated output 208 includes a thermal source (e.g., electric heating coil).
Such an output may be provided through a sound port acoustically coupled to the transducer
204, such that no design modifications to the host device 200 are required in some cases to
provide the improved microphone assembly 202 described herein in an existing design of a
host device 200. For various host devices 200, providing the output through a sound port
minimizes the number of holes needed in the host device 200, which can minimize the risk of
water, dust and debris entering the host device 200. Accordingly, the location of the

microphone assembly 202 at a physical edge of the host device 200 increases the benefit of

10
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placing security features into the microphone assembly. It should be understood that the

current disclosure contemplates many implementations of the dedicated output 208.

[0048] Referring now to FIG. 3, a schematic circuit diagram of the microphone 108 of FIG. 1
is shown. The microphone 108 is shown to include a transducer 204 and a circuit (ASIC)
300. The circuit 300 includes a charge pump 302, an amplifier 304, a host input interface
306, a host output interface 308, and a ground 310. The host output interface 308 may be
configured with flexibly assigned uses to generate any number of types of digital signals, i.e.
PDM, 128, SPI, UART, Soundwire, I2C. The host output interface 308 and the host input
interface 306 correspond to the host device interface 212 of FIG. 2.

[0049] The circuit 300 is configured to receive a power supply voltage Vpp at the host input
interface 306 from the host circuitry 104 via a host communication path. The charge pump
302 uses the power supply voltage to provide a controlled voltage Vcp to the transducer 204.
The voltage Vcp is a bias voltage provided across the electrodes (e.g., diaphragm and
backplate) of the transducer 204 and generates a capacitance between the electrodes. The
diaphragm of the transducer 204 moves in response to acoustic activity (e.g., sound, noise,
voices, music) from a surrounding environment (e.g., created by a user proximate the host
device 200), and the capacitance changes in response to movement of the diaphragm relative
to the backplate. The amplifier 304 receives and amplifies the electrical signals and provides
the amplified signal Vour at the host output interface 308. The amplified electrical signal is
transmitted from the host output interface 308 to the host circuitry 104 via a host
communication path. The microphone 108 thereby provides a signal (in the illustrated

embodiment, an analog signal) indicative of the acoustic activity to the host circuitry 104.

[0050] Notably, any inputs (e.g., power, i.e., Vbp) or outputs (e.g., Vour) to or from the
microphone 108 pass through the host circuitry 104. In other words, the microphone 108
does not include any features capable of providing output to a user or receiving input from a
user without such information passing through the host circuitry 104. Because the host
circuitry 104 may be hacked or otherwise compromised as discussed above, any inputs and
outputs to or from the microphone 108 are subject to the threat of manipulation or hacking.
A user may therefore lack any reliable or trustworthy way to enter a command to the

microphone 108 or ascertain a current state of the microphone 108.

11
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[0051] Referring now to FIG. 4, a circuit diagram of a first example embodiment of the
microphone assembly 202 is shown, according to an exemplary embodiment. As shown in
FIG. 4, the microphone assembly 202 includes the integrated circuit 210 and the transducer
204. Similar to the circuit 300 of FIG. 3, the integrated circuit 210 is shown to include the
charge pump 302, amplifier 304, host input interface 306, host output interface 308, and
ground 310, which are operable as described above to provide an amplified electrical signal

Vour at to the host circuitry 104 via a host communication path and the host output 308.

[0052] The integrated circuit 210 is also shown to include a switch 400 communicable with
an input interface (pin, contact, etc.) 402 and an output interface (pin, contact, etc.) 404 via a
secure path 406. The secure path 406 is isolated from a host path 408. The switch 400 is
controllable between a closed position and an open position to connect and disconnect the
amplifier 304 from the host output interface 308. When the switch 400 is in the closed
position, the amplifier 306 is conductively connected to the host output interface 308 and the
transducer 204 is allowed to provide an electrical signal to the host circuitry 104. The
microphone assembly 202 may be said to be in an unmuted state. When the switch 400 is in
the open position (i.e., as shown in FIG. 4), the amplifier 304 is disconnected from the host
output interface 308 and the transducer 204 is prevented from providing an electrical signal to

the host circuitry 104. The microphone assembly 202 may be said to be in a muted state.

[0053] The switch 400 is controllable by the integrated circuit 210 from the closed position to
the open position and vice versa in response to commands received at the input interface 402
via the secure path 406. That is, the input interface 402 may receive a command to change
the state of the microphone assembly 202 (e.g., to mute the microphone assembly 202). The
command may be transmitted by the secure path to the integrated circuit 210 (e.g., to the
switch 400 of the integrated circuit 210). The integrated circuit 210 may change the state of
the microphone assembly 202 by changing the position of the switch 400 in accordance with

the command.

[0054] The integrated circuit 210 may also transmit an indication of the state of the
microphone assembly 202 via the secure path 406 to the output interface 404. For example,
the switch 400 may be configured to provide an electrical signal to the output interface 404
indicative of the position of the switch 400 (i.e., indicating whether the switch 400 is in the

open position or the closed position). In some embodiments, a current is provided to the

12
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output interface 404 when the switch 400 is in the closed position and no current is provided
to the output interface 404 when the switch 400 is in the open position. It should be
understood that the format of the indication of the state of the microphone assembly 202
provided to the output interface 404 may vary across embodiments to ensure compatibility

with the type of dedicated output 208 included with the microphone assembly 202.

[0055] The output interface 404 is situated on the secure path such that the output interface
404 is isolated from the host communication path and the host circuitry 104, Additionally, an
element of the integrated circuit 210 that provides the indication of the state of the
microphone assembly 202 to the secure path is also isolated from the host communication
path and the host circuitry 104. Accordingly, the indication may not be created, modified,
falsified, or otherwise altered by the host circuitry 104 or via the network 102. In other
words, the integrated circuit 210 is structured such that the indication of the state of the
microphone received at the output interface 404 is guaranteed to always accurately represent

the current state of the microphone.

[0056] Referring now to FIG. 5, a second example embodiment of the microphone assembly
202 is shown. In the example of FIG. 5, the microphone assembly 202 is configured to
provide digital output to the host circuitry 104 via a host communication path. As shown in
FIG. 5, the microphone assembly 202 includes an analog processing circuit 500 and an
analog-to-digital converter 502 in addition to the charge pump 302, transducer 204, and
amplifier 304 as in FIGS. 3-4, all housed within a housing 508. A sound port through the

housing allows acoustic activity to reach the transducer 204.

[0057] The integrated circuit 300 receives supply power from power-in pad 504 and clock
time from clock pad 506. As described above, the charge pump 302 uses the supply power to
provide a charge at the transducer 204, which provides an analog voltage signal to the
amplifier 304 indicative of acoustic activity at the transducer 204. In the embodiment of FIG.
300, the amplifier 304 amplifies the electrical signal and provides the electrical signal to an
analog signal processor 508. The analog signal processor 508 is configured to process the
analog signal, for example to reduce noise in the analog signal or otherwise improve the
quality of the analog signal, and provides the processed analog signal to the analog-to-digital
converter 502. The analog-to-digital converter 502 is configured to convert the analog signal

to a digital signal indicative of the acoustic activity at the transducer 204 and provide the
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digital signal to one or more host output interfaces 308 (shown as Out 1, Out 2, Out 3,...
through Out N) of the host device interface 212 (i.e., each host output interface 308 may be a
contact/pin/pad/etc. of the host device interface 212). For example, in some embodiments,
the digital signal may be provided as a series of bits, where each of Out 1 through Out N,
provide different parts of the signal. In various embodiments, the host output interfaces 308
are configured as serial data channels, digital frame channels, or may provide a positive
signal and inverse negative signal to create a differential signal. Different communication
protocols will require configuration of the host output interfaces 308 (i.e. of Out 1 through
Out N). The digital signal may be provided to the host circuitry 104 via the one or more host

output interfaces 308 along one or more host communication paths.

[0058] As shown in FIG. 5, the microphone assembly 202 is also shown to include the input
interface 402 and the output interface 404 connected to one or more switches 400 via a secure
path 406. FIG. 5 shows three switches 400 (shown as switch A, switch B, and switch C). In
various embodiments, the integrated circuit 210 may include any combination of one or more
of the switches 400. The switches 400 are positioned in various locations along the host
communication path(s) between the transducer 204 and the outputs 308 (i.e., between the
transducer 240 and the host circuitry 104). Although the switches 400 are located along the
host communication path such that the switches 400 may be operated to selectively interrupt
the host communication path, it should be understood that the operation of the switches 400
may not be altered by commands, programming, signals, etc. transmitted via a host
communication path in the embodiment shown. In other embodiments, the operation of the
switches 400 may be altered by commands, programming, signals etc. transmitted via host

communication with a secure output indication is provided to the output interface 404.

[0059] Each of the switches 400 is controllable (e.g., in response to a command received at
the input interface 402) between a closed position in which an electrical signal indicative of
the acoustic activity can be transmitted across the switch 500 and an open position in which
the electrical signal is prevented from being transmitted across the switch. As shown in FIG.
5, switch A 400 is positioned between the amplifier 304 and the analog signal processor 500
and can be opened to prevent or closed to allow transmission of the amplified analog signal
from the amplifier 304 to the analog signal processor 504. Switch B 400 is positioned
between the analog signal processor 500 and can be opened to prevent or closed to allow

transmission of the processed analog signal from the analog signal processor 500 to the
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analog-to-digital converter 502. Switch C 400 is positioned between the analog-to-digital
converter 502 and the one or more host output interfaces 308 and can be opened to prevent or
closed or allow transmission of a digital signal from the analog-to-digital converter 502 to the
host output interfaces 308. Inclusion of one switch 400 may be sufficient to provide the
advantageous described herein. Accordingly, a single switch 400 may be included in

preferred embodiments.

[0060] As described above with respect to FIG. 4, each switch 400 is also configured to
cause an indication of a state of the microphone assembly 202 (e.g., a position of the switch
400) to be transmitted to the output interface 404 via the secure path 406. The secure path
406 1s shown as a dotted line in FIG. 5. The indication of the state of the microphone
assembly 202 received at the output interface 404 is thereby guaranteed to accurately

represent the state of the microphone assembly.

[0061] Referring now to FIG. 6, a third example embodiment of the microphone assembly
202 is shown. In the example of FIG. 6, the microphone assembly 202 is a “smart”
microphone assembly. That is, the integrated circuit 210 of the microphone assembly 202 of
FIG. 6 is configured to provide various data processing and computing functionalities
independent of the host circuitry 104. For example, the microphone assembly 202 may be
configured to provide audio processing, digital control options, specialized filtering, key

word detection (e.g., wake word detection, etc.)

[0062] As used herein, “key word” refers to a particular input to the transducer 204. A key
word may include an actual word spoken by the user of the host device 200, a sound created
by the user, and/or a mechanical interaction with host device that produces an input to the
transducer 204. In any case, the “key word” corresponds to an acoustic signature that can be

recognized automatically within the electrical signals created by the transducer 204.

[0063] The integrated circuit 210 includes an input/output multiplexer 601, digital signal
processor 600, a logic processor 602, a volatile memory 604 and a non-volatile memory 606,
in addition to the analog signal processor 500 and the analog-to-digital converter 502
described above with reference to FIG. 5. Although shown on a single integrated circuit 210,
it should be understood that the input/output multiplexer 601, digital signal processor 600,

logic processor 602, volatile memory 604, non-volatile memory 606, analog signal processor
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500, and analog-to-digital converter 502 may be included in multiple integrated circuits in

alternative embodiments.

[0064] The input/output multiplexer 601 is configured to facilitate the transfer of signals
between the integrated circuit 210 and multiple host input/output interfaces 308 (i.e., between
the integrated circuit 210 and the host device interface 212) via host communication paths
408. In the example shown, the input/output multiplexer 601 facilitates the transmission of
signals between the host input/output interfaces 308 and the digital signal processor 600, the

logic processor 602, and/or the volatile memory 604,

[0065] The digital signal processor 600 is configured to receive a digital signal indicative of
the acoustic activity at the transducer 204 and modify, filter, compress, or otherwise process
the digital signal. The digital signal processor 600 may provide the processed signal
indicative of the acoustic activity at the transducer 204 to the logic processor 602, the volatile

memory 604, and/or the input/output multiplexer 601.

[0066] The logic processor 602 is configured to execute one or more programs in response to
receiving the processed signal from the digital signal processor 600. Such rules-based
programs may be stored by the volatile memory 604 and/or the non-volatile memory 606. As
one example, the non-volatile memory 606 is configured to store a key word (e.g., wake
word), i.e., data indicative of pattern of acoustic activity corresponding to a key word that
may be spoken by a user of the host device 200. The key word may be associated with a
particular output, command, change of state, or other alteration of the operation of the
integrated circuit 310. The logic processor 602 may be configured to compare the processed
signal from the digital signal processor 600 to the key word and determine whether the key
word was spoken by the user. In response to a determination that the key word was spoken
by the user, the logic processor 602 may generate an indication that a command was received
and/or otherwise alter the operation of the integrated circuit in accordance with the key word.
The logic processor 602 may be configured to execute various programs to provide various

smart microphone functionality in various embodiments.

[0067] In the examples discussed herein, the non-volatile memory 606 is configured to store
a key word (e.g., wake word) that may be spoken by a user to input a command to change a

state of the microphone assembly 202. In some embodiments, the non-volatile memory 606
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is non-reprogrammable. In some embodiments, for example as shown in FIG. 8 and
described with reference thereto, the non-volatile memory 606 is reprogrammable. In such

embodiments, the key word may be changed or replaced based on user preferences.

[0068] As in the example of FIG. 5, the microphone assembly 202 of FIG. 6 is shown to
include multiple switches 400 arranged along a host communication path and connected to an
input interface 402 and an output interface 404 along a secure path 406. As shown in FIG. 6,
the integrated circuit 210 includes switches A-C 400 positioned and configured as described
in reference to FIG. 5. The integrated circuit 210 of FIG. 6 also includes a fourth switch D
positioned between the digital signal processor 400 and the input/output multiplexer 601.
Switch D 400 is positioned between the digital signal processor 500 and the input/output
multiplexer 601 and can be opened to prevent or closed or allow transmission of electrical
signals between the digital signal processor 500 and the input/output multiplexer 601. Switch
D 400 is configured to open or close in accordance with a command received at the input
interface 402 and provide an indication of the position of the valve at the output interface
404. In various embodiments, any combination of one or more of the switches A-D may be

included.

[0069] Referring now to FIG. 7, a fourth example embodiment of the microphone assembly
202 is shown. FIG. 7 also show a smart microphone assembly 202, where the integrated
circuit 210 includes the input/output multiplexer 601, the digital signal processor 600, the
logic processor 602, the volatile memory 604 and the non-volatile memory 606 described
with reference to FIG. 6, as well as the charge pump 302 and the amplifier 304 described
above with reference to FIG. 3. The microphone assembly 202 of FIG. 7 is also shown to
include the switches A-D 400 positioned as in FIG. 6 and connected to an output interface

308 as in FIG. 6.

[0070] In the embodiment of FIG. 7, the input interface 402 is configured to receive the
command to change the state of the microphone assembly 202 from the logic processor 602.
Accordingly, in this alternative embodiment, the input interface may be an element internal to
the integrated circuit 210 and defines a beginning of a secure path. For example, a user may
speak a word or phrase proximate the microphone assembly 202 and corresponding acoustic
activity may be transformed to an electric signal by the transducer 204. The logic processor

602 may receive a digital signal from the analog-to-digital converter 502 and/or the digital
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signal processor 600, and compare the digital signal to pre-stored digital signatures
corresponding to one or more predefined keywords (e.g., stored by the non-volatile memory
606). The logic processor 602 may thereby determine whether a word spoken (or other noise
generated) proximate the microphone assembly 202 matches a predefined keyword. In
response to a determination that the word spoken proximate the microphone assembly 202
matches a predefined keyword, the logic processor 602 may generate a command
corresponding to the predefined keyword and provide the command to the input interface
402. The command may then be transmitted to one or more switches 400 to cause the one or
more switches 400 to change a state of the microphone assembly 202 in accordance with the
command and/or provide an indication of the current state of the microphone assembly 202 to

the output interface 404

[0071] In preferred embodiments, switch D 400 may be included and switches A-C may be
omitted, such that electrical signals from the transducer 204 may be provided to the logic
processor 602 via the digital signal processor 600 regardless of the position of the switch(es)
400. Voice commands may then be used to change the state of the microphone assembly 202

regardless of the current state of the microphone assembly 202.

[0072] Referring now to FIG. 8, a fifth example embodiment of the microphone assembly
502, according to an exemplary embodiment. As in FIG. 7, the integrated circuit 210 of FIG.
7 includes the integrated circuit 210 includes the input/output multiplexer 601, the digital
signal processor 600, the logic processor 602, the volatile memory 604, the non-volatile

memory 606, the charge pump 302, and the amplifier 304.

[0073] In the embodiment of FIG. 8, the non-volatile memory 606 may be modified, for
example to replace a key word (wake word) stored therein. A signal may be transmitted from
the volatile memory 604 to the non-volatile memory 606 to cause a new key word to be
stored at the non-volatile memory 606. As shown in FIG. 8, a switch D 400 is positioned
along the conductive path between the volatile memory 605 and the non-volatile memory
606. The switch D 400 may be controlled to a closed position to allow the signal to reach the
non-volatile memory 606 (i.e., to allow the non-volatile memory 606 to be reprogrammed), in
which case the microphone assembly 202 may be said to be in a reprogrammable state. The
switch D 400 may also be controlled to an open position to prevent a signal from reaching the

not-volatile memory (i.e., to prevent reprogramming of the non-volatile memory 606), in
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which case the microphone assembly 202 may be said to be in a non-reprogrammable state.
In some embodiments, the switch D 400 is coupled to the secure path 406 such that

reprogramming cannot take place without the user authorizing the reprogramming.

[0074] The switch D 400 may change position in response to a command from the input
interface 402, which may receive the command from the logic processor 602. For example,
the logic processor 602 may provide a command to enter a reprogrammable state in response
to determining that a user spoke a command to enter the reprogrammable state in proximity
to the transducer 204. The switch D 400 is also configured to provide an indication of the
position of switch D 400 (i.e., an indication of the state of the microphone assembly 202) to
the output interface 404 along the secure path 406. In such embodiments, reprogramming
cannot occur without a user being made aware that a reprogrammable state was entered. The
output interface 404 may thereby be provided with a reliable indication of whether the non-

volatile memory 606 can currently be reprogrammed.

[0075] Referring now to FIG. 9A, an illustration depicting a framework 900 for ensuring a
state of a microphone assembly is shown, according to an exemplary embodiment. The
framework 900 includes an input step 902, an action step 904, and a notification step 906. In
the illustration shown, the action step 904 and the notification step 906 are included in a
secure path 908. The secure path 908 corresponds to the secure conductive path 406

discussed above.

[0076] The input step 902 corresponds to the receipt or creation of a command to change to
the state of the microphone assembly 202 and/or to provide an indication of the current state
of the microphone assembly 202. The input step 902 may include receiving a user command,
for example a physical user input to a switch or button coupled to a host device 100. The
input step 902 may also include determining that a spoken input from a user and sensed at the
transducer 204 corresponds to a pre-stored key word. A command associated with the pre-

stored key word is then generated as part of the input step 902.

[0077] The command enters the secure path 908 at the input step 902. After entering the
secure path 908, the command and consequences of the command cannot be affected by an

external influence. For example, the secure path 908 cannot be altered, reprogrammed, etc.
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by the host circuitry 104 or by a hacker communicable with the host circuitry 104 via the
network 102.

[0078] The action step 904 corresponds to action taken to change a state of the microphone
assembly 202. For example, a switch 400 may be opened or closed to change the state of the
microphone assembly 202. As another example, the current state of the microphone may be
ascertained at the action step 904. Various other actions relating to the state of the
microphone assembly 202 are possible in various embodiments. The action step 904 can

only be initiated via the secure path 908.

[0079] The notification step 906 corresponds to the presentation of information relating to the
action step 904 to a user. At the notification step 906, the action (e.g., the change in state of
the microphone assembly 202) causes an indication of the action to be generated. In the
examples described above, the indication of the action may be transmitted to the output
interface 308 and the dedicated output 208 where the indication is displayed or otherwise
communicated to a user. FIG. 9 illustrates that the secure path 908 protects the notification
step 906 from external interference or falsification, such that an indication provided to a user

always accurately represents the action of action step 904.

[0080] Referring now to FIG. 9B, a second framework 920 for ensuring a state of a
microphone is shown, according to an exemplary embodiment. In the second framework
920, the input step 902 and the action step 904 are included within the secure path 908, while
the notification 906 is outside of the secure path 904. In such a case, receipt of a command
and processing of the command (e.g., change of a state of the microphone) is done in a secure
and isolated manner. Notification 906 may be accomplished outside of the secure path 908,

for example via the host circuitry 104.

[0081] Referring now to FIG. 9C, a third framework 930 for ensuring a state of a microphone
is shown, according to an exemplary embodiment. In the third framework 930, the secure
path 908 includes the input step 902, the action step 904, and the notification step 906. In
such a case, a command is received, an action is taken in accordance with the command, and
a notification is provided to a user, all within the secure path 908 and isolated from outside

influences such as the threat of hacking.
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[0082] Referring now to FIG. 10, a flowchart of a process 1000 is shown, according to an
exemplary embodiment. The process 1000 may be implemented with the various
embodiments of the microphone assembly 202 shown in FIGS. 4-8, and reference is made
thereto in the following description for the sake of example. It should be understood that

other implementations of the process 1000 are possible.

[0083] At step 1002, a command to change or verify the state of the microphone assembly
202 is received at an input interface 402 of a secure path 406. The secure path 406 is isolated
from a host communication path 408 that allows communication between the microphone
assembly 202 and the host circuitry 104. Step 1002 corresponds to the input step 902 of FIG.
9.

[0084] At step 1004, the state of the microphone assembly 202 is changed or verified by the
integrated circuit 210 in accordance with the command. For example, the command may
request that the state of the microphone assembly 202 be changed to a muted state, and the
integrated circuit 210 may act at step 1004 to change the state of the microphone assembly

202 to the muted state. Step 1004 corresponds to the action step 904 of FIG. 9.

[0085] At step 1006, an indication of the state of the microphone assembly 202 is provided at
an output interface 404 of the secure communication path 406. The output interface 404 may
provide the indication from the integrated circuit 210 to a dedicated output 208, for example
to cause a light source of the dedicated output 208 to illuminate. Step 1006 corresponds to

the notification step 906 of FIG. 9.

[0086] Referring now to FIG. 11, an example embodiment of the host device 200 of FIG. 2 is
shown. As shown in FIG. 2, the host device 200 is a smartphone. The host device 200 may
include output devices 106 that include a touchscreen display 1100 and a speaker 1102. The
touchscreen display 1100 and the speaker 1102 are controlled by host circuitry 104 housed
within the host device 200. Because the host circuitry104 may be hacked or otherwise
compromised, information presented via the touchscreen display 1100 or the speaker 1102

may be untrustworthy.

[0087] In the example of FIG. 11, the host device 200 includes a button 1106. The button
1106 is an example embodiment of an input 206 for the microphone assembly 202. The

button 1106 may be manipulated by a user to input a command to the integrated circuit 210.
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For example, the button 1106 may be pushed or held by a user when the user desires that the
microphone assembly 202 be placed in the unmuted state. Various other states may be

associated with a push of the button 1106 in various embodiments.

[0088] The button 1106 of FIG. 11 includes an integrated light source that serves as a
dedicated output 208. As shown in FIG. 11, the button 1106 is glowing (i.e., the integrated
light source is illuminated). The button 1106 thereby indicates a state of the microphone.
For example, the button 1106 may glow when the microphone assembly 202 is in the
unmuted state, such that a user can clearly see when the microphone assembly 202 is
collected data and providing the data to the host circuitry 104. In various embodiments, the
button 1106 may illuminate in various colors, in various brightness, in various patterns
(blinking patterns, flashing patterns, etc.), and with other user-perceptible variations to

indicate different states.

[0089] Referring now to FIG. 12, a detailed view of the button 1106 of FIG. 11 is shown,
according to an exemplary embodiment. The button 1106 includes an engageable light
source 1200 separated from the integrated circuit 210 by springs 1202. The engageable light
source 1200 may include one or more light emitting diodes or other type of light source. The
engageable light source 1200 may be engaged (e.g., pushed) by a user to depress the springs
1202 and bring the engageable light source 1200 in contact with a pin 1204. Contacting the
pin 1204 may cause a command to be provided to the integrated circuit 210 to change a state
of the microphone assembly 202. Contacting the pin 1204 to the light source 1200 may also
cause the light source 1200 to illuminate. The button 1106 may thereby serve as both an
input and output device of the microphone assembly 202. Accordingly, the button 1106 of
FIG. 12 requires physical interaction of a user with the button 1106 in order for a change of
state of the microphone assembly 202 and/or in order for an output indicative of the state of

the microphone assembly 202 to be provided.

[0090] Referring now to FIG. 13, a block diagram of another implementation of the host
device 200 is shown. In the example shown, the microphone assembly 202 provides data to
the host circuitry 104 via a one-way data connection 1301. The one-way data connection
1301 does not allow the host circuitry 104 to provide data, commands, instructions, etc. to the
microphone assembly 202. The microphone assembly 202 is thereby protected from being

hacking. That is, the host circuitry 104 or any other device communicable with the host
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circuitry 104 via the network 102 is prevented from affecting the state of the microphone

assembly 202.

[0091] Referring now to FIG. 14, a cross-sectional view of a microphone assembly 202 is
shown, according to an exemplary embodiment. In the example of FIG. 14, the microphone
assembly 202 includes a lid 1400 coupled to a printed circuit board substrate 1402, which
together form the housing 508 of the microphone assembly 202. An acoustic space 1404 is
defined between the lid 1400 and the printed circuit board substrate 1402. A sound port 1406
extends through the lid 1400 and provides an opening between the acoustic space 1404 and
an external environment. The MEMS transducer 204 and the integrated circuit 210 are
located in the acoustic space 1404, i.e., between the lid 1400 and the printed circuit board
substrate 1402. A light source 1408 is located in the acoustic space 1404 and communicably
coupled the integrated circuit 210. The light source 1408 is configured to illuminate and
project light out of the acoustic space 1404 through the sound port 1406, for example to
indicate a state of the microphone assembly 202. The integrated circuit 210 is also shown as

coupled to host device interface 308 positioned at the printed circuit board substrate 1402.

[0092] The herein described subject matter sometimes illustrates different components
contained within, or connected with, different other components. It is to be understood that
such depicted architectures are illustrative, and that in fact many other architectures can be
implemented which achieve the same functionality. In a conceptual sense, any arrangement
of components to achieve the same functionality is effectively "associated" such that the
desired functionality is achieved. Hence, any two components herein combined to achieve a
particular functionality can be seen as "associated with" each other such that the desired
functionality is achieved, irrespective of architectures or intermedial components. Likewise,
any two components so associated can also be viewed as being "operably connected," or
"operably coupled," to each other to achieve the desired functionality, and any two
components capable of being so associated can also be viewed as being "operably couplable,"
to each other to achieve the desired functionality. Specific examples of operably couplable
include but are not limited to physically mateable and/or physically interacting components
and/or wirelessly interactable and/or wirelessly interacting components and/or logically

interacting and/or logically interactable components.
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[0093] With respect to the use of plural and/or singular terms herein, those having skill in the
art can translate from the plural to the singular and/or from the singular to the plural as is
appropriate to the context and/or application. The various singular/plural permutations may

be expressly set forth herein for sake of clarity.

[0094] It will be understood by those within the art that, in general, terms used herein, and
especially in the appended claims (e.g., bodies of the appended claims) are generally intended
as "open" terms (e.g., the term "including" should be interpreted as "including but not limited
to," the term "having" should be interpreted as "having at least," the term "includes" should

be interpreted as "includes but is not limited to," etc.).

[0095] It will be further understood by those within the art that if a specific number of an
introduced claim recitation is intended, such an intent will be explicitly recited in the claim,
and in the absence of such recitation, no such intent is present. For example, as an aid to
understanding, the following appended claims may contain usage of the introductory phrases
"at least one" and "one or more" to introduce claim recitations. However, the use of such
phrases should not be construed to imply that the introduction of a claim recitation by the
indefinite articles "a" or "an" limits any particular claim containing such introduced claim
recitation to inventions containing only one such recitation, even when the same claim
includes the introductory phrases "one or more" or "at least one" and indefinite articles such
as "a" or "an" (e.g., "a" and/or "an" should typically be interpreted to mean "at least one" or
"one or more"); the same holds true for the use of definite articles used to introduce claim
recitations. In addition, even if a specific number of an introduced claim recitation is
explicitly recited, those skilled in the art will recognize that such recitation should typically
be interpreted to mean at least the recited number (e.g., the bare recitation of "two

recitations," without other modifiers, typically means at least two recitations, or two or more

recitations).

[0096] Furthermore, in those instances where a convention analogous to "at least one of A, B,
and C, etc." is used, in general such a construction is intended in the sense one having skill in
the art would understand the convention (e.g., "a system having at least one of A, B, and C"
would include but not be limited to systems that have A alone, B alone, C alone, A and B
together, A and C together, B and C together, and/or A, B, and C together, etc.). In those

instances where a convention analogous to "at least one of A, B, or C, etc." is used, in
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general, such a construction is intended in the sense one having skill in the art would
understand the convention (e.g., "a system having at least one of A, B, or C" would include
but not be limited to systems that have A alone, B alone, C alone, A and B together, A and C
together, B and C together, and/or A, B, and C together, etc.). It will be further understood by
those within the art that virtually any disjunctive word and/or phrase presenting two or more
alternative terms, whether in the description, claims, or drawings, should be understood to
contemplate the possibilities of including one of the terms, either of the terms, or both terms.
For example, the phrase "A or B" will be understood to include the possibilities of "A" or "B"

2%

or "A and B." Further, unless otherwise noted, the use of the words “approximate,” “about,”

“around,” “substantially,” etc., mean plus or minus ten percent.

[0097] The foregoing description of illustrative embodiments has been presented for
purposes of illustration and of description. It is not intended to be exhaustive or limiting with
respect to the precise form disclosed, and modifications and variations are possible in light of
the above teachings or may be acquired from practice of the disclosed embodiments. It is
intended that the scope of the invention be defined by the claims appended hereto and their

equivalents.
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WHAT IS CLAIMED IS:

1. A microphone assembly comprising:

a housing having a host device interface;

a microelectromechanical systems (MEMS) transducer disposed in the housing and
configured to generate electrical signals in response to acoustic activity;

an integrated circuit disposed in the housing and configured to process the electrical
signals from the MEMS transducer and generate an output representative of the acoustic
activity;

a host communication path between the integrated circuit and contacts of the host
device interface;

a secure communication path between the integrated circuit and an output interface,
the secure communication path isolated from the host communication path;

the integrated circuit configured to indicate a state of the microphone assembly at the
output interface via the secure communication path in response to a command received at the

microphone assembly.

2. The microphone assembly of Claim 1, wherein the integrated circuit is configured to
change the state of the microphone assembly to a new state in response to a command and to
provide a new state indication signal at the output interface via the secure communication

path.

3. The microphone assembly of Claim 2, wherein changing the state of the microphone
assembly comprises changing between mute and unmute states of the microphone assembly,
between programmable and non-programmable states of the microphone assembly, or

between microphone output encrypted or unencrypted states.

4. The microphone assembly of Claim 2 further comprising an electromechanical device
configured to provide the command to the integrated circuit via the secure communication
path, wherein the state of the microphone assembly is controlled by the integrated circuit in

response to the command.
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5. The microphone assembly of Claim 2, wherein the command is based on an output of
the MEMS transducer provided to the integrated circuit via the secure communication path,
wherein the state of the microphone assembly is controlled by the integrated circuit in

response to the command.

6. The microphone assembly of Claim 1, wherein the output interface is communicable
with an output device, the output device comprising at least one of a light source, a sound
source, a movement source, a vibration source, or a thermal source connected to the secure

communication path.

7. The microphone assembly of Claim 6, further comprising a sound port acoustically
coupled to the MEMS transducer, wherein an indication from the output device is

communicated via the sound port.

8. The microphone assembly of Claim 6, wherein the integrated circuit is configured to
change the state of the microphone assembly from a first state to a second state based on a
command received via the secure communication path and the output device comprises a
light source that indicates whether the microphone assembly is in the first state or the second

state.

0. The microphone assembly of Claim 1, wherein an input interface and the output

interface constitute part of the secure communication path.
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10. A microphone assembly comprising:

a housing having a host device interface;

a microelectromechanical systems (MEMS) transducer disposed in the housing and
configured to generate electrical signals in response to acoustic activity;

an integrated circuit disposed in the housing and configured to process the electrical
signals from the MEMS transducer and generate an output representative of the acoustic
activity;

a host communication path between the integrated circuit and contacts of the host
device interface;

a secure communication path between the integrated circuit and an input interface, the
secure communication path isolated from the host communication path;

wherein the integrated circuit is configured to change a state of the microphone
assembly via the secure communication path in response to a command received at the input

interface.

11. The microphone assembly of Claim 10, comprising an output interface communicable
with the secure communication path and with an output device;
wherein the integrated circuit indicate the state of the microphone assembly at the

output interface via the secure communication path.

12.  The microphone assembly of Claim 11 further comprising a sound port acoustically
coupled to the MEMS transducer, wherein an indication from the output device is

communicated via the sound port.

13.  The microphone assembly of Claim 11, wherein the integrated circuit is configured to
change the state of the microphone assembly from a first state to a second state; and
wherein the output device comprises a light source that indicates whether the

microphone assembly is in the first state or the second state.
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14. The microphone assembly of Claim 10, wherein changing the state of the microphone
assembly comprises changing between mute and unmute states of the microphone assembly,
between programmable and non-programmable states of the microphone assembly, or

between microphone output encrypted or unencrypted states.

15.  The microphone assembly of Claim 10, further comprising an electromechanical
device configured to provide the command to the integrated circuit via the secure

communication path.

16.  The microphone assembly of Claim 10, wherein the command is based on an output
of the MEMS transducer provided to the integrated circuit, wherein the state of the

microphone assembly is controlled by the integrated circuit in response to the command.

17. The microphone assembly of Claim 16, the integrated circuit comprising an amplifier
or buffer having an input coupled to an output of the MEMS transducer, an analog-to-digital
(A/D) converter having an input coupled to an output of the amplifier or buffer and a
processor coupled to an output of the A/D converter, wherein the processor issues the

command based on the output of the MEMS transducer.

18.  The microphone assembly of Claim 17, wherein the input interface and the output

interface constitute part of the secure communication path.
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19. A microphone assembly, comprising:
a microelectromechanical systems (MEMS) transducer configured to generate
electrical signals in response to acoustic activity;
an integrated circuit configured to:
process the electrical signals from the MEMS transducer and provide an
output of the acoustic activity to host circuitry via a host communication path;
detect a keyword in the electrical signals from the MEMS transducer;
determine that the keyword corresponds to a predetermined keyword; and
in response to determining that the keyword corresponds to a predetermined
keyword, change or verify a state of the microphone assembly via a secure path and in
accordance with a command associated with the predetermined keyword, the secure path

isolated from the host communication path.

20.  The microphone assembly of Claim 19, wherein the integrated circuit is configured to
provide an indication of the state of the microphone assembly to an output interface via the

secure path.

21. An integrated circuit for a microphone assembly, the integrated circuit comprising:
a first set of one or more contacts;
a second set of one or more contacts;
a third set of one or more contacts; and
processing circuitry configured to:
receive, from the first set of contacts, electrical signals from a
microelectromechanical systems (MEMS) transducer;
process the electrical signals from the MEMS transducer and generate an
output representative of acoustic activity sensed by the MEMS transducer;
communicate with a host device via the second set of contacts; and
transmit, via the third set of contacts, an indication of a state of the
microphone assembly to an output interface in response to a command received at the

microphone assembly.
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22. The integrated circuit of Claim 21, wherein the processing circuitry is configured to
change the state of the microphone assembly to a new state and transmit an indication of the

new state to the output interface via the third set of contacts.

23. The integrated circuit of Claim 22, wherein the processing circuitry is configured to
change the state of the microphone assembly to the new state in response to the command
received via the third set of contacts from an input device isolated from circuitry of the host

device.

24, The assembly of Claim 22, wherein changing the state of the microphone assembly
comprises changing between mute and unmute states of the microphone assembly, between
programmable and non-programmable states of the microphone assembly , or between

microphone output encrypted or unencrypted states.

25.  The assembly of Claim 21, the processing circuitry comprising an amplifier or buffer
having an input coupled to an output of the MEMS transducer, an analog-to-digital (A/D)
converter having an input coupled to an output of the amplifier or buffer and a processor
coupled to an output of the A/D converter, wherein the processor issues the command based

on the output of the MEMS transducer.
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26. A method in a microphone assembly comprising a microelectromechanical systems
(MEMSY) transducer and an integrated circuit disposed in a housing having host device
interface, the integrated circuit coupled to contacts of the host device interface by a host
communication path, the method comprising:

generating electrical signals in response to acoustic activity with the MEMS
transducer;

generating an output representative of the acoustic activity by processing the electrical
signals with the integrated circuit;

receiving a command at an input interface of the microphone assembly, the input
interface coupled to the integrated circuit by a secure communication path isolated from the
host communication path; and

indicating a state of the microphone assembly at an output interface via the secure

communication path in response to receiving the command.

27. The method of Claim 26, comprising providing an indication of the state of the
microphone assembly via a sound port acoustically coupled to the MEMS transducer with an

output device coupled to the output interface.

28. A method in a microphone assembly comprising a microelectromechanical systems
(MEMSY) transducer and an integrated circuit disposed in a housing having host device
interface, the integrated circuit coupled to contacts of the host device interface by a host
communication path, the method comprising:

generating electrical signals in response to acoustic activity with the MEMS
transducer;

generating an output representative of the acoustic activity by processing the electrical
signals with the integrated circuit;

receiving a command at an input interface of the microphone assembly, the input
interface coupled to the integrated circuit by a secure communication path isolated from the
host communication path;

changing a state of the microphone assembly via the secure communication path in

response to receiving the command.
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29. The method of Claim 28, wherein changing the state of the microphone assembly
comprises changing between mute and unmute states of the microphone assembly, between
programmable and non-programmable states of the microphone assembly, or between

microphone output encrypted or unencrypted states.

30. The method of Claim 28, comprising receiving the command based on an output of the

MEMS transducer provided to the integrated circuit via the secure communication path.

33



PCT/US2019/068504

WO 2020/159653

J|onpsues nduy bwﬂmm_w_ﬂ_vwg
0z 907 [ mong |_ 802 (s)someq
pejelboyu) OV_
Ajquisssy suoydosoipy M 012
- _— 901
AN VA Nt
> Aninond JsoH
MIOMIBN I»A
Z0L P01
90IAS(] 1SOH
002
auoydoiol (s)eoineq
y IN oIl
N ,fwo_\ AN\ /(@Or
f v
SOMEN ~e i AN 1SOH | mv_H_
c0lL
90IA8(] }SOH oL

001

1/14



PCT/US2019/068504

WO 2020/159653

[ e e e e

90¥
82IA8p Indino N \
pajeosipep 0] € 9deUslU| Indino e
80E~
AynoJio 1soy 0] «—— L1NOp

80y—1

v

4014
0le

aoev)u| Indu| @ UOIMS
“h 001

90V

puNoJS) &

aa
A
@om\w

UNdaID Umum‘_mmyc_

dwnyg

IN

abieyn

-20¢

ole~t
UCDOLW/O|I_I
adp )
@Om\/\nl mm‘_mco “ a0>
| ~Z0€ 1 !
I JIsV "

IN

Jaonpsued] |

v Old

¢ Ol

2/14



PCT/US2019/068504

WO 2020/159653

, aN©

1
adela| 90V
indino “.

- ———

NInoO

1

JEITETNI ol : 10889001

o) {entiq q jeubig
/ -0)-6ojUy Bojeuy

€0

80¥

Y

Ly

goeT| 1IN0

212~ [eoepiovi]

indui_ | 9oy~

duwng
abieyn

39010

~f
It

Jeonpsues

209

| zno h ! 00% ‘205 00% “00S
m <Z0¢

1
uj
, Jomod

06" unoa) pajesboluy

3/14




PCT/US2019/068504

WO 2020/159653

4/14

oLeA_O
ERENEI] ! _ m
yop 1IN0 " —
EREIEI] “ 0¥ “
Nov\\ induj oov\“ —— - _ !
R P | “
T no i ! 00y 009 | /007 _zog i /9% _00s | voe L e _
90¢ iy 901 + | m 105882014 JBLIBAUOD 10858901d 0y L !
“ R T@ leubls (O ) Iexbia mm leubis Q 9 R “
) €01 o “ leyfiq | -o1-Bojeuy Bojeuy L “
80gT1 807 1| _ P _
1|, 2ol = “ 90 Lo “
g0 18071 1 5 | dossaooig L {m “
soed 1Ol fertt 01607 A
N—‘N\_s||||.|||||_ m m i v 209 i m m
ooy ——— i Asowaw L i
) L I Aowsw dwnyg ' I '
906" 1 XN le——> < 3[11e|oA L “
Y | a|11e|OA “UON abieyn | “ - |
[ . 1 1 ueilj
PR ! 109 <709 <909 7 - el
05~ Jemo u !
d “ 1N2aID pajesbajul m Xp0z
Roiz
806~ *-20Z



PCT/US2019/068504

WO 2020/159653

5/14

oLeA_O

aoeLa| ' m

Y Indino _ —
' No P ! 00 _go9 | 00V _zoc i /99 005 i ovoe b e _
g0c . 1907 | | m 105592014 J8lBAU0D) 10S$9901d 00y m ! ]
“ s <«(a euis  [(D) rewbia (g eubis (Y o - !
) €01 ! leybiq | -o1-Bojeuy Bojeuy Lo “
80¢T 807 1| ! Lo !
“ I “ 7 m P L “
g0s+L. 1801 3 | Jossao0id ERENE L {m |
Lol p—r ! oiboT \.:ac_ 1 !
dte s N ¥ ~e09 L “
3o —1— I Aiowaw oo i
) L I Aowsw dwnyg ' I '
906" 1 XN le——> < 3[11e|oA L “
ool ! [leJoA “UON abiey) L - |
[ . 1 1 J uel 1
PR ! 109 <709 <909 7 - el

0S5~ J1amo u ]
d “ 1N2aID pajesbajul m Xp0z

Roiz

805~ *-20Z



PCT/US2019/068504

WO 2020/159653

, aNo :
EREIEN m
/ IdIno [gop-"
“ —mm- - —901
_————laa “ “
L 009 208 00S t0EY/ | < | immmmmmee-
, NOI H— . - -
0% 1 1 10883201 18LI8AUOD 10s$9901d
Lo < leubis leybiq leubis o
, €0I .ll_wov“ ] [enbiq -0}-bojeuy Bojeuy
o 7 7
, ¢Ol P B | 1osse001d /.
i Lo o 2l obo7 wl
o [ T
y 1207 ! !
mininie eiei== \4 RIS
, 1010 |m" | Aowsw indul M_n_wﬁ_ww,c dwng
b ?l  smejon : ebieyn
n Am_v > oN Jeonpsuel|
[, U | 0 “909 Z0E 0 Lo
051 Jomo u .
d ' N2 pajeiboiu| !\om
Xz
805~ *-20Z

6/14




PCT/US2019/068504

WO 2020/159653

V6 'O

=

UONEOIION

yied 8inoesg

N

~906

uonoy

P06

induyy

~806

~206

*-006

7/14



PCT/US2019/068504

WO 2020/159653

UONEDYON

N

d6 Old

yied 8inoeg

~906

uonoy

~v06

induy

2086

*-026

~806

8/14



PCT/US2019/068504

WO 2020/159653

06 Old

UONEOIION

yied @inoeg

N

~906

uonoy

P06

nduy

\Z06

~806

*0¢6

9/14



PCT/US2019/068504

WO 2020/159653

0l Ol

yied uoneolunwiwoo
2In2as a8y} Jo soeslul Indino ue je Ajqwesse
auoydouoiw ay) JO 8)e]s 3y} JO UOIIeDIpUl U 8pIACId

— 9001

pPUBWIWOD 8y} YIm aouepiodoe ul Ajquasse suoydouoiw
8y} Jo a)e)s 8y} ‘1inouio pajelbajul ue Aq ‘AjusA 1o abuey)

—¥001

J

yjed aAONpUOD
2in28s e Jo aoeuajul Indul ue je Algwasse auoydooiw
By} JO a1els 8y} AjuIaA 1o abueyd 0} pUBLILLOD B BAI809Y

— 001

/ooo_‘

10/14



WO 2020/159653 PCT/US2019/068504

.
I
FIG. 11

1106

200
1 004—\ X
I
>
/
N
o

1002—T

11/14



WO 2020/159653

1106\

PCT/US2019/068504

FIG. 12

12/14



PCT/US2019/068504

WO 2020/159653

MIOMIBN

¢0L

¢l Old

..I»

Alquisssy suoydosaiy (s)aomneq
ol
N N0l
~
202 L0gL—"]
S Apnosn) 1SoH
01
80Ina( 1SOH
002

13/14



PCT/US2019/068504

WO 2020/159653

vl Ol

ZovL
/_ 80¢
oLz
70z \
¢ “-80g
EToian 904N0g
Wb Lgowi
|
00vL”/ A 9opL 0071
" z0z

14/14



INTERNATIONAL SEARCH REPORT

International application No

PCT/US2019/068504

A. CLASSIFICATION OF SUBJECT MATTER

INV. HO4R1/04 GO6F21/83
ADD. HO4R3/00

HO4M1/68

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

HO4R

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal, WPI Data

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

7 January 2009 (2009-01-07)

Y the whole document

19 March 1993 (1993-03-19)

figures 2-3

the whole document

X CN 201 178 478 Y (JIANZHONG QIN [CN])

paragraph [0007] - paragraph [0011];

Y CN 208 079 318 U (1MORE ACOUSTICS TECH CO
LTD) 9 November 2018 (2018-11-09)

1-7,
9-12,
14-18,
20,22-30
8,13,19

Y JP HO5 21299 U (SAMSUNG ELECTRONICS) 19

8,13

_/__

Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

"A" document defining the general state of the art which is not considered
to be of particular relevance

"E" earlier application or patent but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

"O" document referring to an oral disclosure, use, exhibition or other
means

"P" document published prior to the international filing date but later than
the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the international search

3 April 2020

Date of mailing of the international search report

17/04/2020

Name and mailing address of the ISA/

European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk

Tel. (+31-70) 340-2040,

Fax: (+31-70) 340-3016

Authorized officer

Duffner, Orla

Form PCT/ISA/210 (second sheet) (April 2005)

page 1 of 2




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2019/068504

C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT
Category™ | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
Y EP 3 410 679 Al (HARMAN INT IND [US]) 8,13

5 December 2018 (2018-12-05)

paragraph [0008] - paragraph [0028];

figures 3, 4C, 4E
Y EP 2 629 194 A2 (HIGH SEC LABS LTD [IL]) 8,13

21 August 2013 (2013-08-21)
paragraph [0012] - paragraph [0056];
figures 4, 7

Form PCT/ISA/210 (continuation of second sheet) (April 2005)

page 2 of 2



INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/US2019/068504
Patent document Publication Patent family Publication
cited in search report date member(s) date
CN 201178478 Y 07-01-2009  NONE
JP H0521299 U 19-03-1993  NONE
CN 208079318 U 09-11-2018  NONE
EP 3410679 Al 05-12-2018 CN 108989954 A 11-12-2018
EP 3410679 Al 05-12-2018
KR 20180132563 A 12-12-2018
US 2018352315 Al 06-12-2018
EP 2629194 A2 21-08-2013 CA 2806262 Al 16-08-2013
EP 2629194 A2 21-08-2013
US 2013219525 Al 22-08-2013

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - claims
	Page 28 - claims
	Page 29 - claims
	Page 30 - claims
	Page 31 - claims
	Page 32 - claims
	Page 33 - claims
	Page 34 - claims
	Page 35 - drawings
	Page 36 - drawings
	Page 37 - drawings
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - drawings
	Page 42 - drawings
	Page 43 - drawings
	Page 44 - drawings
	Page 45 - drawings
	Page 46 - drawings
	Page 47 - drawings
	Page 48 - drawings
	Page 49 - wo-search-report
	Page 50 - wo-search-report
	Page 51 - wo-search-report

