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A 74.6% 2 72T 4 AT},
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Ho|2~E F3l dZAste] AN = vk, 2 U wEY, FAYAALS Z2IaHE 7)E9 RISC-V Pl
o2 A wjrrt I Alo]=7t FHAdte] HREE AMSES =Y don, 3 AlolE T s AAH
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B FES WFoE 517] wiol, 719 AW st=slo] 7hE7]eh nlaslglS o o td dags T2
S 7SS ¢ on dor HFoR AE FRUAUYSE A&F THEe] Thseith. gk 71E9] RISC-V CPU
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RISC-V CPU Core 50 Post-Quantum Cryptography Coprocessor 1 \oo
i 110 120 140
o Instruction Decode Stage L ; / ~ PQC Execution Unit )
RISC-V 32-bit Instruction Coprocessor |
Interface i
_Is%_ __”E_ow_ _88%_ _ Keccak _ _ Sampling _m
Offloading |
IF ﬁ EX Controller
lid? Yes . ) - -
valid: Instruction Bit-manipulation Coprocessor
No Commlt Decoder Register File
et S Controller
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\ / Scalar Cryptography Unit
Coprocessor Regi . Result e
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EH3
S HMe| Ao AZEHO AMZ 8ot X Xal
TR & 0| AL BtHol| UMM, BY M| HXZRE 35110
QALY M etS of AHE HHOE A
!
Rl M ets ol AL E = o Atof oS0 ofg| |
FolE =220 Weiof P TEE AN £ s S120
HA FHZ2 0| 8510 HHOE A
Eryg
Name Operation
XOR5 CR[rs] ™~ CR[rs+1] ~ CR[rs+2] ™ CR[rs+3] ™ CR[rs+4]— CR[rd]
ROLX CRIrs] ™~ ROL(CRIrs+2], 1) —» CR[rd]
ANDX CRI[rs] ™~ ANDN(CRI[rs+1], CRI[rs+2]) = CRIrd]
XROL ROL(CRI[rs] ~ CR[rs+1], shamt) = CR[rd]
EH5
Name Operation
MR4 (rs1 = (rs1 * rs2 * OxFFFF) * 1s3) >> 16 —1d
MR4U (rs1 + (rs1 * rs2 * OXFFFF) * rs3) >> 16 —>rd
MR8 (rs1 — (rs1 * rs2 * OXFFFFFFFF) * rs3) >> 32 —»rd
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EH6

Name Operation

SND2 (rs1[rs2] + rs1[rs2+1]) — (rs1[rs2+2] + rs1[rs2+3]) > rd

SND3 (rs1lrs2] + rs1[rs2+1] + rs1[rs2+2] -

(rs1[rs2+3] + rs1[rs2+4] + rs1[rs2+5]) > rd
SND4 (rs1[rs2] + rs1[rs2+1] + rs1[rs2+2] + rs1[rs2+3]) -
(rs1[rs2+4] + rs1[rs2+5] + rs1[rs2+6] + rs1[rs2+7])— rd
SND5 (rs1[rs2] + rs1[rs2+1] + rs1[rs2+2] + rs1[rs2+3] + rs1[rs2+4]) -
(rs1[rs2+5] + rs1[rs2+6] + rs1[rs2+7] + rs1[rs2+8] + rs1[rs2+9]) = rd

zH7

Name Operation

CON4 rs1[15] & rs2 —rd

CON8 rs1[31] &rs2 —rd

_13_
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Execution Time (cycle)
Target Operation Ratio(%)
Baseline ISA Implementation

Keccak State Permutaion 12032 8384 69.68
Centered binomial distribution sampling 13463 7063 52.46
Montgomery reduction_Signed 4Bytes 35 14 40.00
Montgomery reduction_Signed 8Bytes 25 15 60.00
Montgomery reduction_Unsigned 4Bytes 63 47 74.60
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