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(57) Abstract: A system includes a remote terminal unit (RTU) (102) and a portable storage medium (PSM) (645), such as a secure
digital (SD) card. The RTU includes processing circuitry (300). The RTU includes a portable storage interface (340) configured to
physically connect to the PSM and electrically couple the PSM to the processing circuitry. The RTU includes on-chip memory
(315). The processing circuitry is configured to determine that the PSM is coupled to the processing circuitry and access a specified
folder(655) of the PSM. The processing circuitry is configured to: in response to determining that the PSM stores function code in
the specified folder, perform a specified function (514, 516, 518, 520, 522) corresponding to the function code by executing the
function code.
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A SD CARD BASED RTU

TECHNICAL FIELD

[1] This disclosure is generally directed to industrial process control and
automation systems. More specifically, this disclosure is directed to a system and
method for operating a portable storage unit based remote terminal unit (RTU) or

secure digital (S8D) card based RTU.

BACKGROUND

2} An RTU represents a device or system that provides localized conirol and data
access at a site that i3 remote from a supervisory control and data acquisition
(SCADA) svstem or other automation system. For example, multiple RTUs can be
used at different sites and for different purposes in an oil and gas field. The RTUs can
collect data, perform local control, record historical values using sensors and actuators
at different sites (such as wells, pipelines, and compression stations), and provide live
and historical data to an automation system. The automation sysiem can execute
control logic and alter the operations of actuators at the different sites via the RTUs.
The RTUs themselves could also incorporate algorithims for data analytics.

i3] In general, RTUs have increased in usage and complexity from their early
designs in the 1970s. Today, RTUs often need to rehably support a large set of
application-specific network capabilities and protocols, as well as support a number of

conirol execution models and provide smart device integration.
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SUMMARY

i4] This disclosure provides a system and method for operating a portable storage
unit based remote terminal unit {RTU) or SD card based RTU.

18] In a first example, a method includes deternuning, by processing circuitry of a
remote terminal unit (RTU), that a portable storage medium (PSM) is coupled to the
processing circuitry. The method also mcludes, in response to determining that the
PSM stores function code in a specified folder that the processing circuitry is
configured to access, performing a specifiad function corresponding to the function
code by executing the function code. The RTU includes a slot configured io
physically receive the PSM. The slot is configured {o electrically couple the PSM o
the processing curcuttry. The RTU meludes on-chip memory mounted on a sarse chip
as the processing circuitry.

6] In a second example, a system mcludes a remote terminal unit (RTU). The
RTU includes processing circuitry. The RTU includes a portable storage interface
configured to physically connect to a portable storage medunm (PSM}. The portable
storage interface is also configured to elecincally couple the PSM to the processing
circuaitry. The RTU includes on-chip memory mounted on a same chip as the
processing circuitry. The processing circuitry 1s configured to determine that the PSM
15 coupled to the processing circuitry and access a specified folder of the PSM. The
processing circuitry is also configured io, in response to determining that the PSM
stores function code in the specified folder, perform a specified funciion
corresponding to the function code by executing the function code.

7] Other techmical features may be readily apparent to one skilled in the art from

the following figures, descriptions, and claims.
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BRIEF DESCRIPTION OF THE DRAWINGS

i8] For a more complete understanding of this disclosure and iis features,
reference is now made to the following description, taken in conjunction with the
accompanying drawings, in which:

9] FIGURE 1 illustrates an example industrial control and automation system
having a remote terminal unit (RTU) according to this disclosure;

[10] FIGURE 2 through 4B illustrate details of example SD card based
RTUs according to this disclosure;

(11} FIGURES 3A through 5D illustrate an example method according to
this disclosure; and

[12] FIGURE ¢ illustrates a portable storage medium (PSM) according to

this disclosure.
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DBETAILED DESCRIPTION

113} FIGURES 1 through 6, discussed below, and the various examples
used to describe the principles of the present invention in this patent document are by
way of llustration only and should not be construed in any way to linut the scope of
the invention. Those skilled in the art will understand that the principles of the present
invention may be implemented in any suitable manner and m any type of suitably
arranged device or system.

14} FIGURE 1 illustrates an example indusirial control and automation
svstem 100 having an RTU 102 according to this disclosure. Noie that the RTU 102
may also be referred to in the art as a remote telemetry unit. Also note that while a
single RTU 102 is shown here, the systemn 100 could include any number of RTUs
102 distributed in one or more geographical areas.

i15] The RTU 102 represenis a device or system that provides localized
control and data access at a site that is remote from a supervisory control and data
acquisition (SCADA) system or other control system 104, For example, the RTU 102
could be positioned at or near an o1, gas, or water well or power substation. In these
or other sifuations, the RTH 102 can be used to collect data from local sensors and
process the data to generate control signals for local actuators. The RTU 102 can also
interact with the control system 104 as needed. In this way. process control and
automation functions can be provided at locations remote from the control system
104. The control svstem 104 1s shown as communicating with the RTU 102 over a
wired network 105 and using wireless connections, such as via microwave, cellular,
or other radio frequency {RF) commumications. However, the RTU 102 could
communicate with the control sysiem 104 over any suitable wired or wireless
commection{s}. In some embodiments, the components 102-104 could ordinaridy
compmuicate using a wired connection, with wireless commumnications used as
backup.

[16] The RTU 102 also communicates and interacts with one or more
industrial field devices 106. The field devices 106 could include sensors that measure
one or more characteristics of a process, actuators that alier one or more
characteristics of a process, or other ndustrial field devices. In this example, the RTU
102 uses wired connections 108 to communicate with the field devices 106. The wired

comnections 108 could include serial connections {such as RS232 or RS485
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connections), Ethemnet connections, mndustrial protocol connections, or other wired
connections. Note, however, that the RTU 102 could also communicate wirelessly
with one or more field devices 106,

(17} The RTU 102 in this example also communicates and interacts with at
least one local user device 110, The user device 110 could be used by personnel to
interact with the RTU 102 or with the field devices 106 or the control system 104
comnpmunicating with the RTU 102, The user device 110 ncludes any suitable
structure supporting user interaction with an RTU.

18] Various other components could optionally be used with the RTU 102,
For example, the RTU 102 could interact with one or more human-~machine interfaces
(HMs) 112, such as display screens or operator consoles. The HMis 112 can be used
to receive data from or provide data to the RTU 102. One or more security cameras
114 (such as Intemet Protocol cameras) could be used {o capture still or vides images
and to provide the images to a remote location (such as a security center) via the RTU
102. A wireless radio 116 could be used to support wireless communications between
the RTU 102 and a remote access point 118, which communicates with the control
system 104 or other remote systems via the network 105, The other remote systems
can include a field device manager (FDM) 120 or other asset manager and/or an RTU
butider 122. The FDM 120 can be used to configure and manage assets such as field
devices {including the field devices 106}, and the RTU bulder 122 can be used to
configure and manage RTUs (including the RTU 102).

119] The RTU 102 has the ability o support a tlexible mix of input/output
(1/0) channel types. For example, the channel tvpes can include analog mputs (Als),
analog outputs {(AQs), digital inputs (DIs), digital outpuis (DOs), and pulse
accumulator inputs {(Pis). The Als and AQOs may or may not support digital
conumunications, such as digital comimunications over 4-20mA connections compliant
with the HIGHWAY ADDRESSABLE REMOTE TRANSDUCER (HART) protocol.
Some RTUs 102 can achieve a desived mix of /O channel types using /O cards that
have a fixed number of inpuis and outputs, where each input or output is fixed to a
particular type. Other RTUs 102 can achieve a desired mix of VO channel types using
VO cards with reconfigurable mpuis or oulpuis. Moreover, some RTUs 102 can be
expandable so that one or more /0O modules {each with one or more 1/0 channels) can

be used with the RTUs 102,
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126} In particular embodiments, the RTU 102 can have one, some. or all of
the following features that are summarized in Table 1 (below}. Each of these features
is described more particularly below, Table 1 also shows differences between the

R 102 of this disclosure and other RTUs without an SI3 card basis.

SD Card Based RTU Features SD Card Based RTU Non~-5D RTUs
1 | History data storage Large-scale & fastspeed | Small-scale & slow
& data accessibie when speed & data not
RTU broken accessible when
RTU broken
2 | Easy firmware upgrade without using Yes No
software tools & fix ¢ when RTU
firmware image corrupted and could
not boot up
2 | Prepared project download without Yes No
using software tools
4 | Project export without using software Yes No
tools
5 | Factory reset withowt using software Yes No
tools
6 | System event logs export without Yes No
using software tools
Table 1
121} First, the RTU 102 can store history data for a long period of time, so

that the historical data {e.g, system data logs) can be read back later for analvsis.
Even if the RTU processing circuitry or firmware gets corrupted, the historical data is
kept safe and rerains machine~-readable by being stored on a portable storage mediurn
{(PSM). such as a pluggable SD card.

122} By way of comparison, a non-SD card based RTU (heremafier “non-
Sy RTU™Y 15 associated with problems that are solved by the embodiments of this
disclosure. The on-chip flash memory size lirmtation renders non-SD RTUs mcapable
of storing large-scale history data at high enough resolution (namely, data recorded at
a fast enocugh speed, such as every 1 second or every 100 mulliseconds) for a long
period of time (e.g., 3 months). Moreover, the history data stored in on-chip memory
can only be read back through a specified software tool. If the non-8D RTU has
broken hardware or corrupted software, the historical data would no longer be
accessible, or would be otherwise lost. The on~chip memory size ts generally hmited
to less than 128 megabytes (MB), vet the size of an SD card of industrial standard can
be much larger (e.g.. 2GB or 64GB). The 8D card enables the RTU 102 to store or log

a larger capacity of history data collected at a faster rate for a long period of time.
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Accordingly, engineers can obtain more measurements and more variables of history
with more refined resolution, which enables root-cause analvzers to perform new or
more precise analyses and more accurately resolve complicated situations.

(23] Second, the RTU 102 can perform a firmware upgrade convenently
without involving any extra software tools and without involving a computer. That is,
the RTU processing circuitry can receive new firmware withowt connecting to a
corpuier. The SD card based RTU 102 can boot up through firmware on an S card
and replace a corrupted firmware image with a new firmware image through the 8D
card. A project engineer does not have to operate a software tool in a computer and
connect a cable 1o the RTU 102 to perform the firmware upgrade. Even if the
firmware of the RTU 102 gets corrupted and is no longer able to boot up the RTU
102, the engineer nio longer has fo replace the whole RTU 102 with a new RTU. The
engineer can simply store a new RTU firmware image in a SD card, and insert the SD
card mio the RTU SD card slot, then the RTU 102 automatically updates the
firmware. In consideration of system security, only an authorized and specified SD
card may be allowed to automatically operate with the RTU 102. In the case of large
numbers of RTU firmware upgrades, the time saved can be significant.

(24} By comparison, the non-SD RTUs only support firmware upgrade
through a software tool, which requires a computer peripheral device or cable o
interface the non-SD RTU 1o the computer. If the non-SD RTU firmware image
becomes corrupted or camnot boot up, the non-SD RTUs would become unusable,
requiring an engineer to replace the whole non-SD RTU.

i25] Third, the RTU 102 can download a prepared project to the RTU on-
chip memory without using any configuration software or compuier, such as in an on-
site {for example, in the field) location or at a time prior 1o n-field comnussioning.
For example, a project engineer can store a prepared project configuration in an SD
card, then insert the SD card into the RTU 102, which s configured to automatically
copy the prepared project to the RTU on-chip memory. In certain embodiments, the
RTU 102 can automatically run or execute the prepared project only in the case of an
authorized and specified SD card, for security considerations. This makes the project
commuassioning much easier and saves time. For example, in a wellhead project
applying an RTU or RTUs, most of RTUs would share the same configuration, so

bulk configuration 1s useful. By configuring the RTU 102 to automatically install a
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prepared project in response to the simple insertion of an SD card, users do not have
1o be trained on how to use specified configuration software to download the project
to the RTU 102, Similarly, as another example, a crude oil pipeline project application
of an RTU or RTUs, the configuration file includes an identification of sensor
inputs/outputs, logic calculations associated with obtaining sensor measurements
accurately, an identification of actuator inputs/ouiputs {(such as actuator operation
mode and status), and can include logic for generating syster event logs in a way that
easily transfers to a root cause analyzing machine.

126} By comparison, the process to install project configurations to a non-
SD RTU must be connected to a computer with specified configuration software
mstalled. Users must be trained on how to use specified configuration software fo
download the project to the non-8D RTU,

127} Fourth, the RTU 102 can export a copy of ifs project configuration
from the RTU 102 without using any extra software tools and computer. This feature
can be used to copy the current project configuration from the RTU 102 to be stored
as a backup, used for project analysis, or used for configuring other 8D card based
RTUs 102, To copy the project configuration from the RTU 102 to an SD card, the
user can simply plug i an SD card to the RTU, and wait while the RTU automatically
copies the project to the inserted SD card (for example, an authorized and specified
SD card in light of security concerns).

28] By comparison, the non-8D RTUs are incapable of exporting data
from on-chip memory without using another computer loaded with specific
inferfacing software tools. An end user mav possess hundreds of projects stored in his
computer, and it may not be easy to find the correct project configuration out of the
hundreds. Even if the user can find a project configuration suitable for a particular
welhead project, the found project configuration may not be the latest and most up-
{o-date configuration file.

28] Fifth, the RTU 102 can perform a factory reset on itself in a simple
way. When a user wants to reset the RTU 102 to the factory status, the user can
stmply plug in an SD card specified for factory reset into the RTU 102, and the RTU
102 will automatically returmm back to the factory status (in consideration of the
security, only authorized and specified SD card may be allowed to automatically

istruct the processor of the RTU 102). To overcome a security threat, a wellhead
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project owner may prevent rogue users from resetting the RTU deliberately, e.g., by
eliminating a small button on the RTU for conducting a factory reset.

[30] In contrast, the non-SD RTUs require a user to download a new project
10 a clean RTU without worrving about any previcus mis-configurations. The non-SD
RTUs include a small button on the body of the RTU for conducting a factory reset in
response to a mere button depress. That 13, non-SD RTUs are susceptible to accidental
or deliberate configuration losses.

131} Sixth, the RTU 102 can export system event logs without interfacing
with a computer and exira software tools. To obtain a copy of the system event logs,
the user can simply insert an SD card into the SD card slot of the RTU 102, and the
RTU 102 can automatically export the svstem event logs to the inserted SD» card (for
example, for security protections, the RTU 102 can require the SD card to be
authorized and specified). The system event iogs include recordings of the RTU 102
running status {e.g., operation modes, faults, etc.) and are very important for any issue
analysis {e.g., root cause or fault analysis). In contrast, the non-SD RTUs either do not
store system logs or are incapable of exporting system logs without interfacing
through a computer having a specified software tool. The user must operate a software
tool on a computer and connect a cable to the non-8SD RTU to obtain or export the
system event logs from the on-chip memory or the non-SD RTU.

132} Although FIGURE 1 illusirates one exampie of an indusirial control
and automation systern 100 having an RTU 102, various changes may be made to
FIGURE 1. For example, the system 100 could include any number of each
component. Also, the functional division shown in FIGURE 1 is for ilustration only.
Vartous components in FIGURE 1 could be combined, subdivided, or omitied and
additional components could be added according to particular needs. Further, while
shown as being used with wired field devices, the RTU 102 could be used with only
wireless field devices or with both wired and wireless field devices. In addition,
FIGURE 1 illustrates one example operational environment where an RTU 102 can be
used. One or more RTUs could be used in any other suitable system.

133] FIGURE 2 illustrates details of an example RTU 102 according to this
disclosure. For ease of explanation, the RTU 102 1s described as being used in the
system 100 of FIGURE 1. However, the RTU 102 could be used in any other suitable

system.
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134] FIGURE 2 illustrates an example of the RTU 102 with redundant
coniroller modiudes 202a-202b, a first set of VO modules 204a-204n, an expansion
board 206, and at least one portable storage slot 240. Each controller module 202a-~
202b represents a module that executes conirol logic and other functions of the RTU
102. For example, each controller module 202a-202b could execute control logic that
analyzes sensor data and generates control signals for actuators. Each controller
module 202a-202b could also execute functions that control the overall operation of
the RTU 102, such as functions supporting communications with external devices or
systems. Each controller module 2023-202b includes any suitable structure for
controlling one or more operations of an RTU. In some embodirsents, each controller
module 2023-202b includes at least one processing device that executes a LINUX or
other operating system.

135} The VO modules 204a-204n support communications between the
controller modules 202a-202b and external devices or systems (such as the field
devices 106} via /O channels of the 'O modules 204a-204n. Each /0O module 204a-
204n meludes circuitry supporting the use of one or more /O channels. If an /O
module supports the use of one or more reconfigurable V0 channels, the I/O module
204a-204n also includes circuitry that configures at least one /0 channel as needed.
The circuitry can be used to configure and reconfigure each /O channel as desired.
For instance, example types of reconfigurable /O channels are shown in U.S. Patent
No. 8,072,098, U.S. Patent No. §,392.626; and U.S. Patent No. 8,656,065 (all of
which are hereby incorporated by reference in their entirety). Also, the use of
reconfigurable I/ channels in an RTU is described in U.8. Patent Applicaiion No.
14/228,142 {which is hereby incorporated by reference in its entivety). The RTU 102
can include any number of VO modules 204a-204n. In some embodiments, a specified
number of /0 modules 204a-204n (such as eight modules) can be built into the RTU
102.

136] The expansion board 206 allows the RTU 102 to be coupled to an
expansion board 208, which is coupled to a second set of /0 modules 2102-210n. The
VO modules 210a-210n could have the same or simiar structure as the I/0 modules
204a-204n, and any number of /O modules 210a-210n could be used i the second
set {such as eight modules). An expansion board 212 can be used to couple to a third

set of VO modules. Additional /0 modules can be added in a similar manner.

10
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137} Each expansion board 206, 208, 212 includes any suitable structure
facilitating the addition of one or more V0 modules to an RTU. In this example, two
electrical paths 2142-214b are formed through the RTU 102, and the electrical paths
214a-214b meet at a loop 216. The electrical paths 214a-214b could be formed n any
suitable manner, such as by using Ethernet connections and electrical paths through
the I/0O modules and expanston boards. The loop 216 can be used to indicate that no
additional /O modules are presently connected to the RTU 102, Note, however, that
the loop 216 could also be placed on the expansion board 206 to indicate that no
additional sets of 1/0 modules are currently connected to the RTU 102

[38] A power supply (PS) 218 provides operating power to the components
of the RTU 102. The power supplv 218 includes any suitable structure(s) configured
to provide operating power 1o an RTU. For example, the power supply 218 could
include one or more batteries, solar paneis, fuel cells, or other source{s) of power.

139] In some embodiments, the controller modules 202a-202b are
implemented using separate circuit boards. Communications between the redundant
controller modules 202a-202b could occur via various communication iterfaces of
the circuit boards. If the redundant controller modules 202a-202b are present in the
RTU 102 (which need not always be the case), the RTU 102 can automatically
manage which redundant controller module has control of each V0O module and
provide seamless switchover upon a fatlure of a controller module

(406} The portable storage slot 240 1s configured to physically connect to a
portable storage medium {PSM} (shown in FIGURE 6 by the PSM 645), such ag by
recetving the PSM 645 into the slot 240. As an example, the PSM can be an SD card
{e.g., astandard SD card, micro SD card, muini SD card, or the like) or another suitable
non-volatile raemory device can be used m place of the SD card 645, In this example,
the portable storage slot 240 can be an SD card slot or receptacle that is configured io
receive the 5D card and connect it with the circuitty of the RTU 102 and its
associaied controller module(s) 202a-202b. For case of explanation, the PSM 645 and
portable storage slot 240 are described in the context of being the S card 645 and SD
card slot 240, respectively. The ST card slot 240 provides a physical inferface
between the PSM 645 and the other components within the RTU 102, enabling the
controller module(s) 202a-202b to read from and write to the PSM 645 through an

electrical coupling (for example, an electrical connection).

11
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41} Although FIGURE 2 illustrates details of an example RTU 102,
various changes may be made to FIGURE 2. For example, the number(s) and type(s)
of ports and interfaces shown in FIGURE 2 are for illustration only. Also, the
functional divisions of the RTU 102 shown in FIGURE 2 are for illustration only.
Various components in FIGURE 2 could be omitted, combined, or further subdivided
and additional components could be added according to particular needs.

142} FIGURE 3 illustrates an example device 300 supporting SD card basec
RTU systems and methods according to embodiments of this disclosure. The device
300 could, for example, represent the RTU 102 or other computing device supporting
RTU senal communication mechanism. Accordingly, like the device 300, the RTU
102 can be referred to as an SD card based RTU.

[43] As shown in FIGURE 3, the device 300 includes a bus system 305,
which supports commumication between at least one processing device 310, at least
one storage device 315, at least one conwuunications unit 320, and at least one
mput/output (10} unit 325,

44} The processing device 310 executes instructions that may be loaded
into a memory 330, The processing device 310 way include any suitable number(s)
and type(s) of processors or other devices in any suitable arrangement. Example tvpes
of processing devices 310 include microprocessors, microcontroliers, digital signal
processors, field programmable gate arravs, apphication specific integrated circuits,
and discreet circutry.

145] The memory 330 and a persistent storage 335 are examples of storage
devices 315, which represent anv structure(s) capable of storing and facilitating
retrieval of information (such as data, program code, and/or other suitable information
on a teraporary or permanent basis). The memory 330 may represent a random access
memory or any other suitable volatile or non-volatile storage device(s). The persistent
storage 335 may contain one or more components or devices supporting longer-term
storage of data, such as a ready only memory, hard drive, Flash memory, or optical
disc. The persistent storage 335 can be disposed on the same integrated circuit chip as
the processing device 310, and 1s accordingly described as “on-chip memory.”

[46] In certain embodiments, the device 300 includes a portable storage slot
340, such as the portable storage slot described above with reference to FIGURE 2.

The portable storage slot 340 is contigured to physically connect to a PSM 645, such

12
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as by receiving the PSM 645 mio the slot 340, The SD card slot 340 provides a
phvsical interface between the PSM 645 and the other components within the device
300, enabling the processing device 310 to read from and write to the PSM 645
through an electrical coupling (for example, an electrical connection).

147} The communications unit 320 supports communications with other
systems or devices. For example, the communications unit 320 could include a
network interface card or a wireless transceiver factlitating communications over the
network 105, The comumunications unit 320 may support communications through
any suitable physical or wireless communication link(s).

[48] The VO unit 325 allows for input and output of data. For example, the
{/0 wnit 325 may provide a connection for user input through a kevboard, mouse,
kevpad, touchscreen, or other suitable input device. The VO unit 325 may also send
ouiput 10 a display, prinier, or other suitable output device.

149} Although FIGURE 3 illustrates one example of a device 300
supporting the SI¥ card based RTU mechanism, various changes mav be made to
FIGURE 3. For example, computing devices come m a wide vanety of
configurations. The device 300 shown m FIGURE 3 is meant (o illusirate one
example tvpe of coraputing device and does not limit this disclosure to a particular
type of computing device.

R FIGURES 4A and 4B illustrate additional details regarding the
example RTU 102, A housing 402 1s used to encase and protect other components of
the RTU 102. The housing 402 also provides access to various other components of
the RTU 102, such as one or more ports or ferminals. The housing 402 can have any
suitable size, shape, and dimensions and be formed from any suitable material(s)
(such as metal or ruggedized plastic).

(51} The RTU 102 also includes two uplink/downlink ports 404, two RS5232
ports 406, and two R5485 ports 408. The ports 404 can be used to couple the RTU
102 1o higher-level or lower-level devices, such as the control system 104, FDM 120,
or RTU builder 122 via the network 1035, The ports 404 could represent any suitable
structures for coupling {0 one or more communication links, such as Ethemet ports.
The RS232 poris 406 and the RS48S poris 408 could be used (o couple the RTU 102
to one or more field devices or other devices that use the RS232 or RS4835 serial

protocol.
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152] Varicus 1O terminals 410 are also used to couple the RTU 102 to one
or more field devices. The /0 terminals 410 here can be coupled to the /O modules
204a-204n and thereby provide a communication path between the /O modules 204a-
204n and the field device(s) coupled to the I/0 terminals 410, The VO termunals 410
can be coupled to various tvpes of field devices, and the I/O modules 204a-204n can
be configured appropriately as Al {with or without digital communication), AQ (with
or without digital commumication), DI, DO, and/or PI channels. The /0 terminals 410
include any suttable structures for coupling to different communication paths, such as
screw terminals.

831 A power termnal 412 can be used to couple the RTU 102 to a power
supply. such as the power supply 218 A slot 414 provides access to additional
connectors, such as the expansion hoard 206 for coupling 1o the 1/0 modules 210a-
210n.

154} Note that the numbers and tvpes of ports and ternunals shown in
FIGURES 4A and 4B are for illustration only. The RTU 102 could include any
suitable type(s) and number(s) of interfaces as needed or desired.

851 Although FIGURES 4A and 4B illustrate details of an example RTU
102, various changes may be made to FIGURES 4A and 4B. For example, the
number{(s) and type(s} of poits and mterfaces shown in FIGURES 4A and 4B are for
ittustration only. Also, the functional divisions of the RTU 102 shown in FIGURES
4A and 4B are for illustration only. Various components i FIGURES 4A and 4B
could be omitted, combined, or further subdivided and additional components could
be added according to particular neads.

I56] FIGURES 5A through 5D illustrate an example method 300 for
operating a secure digital card based RTU according to this disclosure. For ease of
explanation, the method 500 is described with respect to the RTUs 102 and control
syvstem 104 shown tn FIGURES 1 through 4B. However, the method S00 could be
used bv any suitable RTU and in anv suitable system. The method 500 includes
blocks 502-532, and incorporates processes 5340, 550 and 560.

1871 In block 502, the method 500 begins. As an example, the RTU 102 can
power on. In block 504, the RTU 102 determines whether an SD» card 645 15 coupled
to processing circuitry of the RTU 102 For example, the RTU 102 deternunes

whether a S card 645 is plugged into the 8D card slot 240. When no SD card is
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plugged in, the method 500 remains at block 502. The method 500 proceeds to block
506 when the RTU 102 detects that an SD card 645 is coupled {e.g., connecied) to the
processing circuitry of the RTU 102,

58] In block 506, the RTU 102 determines whether the SI3 card 645 1s
authorized. That is, the RTU 102 determines whether the processing circuitry of the
RTU is authorized to access the information the stored on the SD card 645, In certain
embodiments, the RTU 102 will refrain from accessing information that 1s stored on
the SD card 645 until the RTU determines that the SD card 645 is authorized. The
“NO” arrow 508 represents such refraining by leading to the end block 532.

59} In block 506, the RTU 102 can use any suitable method of performing
authorization. An example authonization method includes using a pair of keys,
namely, a public key stored in the RTU (such as in on-chip memory) and a private
kev corresponding to the public key. The private kev can be stored in the SD card
645, When the SI3 card 645 1s inserted into the 8D card slot 240, the RTU 102 checks
whether a specified file is available in the SD card 645. When the specitied file is
available on the SD card 645, the RTU 102 uses its public key to calculate the file
data, and then compares the file data {e.g., calculation result of the RTU) with the
calculation rvesult stored 1n the SD card 645, If both calculation result values are the
same, the SD card 645 i1s considered to be authorized. Otherwise, if the RTU
calculation result does not match the SD card calculation result in the specified file,
the SI3 card 645 1s consudered to be unauthorized. In certain embodiments, the RTU
102 does not require the SD card 645 to be authorized, in which case, implementation
of block 506 1s optional. In other embodiments, the owner of the RTU 102 seeks to
protect its system operations {rom security threats by requiring the RTU 102 {0 make
a determination that the SD card 645 15 authorized prior to performing anv other
functions using the information stored on the S card 645.

166] in block 510, the RTU 102 determines whether the 8D card 645 stores
specified function code. The RTU 102 15 configured to access a specified folder in the
SD card 645 and perform a specified finction by executing the specified function
code. When the SD card 645 stores the function code in the specified file,
accordingly, the function code can be referred to as the specified function code. The
SD card 645 can store nultiple specified function codes in the specified file. The

RTU 102 reads the function code(s) and takes the corresponding action(s}. In certain
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embodiments, the RTU 102 will not execute functions stored in folders other than the
specified folder that the RTU 102 s configured to access, in which case the “NO”
arrow 512 represents the RTU reframning from executing functions stored i other
non-specified folders.

61} As shown by blocks 314, 516, 518, 520, and 522, the RTU 102
performs a specified function by executing the specified function code. The specified
functions can be categorized as a download type function (blocks 314 and 522), an
upload type function (blocks 518 and 520}, a reset type function {block 516), or an
extended storage type function. FIGURE SB illustrates a process 540 of performing a
download type function when the specified function belongs to the download tvpe
function category. FIGURE 5C illustrates a process 550 of performing an upload type
function when the specified function belongs to the upload tvpe function category.
FIGURE 5D illustrates a process 560 of performing reset type function when the
specified function belongs to the reset type function category. Accordingly,
performing the specified function in each of blocks 514 and 522 includes performing
a download process 540. Analogously, performing the specified function in block 516
inchudes performing a reset process 560, and performing the specified function n
either of blocks 518 and 520 includes performing an upload process 550.

62} In block 514, the RTU 102 performs a prepared project download.
That i3, the SD card 645 includes a specified folder that stores function code
corresponding to causing the RTU 102 to perform a prepared project download
function. Block 514 includes implementing the process 340 of performing a download
type function {described below with reference to FIGURE 5B), wherein the new
configuration iformation comprises a new prepared project, and wherein the existing
configuration information comprises an existing prepared project.

[63] In block 5316, the RTU 102 performs a factory reset. That is, the RTU
102 clears the on-chip memory of existing prepared projects by deleting each existing
prepared project. Block 5316 includes implementing the process 560 of performing
reset type function {described below with reference to FIGURE 5D).

64] In block 518, the RTU 102 performs an RTU system event logs export.
That 1s, the RTU on-chip memory siores existing information, namely system event
logs. Block 518 includes tmplementing the process 550 of performing an upload tvpe

function {described below with reference to FIGURE 5C).
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165] In block 320, the RTU 102 performs a prepared project export. That s,
the RTU 102 on-chip memory stores existing information, namely RTU system event

logs. Block 520 mcludes implementing the process 550 of performing an upload tvpe
function (described below with reference to FIGURE SC),

|66} In block 522, the RTU 102 performs a firmware upgrade. Block 522
includes implementing the process 540 of performing a download tvpe function
{described below with reference to FIGURE 3B), wherein the new configuration
information includes a new RTU firmware image, and the existing configuration
information includes existing firmware.

[67] In block 524, the RTU 102 determunes whether its processing circuitry
has cornpleted execution of the specified function code. It not, the RTU 102 continues
to perform the specified function by executing the specified function code until
completion. Upon completion performing the specified function, the RTU 102
activates a visual indicator, infforming the user that the SD card 645 can be removex
from the RTU 102 without damage (block 526} For example, the RTU 102 blinks an
LED light for approximately 10 seconds, and then turns the LED light off. Premature
removal of the 8D card 645, such as during execution of code stored on the 8D card
645, can damage the SD card 6435 or the processing circuitiy of the RTU 102,

[68] In block 530, the RTU 102 determines whether the SD card 645 1is
decoupled from the processing circuitry of the RTU 102, For example, the RTU 102
determunes whether a SD card 645 15 unplugged out of the SD card siot 240. While
the 81 card remains plugged in. the method 300 remains at block 530. The method
S00 proceeds to block 532 and ends when the RTU 102 detects that an SD card 645 is
disconnected from the processing cireutiry of the RTU 102, In block 532, the method
500 ends; for example, the RTU 102 can be powered off or restarted. Any changes in
configuration can be implemented upon a restart.

169] in FIGURE 5B, the 8D card 645 stores new configuration information,
such as a new RTU firmware tmage or a new prepared project. That 18, by executing
the function code corresponding to the download tyvpe function, the RTU 102 is able
to replace any existing configuration information stored in the on-chip memory by
copying the new configuration information from the SD card 645 to the on-chip
memory. In the event that no pre-existing counfiguration is stored i the on-chip

memory, the new configuration is simply added to the on-chip memory without
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replacing. At the beginning of the process 340, RTU 102 mitiates execution of the
specified code.

(78] In block 542, the RTU 102 indicates that ils processing circuitry has
mitiated execution of specified function code, such as performing the download type
function, but that the function is not complete. That 1s, the RTU 102 activates a visual
mdicator during execution of the function code and until execution of the function
code is complete, thereby informing a user that removal of the PSM from the RTU
may cause damage. For example, the RTU 102 blinks an LED light

{71} In block 544, the RTU 102 determines whether the new configuraiion
miormation is compatible with the hardware of the RTU. For example, in order to
determine compatibility, the RTU 102 can compare identification information of the
new configuration information with a compatibility indicator stored in the RTU. As
the RTU 102 1is configwred to refrain from sioring incompatible configuration
mformation, the process 540 ends and the method 500 proceeds to block 332 in
response to a determination that the new configuration information is incompatible
with the RTU hardware.

{72} In block 546, the RTU 102 copies the new configuration information
from the SD card to the on-chip memory of the RTU 102. In block 548, the RTU 102
selects to replace any existing configuration information stored in the on-chip
memory by deleting the existing configuration information. For example, the RTU
102 can write the new configuration information over the existing configuration
information. Next, the process 540 ends and the method 500 proceeds to block 524

1731 In FIGURE 5C, the on-chip memory stores existing information. in the
process 550 of performang an upload type function, the RTU 102 indicales that the
upload tvpe function is not complete (block 542) The details of block 542 are
described above with reference to FIGURE 5B. In block 552, the RTU 102 copies the
existing mformation from the on-chip memory to the SD card. Next, the process 550
ends and the method 300 proceeds 1o block 524

174} In FIGURE 5D, at the beginning of the process 560 of performing
reset type function, the RTU 102 indicates that the reset tvpe funciion is not complete
{block 542). The details of block 542 are described above with reference to FIGURE
5B. In block 362, the RTU 102 deletes each existing prepared project from its on-chip

memory. Next, the process 360 ends and the method 500 proceeds to block 524
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175} Although FIGURES 5A-5D illustrate one example of a method 500 for
operating a secure digital card based RTU, vanous changes may be made to
FIGURES SA-5D. For example, while shown as a sertes of steps, various sieps shown
m FIGURES 3A-5D could overlap, occur in parallel, or occur multiple times.
Moreover, some steps could be combined or removed and additional steps could be
added.

[76] FIGURE 6 illustrates a PSM 645 according to this disclosure. For sase
of explanation, the PSM 645 is referred to as SD card 645, The embodiment of the
PSM 645 shown in FIGURE 6 is for illustration only. Other embodiments could be
used withoul departing from the scope of the present disclosure.

1771 The SD card 645 is a flash memory module in the form of a small
square or slightly oblong flat card with connector electrodes along one side that mate
with corresponding connectors within the SD card slot 240. The SE card 645 contains
a private key 650 and a specified file 655, The specified file 655 contains data, and a
calculation result based on the data and private key. The calculation resuft is
compared with a corresponding calculation at a predetermined memory location in an
on-chip storage device within the RTU 102 to authorize the SD card 645, Once
authorized, the RTU 102 permits the controller module(s) 202a-202b to access the
specified file 655 and to aufomatically execute instructions or funchion codes in the
specified file 655. The authorization can take place automatically as a response to
msertion of the SD card 645, but removal of the card causes reauthonization upon
subsequent insertion. In certain embodiments, the SC card 645 can contain multiple
funciion codes in predetermined memory locations on the card, each corresponding to
a different specified function (described more particularly above with reference to
blocks 514~522 of FIGURE 5A). In such embodiments, a single SI card 645 can
cause the RTU 102 to perform muitiple specified functions. Further, the function code
stored SD card 645 can include: (1) a program for storing historical data on the SD
card; (it} a new firmware image for performing a firmware upgrade; (111} a prepared
project configuration to be downloaded to the on~-chip memory within the RTU 102;
(iv) a program for uploading a project configuration that is already stored in the on-
chip memory to the SD card; (v) a factory reset program for the on-chip memory of
existing prepared projects; and {vi) a program for uploading svstem event logs from

the on-chip memory to the SD card 645, These function codes enable a user io
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transfer information into a management data svstem for analvsis and to configure or
reconfigure the RTU 102 to increasingly automate the data transfer process.

78] In some embodiments, various functions described above are
implemented or supported by a computer program that 15 formed from computer
readable program code and that is embodiad in a computer readable medium. The
phrase “computer readable program code” includes any type of computer code,
mcluding source code, object code, and executable code. The phrase “computer
readable medium”™ includes any tvpe of medium capable of being accessed by a
computer, such as read only memory (ROM), random access memory {RAM), a hard
disk drive,

B

a compact disc (CD), a digital video disc (DVD), or any other type of
memory. A “non-transitory” computer readable medium excludes wired, wireless,
optical, or other commumication links that transport transitory electrical or other
stgnals. A non-transitory computer readable medium includes media where data can
be permanently stored and media where data can be stored and later overwritten, such
as a rewritable optical disc or an erasable memory device.

179] It may be advantiageous to set forth definitions of certain words and
phrases used throughoui this patent document. The terms “application” and
“program” refer to one or more computer programs, software components, sets of
mstructions, procedures, functions, objects, classes, instances, related data, or a
portion thereof adapted for implementation in a suitable computer code (including
source code, object code, or executable code). The terms “include” and “comprise,” as
well as derivatives thereof mean inclusion without hmitation. The term “or” is
inclusive, meaning and/or. The phrase “associated with,” as well as derivatives
thereof, may mean {0 include, be included within, interconnect with, contain, be
contained within, connect o or with, couple to or with, be commumicable with,
cooperate with, interleave, juxtapose, be proximate to, be bound to or with, have, have
a property of, have a relationship to or with, or the like. The phrase “at least one of,”
when used with a list of 1tems, means that different combinations of one o1 more of
the listed items may be used, and only one item in the hist may be needed. For
example, “at least one of! A, B, and C” includes any of the following combinations:
ABCAadB AadC, BandC, and Aand B and C.

(80} While this disclosure has described certain embodiments and generally

associated methods, alterations and permmuations of these embodiments and methods
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i

will be apparent to those skilled in the art. Accordingly, the above description of
example embodiments does not define or constrain this disclosure. Other changes,
substitutions, and alterations are also possible without departing from the spinit and

scope of this disclosure, as defined by the following claims.
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WHAT IS CLAIMED:

i A method comprising:

determuning {504}, by processing circuitry (300} of a remote termunal umt
(RTU} (i02), that a portable storage medium (PSM) {(645) is coupled to the
processing circuitry; and

in response to determuning (510} that the PSM stores function code mn a
specified folder (655) that the processing civcuitry 13 configured to access, performing
(514, 516, 318, 520, 522) a specified function corresponding to the function code by
executing the function code,

wherein the RTU comprises a slot (340) configured to physically receive the
PSM and electrically couple the PSM to the processing circuitry, and an on-chip
memory (315) mounted on a same chip as the processing circuitry,

2. The method of claim 1, wherein:

the specified function (514, 522) comprises a download (540);

the PSM stores new configuration information; and

performing the specified function comprises: in response (o determuning (544)
that the new configwration information is compatible with hardware of the RTU,
replacing {548) existing configuration information stored in the on-chip memory by
copving (546) the new configuration nformation from the PSM to the on-chip

Denry.

3. The method of claim 1, wherein:

the specified function (318, 520) comprises an upload (550);

the on-chip memory stores existing information; and

performing the specified function comprises: copving (852} the existing

mformation from the on-chip memory to the PSM.
4. The method of claim 3, wherein:

the function code corresponds to a prepared project export (520); and

the existing information comprises an existing prepared project.
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5. The method of claim 3, wherein:
the function code corresponds to an export of system event fogs (518); and

the existing mformation comprises sysiem event logs.

6. The method of claim 1, wherein:
the specified function (516} comprises a reset (560},
performing the specified function comprises: clearing the on-chip memory of

existing prepared projects by deleting (562} each existing prepared project.

7. The method of claim 1, further comprising: refraining (508) from
accessing function code in the specified folder except after determining (506} that the
processing circuitry ts authorized to access the information the PSM stores based on a
relationship between a public key stored in the on-chip memory and a private key

stored in the PSM.

2 The method of claim 1, further comprising:

activating {542} a visual indicator during execution of the function code and
uniti] execution of the function code 1s complete, the visual indicator informing a user
that rernoval of the PSM from the RTU may cause damage; and

activating (526} another visual indicator when execution of the function code
1s complete, the other visual indicator mformung the user that the PSM can be

removed from the RTU without damage.

9. A system comprising:
a remote terminal unit (RTU) (102) that includes:

processing circuitry {300},

a portable storage interface {340} configured to physically connect to a
portable storage medium (PSM) (645) and electrically couple the PSM (o the
processing circuitry, and

on-chip memory {315} mounted on a same chip as the processing
circuitry,

wherein the processing circuitry 1s configured to:

23



WO 2017/023639 PCT/US2016/044220

24~

i

determine that the PSM 1s coupled to the processing circuitry
and access a specified folder (653) of the PSM: and

in response (o deternuining that the PSM stores funclion code in
the specified folder, perform a specified function (514, 516, 518, 320, 522)

corresponding to the function code by executing the function code.

10. The system of claim 9, wherein:

the specified function (514, 522} comprises a download (540);

the PSM stores new configuration information; and

performing the specified function comprises: in response to determining {(544)
that the new configuration information is compatible with hardware of the RTU,
replacing (548) existing configuration mformation stored in the on-chip memory by
copying (546) the new configuration imformation from the PSM o the on-chip

memory.

i1, The system of claim 10, wherein:
the function code corresponds to a firmware upgrade (522);
the new configuration mformation comprises a new RTU firmware image, and

the existing configuration information comprises existing firmware.

12, The system of claim 10, wherem:
the function code corresponds to a prepared project download (514);
the new configuration information comprises a new prepared project; and

the existing configuration information comprises an existing prepared project.

13. The system of claim 9, wherein:

the specified function (518, 520) comprises an upload (550},

the on-chip memory stores existing information; and

performing the specified function comprises: copying {552} the existing

mformation from the on-chip memory to the PSM.

i4. The system of claim 9, wherein:
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the specified function (516} comprises a reset {560}; and
performing the specified function comprises: clearing the on-chip memory of

existing prepared projects by deleting (862} each existing prepared project.

15, The system of claim 9, wherein the RTU 13 further configured to:
reframn (508) from accessing function code in the specified folder except after
determining (506} that the processing circuitry 15 awthorized to access the information
the PSM stores based on a relationship between a public kev stored in the on-chip

memory and a private key stored i the PSM.
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