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(57) Abstract: Methods, systems, computer-readable media, and apparatuses
for providing anti-rollback protection in a device which has no internal non-
volatile memory are presented. One embodiment comprises of a device for
providing anti-rollback protection. The device may obtain a firmware version
number associated with a first firmware installation for the device, wherein
the device is implemented on a substrate that includes no non-volatile
memory. The device may obtain a lowest acceptable firmware version num-
ber, wherein the lowest acceptable firmware version number is stored in a se-
cure element environment, wherein the secure element environment utilizes
memory separated from the substrate. The device may compare the firmware
version number and the lowest acceptable firmware version number, wherein
if the firmware version number is less than the lowest acceptable firmware
version number, then disallow the first firmware installation In at least one
arrangement, the device comprises a near field communication (NFC) con-
troller.
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METHODS FOR PROVIDING ANTI-ROLLBACK PROTECTION IN A
DEVICE WHICH HAS NO INTERNAL NON-VOLATILE MEMORY

BACKGROUND

[0001] Aspects of the disclosure relate to devices with Near Field Communication
(NFC) technology. NFC technology can establish radio communication between
different devices by touching them together or bringing them into close proximity. NFC
allows two-way communication. For example, NFC peer-to-peer communication can
occur when both devices are powered. Additionally, communication is also possible
between an NFC device and an unpowered NFC chip. For example, NFC can involve
an initiator and a target, where the initiator generates a radio frequency field that can

power a passive target (e.g., tags, key fobs, cards).

[0002] NFC technology can facilitate information exchange in secure transactions,
such as payment transactions. NFC-enabled mobile devices can be used in contactless
payment systems, similar to those currently used in credit cards and electronic ticket
smartcards. For example, an NFC-enabled mobile device allows users to store financial
accounts in a virtual wallet and then use the NFC-enabled mobile device at terminals
that accept such payment methods. NFC-enabled mobile devices can also be used as
identification for access control, such as replacing traditional keys for either physical
access (e.g., hotel room) or control (e.g., starting a car). NFC can facilitate other types
of information (e.g., transferring media between mobile phones, ticketing for venue

entrance).

[0003] Given that the NFC-enabled mobile devices can be involved in secure
transactions, it is important that the NFC-enabled mobile devices are protected from
malicious attacks. While software security is generally provided by layering multiple
approaches within the system, a key consideration is that the system should be running

the latest and most secure versions of software.

[0004] A commonly used attack vector on a system is the rollback attack, in which a
system is caused to run an older, insecure software version rather than the latest version.
Running the older software version can make the system more vulnerable to potential
attacks. Therefore, to prevent a rollback attack, the latest software version needs to be

installed when updating or installing the software.
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[0005] A current approach for anti-rollback protection is for the operating system of
mobile device to check the version number of the software being installed or updated.
However, it can be easy for attackers to find vulnerabilities in the operating system to

manipulate the code and override this protection mechanism.

[0006] Another approach is to use e-Fuse technology to provide “last installed
version” information. Since e-Fuses cannot be physically rewritten, they are fairly
secure. However, this approach has some drawbacks, because there is typically a fixed
and relatively low number of fuses available, and once these are exhausted, no further
anti-rollback protection can be offered. Therefore, there is potential for a rollback

attack once the e-Fuse cannot be updated with the correct revision number.

[0007] For example, every time there is an update to the version number, the e-Fuse
is updated with the new version number. Therefore, if the e-Fuse technology allows ten

updates, on the 11th update, the new version number cannot be stored on the e-Fuse.

[0008] Additionally, in the e-Fuse approach, physical access to the chip is required
and this can only be implemented on a single chip. Therefore the e-Fuse approach is not
scalable. In the e-Fuse approach, the implementation needs to occur in the chip

manufacturing factory.
BRIEF SUMMARY

[0009] Certain embodiments are described that provide anti-rollback protection in a

device which has no internal non-volatile memory.

[0010] Various embodiments of the present invention ensure that the new firmware
version being downloaded onto a device is higher than the previous version, in order to
prevent a rollback attack. Since firmware versions increase incrementally, by
comparing the potential firmware upgrade version against a version number stored in a
secure element environment, the device can be protected from a rollback attack.
Additionally, since the version number is stored in the secure element environment of
the mobile device, the present invention provides anti-rollback protection during startup,
even when the device is without internal non-volatile memory. Furthermore,
embodiments of the present invention can protect against software and hardware

attacks.
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[0011] One embodiment comprises of a method for providing anti-rollback
protection in a device comprising: obtaining a firmware version number (FVN)
associated with a first firmware installation for the device, wherein the device is
implemented on a substrate that includes no non-volatile memory; obtaining a lowest
acceptable firmware version number (LAFVN), wherein the LAFVN is stored in a
secure element environment, wherein the secure element environment utilizes memory
separated from the substrate; and comparing the FVN and the LAFVN, wherein if the
FVN is less than the LAFVN, then disallowing the first firmware installation.

[0012] Another embodiment comprises of a device for providing anti-rollback
protection comprising: one or more processors; and memory storing computer-readable
instructions that, when executed by the one or more processors, cause the device to:
obtain a firmware version number (FVN) associated with a first firmware installation
for the device, wherein the device is implemented on a substrate that includes no non-
volatile memory; obtain a lowest acceptable firmware version number (LAFVN),
wherein the LAFVN is stored in a secure element environment, wherein the secure
element environment utilizes memory separated from the substrate; and compare the
FVN and the LAFVN, wherein if the FVN is less than the LAFVN, then disallow the

first firmware installation.

[0013] Another embodiment comprises of one or more computer-readable media
storing computer-executable instructions that, when executed, cause a device to: obtain
a firmware version number (FVN) associated with a first firmware installation for the
device, wherein the device is implemented on a substrate that includes no non-volatile
memory; obtain a lowest acceptable firmware version number (LAFVN), wherein the
LAFVN is stored in a secure element environment, wherein the secure element
environment utilizes memory separated from the substrate; and comparing the FVN and
the LAFVN, wherein if the FVN is less than the LAFVN, then disallow the first

firmware installation.

[0014] Another embodiment comprises of A device for providing anti-rollback
protection comprising: one or more processors; means for obtaining a firmware version
number (FVN) associated with a first firmware installation for the device, wherein the
device is implemented on a substrate that includes no non-volatile memory; means for

obtaining a lowest acceptable firmware version number (LAFVN), wherein the LAFVN
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is stored in a secure element environment, wherein the secure element environment
utilizes memory separated from the substrate; and means for comparing the FVN and
the LAFVN, wherein if the FVN is less than the LAFVN, then disallowing the first

firmware installation.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] Aspects of the disclosure are illustrated by way of example. In the

accompanying figures, like reference numbers indicate similar elements, and:

[0016] FIG. 1A illustrates a simplified diagram of a system with an NFC-enabled

mobile device that may incorporate one or more embodiments;

[0017] FIG. 1B illustrates a simplified diagram of a peer-to-peer communication
system with at least two NFC-enabled mobile devices that may incorporate one or more

embodiments;

[0018] FIG. 2A illustrates a block diagram showing the NFC-enabled mobile device

according to an embodiment of the present invention;

[0019] FIG. 2B illustrates a block diagram showing the NFC-enabled mobile device

according to another embodiment of the present invention;

[0020] FIG. 2C illustrates a block diagram showing the NFC-enabled mobile device

according to another embodiment of the present invention;

[0021] FIG. 3 illustrates an example method of providing anti-rollback protection

according to some embodiments;

[0022] FIG. 4 illustrates an example of a system-level flowchart according to some

embodiments;

[0023] FIG. 5 illustrates an example of an NFCC start-up, firmware installation and

signature authentication according to some embodiments;

[0024] FIG. 6 is an example method of updating the last installed firmware version

number stored in the secure environment according to some embodiments;

[0025] FIG. 7 is an example method of updating the last installed firmware version
number stored in the secure environment after a forced update according to some

embodiments; and
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[0026] FIG. 8 illustrates an example of a computing system in which one or more

embodiments may be implemented.

DETAILED DESCRIPTION

[0027] Several illustrative embodiments will now be described with respect to the
accompanying drawings, which form a part hercof. While particular embodiments, in
which one or more aspects of the disclosure may be implemented, are described below,
other embodiments may be used and various modifications may be made without

departing from the scope of the disclosure or the spirit of the appended claims.

[0028] NFC technology can require that an NFC controller (NFCC) is used as a
transport for sensitive or valuable information (e.g. payment transactions). However,
NFC technology can also be vulnerable to eavesdropping. Therefore, the NFCC needs
to be secure from eavesdropping, such as being used as an attack vector on the data it is
used to transport. In particular, it is desirable to ensure that the NFCC cannot be used as

the host of a Man-in-the-Middle (MITM) attack on the data it transports.

[0029] A MITM attack is a form of active eavesdropping in which the attacker
makes independent connections with the victims (e.g., initiator, target) and relays
messages between them, making the victims believe that they are talking directly to

each other, when in fact the conversation is controlled by the attacker.

[0030] A MITM attack can be hosted by the NFCC, if the NFCC is running an older
version of the firmware, especially when the older version has known security issues.
For example, during a firmware update, a high-level application running on the mobile
device can configure the NFCC and request a firmware installation (e.g., patch) on the
NFCC. However, an attacker can use the firmware installation request to rollback the
firmware on the NFCC to an older version. The high-level application may use a
standard protocol to communicate with the NFCC (e.g., NFC Controller Interface
(NCI)) or it may use a proprictary mechanism. The present invention can provide anti-

rollback protection during a firmware installation.

[0031] FIG. 1A illustrates a simplified diagram of a system with an NFC-enabled

mobile device that may incorporate one or more embodiments.

[0032] The NFC module 140 according to an embodiment of the present invention,

which is shown in FIG. 1A, may be mounted in a mobile device 110. The mobile
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device 110 can also include an application processor 120 and a Subscriber Identity
Module (SIM) card 130. The NFC module 140 may communicate via contact or non-
contact NFC to a card reader 150. The NFC module 140 can include an NFC controller
(NFCC) 145. According to this embodiment, the NFCC 145 is embedded in the NFC
module 140. The application processor can include a high-level application (e.g., a
payment processing application, operating system) to communicate with the NFC

module 140 and the NFCC 145.

[0033] An example of an NFC-enabled mobile device communication can include a
user who desires to pay a retailer for goods purchased using the mobile device. The
mobile device may transmit personal financial information (e.g., credit card account
information) to a point of sale card reader 150 located at checkout. The user may bring
the mobile device 110 equipped with the NFC module 140 close to the card reader 150
to complete the purchase. The card reader 150 receives the user’s credit card details,
which usually are stored in a secure environment of the mobile device 110, via NFC and
processes the payment with conventional methods and returns to the user an electronic

receipt which can be stored in the mobile device 110.

[0034] Furthermore, a second NFC module 190, according to an embodiment of the
present invention, may be mounted in a second mobile device 160 and enable peer-to-
peer communication with the mobile device 110, as shown in FIG. 1B. Similar to the
mobile device 110, the second mobile device 160 can also include an application
processor 170, a SIM card 180 and a second NFC module 190. The second NFC
module 190 can include a second NFCC 195.

[0035] An example of peer-to-peer communication can include a user transferring
images, videos and other information to a second user via NFC by both parties bringing
their NFC-enabled mobile devices within close proximity of each other. When the
devices are in close proximity, the NFC module 140 can attempt to transmit
information, including authentication information, to the second NFC module 190.
After the second NFC module 190 receives the information and performs the

authentication, the two devices can share information.

[0036] According to some embodiments, the mobile device 110 utilizes the NFC
module 140 in conjunction with retrieving or storing data in a secure environment. For

example, the mobile device 110 can obtain credit card data stored in the secure element
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environment and transport it via the NFC module 140. Additionally, NFC-enabled
mobile devices most likely can include a secure element environment, because NFC
may be used for handling sensitive information (e.g., in conducting a financial
transaction).  Therefore, the present invention can utilize the secure element
environment to store the version number when the device (e.g., NFCC 145) has no

internal non-volatile memory.

[0037] A mobile credit card payment processing transaction is one example of a
transaction involving mobile device 110 utilizing the NFCC 145 in conjunction with a
secure element environment. In this example, the NFCC 145 can be a middle party
between the secure element environment, where the credit card information is stored,
and the application processor 120 which is used to facilitate the transaction. Therefore,
an application processor 120 used for payment processing by the mobile device can
transmit sensitive financial information to the card reader 150 by using the NFCC 145.
Additionally, both the application processor 120 and the NFCC 145 can communicate
with the secure element environment to retrieve sensitive data in order to enable this

payment processing transaction.

[0038] The above example illustrates that since the NFCC 145 handles sensitive
information, the NFCC can also have access to the secure element environment of the
mobile device 110. Additionally, the NFCC 145 may have a firmware component,
which may have periodic firmware upgrades. Therefore from a security perspective, the
firmware on the NFCC 145 should be prevented from being rolled back to an older
version, especially, if the older version had some security problems associated with it.
An older firmware version on the NFCC 145 may be used to corrupt the NFCC 145 in
order to use the NFCC 145 as the mechanism for a MITM attack.

[0039] Therefore, to prevent a rollback attack, the latest firmware version needs to
be installed when updating the firmware on the NFCC 145. According to some
embodiments of the present invention, the NFCC 145 can check the firmware version
number (FVN) of installation file that the mobile device wants to install against the
current firmware version number. This can be done by storing a least acceptable
firmware version number (LAFVN), which can be associated with the current firmware
version number, in a secure clement environment of the mobile device 110. The

LAFVN can be used to compare against the FVN to prevent a rollback.
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[0040] The present invention may ensure that the new firmware version being
downloaded onto the NFCC 145 is higher than the previous version, in order to prevent
a rollback attack. Since firmware versions increase incrementally, by comparing the
potential firmware upgrade version against a LAFVN, the NFCC 145 can be protected
from a rollback attack. Additionally, since the LAFVN is stored in the secure element
environment of the mobile device, the present invention still provides anti-rollback
protection during startup, even when the device (e.g., NFCC 145) is without non-

volatile memory.

[0041] An approach for anti-rollback protection in software systems has been to
include the use of non-volatile memory in the device (e.g., NFCC 145). However, this
approach requires the presence of rewritable non-volatile memory in the device (e.g.,
NFCC 145), which is both costly and relatively unreliable, especially when the device is

implemented in small geometries (e.g., <65 nm).

[0042] For example, the NFCC 145 can be manufactured into the surface of a thin
substrate of semiconductor material. Integrated Circuits (ICs) used to implement
devices such as NFCC 145 have migrated to smaller geometries allowing more circuitry
to be packed on each chip. This increased capacity per unit area can be used to decrease
cost and/or increase functionality. However, ICs with nanometer-scale devices are not
without their problems, principal among which is leakage current. Therefore, design
rules are provided by semiconductor manufacturers to ensure that the ICs work
correctly. A design rule set specifies certain geometric and connectivity restrictions to
ensure sufficient margins to account for variability in semiconductor manufacturing
processes. Therefore, when a device (e.g., NFCC 145) is implemented in small
geometries (e.g., <65 nm), the device may be designed without non-volatile memory,

which may be based on the design rules.

[0043] Therefore, some devices (e.g., NFCC 145) might not have access to non-
volatile memory, because the substrate that the device is manufactured on does not
support non-volatile memory. According to embodiments of the invention, anti-
rollback protection is provided by storing a least acceptable firmware version number in
a secure location. The mobile device can include other components that are
manufactured on other substrate which does support non-volatile memory. For

example, the secure clement environment can be manufactured on another substrate,
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which does not have small geometries and may include non-volatile memory.
Therefore, according to some embodiments, the least acceptable firmware number can

be stored in the non-volatile memory of the secure element environment.

[0044] Previous methods of anti-rollback protection include storing the least
acceptable firmware version number at the application level. However, the application
level may not be secure enough since high-level applications in the mobile device may

be easily attacked.

[0045] For example, the high level software application can be an application at the
operating system level. However, the source code for the operating system (e.g.,
Android operating system) can be open source code. Therefore the open source code
can be vulnerable to attacks. It can be easy for attackers to find vulnerabilities in the
software and therefore it is best practice to not store highly sensitive information in a

high level software application.

[0046] For example, a high level software application can vulnerable to a looping
attack, which can result in the attacker getting super user privileges on the mobile
device. With super user privileges, the attacker can control the NFCC 145. Therefore,
from a security perspective, it is not best practice to store sensitive information at the

high level software application layer because it can be manipulated.

[0047] Embodiments of the present invention overcome the shortfalls mentioned
above, by storing the version number of the firmware in the secure element
environment. The present invention can take advantage of the fact that NFC-enabled
mobile device 110 also include a secure element environment. Therefore, by storing the
version number at the secure element environment instead of the high level software
application layer, the mobile device can be less vulnerable to attacks. In some
embodiment, the secure element environment is a secure memory execution partition

that cannot be accessed or tampered by any external program, bus or device port.

[0048] Furthermore, unlike the e-Fuse approach previously mentioned, in the
embodiments of present invention, there may not be a limit to the number of times the
version number is updated. The secure element environment may always be rewritten
to include the updated version number. By storing the version number in the secure
clement environment of the mobile device 110, it can result in a more robust system

because it can provide better anti-rollback protection.



WO 2014/074674 PCT/US2013/068874

10

[0049] Embodiments of the present invention can provide anti-rollback protection
without the use of non-volatile memory. Non-volatile memory can be costly and can be
unreliable in small geometries (e.g., <65 nm). As previously mentioned, the NFCC may
be embodied on a chip which is manufactured on a substrate with small geometries.
Therefore, the NFCC may not have internal non-volatile memory. Additionally, the
cost pressures on NFCC implementations mean that it is desirable to find a mechanism
which provides protection against rollback attacks without the use of internal non-
volatile memory. Furthermore, it may possible to modify the non-volatile memory

using a hardware attack to permit a rollback to an older firmware version.

[0050] Therefore, when an NFCC firmware upgrade is initiated, embodiments of the
present invention check the version number against the LAFVN stored in the secure
clement environment, to make sure that the version number is going up in order to

provide anti-rollback protection against hardware and software attacks.
[0051] Secure Execution Environment

[0052] According to embodiments of the present invention, two different types of
secure clement environments are considered. These are the Stand-alone Secure
Element, ak.a., Secure Execution Environment (SEE) and the Trusted Execution

Environment (TEE).

[0053] The SEE is comprised of software and tamper-resistant hardware. The TEE
is described in the Trusted Execution Element section. The SEE functions like a guard,
because it is specifically designed to be tamper-resistant and store sensitive information.
It can provide high levels of security and can work with the TEE (described in more
detail in section below). For example, the secure element environment can be utilized
by a mobile payment application because of the high level of security provided by the
secure element environment. In some embodiments, the SEE is a secure memory
execution that cannot be accessed by external programs. Additionally, the SEE may

enforce instructions in accordance to policies stored in the SEE.

[0054] The SEE is specifically designed to protect against hardware attacks. For
example, a hardware attack can be an invasive attack. An invasive attack can include
de-packaging the chip and using acid to remove the passivation layer in order to get

electrical contact to the internal lines. Additionally, a hardware attack can also be semi-
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invasive attack. A semi-invasive attack can include de-packaging the chip to get access

to its surface but the passivation layer remaining intact.

[0055] Unlike previous methods for anti-rollback protection (e.g., TrustZone
technology, software-based version control) which only provide protection against
software attacks, the present invention provides anti-rollback protection against
software and hardware attacks. By storing the firmware version number in the SEE, the
present invention can protect against software and hardware attacks. The present
invention takes advantage that the secure element environment already exists in NFC-

enabled mobile devices.

[0056] The SEE is specifically designed to store sensitive information because of its
security features (e.g., secure fire system, data partitions, access control, separate
operating system). Additionally, the SEE can be isolated from other portions of the
stack. Therefore, the SEE’s properties make it an ideal location to store data. For
example, a SIM card, which also stores sensitive subscription keys for the cellular

network, can be a SEE.

[0057] According to some embodiments, the SEE may include non-volatile
memory. As previously mentioned, the SEE may be manufactured on a different
substrate than the NFCC 145. For example, the SEE may be manufactured on a

substrate that can be designed with non-volatile memory.

[0058] According to different embodiments, the secure element environment can be
a SEE (e.g., a SIM card) or a TEE (e.g., a hardware partitioned secure section of a chip).
NFC enabled mobile devices may have the secure element environment connected to
the NFCC 145. Therefore, the NFCC 145 may interface with the secure element

environment to obtain sensitive data.

[0059] According to another embodiment, a controlling authority (e.g., Original
Equipment Manufacturer (OEM)) may have an OEM-controlled secure element
environment in addition to a SIM card. In this embodiment, the NFCC 145 might not
have access to the SIM card, but has access to the OEM-controlled secure element
environment. Therefore the secure element environment which is controlled by the
OEM is also used by the NFCC 145. This may provide greater security, because a SIM

card may be removable and interchangeable.
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[0060] Therefore by storing the version number in the secure element environment,
it can make it harder for an attacker to rollback the firmware to an older version,
because the attacker needs to compromise the secure element environment which is not
as simple as compromising other portions of the stack. From a security perspective,
storing the version number in the secure element environment lowers the risk of an

attacker corrupting the version number.

[0061] FIG. 2A is a block diagram showing the NFC-enabled mobile device 110
according to an embodiment of the present invention. Referring to FIG. 2A, the mobile
device 110 includes an application processor 120, a SIM card 130 and an NFC module
140 which includes the NFC controller (NFCC) 145. According to this embodiment, a
secure element environment (e.g., Secure Execution Environment (SEE) 220) is also
embedded in the NFC module 140. The application processor can include a high-level
application (e.g., a payment processing application, operating system) to communicate

with the NFC module 140 and the NFCC 145.

[0062] As illustrated in FIG. 2A, the SEE 220 can be embedded in the NFC module
140. An example of this embodiment includes an NFC chip with an embedded SEE. In
this example, the NFC module may not need to communicate with the SIM card in order

to receive the last installed version number.

[0063] FIG. 2B is a block diagram showing the NFC-enabled mobile device
according to another embodiment of the present invention. According to this
embodiment, the SEE 220 is embedded in the SIM card 130. In this example, the NFC
module may communicate with the SIM card 130 in order to receive the last installed

version number.

[0064] FIG. 2C is a block diagram showing the NFC-enabled mobile device
according to another embodiment of the present invention. According to this
embodiment, the SEE 220 is stored in an external SD card 230. The SD card 230 may
include a memory 240 and a controller 250 that can communicate with the SEE 220. In
this example, the NFC module may communicate with the SD card in order to receive
the last installed version number, and the NFC module may not need to communicate

with the SIM card 130.

[0065] Trusted Execution Environment
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[0066] According to another embodiment, the secure element environment can be a
TEE. The TEE is a secure area that can reside in the main processor of a mobile device.
Similar to the SEE, the TEE can ensure that sensitive data is stored, processed and
protected in a trusted environment. The TEE can execute authorized security software
(e.g., trusted applications) and provide end-to-end security by enforcing protection,
confidentiality, integrity and data access rights. The TEE can be made up of software
and hardware and can be used to provide an additional level of protection against
software attacks. The TEE assists in the control of access rights and stores sensitive
applications. For example, the TEE can be a secure area in a hardware protected
partition of a System-on-a-Chip (SoC). Another example of a TEE can include a secure
storage with a unique device key and an execution environment in which code can be
executed isolated from the rest of the mobile device. The TEE may also filter access to

information stored directly on the SEE.

[0067] The TEE is an isolated environment that runs in parallel with the operating
system and can provide security services to the mobile device. The TEE may be more
secure than the operating system, but may not be as secure as the SEE. Therefore, the
TEE may offer a secure environment between the high-level protection of the SEE and

the low-level protection of the operating system.

[0068] According to some embodiments, the TEE can include non-volatile memory.
As previously mentioned, the chip which includes the TEE can be manufactured on a
different substrate than the NFCC 145. For example, a chip that includes the TEE may

may be designed with non-volatile memory.
[0069] Utilizing the SEE and/or TEE for anti-rollback protection

[0070] FIG. 3 is a flowchart outlining a sequence of steps 300 for providing anti-
rollback protection for a device (e.g., NFCC 145) without non-volatile memory. The
operation starts at step 305 as the mobile device stores the Lowest Acceptable Firmware
Version Number (LAFVN) in a secure element environment. As previously mentioned,
the SEE and TEE are two examples of secure element environments. The LAFVN can
correspond to the current version number of the firmware running on the NFCC 145.
By storing the current version number in a secure location, the present invention may

prevent rollback and MITM by protecting against software and hardware attacks.
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[0071] Next, in step 310, the NFC module 140 obtains the firmware version number
(FVN) associated with the firmware installation request by the mobile device. A high
level application or a controlling authority can request the firmware installation. The
NFC module 140 can receive the firmware installation request from the application
processor 120.  Additionally, the NFCC 145 can directly receive the firmware

installation request to update the NFCC firmware.

[0072] Then in step 315, the NFC module 140 compares the LAFVN with the FVN.
Additionally, the NFCC 145 can also do the comparison. If the comparison indicates
that the FVN is less than the LAFVN, which can result in the new installation to
rollback the firmware to an older version, then the embodiments of the present invention

can disallow the new installation from proceeding.

[0073] As illustrated in step 320, the NFC module 140 can disallow the firmware
installation and require the mobile device 110 to upload a firmware installation with a
suitable FVN (e.g., FVN being at least equal to the LAFVN). According to another
embodiment, the application processor 120, the NFC module 140 or the NFCC 145 can
disallow the firmware installation. To illustrate this step, the following example is
described, wherein the mobile device 110 using the application processor 120 can
request a firmware upgrade associated with an FVN on the NFCC 145. The NFCC 145,
in order to prevent a rollback of the firmware to an older version, can retrieve the
LAFVN from the secure element environment and compare the FVN with the LAFVN.
If the comparison indicates that the FVN is less than LAFVN, then the NFCC disallows

this firmware installation because it may be a rollback to an older firmware version.

[0074] For example, the FVN received is a version number 1.2, and the NFCC
checks to make sure it is higher or equal to the LAFVN stored in the secure element
environment. In this example, the LAFVN stored in the secure element environment is
version number 1.3. Once the NFCC 145 receives the version number, it compares the
two values. In this example, the comparison would indicate that the FVN is not higher
or equal to the LAFVN; therefore the NFCC 145 will not allow the installation. The
NFCC 145 can communicate to the mobile device 110 that it cannot install version
number 1.2 because the version number stored in the secure element environment is 1.3,

and the next firmware upgrade needs to be higher or equal to version 1.3.
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[0075] Alternatively, if the comparison indicates that the FVN is equal to or greater
than the LAFVN, then the process continues to step 325. In step 325, the firmware
installation is allowed by the mobile device 110. The NFC module 140 or the NFCC
145 can allow the firmware installation. To illustrate this step the following example is
described, wherein the mobile device 110 using the application processor 120 can
request a firmware upgrade associated with an FVN on the NFCC 145. The NFCC 145,
in order to prevent a rollback of the firmware to an older version, can retrieve the
LAFVN from the secure element environment and compare the FVN with the LAFVN.
In this example, the comparison results in the FVN being greater than the LAFVN, then
the NFCC 145 can allow this firmware installation because the firmware is an upgrade

from the current version running on the NFCC 145.

[0076] Additionally, if the FVN is greater than the LAFVN, the LAFVN can be
updated to equal the FVN. The methods for updating the secure element environment

are discussed in more detail in FIG. 6 and FIG. 7.

[0077] While FIG. 3 illustrates a method for providing anti-rollback protection
according to an embodiment of the present invention; FIG. 4 illustrates a system-level

flowchart according to an embodiment of the present invention.

[0078] FIG. 4 is a flowchart outlining the communication steps 400 between the
components in the mobile device according to an embodiment of the present invention.
For example, at step 410, the start-up sequence for the NFCC 145 is initiated. During a
start-up sequence, the NFCC 145 can be particularly vulnerable to a rollback, especially
when there is no internal non-volatile memory. The start-up sequence can be initiated
by any component that has such authority (e.g., mobile device, the control authority,
high level application, application processor). At step 420, for example, the mobile
device provides a firmware version number (FVN) associated with the requested
firmware installation. The FVN can be given to the NFCC 145 by any component that
can provide the requested firmware installation file to the NFCC 145.

[0079] Once the NFCC 145 receives the FVN, at step 430, the NFCC 145 checks a
specific application or file stored in the SEE or TEE for the lowest acceptable firmware
version number (LAFVN) that is allowed to run in the NFCC 145. If no such
application or file is found, then as shown in step 440, the NFCC accepts the FVN and
continues to step 470. According to another embodiment, when the NFCC 145 checks
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the secure element environment and there is no version stored in the secure element
environment, the NFCC 145 can write the revision number into the secure element

environment.

[0080] Alternatively, if an application or file is found in step 430, then the process
goes to comparison step 450. The comparison step 450 is similar to the comparison step
315 from FIG. 3. If the comparison step indicates that the FVN is not less than the
LAFVN, then start-up continues as normal and proceeds to step 470. However, if the
comparison step indicates that the FVN is less than the LAFVN, then it goes to step
460, where the NFCC 145 tells the mobile device 110 that the start-up can only continue

after a suitably updated firmware version has been uploaded.

[0081] While FIG. 4 illustrated an example of anti-rollback protection, FIG. 5
illustrates an example of anti-rollback protection with an authentication feature.
According to this embodiment, if the attacker tries to load an un-authenticated firmware
version, the firmware will not be uploaded because it is not signed with an authenticated
signature key. The attacker might find the vulnerabilities in older revisions of the
firmware and try to upload the older firmware revision. Therefore, an older revision but
a signed revision might be used by an attacker, unless an anti-rollback mechanism is
installed. According to embodiments of the present invention, as further described in

FIG. 5, the NFCC 145 can provide verification in addition to anti-rollback protection.

[0082] FIG. § illustrates an exemplary embodiment of the communication steps 500
between the mobile device 110, the NFCC 145 and the secure element environment
during an NFCC start-up and firmware installation request. According to this
embodiment, the mobile device 110 can initiate the NFCC 145 to start-up at step 505.
At step 510, the NFCC 145 wakes up and send the current version number of the
firmware running on the NFCC. Alternatively, the mobile device 110 can parse through
the received acknowledgment by the NFCC to obtain the NFCC firmware version. For
example, the CORE INIT RSP sent by the NFCC contains the firmware version

information in the “Manufacturer Specific Information™ octets.

[0083] At step 515, which can be an optional step, the mobile device can compare
the FVN associated with the request firmware installation with the NFCC firmware

version. The mobile device can continue with the installation request if the NFCC
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firmware version is less than FVN. This optional step 515 can be used to prevent a

firmware upgrade request, when the firmware on the NFCC is already current.

[0084] At step 520, the mobile device 110 can request a firmware installation on the
NFCC 145, wherein the firmware installation is association with an FVN. The
firmware installation can be a full firmware installation or a partial installation (e.g.,
patch installation). After receiving this request, at step 525, the NFCC 145 probes the
attached secure eclement environment for the LAFVN. According to another
embodiment, if the NFCC 145 does not find the secure element environment or the
LAFVN, then the NFCC 145 continues with the normal start-up sequence and installs

the firmware.

[0085] The NFCC 145 may be required to use different communication mechanism
to communicate with the secure element environment. For example, a standard
mechanism (e.g., a Qualcomm non-volatile application) can be used to communicate
with the secure element environment. According to another embodiment, there may be
multiple secure element environments and the NFCC 145 may probe different secure
clement environment instances for a version number. For example, the mobile device
may have a secure element environment which is the SIM card, but also have an OEM
controlled secure element environment. This can provide redundancy, because the
carrier can enforce the anti-rollback protection through the SIM card, and the OEM can

provide the anti-rollback protection to an OEM controlled secure element environment.

[0086] At step 530, the secure element environment can send the LAFVN to the
NFCC 145. Alternatively, the secure element environment can simply verify (i.e., true

or false) that the FVN is the last firmware version.

[0087] At step 535, the NFCC 145 compares the FVN with the LAFVN, and if the
LAFVN is not less than the FVN, then the NFCC 145 continues with the firmware
installation. At step 540, the NFCC accepts the installation request from the mobile
device 110.

[0088] Additionally, installation of any firmware onto the NFCC 145 should not be
allowed from an unknown source. From a security perspective, there needs to be a
mechanism to only allow a trusted party to upgrade the firmware on the NFCC 145.
Therefore, according to some embodiments, the source digitally signs a firmware

installation file before it is loaded onto the NFCC 145.
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[0089] By verifying the source of the upgrade, the present invention adds another
layer of protection against attacks. For example, some malicious entity can upload code
which would enable the malicious entity to take over the NFCC 145. Without any
mechanism to authenticate the upgrade, the upgrade process can go through and bad
code may potentially be loaded onto the NFCC 145. To prevent such attacks, the NFCC
145 has the public key and it can verify whether the upgrade is from a trusted party.

[0090] The signature verification can be initiated at step 545, where the mobile

device 110 sends the firmware installation with a digital signature.

[0091] In step 550, the NFCC 145 can verify the signature received with a public
key to ensure that the firmware is coming from a trusted source. For example, a Public
Key Infrastructure (PKI) authentication is a common method for such verification. If the
firmware provided is not from a trusted source, the installation is not allowed to
proceed. If the verification process fails, the NFCC 145 signals to mobile device 110

that the signature is not authentic and therefore the upgrade is not going to occur.

[0092] At step 555, if the signature is verified to be valid, then the firmware

installation is allowed and the firmware is updated.

[0093] After the firmware associated with FVN is updated, according to some
embodiments, the NFCC 145 can request the secure element environment to update the
LAFVN to equal the FVN, as shown in step 560. In step 565, the secure element
environment can update the LAFVN to equal the FVN.

[0094] Updating the LAFVN after an Firmware Installation

[0095] The LAFVN stored in the secure element environment can be updated under
several circumstances. First, when a new firmware installation associated with an FVN
is uploaded, and its version number is greater than the LAFVN stored in the secure
element environment, then the LAFVN is updated to equal the FVN, as described in
FIG. 6. Alternatively, as described in FIG. 7, a controlling authority for the secure

clement environment can directly force an update.

[0096] As shown in steps 560 and 565 in FIG. 5, after the NFCC 145 successfully
upgrades its firmware, the NFCC 145 can communicate to the secure element

environment to upgrade the version number currently stored.
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[0097] FIG. 6 is a flowchart outlining a sequence of steps 600 for updating the
LAFVN when the LAFVN is less than the FVN. The NFCC 145 can use standard
mechanisms (e.g., GlobalPlatform) to communicate with the secure element

environment and update the LAFVN stored in the secure element environment.

[0098] As shown in step 605, the FVN associated with the firmware installation is
provided to the NFCC 145 by the mobile device 110. In step 610, the NFCC 145 can
determine that the LAFVN, which is stored in the secure clement environment, is less
than the FVN. Therefore, in step 615, the NFCC 145 can update the LAFVN to equal
the FVN. As previously mentioned, this update can be done using standard mechanisms
(e.g., GlobalPlatform) to re-write the version number in the secure element

environment.

[0099] According to another embodiment, in the natural incremental example, the
LAFVN is naturally incremented to the latest version number once a newer firmware is
uploaded. Therefore, once a higher version is uploaded, the LAFVN can be

incremented to that number in the secure element environment.
[0100] Updating the LAFVN after Forced Update

[0101] According to an embodiment of the present invention, a controlling authority
(e.g., OEM, secure element authority) may only want the NFCC 145 with revision
numbers above a threshold (e.g., ten) to communicate with the controlling authority.
For example, an OEM or a carrier may decides to make it a requirement that phone
revision must be at least ten to talk to the secure element authority, because it is known

that the phone revision number below ten has security vulnerabilities.

[0102] According to this embodiment, the controlling authority may directly
upgrade the LAFVN that it stored in the secure element environment. Secure protocols
exist for modifying data on the secure element environment. Additionally, the
controlling authority may own the long term keys on the secure element environment so

it has the ability to upgrade the secure element environment.

[0103] FIG. 7 is a flowchart outlining a sequence of steps 700 for updating the

LAFVN stored in the secure environment after a forced update.

[0104] During a push for a firmware update, as shown in step 705, a controlling

authority can push the NFCC 145 to update its firmware. For example the controlling
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authority might have a requirement that the NFCC 145 needs a certain firmware version
number before the NFCC 145 can communicate with the controlling authority.
Therefore at step 710, the new firmware is uploaded onto the NFCC 145. According to
embodiments of the present invention, once the firmware associated with FVN is loaded
onto the NFCC 145, the NFCC 145 can retrieve the LAFVN in the secure element
environment, in step 715. In step 720, if the NFCC 145 determines that the LAFVN is
less than the FVN, then the NFCC can update the LAFVN stored in the secure element

environment to equal FVN.

[0105] According to another embodiment, a controlling authority can override the
LAFVN with a new number, because the controlling authority may be aware that older
versions have flaws and vulnerabilities. For example, the controlling authority using a
known mechanism (e.g., a GlobalPlatform) may tell the NFCC 145 that a certain

version is now the latest version number.

[0106] Additionally, in the context of this invention, a firmware installation can
represent a complete firmware image in its entirety, which replaces the currently loaded

version, or it could represent a partial update (e.g., a patch) of the existing firmware.

[0107] A known mechanism (e.g., a GlobalPlatform standard) can be utilized to
communicate with the secure element environment and upgrade the revision number.
Alternatively, a proprietary communication language can be utilized to communicate

with the secure element environment and upgrade the version number.

[0108] Embodiments of the present invention can be more secure than the approach
that relies on internal non-volatile memory, since the SEE and TEE technology is
explicitly designed to offer high levels of hardware security. Additionally, embodiments
of the present invention are not restricted to a limited number of versions as with the e-

Fuse technology approach.

[0109] Embodiments of the present invention take advantage of existing and highly
secure remote provisioning mechanisms (e.g., as defined by GlobalPlatform) to update

the required version without customer intervention.

[0110] Embodiments of the present invention only allow the revision number to
incrementally increase. Therefore, a request to the secure element environment to go

lower the revision number is not going to be processed.
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[0111] A computer system as illustrated in FIG. 8 may be incorporated as part of the
previously described mobile device. For example, computer system 800 can represent
some of the components of the mobile devices discussed in this application. Computer
system 800 may perform the functions of various components of mobile device 110 of
FIG. 1. FIG. 8 provides a schematic illustration of one embodiment of a computer
system 800 that can perform the methods provided by various other embodiments. It
should be noted that FIG. 8 is meant only to provide a generalized illustration of various
components, any or all of which may be utilized as appropriate. FIG. 8, therefore,
broadly illustrates how individual system elements may be implemented in a relatively

separated or relatively more integrated manner.

[0112] The computer system 800 is shown comprising hardware elements that can
be electrically coupled via a bus 805 (or may otherwise be in communication, as
appropriate). For example, the secure communication (e.g., using the GlobalPlatform
standard) between the NFCC 145 and the secure element environment can be over the
bus 805. The hardware elements may include one or more processors 8§10, including
without limitation one or more general-purpose processors and/or one or more special-
purpose processors (such as digital signal processing chips, graphics acceleration
processors, and/or the like); one or more input devices 815, which can include without
limitation a mouse, a keyboard, and/or the like; and one or more output devices 820,
which can include without limitation a display device, a printer, and/or the like. For
example, the application processor 120 can be an example of a processor in the

computer system 800.

[0113] The computer system 800 may further include (and/or be in communication
with) one or more non-transitory storage devices 825, which can comprise, without
limitation, local and/or network accessible storage, and/or can include, without
limitation, a disk drive, a drive array, an optical storage device, a solid-state storage
device, such as a random access memory (“RAM”), and/or a read-only memory
(“ROM™), which can be programmable, flash-updateable and/or the like. Such storage
devices may be configured to implement any appropriate data stores, including without
limitation, various file systems, database structures, and/or the like. For example, a SIM
card 130, a SEE 220 can be an example of storage devices 825 in the computer system

800.
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[0114] The computer system 800 might also include a communications subsystem
830, which can include without limitation a modem, a network card (wireless or wired),
an infrared communication device, a wireless communication device, and/or a chipset
(such as a Bluetooth™ device, an 802.11 device, a Wi-Fi device, a WiMax device,
cellular communication facilities, NFC module 140, NFCC 145, etc.), and/or the like.
The communications subsystem 830 may permit data to be exchanged with a network
(such as the network described below, to name one example), other computer systems,
and/or any other devices described herein. In many embodiments, the computer system
800 will further comprise a working memory 835, which can include a RAM or ROM

device, as described above.

[0115] The computer system 800 also can comprise software elements, shown as
being currently located within the working memory 835, including an operating system
840 (e.g., high-level application), device drivers, executable libraries, and/or other code,
such as one or more application programs 845, which may comprise computer programs
provided by various embodiments, and/or may be designed to implement methods,
and/or configure systems, provided by other embodiments, as described herein. Merely
by way of example, one or more procedures described with respect to the method(s)
discussed above might be implemented as code and/or instructions executable by a
computer (and/or a processor within a computer); in an aspect, then, such code and/or
instructions can be used to configure and/or adapt a general purpose computer (or other

device) to perform one or more operations in accordance with the described methods.

[0116] A set of these instructions and/or code might be stored on a non-transitory
computer-readable storage medium, such as the non-transitory storage device(s) 825
described above. In some cases, the storage medium might be incorporated within a
computer system, such as computer system 800. In other embodiments, the storage
medium might be separate from a computer system (e.g., a removable medium, such as
a compact disc), and/or provided in an installation package, such that the storage
medium can be used to program, configure, and/or adapt a general purpose computer
with the instructions/code stored thereon. These instructions might take the form of
executable code, which is executable by the computer system 800 and/or might take the
form of source and/or installable code, which, upon compilation and/or installation on

the computer system 800 (e.g., using any of a variety of generally available compilers,
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installation programs, compression/decompression utilities, etc.), then takes the form of

executable code.

[0117] It will be apparent to those skilled in the art that substantial variations may
be made in accordance with specific requirements. For example, customized hardware
might also be used, and/or particular elements might be implemented in hardware,
software (including portable software, such as applets, etc.), or both. Further,
connection to other computing devices such as network input/output devices may be

employed.

[0118] As mentioned above, in one aspect, some embodiments may employ a
computer system (such as the computer system 800) to perform methods in accordance
with various embodiments of the invention. According to a set of embodiments, some
or all of the procedures of such methods are performed by the computer system 800 in
response to processor 810 executing one or more sequences of one or more instructions
(which might be incorporated into the operating system 840 and/or other code, such as
an application program 845) contained in the working memory 835. Such instructions
may be read into the working memory 835 from another computer-readable medium,
such as one or more of the non-transitory storage device(s) 825. Merely by way of
example, execution of the sequences of instructions contained in the working memory
835 might cause the processor(s) 810 to perform one or more procedures of the methods

described herein.

[0119] The terms “machine-readable medium” and “computer-readable medium,”
as used herein, refer to any medium that participates in providing data that causes a
machine to operate in a specific fashion. In an embodiment implemented using the
computer system 800, various computer-readable media might be involved in providing
instructions/code to processor(s) 810 for execution and/or might be used to store and/or
carry such instructions/code. In many implementations, a computer-readable medium is
a physical and/or tangible storage medium. Such a medium may take the form of a non-
volatile media or volatile media. Non-volatile media include, for example, optical
and/or magnetic disks, such as the non-transitory storage device(s) 825. Volatile media

include, without limitation, dynamic memory, such as the working memory 835.

[0120] Common forms of physical and/or tangible computer-readable media

include, for example, a floppy disk, a flexible disk, hard disk, magnetic tape, or any
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other magnetic medium, a CD-ROM, any other optical medium, punchcards, papertape,
any other physical medium with patterns of holes, a RAM, a PROM, EPROM, a
FLASH-EPROM, any other memory chip or cartridge, or any other medium from which

a computer can read instructions and/or code.

[0121] Various forms of computer-readable media may be involved in carrying one
or more sequences of one or more instructions to the processor(s) 810 for execution.
Merely by way of example, the instructions may initially be carried on a magnetic disk
and/or optical disc of a remote computer. A remote computer might load the
instructions into its dynamic memory and send the instructions as signals over a

transmission medium to be received and/or executed by the computer system 800.

[0122] The communications subsystem 830 (and/or components thereof) generally
will receive signals, and the bus 805 then might carry the signals (and/or the data,
instructions, etc. carried by the signals) to the working memory 835, from which the
processor(s) 810 retrieves and executes the instructions. The instructions received by
the working memory 835 may optionally be stored on a non-transitory storage device

825 either before or after execution by the processor(s) 810.

[0123] The methods, systems, and devices discussed above are examples. Various
configurations may omit, substitute, or add various procedures or components as
appropriate. For instance, in alternative configurations, the methods may be performed
in an order different from that described, and/or various stages may be added, omitted,
and/or combined. Also, features described with respect to certain configurations may be
combined in various other configurations. Different aspects and elements of the
configurations may be combined in a similar manner. Also, technology evolves and,
thus, many of the elements are examples and do not limit the scope of the disclosure or

claims.

[0124] Specific details are given in the description to provide a thorough
understanding of example configurations (including implementations). However,
configurations may be practiced without these specific details. For example, well-
known circuits, processes, algorithms, structures, and techniques have been shown
without unnecessary detail in order to avoid obscuring the configurations. This
description provides example configurations only, and does not limit the scope,

applicability, or configurations of the claims. Rather, the preceding description of the
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configurations will provide those skilled in the art with an enabling description for
implementing described techniques. Various changes may be made in the function and

arrangement of elements without departing from the spirit or scope of the disclosure.

[0125] Also, configurations may be described as a process which is depicted as a
flow diagram or block diagram. Although each may describe the operations as a
sequential process, many of the operations can be performed in parallel or concurrently.
In addition, the order of the operations may be rearranged. A process may have
additional steps not included in the figure. Furthermore, examples of the methods may
be implemented by hardware, software, firmware, middleware, microcode, hardware
description languages, or any combination thereof. When implemented in software,
firmware, middleware, or microcode, the program code or code segments to perform the
necessary tasks may be stored in a non-transitory computer-readable medium such as a

storage medium. Processors may perform the described tasks.

[0126] Having described several example configurations, various modifications,
alternative constructions, and equivalents may be used without departing from the spirit
of the disclosure. For example, the above elements may be components of a larger
system, wherein other rules may take precedence over or otherwise modify the
application of the invention. Also, a number of steps may be undertaken before, during,
or after the above elements are considered. Accordingly, the above description does not

restrict the scope of the claims.
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WHAT IS CLAIMED I8S:

1. A method for providing anti-rollback protection in a device
comprising:

obtaining a firmware version number (FVN) associated with a first
firmware installation for the device, wherein the device is implemented on a substrate that
includes no non-volatile memory;

obtaining a lowest acceptable firmware version number (LAFVN), wherein
the LAFVN is stored in a secure element environment, wherein the secure element
environment utilizes memory separated from the substrate; and

comparing the FVN and the LAFVN, wherein if the FVN is less than the
LAFVN, then disallowing the first firmware installation.

2. The method of claim 1, wherein the device comprises a near field

communication (NFC) controller.

3. The method of claim 1, wherein the secure element environment is a
stand-alone Secure Execution Environment (SEE) that protects against software and

hardware attacks.

4. The method of claim 1, wherein the secure element environment is a
Trusted Execution Environment (TEE) in a hardware-protected partition of a System-on-

a-Chip (SoC).

5. The method of claim 1, wherein the LAFVN is updated to equal the
FVN if the FVN is greater than the LAFVN.

6. The method of claim 5, wherein the LAFVN is updated using

GlobalPlatform mechanisms.

7. The method of claim 1, wherein the LAFVN is updated by a

controlling authority.

8. The method of claim 1, wherein the first firmware installation is a

partial update of an existing firmware on the device.
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9. The method of claim 1, wherein the first firmware installation is a

full update of an existing firmware on the device.

10.  The method of claim 1, wherein the LAFVN is stored in an

application in the secure element environment.

11.  The method of claim 1, further comprising authenticating the first
firmware installation based a digital signature associated with the first firmware

installation.

12. The method of claim 1, wherein if the FVN is less than the
LAFVN, then requesting the upload of a second firmware installation with a version

number greater than LAFVN.

13. A device for providing anti-rollback protection comprising:
one or more processors; and
memory storing computer-readable instructions that, when executed by the
one or more processors, cause the device to:
obtain a firmware version number (FVN) associated with a first
firmware installation for the device, wherein the device is implemented on a
substrate that includes no non-volatile memory;
obtain a lowest acceptable firmware version number (LAFVN),
wherein the LAFVN is stored in a secure element environment, wherein the secure
element environment utilizes memory separated from the substrate; and
compare the FVN and the LAFVN, wherein if the FVN is less than
the LAFVN, then disallow the first firmware installation.

14.  The device of claim 13, wherein the device comprises a near field

communication (NFC) controller.

15.  The device of claim 13, wherein the secure element environment is
a stand-alone Secure Execution Environment (SEE) that protects against software and

hardware attacks.



WO 2014/074674 PCT/US2013/068874
28

16.  The device of claim 13, wherein the secure element environment is
a Trusted Execution Environment (TEE) in a hardware-protected partition of a System-

on-a-Chip (SoC).

17.  The device of claim 13, wherein the LAFVN is updated to equal the
FVN if the FVN is greater than the LAFVN.

18.  The device of claim 17, wherein the LAFVN is updated using

GlobalPlatform mechanisms.

19.  The device of claim 13, wherein the LAFVN is updated by a

controlling authority.

20.  The device of claim 13, wherein the first firmware installation is a

partial update of an existing firmware on the device.

21.  The device of claim 13, wherein the first firmware installation is a

full update of an existing firmware on the device.

22. The device of claim 13, wherein the LAFVN is stored in an

application in the secure element environment.

23.  The device of claim 13, further comprising the device to
authenticate the first firmware installation based a digital signature associated with the

first firmware installation.

24, The device of claim 13, wherein if the FVN is less than the
LAFVN, then request the upload of a second firmware installation with a version number

greater than LAFVN.

25. A computer-readable media storing computer-executable
instructions that, when executed, cause a device to:

obtain a firmware version number (FVN) associated with a first firmware
installation for the device, wherein the device is implemented on a substrate that includes

no non-volatile memory;
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obtain a lowest acceptable firmware version number (LAFVN), wherein
the LAFVN is stored in a secure element environment, wherein the secure element
environment utilizes memory separated from the substrate; and

comparing the FVN and the LAFVN, wherein if the FVN is less than the
LAFVN, then disallow the first firmware installation.

26. A computer-readable media of claim 25, wherein the device

comprises a near field communication (NFC) controller.

27. A computer-readable media of claim 25, wherein the secure element
environment is a stand-alone Secure Execution Environment (SEE) that protects against

software and hardware attacks.

28. A computer-readable media of claim 25, wherein the secure element
environment is a Trusted Execution Environment (TEE) in a hardware-protected partition

of a System-on-a-Chip (SoC).

29. A computer-readable media of claim 25, wherein the LAFVN is
updated to equal the FVN if the FVN is greater than the LAFVN.

30. A computer-readable media of claim 29, wherein the LAFVN is

updated using GlobalPlatform mechanisms.

31. A computer-readable media of claim 25, wherein the LAFVN is
updated by a controlling authority.

32. A computer-readable media of claim 25, wherein the first firmware

installation is a partial update of an existing firmware on the device.

33. A computer-readable media of claim 25, wherein the first firmware

installation is a full update of an existing firmware on the device.

34. A computer-readable media of claim 25, wherein the LAFVN is

stored in an application in the secure element environment.

35. A computer-readable media of claim 25, further comprising the
device to authenticate the first firmware installation based a digital signature associated

with the first firmware installation.
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36. A computer-readable media of claim 25, wherein if the FVN is
less than the LAFVN, then request the upload of a second firmware installation with

a version number greater than LAFVN.

37. A device for providing anti-rollback protection comprising:

one or More processors;

means for obtaining a firmware version number (FVN) associated with a
first firmware installation for the device, wherein the device is implemented on a
substrate that includes no non-volatile memory;

means for obtaining a lowest acceptable firmware version number
(LAFVN), wherein the LAFVN is stored in a secure element environment, wherein the
secure element environment utilizes memory separated from the substrate; and

means for comparing the FVN and the LAFVN, wherein if the FVN is less
than the LAFVN, then disallowing the first firmware installation.

38.  The device of claim 37, wherein the device comprises a near field

communication (NFC) controller.

39.  The device of claim 37, wherein the secure element environment is
a stand-alone Secure Execution Environment (SEE) that protects against software and

hardware attacks.

40.  The device of claim 37, wherein the secure element environment is
a Trusted Execution Environment (TEE) in a hardware-protected partition of a System-

on-a-Chip (SoC).

41.  The device of claim 37, wherein the LAFVN is updated to equal the
FVN if the FVN is greater than the LAFVN.

42.  The device of claim 41, wherein the LAFVN is updated using

GlobalPlatform mechanisms.

43.  The device of claim 37, wherein the LAFVN is updated by a

controlling authority.



WO 2014/074674 PCT/US2013/068874
31

44,  The device of claim 37, wherein the first firmware installation is a

partial update of an existing firmware on the device.

45.  The device of claim 37, wherein the first firmware installation is a

full update of an existing firmware on the device.

46.  The device of claim 37, wherein the LAFVN is stored in an

application in the secure element environment.

47.  The device of claim 37, further comprising a means for authenticate
the first firmware installation based a digital signature associated with the first firmware

installation.

48. The device of claim 37, wherein if the FVN is less than the
LAFVN, then requesting the upload of a second firmware installation with a version

number greater than LAFVN.
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