wO 2014/047147 A1 | NI 000 00T OO OO R

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2014/047147 A1

27 March 2014 (27.03.2014) WIPO | PCT
(51) International Patent Classification: (72) Inventors: GUARNIERI, Salvatore, A.; 19 Skyline
GO6F 11/00 (2006.01) Drive, Hawthorne, NY 10532 (US). PISTOIA, Marco; 19
(21) International Application Number: Skyhn.e Drive, .Hawthorne, NY 10532 (US). TRIPP,
PCT/US2013/060360 Omer; One Sapir Street, Ampa Bldg., P.O. Box 12047,
46733 Herzelyia (IL).

(22) International Filing Da“’:l 8 Sentomber 2013 (18.09.2013 (74 Agent: BITETTO, James, J.; Tutunjian & Bitetto, P.C.,
cptember 2013 (18.09.2013) 425 Broadhollow Road, Suite 302, Melville, NY 11747

(25) Filing Language: English (US).
(26) Publication Language: English (81) Designated States (unless otherwise indicated, for every
L. ) kind of national protection available). AE, AG, AL, AM,
(30) Priority Data: AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
(71) Applicant: INTERNATIONAL BUSINESS MA- DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
CHINES CORPORATION [US/US]; New Orchard HN, HR, HU, ID, IL, IN, IS, JP, KE, KG, KN, KP, KR,

Road, Armonk, NY 10504 (US).

KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,

[Continued on next page]

(54) Title: CERTIFYING SERVER SIDE WEB APPLICATIONS AGAINST SECURITY VULNERABILITIES

(57) Abstract: Methods for server security verification include acquiring a

Scan the server-side systems
202

y
Generate a report of server-

side security
204

:

Encrypt the report with a
private key
206

4

Request a copy of the report at
a client
208

4
Decrypt the report with a public
key
210

/

Assess server-side security
based on the decrypted report
212

FIG. 2

public key associated with a received report that includes an indication regard -
ing the presence of a vulnerability for each vulnerability, the report having
been generated at a server (204); decrypting the received report using the pub-
lic key (210); determining a level of server-side security based on the decryp-
ted report using a processor (212); and reconfiguring a browser at the client re-
sponsive to the determined level of server-side security (316).



WO 2014/047147 A1 WK 00T 0000

84)

SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM,
TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,
ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARTIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,

TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,

EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU,
LV, MC, MK, MT, NL, NO, PL, PT, RO, RS, SF, S, SK,
SM, TR), OAPI (BF, BJ, CF, CG, CL, CM, GA, GN, GQ,
GW, KM, ML, MR, NE, SN, TD, TG).

Published:
—  with international search report (Art. 21(3))



WO 2014/047147 PCT/US2013/060360

CERTIFYING SERVER SIDE WEB APPLICATIONS AGAINST SECURITY
VULNERABILITIES

BACKGROUND

Technical Field
[0001] The present invention relates to web security certification and, more particularly, to

the certification of server-side applications.

Description of the Related Art
[0002] Web applications, particularly commercial ones, are a target for security attacks. If
the web application is vulnerable then, depending on the nature of the vulnerability, an
attacker can, e.g., inject scripts that abuse other users of the web application and/or steal their
data (e.g., using a cross-site scripting or cross-application request forgery payload) or exploit
the server side of the web application (e.g., using a log-forging or command-execution
payload). A consumer of the web application or web service is sometimes able to inspect its
client side application, either manually or by using an automated scanning tool, but the
consumer does not normally have access to the server side of the web application.
[0003] This leaves the users of a web application or service without any way to protect
themselves from server-side vulnerabilities. Even if the users operate a scanning tool on the
client side and find no vulnerabilities, the server side may still process its incoming data in an
unsafe way by, e.g., failing to apply proper sanitization/validation in some or all cases. This
is particularly the case when the server side is mostly correct in terms of its security
enforcement, but nonetheless suffers from a few subtle or hard-to-find vulnerabilities.
[0004] Solutions have been developed to boost the user’s confidence in a website. Third
party scanners embed a “trustmark” in the client side of the website, indicating that the server

application has been scanned and found to be safe. The inherent problem remains, however,
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that external scanners are limited in their ability to expose server-side vulnerabilities. One
classic example of such a vulnerability is persistent cross-site scripting, where the payload is
not reflected immediately but lies dormant in a backend database for a future user request to

retrieve it.

SUMMARY

[0005] A method for server security verification is shown that includes acquiring a public
key associated with a received report that includes an indication regarding the presence of a
vulnerability for each of said one or more vulnerabilities, said report having been generated
at a server; decrypting the received report using the public key; determining a level of server-
side security based on the decrypted report using a processor; and reconfiguring a browser at
the client responsive to the determined level of server-side security.

[0006] A further method for server security verification is shown that includes

acquiring a public key at a client associated with a received report that includes an indication
regarding the presence of a vulnerability for each of said one or more vulnerabilities, said
report having been generated at a server; decrypting the received report using the public key;
determining a level of server-side security based on the decrypted report using a processor;
scanning the server for vulnerabilities using a scanning module located at the client, the
scanning module being configured to enhance or diminish scanning of specific vulnerabilities
based on the determined level of server-side security; and reconfiguring a browser at the
client responsive to the determined level of server-side security.

[0007] A further method for server security verification is shown that includes scanning a
server for one or more vulnerabilities using a scanning module located at the server;
generating an encrypted report of server-side security that includes an indication regarding

the presence of a vulnerability for each of said one or more vulnerabilities based on the
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results of said scanning, said encryption being performed using a private key; decrypting a
copy of the encrypted report at a requesting client using a public key; determining a level of
server-side security based on the decrypted report using a processor; and scanning the server
for vulnerabilities using a scanning module located at the client.

[0008] A further method for server security verification is shown that includes scanning a
server for one or more vulnerabilities using a scanning module located at the server;
generating an encrypted report of server-side security that includes an indication regarding
the presence of a vulnerability for each of said one or more vulnerabilities based on the
results of said scanning, said encryption being performed using a private key; transmitting
the encrypted report to a requesting client; decrypting the encrypted report using a public
key; determining a level of server-side security based on the decrypted report using a
processor; configuring a scanning module located at the client to increase or diminish
scanning of specific vulnerabilities based on the determined level of server-side security; and
scanning the server for vulnerabilities using a scanning module located at the client.

[0009] A client security module is shown that includes a report validation module
configured to acquire a public key associated with a received report, said received report
having been generated at a server, to decrypt the received report using the public key, and to
determine a level of server-side security based on the decrypted report; and a processor
configured to reconfigure a browser responsive to the determined level of server-side
security.

[0010] A further client security module is shown that includes a report validation module
configured to acquire a public key associated with a received report, said received report
having been generated at a server and indicating the presence of one or more vulnerabilities
at the server, to decrypt the received report using the public key, and to determine a level of

server-side security based on the decrypted report; a scanning module configured to scan the
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server for vulnerabilities based on the received report, wherein the scanning module
enhances or diminishes scanning of specific vulnerabilities based on the determined level of
server-side security; and a processor configured to reconfigure a browser responsive to the
determined level of server-side security and an outcome of the scanning module.

[0011] A security verification system is shown that includes a server security module and a
client security module. The server security module includes a scanner configured to scan a
server for one or more vulnerabilities; a report generator configured to generate an encrypted
report of server-side security based on results provided by said scanner; and a transmitter
configured to transmit the encrypted report to a requesting client. The client security module
includes a report validation module configured to decrypt a received report, said received
report having been generated at a server, and to determine a level of server-side security
based on the decrypted report using a processor; and a scanning module configured to scan
the server for vulnerabilities, said scanning being configured to enhance or diminish scanning
of specific vulnerabilities based on the determined level of server-side security.

[0012] A further security verification system is shown that includes a server security
module and a client security module. The server security module includes a scanner
configured to scan a server for one or more vulnerabilities; a report generator configured to
generate a private key encrypted report of server-side security that includes an indication
regarding the presence of a vulnerability for each of said one or more vulnerabilities using a
processor, and further configured to publish a public key corresponding to the private key;
and a transmitter configured to transmit the encrypted report to a requesting client, such that
the client can access the encrypted report using the public key to determine a level of server-
side security. The client security module includes a report validation module configured to
acquire a public key associated with a received report, said received report having been

generated at a server, to decrypt the received report using the public key, and to determine a
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level of server-side security based on the decrypted report using a processor; and a scanning
module configured to scan the server for vulnerabilities, said scanning being configured to
enhance or diminish scanning of specific vulnerabilities based on the determined level of
server-side security.

[0013] These and other features and advantages will become apparent from the following
detailed description of illustrative embodiments thereof, which is to be read in connection

with the accompanying drawings.

BRIEF DESCRIPTION OF DRAWINGS

[0014] The disclosure will provide details in the following description of preferred
embodiments with reference to the following figures wherein:

[0015] FIG. 1 is a block diagram of a client and a server that perform security analysis
according to the present principles;

[0016] FIG. 2 is a block/flow diagram of a method for determining a level of server-side
security according to the present principles; and

[0017] FIG. 3 is a block/flow diagram of a method for configuring a client-side scanner

according to the present principles.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

[0018] The present principles provide full certification of web applications, including the
ability to communicate information from server-side scanning to the client side robustly and
reliably. The server-side application performs scanning and produces a report that is
available to the client using public key encryption, such that the client can be certain that the

report was actually delivered by the appropriate server, rather than a third-party attacker.
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[0019] The information relating to server-side certification may be rejected or deemed
trusted at the client-side using a browser plug-in. The client-side can further produce an
online assessment of how secure the site is based on the report and can further initiate guided
client-side scanning of the website based on the information in the report.

[0020] Referring now to the drawings in which like numerals represent the same or similar
elements and initially to FIG. 1, an exemplary network is shown that includes a client 100
and a server 110. The client 100 accesses a service or website on server 110 using, e.g., the
Internet or some other appropriate communications medium. The client includes a processor
102 and memory 104 configured to store and execute, ¢.g., a web browser. Similarly, the
server 110 includes a processor 112 and memory 114, which receive requests from the client
100 and provide responses.

[0021] The server 110 further includes a local scanner 118 which performs security
scanning on the local systems and content. The scanner 118 is configured to seek out
vulnerabilities such cross-site scripting at the server 110, which would be difficult to find by
third-party scanning, such as by a client-side scanner 108. The scanner 118 may scan the
entire server 110 or select web applications or services within the server 110.

[0022] The server 110 includes a report generator 116 that creates a report stored in
memory 114. The report is encrypted according to, e.g., a private key having a corresponding
public key that is published and freely available. If other reports exist in memory 114, then
the new report may replace, be merged with, or be added to the preexisting reports.

[0023] When the client 100 accesses the server 110, it may request a copy of the report
stored in memory 114. After the report is transferred, the client 100 may use a report
validator 106 to decrypt the report and either deem the server 110 to be trusted or reject it.
The validator 106 can produce an assessment of how secure the site is and further trigger

scanner 108 to conduct a client-side scan of the server 110 if needed. The report validator
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106 may be formed as part of, e.g., a web browser or web browser plugin. If the report
validator 106 fails to open the report, a warning may be generated that indicates, e¢.g., a
forgery attempt by an attacker using cache poisoning. Otherwise, the report becomes
available to the client-side user, who can now appreciate the security status of the server 110.
[0024] By exporting server-side security reports to client 100 using a trusted
communication channel (e.g., public-key authentication), the end user may decide whether to
interact with the server 110 or particular web applications or servers therewithin. This can be
done directly, by manual review of the report, or using an automated assessment policy
embodied in, e.g., a browser plugin. In addition, the information from the server-side report
can guide/specialize client-side scanning of the server 110. For example, if the report
indicates that the server side is not vulnerable to cross-site scripting attacks, then there is no
need for the client-side scanner 108 to attempt such payloads. Similarly, if the report
indicates a structured query language (SQL) injection vulnerability at a particular module at
the server 110, then the client-side scanner 108 may be configured to invest a larger
proportion of its budget in trying to demonstrate this vulnerability than it would have by
default. Furthermore, efficiency is improved by decoupling the server- and client-side
scanning. The server 110 may be analyzed once and then each client 100 assesses the
security status of the entire system (client 100 plus server 110) in a modular fashion.

[0025] As will be appreciated by one skilled in the art, aspects of the present invention
may be embodied as a system, method or computer program product. Accordingly, aspects
of the present invention may take the form of an entirely hardware embodiment, an entirely
software embodiment (including firmware, resident software, micro-code, etc.) or an
embodiment combining software and hardware aspects that may all generally be referred to

% ¢4

herein as a “circuit,” “module” or “system.” Furthermore, aspects of the present invention
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may take the form of a computer program product embodied in one or more computer
readable medium(s) having computer readable program code embodied thereon.

[0026] Any combination of one or more computer readable medium(s) may be utilized.
The computer readable medium may be a computer readable signal medium or a computer
readable storage medium. A computer readable storage medium may be, for example, but
not limited to, an electronic, magnetic, optical, electromagnetic, infrared, or semiconductor
system, apparatus, or device, or any suitable combination of the foregoing. More specific
examples (a non-exhaustive list) of the computer readable storage medium would include the
following: an electrical connection having one or more wires, a portable computer diskette, a
hard disk, a random access memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash memory), an optical fiber, a portable
compact disc read-only memory (CD-ROM), an optical storage device, a magnetic storage
device, or any suitable combination of the foregoing. In the context of this document, a
computer readable storage medium may be any tangible medium that can contain, or store a
program for use by or in connection with an instruction execution system, apparatus, or
device.

[0027] A computer readable signal medium may include a propagated data signal with
computer readable program code embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a variety of forms, including, but not
limited to, electro-magnetic, optical, or any suitable combination thereof. A computer
readable signal medium may be any computer readable medium that is not a computer
readable storage medium and that can communicate, propagate, or transport a program for
use by or in connection with an instruction execution system, apparatus, or device.

[0028] Program code embodied on a computer readable medium may be transmitted using

any appropriate medium, including but not limited to wireless, wireline, optical fiber cable,
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RF, etc., or any suitable combination of the foregoing. Computer program code for carrying
out operations for aspects of the present invention may be written in any combination of one
or more programming languages, including an object oriented programming language such as
Java, Smalltalk, C++ or the like and conventional procedural programming languages, such
as the "C" programming language or similar programming languages. The program code
may execute entirely on the user's computer, partly on the user's computer, as a stand-alone
software package, partly on the user's computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the remote computer may be
connected to the user's computer through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may be made to an external
computer (for example, through the Internet using an Internet Service Provider).

[0029] Aspects of the present invention are described below with reference to flowchart
illustrations and/or block diagrams of methods, apparatus (systems) and computer program
products according to embodiments of the invention. It will be understood that each block of
the flowchart illustrations and/or block diagrams, and combinations of blocks in the
flowchart illustrations and/or block diagrams, can be implemented by computer program
instructions. These computer program instructions may be provided to a processor of a
general purpose computer, special purpose computer, or other programmable data processing
apparatus to produce a machine, such that the instructions, which execute via the processor of
the computer or other programmable data processing apparatus, create means for
implementing the functions/acts specified in the flowchart and/or block diagram block or
blocks.

[0030] These computer program instructions may also be stored in a computer readable
medium that can direct a computer, other programmable data processing apparatus, or other

devices to function in a particular manner, such that the instructions stored in the computer
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readable medium produce an article of manufacture including instructions which implement
the function/act specified in the flowchart and/or block diagram block or blocks. The
computer program instructions may also be loaded onto a computer, other programmable
data processing apparatus, or other devices to cause a series of operational steps to be
performed on the computer, other programmable apparatus or other devices to produce a
computer implemented process such that the instructions which execute on the computer or
other programmable apparatus provide processes for implementing the functions/acts
specified in the flowchart and/or block diagram block or blocks.

[0031] The flowchart and block diagrams in the Figures illustrate the architecture,
functionality, and operation of possible implementations of systems, methods and computer
program products according to various embodiments of the present invention. In this regard,
each block in the flowchart or block diagrams may represent a module, segment, or portion
of code, which comprises one or more executable instructions for implementing the specified
logical function(s). It should also be noted that, in some alternative implementations, the
functions noted in the block may occur out of the order noted in the figures. For example,
two blocks shown in succession may, in fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order, depending upon the functionality
involved. It will also be noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block diagrams and/or flowchart illustration,
can be implemented by special purpose hardware-based systems that perform the specified
functions or acts, or combinations of special purpose hardware and computer instructions.
[0032] Referring now to FIG. 2, a method for client-side validation of server-side security
is shown. At block 202, the server-side scanner 118 scans the server 110, including specified
services and web applications, for security vulnerabilities. At block 204, the report generator

116 generates a report that details the findings of the scanner 118. The report may be human-
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readable, or may be formatted according to a computer-readable format associated with, e.g.,
the particular server-side scanner 118 being employed. The report generator 116 encrypts the
report with a private key and stores the report in memory 114 at block 206.

[0033] The following is an example of a scanning report generated by a real-world
implementation of report generator 116.

[0034] #1) FrikiServlet.java:230 PathTraversal

[0035] At FrikiServlet.java line 209 the application reads in an untrusted value and uses it
to determine the path of a file operation at line 230.

[0036] FrikiServlet,java:209 [init] calls getAttribute

[0037] ->230 calls <init>

[0038] #2) FrikiServlet,java:71 PathTraversal

[0039] At FrikiServlet.java line 209 the application reads in an untrusted value and uses it
to determine the path of a file operation at line 71.

[0040] FrikiServlet,java:209 [init] calls getAttribute

[0041] ->231

[0042] > 176 [setRedirect]
[0043] -> 180

[0044] -> 187 [setBaseDir]
[0045] -> 190

[0046] -=>202

[0047] ->61 [setPolicy]
[0048] -=>62

[0049] ->63

[0050] -> 69 [resetPolicy]
[0051] ->71 calls <init>

11
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[0052] #3) FrikiServlet.java:194 PathTraversal
[0053] At FrikiServlet.java line 401 the application reads in an untrusted parameter value
and uses it to determine the path of a file operation at FileUtils.java line 18.

[0054] FrikiServletjava:401 [unconfigured] calls getParameter

[0055] -> 404

[0056] -> 187 [setBaseDir]

[0057] -=> 194

[0058] -> FileUtils.java:17 [ensureDirectory]
[0059] > 18 calls <init>

[0060] Each of the above sets specifies a particular location and type of potential
vulnerability in a program, providing contextual information that can be used to determine
how severe the vulnerability is.

[0061] At block 208, a client 100 requests a copy of the report from server 110. This
request may be directed to a particular service or application, or may be directed to the server
110 as a whole. After the report has been transmitted to client 100, the report is decrypted by
report validator 106 at block 210. The report validator 106 assesses the server-side security
based on the decrypted report at block 212.

[0062] Decryption at block 210 takes place according to, e.g., public-key authentication,
where the report validator 106 acquires a public key associated with the private key used to
encrypt the report. The public key may be stored at the server 110, with the provider of the
server-side scanner 118, or with a third-party provider.

[0063] Referring now to FIG. 3, a method for performing further scanning based on the
receipt of a server-side scanning report is shown. Block 302 performs the method of FIG. 2,
accessing a server 100 and retrieving a report produced by the server-side scanner 118. Block

304 determines whether the report can be opened. If not, block 306 issues an alert to the user

12
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before proceeding with a scan by client-side scanner 108 at block 314 using default settings.
If the report can be opened, block 308 evaluates each of the vulnerabilities checked by the
server-side scanner 118.

[0064] For each such vulnerability, block 310 determines whether the server-side scanner
118 found a vulnerability. If the server 110 was not vulnerable to a particular attack, block
312 configures the client-side scanner 108 to skip checks for that vulnerability. Alternatively,
if the report shows that the server 110 was vulnerable to the attack, block 313 configures the
client-side scanner to focus additional resources on demonstrating the vulnerability. This is
done because a given finding may be a false positive. Testing whether a vulnerability is real
saves the end user the effort of going over many false issues and provides insight into the
nature of the problem and steps for reproducing it. Having performed such a configuration
for each vulnerability that was checked by the server-side scanner 118, block 314 initiates a
client-side scan of the server 110 using scanner 108. Based on the outcome of the received
report and the local scan, block 316 determines whether to continue using the server 110. As
noted above, this decision can be made manually by the user, or may be automatically
implemented according to a security policy.

[0065] For example, block 316 may determine that a number or severity of the server’s
vulnerabilities exceeds a threshold quantity, such that the client’s access to the server 110
may be automatically restricted or stopped entirely. Toward this end, different types of
vulnerability may be associated with different severity scores, with the sum of the scores
being compared to the threshold. Alternatively, a client 100 may provide additional warnings
for a user attempting to access a high-risk server 110, in particular notifying the user of any
attempt to access services that are known to be vulnerable. This informs the user of the
potential risk and allows the user to make informed decisions or to take risk-mitigating

actions, such as enabling encryption or using less sensitive information. Multiple thresholds
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may be used to establish different ranges of vulnerability severity, allowing the user to make
a fine-grained choice with respect to whether to use the server 110 and what remediating
measures to take.

[0066] The remediating measures of block 316 may include, for example, disabling
JavaScript®, blocking applications from running, and asking the user whether to proceed.
These steps may be performed with or without user intervention, and may alternatively be
performed automatically as described above, according to a set of policies that associate
particular actions with specific types and severity of vulnerability. Furthermore, a browser
plugin can disable some links, or issue a warning when the user attempts to visit certain links,
having established that the pages these links lead to are potentially vulnerable. Another
possible remediating measure is to block or restrict the execution of Flash components.
[0067] Having described preferred embodiments of a system and method for certifying
server side web applications against security vulnerabilities (which are intended to be
illustrative and not limiting), it is noted that modifications and variations can be made by
persons skilled in the art in light of the above teachings. It is therefore to be understood that
changes may be made in the particular embodiments disclosed which are within the scope of
the invention as outlined by the appended claims. Having thus described aspects of the
invention, with the details and particularity required by the patent laws, what is claimed and

desired protected by Letters Patent is set forth in the appended claims.

14



WO 2014/047147 PCT/US2013/060360

WHAT IS CLAIMED IS:
1. A method for server security verification, comprising;:

acquiring a public key associated with a received report that includes an indication
regarding the presence of a vulnerability for each of said one or more vulnerabilities, said
report having been generated at a server (204);

decrypting the received report using the public key (210);

determining a level of server-side security based on the decrypted report using a
processor (212); and

reconfiguring a browser at the client responsive to the determined level of server-side

security (316).

2. The method of claim 1, further comprising:
configuring a scanning module at the client to enhance or diminish scanning of
specific vulnerabilities based on the determined level of server-side security; and

scanning the server for vulnerabilities using the scanning module.

3. The method of claim 2, further comprising configuring the scanning module to skip
scanning of vulnerabilities indicated in the report as not being present at the sever and to

increase scanning of vulnerabilities indicated in the report as being present at the server.

4. The method of claim 1, determining a level of server-side security further comprises:

summing severity scores associated with any vulnerabilities disclosed in the

decrypted report;

15
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comparing the summed severity scores to a threshold that represents a maximum

tolerable vulnerability severity.

5. The method of claim 1, determining a level of server-side security further comprises:
counting a number of vulnerabilities disclosed in the decrypted report;
comparing the number of vulnerabilities to a threshold that represents a maximum

tolerable vulnerability count.

6. A method for server security verification, comprising:

scanning a server for one or more vulnerabilities using a scanning module located at
the server (202);

generating an encrypted report of server-side security that includes an indication
regarding the presence of a vulnerability for each of said one or more vulnerabilities based on
the results of said scanning, said encryption being performed using a private key (204);

decrypting a copy of the encrypted report at a requesting client using a public key
(210);

determining a level of server-side security based on the decrypted report using a
processor (212); and

scanning the server for vulnerabilities using a scanning module located at the client

(314).

7. The method of claim 6, further comprising configuring the scanning module located
at the client to increase or diminish scanning of specific vulnerabilities based on the

determined level of server-side security.

16
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8. The method of claim 7, further comprising configuring the scanning module to skip
scanning of vulnerabilities indicated in the report as not being present at the sever and to

increase scanning of vulnerabilities indicated in the report as being present at the server.

9. The method of claim 6, determining a level of server-side security further comprises:
summing severity scores associated with any vulnerabilities disclosed in the
decrypted report;
comparing the summed severity scores to a threshold that represents a maximum

tolerable vulnerability severity.

10.  The method of claim 6, determining a level of server-side security further comprises:
counting a number of vulnerabilities disclosed in the decrypted report;
comparing the number of vulnerabilities to a threshold that represents a maximum

tolerable vulnerability count.

11. A client security module, comprising:

a report validation module (106) configured to acquire a public key associated with a
received report, said received report having been generated at a server, to decrypt the
received report using the public key, and to determine a level of server-side security based on
the decrypted report; and

a processor (102) configured to reconfigure a browser responsive to the determined

level of server-side security.

12. The client security module of claim 11, further comprising a scanning module

configured to scan the server for vulnerabilities based on the received report and further
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configured to enhance or diminish scanning of specific vulnerabilities based on the

determined level of server-side security.

13.  The client security module of claim 12, wherein the scanning module is further
configured to skip scanning of vulnerabilities indicated in the report as not being present at
the server and to increase scanning of vulnerabilities indicated in the report as being present

at the server.

14.  The client security module of claim 11, wherein the report validation module is
further configured to sum severity scores associated with any vulnerabilities disclosed in the
decrypted report and to compare the summed severity scores to a threshold that represents a

maximum tolerable vulnerability severity.

15.  The client security module of claim 11, wherein the report validation module is
further configured to count a number of vulnerabilities disclosed in the decrypted report and
to compare the number of vulnerabilities to a threshold that represents a maximum tolerable

vulnerability count.

16. A security verification system, comprising:
a server security module (110), comprising:
a scanner (118) configured to scan a server for one or more vulnerabilities;
a report generator (116) configured to generate an encrypted report of server-
side security based on results provided by said scanner; and
a transmitter (208) configured to transmit the encrypted report to a requesting

client; and

18
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a client security module (100), comprising:

a report validation module (106) configured to decrypt a received report, said
received report having been generated at a server, and to determine a level of server-
side security based on the decrypted report using a processor; and

a scanning module (108) configured to scan the server for vulnerabilities, said
scanning being configured to enhance or diminish scanning of specific vulnerabilities

based on the determined level of server-side security.

17.  The security verification system of claim 16, wherein the scanning module is further
configured to skip scanning of vulnerabilities indicated in the report as not being present at

the server.

18. The security verification system of claim 16, wherein the scanning module is further
configured to increase scanning of vulnerabilities indicated in the report as being present at

the server.

19.  The security verification system of claim 16, wherein the report validation module is
further configured to sum severity scores associated with any vulnerabilities disclosed in the
decrypted report and to compare the summed severity scores to a threshold that represents a

maximum tolerable vulnerability severity.

20.  The security verification system of claim 16, wherein the report validation module is
further configured to count a number of vulnerabilities disclosed in the decrypted report and
to compare the number of vulnerabilities to a threshold that represents a maximum tolerable

vulnerability count.
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