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(57) Abstract: Embodiments of the present invention are directed to methods and subsystems directed to increasing the amount of
memory accessible to software and hardware components of mobile electronic devices as well as to increasing security and relia-
bility of data storage for mobile electronic devices. In the described embodiments of the present invention, the local memory with-
in a mobile electronic device is extended by transmitting data from the local memory to one or more remote computer systems for
storage and by requesting and receiving data from the one or more remote computer systems for storage in the local memory of the
mobile electronic device. In the described embodiments of the present invention, a portion of the local memory within a mobile
electronic device is employed as a local window into a much larger amount of data stored on one or more remote computer sys-
tems on behalf of the mobile electronic device.
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NETWORK-EXTENDED DATA STORAGE FOR MOBILE APPLICATIONS

BACKGROUND OF THE INVENTION

Mobile clectronic devices are perhaps evolving more quickly than any
other segment of technology, and have the potential for eventually replacing personal
computers and other, older digital technologies and devices. Many currently available
cellular telephones include multiple high-computational-bandwidth processors and a
variety of sophisticated software  applications, providing access  fo
telecommunications networks, the Internet, and remotely exccuted applications and
services provided by remote scrver computers and computer systems.  Cellular
telephones commonly provide alphanumeric-text-entry keys and high~resolution LCD
displays, and allow users to view web pages through a locally-executed browser.

Ultimately, it is expected that small mobile electronic devices will
evolve to provide complete, fully functional computational platforms,
telecommunications and  electronic-data-communications  interconnection, high-
resolution ﬁigitai stifl-picture and video photography, and other such functionalities in
a single device, replacing, for most consumers, the need to carry and use separate cell
phones, postable computers, digital cameras, and other current devices. To that end,
developers, designers, and vendors of mobile electronic devices continue to increase
the features and functionality provided by cell phones, lower power requirements of
cell phones and provide extended-life power supplies in order to extend the duration
of independent operation of cell phones, and continue to develop increasingly
sophisticated software and hardware components to provide the increasing number of
features and functionality. Currently, despite remarkable increases In memory
densities, nu-board memory remains @ significant constraint to designers and
developers of mobile electronic devices, Designers, developers, and vendors of
elecironic  mobile devices therefore continue {0 scek new methods and
subcomponents for increasing available memory resources within mobile electronic
devices to facilitate continued development and improvement of memory-consuming

software applications,

PCT/US2009/049836
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BRIEF DESCRIPTION OF THE DRAWINGS
Figure 1 illustrates a cell phone and celiular radio tower.
Figure 2 illustrates partitioning of a geographical region inio cells.

5

Figure 3 iflustraies certain of the components of a 3G

5 telecomm uniﬁca‘tions network.
Figures 4A-B provide high-level block diagrams for certain of the
internal C{mﬁifponents of a cell phone.
Figure § provides a high-level block diagram of the software
architecture f(;s-r a celludar telephone:
10 Figure 6 illustrates a general approach of embodiments of the present

invention.

Figure 7 illustrates. at a conceptual level, one enthodiment of the
present invention.

Figure 8 illustrales the various types of information maintained by a

15 mobiie*elccitfcm%c-davice extended-memory monitor and an exiended-memory
appiication.::‘rémming on onie of more computer systems according to embodiments of
the present i:riwenticn.

Figure 9 illustrates components of an extended-memory monitor
within a maobile electronic device that represents one embodiment of the present

26 invention.

Figure 10 illustraies components of an extended-memory-service
application that executes on one or more remote computer systems in order to provide
data-storagé; facilities to remote mobile electronic devices according to one
embndimcrﬁtg of the present invention.

25 Figure 11 provides a control-flow diagram for a generalized call, by an
application ;i»mgram executing on a mobile electronic device, to an extended-memory
routine that in turn, preparcs and submits a transaction to the extended-memory
monitor wit@%ﬁin the mobile electronic device according to embodiments of the present

invention.
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Figure 12 illustrates generalized transaction processing by the
extended-memory-service application running on a remote computer system
according to gembmdimems of the present invention.

Figure 13 provides a control-flow diagram for the extended-memory

5 appiicaiion-»ggrogramm_ing-ini’erihce routine "read," according to one embodiment of

the present iﬂé}venti:;m.

Figure 14 provides a control-flow diagram for the routine "check
arguments,” §ca§¥ed in step 1304 of Figure 13, according to one embodiment of the
present im’;;'éité}tion.

10 Figure {5 provides a control-flow diagram for the extended-memory
applicm'ion=f;§r0gra-m—interfbcc routine. “write," according to one embodiment of the
present im-'eﬁtiion.

Figure 16 provides a control-flow diagram for the routine "atlocate
iocal memory,” called in step 1434 of Figure 14, according to one embodiment of the

15 present im"ésfﬂ'inn.

Figure 17 provides a control-flow diagram for the routine "dump

objects,” according to one embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION
20 Embodiments of the present invention are directed to extending the
memory caﬁaci{y for mobile electronic devices, including celiular telephones, by
providing d_lla storage on remote contputer systems accessible to applications running
on the moh':iji.e electronic devices. The discussion, below, is directed to embodiments
of the presi:%ﬂ invention that provided extended memory to cell phones, but method
and system énlbod‘irnents of the present invention may be incorporated into additional
tvpes of mubile electronic devices.

Figure 1 illustrates a cell phone and cellular radio tower. The cell
phone 102 iis generally a compact, hand-held device that includes alphanumeric-

character input keys, such as key 104, for input of numeric and text-character data,

e}

various consrof keys 106, for navigation through user-interface displays and menus,

an LOCD d§§§3133= 108, and a radio-lreguency amntenna 110, The cell phone broadeasts
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radio-frequenicy signals to, and receives radio-frequency signals from, one or more
local celinlar radic towers 116, The radio-frequency signals are muitiplexed by
frequency-division-multiple-aceess  ("FDMA™)  or code-division-multiple-access

{("CDMA™} ;}mitiplexing to allow many cell telephones to broadeast and receive

L]

signals from m ultiple celiular radio towers within a local geographical area.

The word "cell” in the phrase "cell phone” and the word “cellular” in
the phrases “cellular network™ and “cellular radio tower® refers to the partitioning of a
geogmphic&fé? region into generally hexagonally-shaped sub-regions, referred to as
"cells,"” by xe tocations and directional broadcast characteristics of a number of
10 cellular radii} towers. Figure 2 ilfustrates partitioning of a geographical region into

cells. In Figure 2, a large number of cellular radio towers are depicted as vertical fine

segments capped with a small disk, such as vertical line segment 202. Each eetlular
radio tower égencmily includes a three-sided, or triangular, antenta mount that allows
for bmadcass? and reception or radio signals roughty aligned with three directional, co-
15 planar axes ?separatcd from one another by 120°, such as the three axes 204-206
shown for "\;:ifrlmiar radio tower 202, The geographical region is subdivided into
hexagonal cvils indicated in Figure 2 by dashed lines. Hexagonal cell 210 is served
by cellular _-§?§§1(§§0 towers 202. 212, and 214, each with a directional broadcast axis
directed tow'éirés the center of the cell, A cell-tefephone user may walk or drive from
20 one cell to af‘xismther, and the network of cellular radio towers, associated base stations
connected ’u a complex telecommunications network, atlows the telecommunications
network to ‘i?a'ansf‘er the mobite-clectronic device, in real time, from broadeasting and
receiving sig’égnais from the celivlar radio towers associated with one celi to those
associated x:xéith another, without interruption in an on-going phone call or electronic

data-exchange operation.

R

Fod
L.a

There are a variety of different types of mebile telecommunications
systems. ¢ine common mobile telecommunications system is referred to as the
"universal :r?smbiie telecommunication system™ ("UMTS"), one of several third-
generation ‘BG‘) mobile telecommunications technologies. The UMTS system

30 supports daw transfer rates up to 21 Mbit/second, although, with current handsets,

maximum data-transfer rates gencrally do notl exceed 7.2 Mbivsecond. UMTS
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systems proside for cells of varying sizes, depending on population density, presence
of buiidingsﬁ?and other obstacles, and other considerations. In rural areas, cetlular
iclephone t‘;tsgwc:rs may be separated by distances greater than 30 miles, while, in
certain urbani environments, a cell may span a single floor of a building.

| Figare 3 illustrates certain of the components of a 3G
teiccommuniicaiions network. In Figure 3, cellular telephone lowers and other
antennas ars indicated by antenna-like syinbols, such as antenna-like symbol 302.
Each ce!iuiz@-é radio tower, or other antenna, is associated with a Node B base station,
such as Nwd}: B base station 304 with which antenna 302 is associated. A single
Node B bax station may be associated with multiple antennas or cellular radio
towers. Th base stations include power amplifiers, digital-signal processors, and
back-up bafté:r‘ies, and are generally responsible for broadcasting signals received by
the base stai;&ion from the cellular network to ¢ell phones within the geographical area
serviced by t:i:hc. base station and for forwarding signals received from cell phones {o
the cellufar ;§"¥j€h\>'0rk. Base stations are directly connected to radio network controflers
{("RNC"), ach as RNC 306 in Figure 3. Each RNC may be connected io multiple
hase stati(m;?;. The RNCs are, in turn, connected to various components of the core
celiular netx-\%arl»:, including a mobile swiiching center ("MSC") 310, a media gateway
{"MGW™ 3?12e and a serving GPRS support node ("SGSN") 314, the acronym
"GPRS" sta.iﬁ‘ding for "general pachet radio service.” The SGSN 314 interconnects
RNCs, via ;gatewa}-' GPRS support nodes ("GGSN™) 316, to remote computing
systems Eii\{f;;,‘md 320 via the Internet 322. The MSC 310 interconnects RNCs with a
public smméhed telecommunications network ("PSTN™) 324, The MGW 312 is
concerned wiit’h data transfer in both circuit-based switch networks, such as PSTN, as
well as in ga%zckei—basad switch networks, such as the Internet, and is controlied by
SGSNs ani MSCs.  Many additional components are included in the core
t‘elccmmnun‘icatiens network, inctuding a home-subscriber-server facility 3340, home-
iocaﬁon-regi?:uer and authentication center 332, and many additional components and
nodes not s};x?own in Figure 3,

| Figures 4A-B provide high-level block diagrams for certain of the

internal components of a cell phone. Referring first to Figure 44, these components

PCT/US2009/049836
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include a dual-core digital cellular baseband integrated circuit 402, which converts
analog radio signals to digital signals and digital signals to analog signals, manages
communications-protocol layers, and runs certain cell telephone applications,
including applications responsible for initiation of phone-calls and maintenance of a
5 locally-stored phone book, and a portion of the cell-phone user interface. The digital
cellular. baseband integrated circuit is interconnected with external RAM 404 and
flash 406 memory, a subscriber identity module ("SIM"), or SIM card, 408, a power-
management integrated circuit 410, a cellular radio-frequency ("RF") transceiver 412,
a separate application processor integrated circuit 414, and a Bluetooth-module 416
10 that includes a processor 418 and both RAM 420 and ROM memory 422. The
application processor 414 provides the computational bandwidth to a.variety of non-
radio-communications applications, including _digitalrcamem-based applications,
Internet browser, games, netiworking; and GPS-related functions. An application
processor may be connected to a video camera 428, a WLAN module 430, a GPS
15 module 432, an MMC/SD card 434, and an LCD screen 436. The application
~ processor is additionally interconnected with external RAM 440 and flash 442
memory, and includes a processor 444 and internal ROM 446 and RAM 448 memory.
| Figurc 4B shows a high-level block diagram for the digital cellular
baseband integrated circuit (402 in Figure 4). The digital cellular baseband integrated
20 circuit includes a digital signal processor ("DSP") 454, a microcontroller 456, shared
intemal RAM 458, and DSP-associated RAM 460 and ROM 462 as well as
microcontroller-associated RAM: 464 and ROM 466. _
Figure 5 provides a high-level block diagram of the software
architecture for a cellular telephone. The DSP (454 in Figure 4B) is responsible for
25 the physical layer of the protocol stack associated with RF broadcast and reception
502, provides an audio codec 504, and carries out tasks associated with the first layer
of a three-layer communications-protocol stack 506. The microcontroller (456 in
Figure 4B) executes software that implements the upper two layers of the three-layer
protocol stack 510 and 512, various: radio-management functions 514, and executes
30 certdin applications 344 515 and user-interface routines 516 layered above a real-time

operating system 518. For example, the microcontroller may store and manage a

SUBSTITUTE SHEET (RULE 26)
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local phone book and provide a user-interface ("UI™) for initiating and answering
phone calls. via a phone application the executes on the microcontroller. The
application processor (414 in Figure 4) runs numeroys software applications 520 and
UT routines 322 above an operating system and a middie-ware layer 324,

A cell phone thus generally contains, at a minimum, three processors,
including an application processor, microcontroller, and DSP, and eften as many as
six or more processors, including processors within separate Bluetooth, GPS, and
WLAN modules. The cell phone includes various different eleetronic memorigs,
some integrated with the processors and others external to the processors and
interconnected with the processors via memory busses.

Cell telephones are generally low-power devices that run on energy
stored in bateries ot battery packs. Cell telephones are generally small, lightweight,
and compact, and lack both the power and air-cooled volume to drive and cool
relatively high-power components such as those normally found in desktop and laptop
computers.  Whife il is common for consumers to purchase and install gigabytes of
additional memory into laptop and desktop computer systems, the capacity for
memory in commonly available cell telephones is relatively limited. However, as
discussed above, designers, manufacturers, and vendors of cell phones are providing
ever-increasing numbers of applications and hardware components within ceil
phones, many of which use relatively large amounts of memory for both temporary
and persistent storage of data.  As a result, many of the features do not provide the
full functionafity desired by users. As one example, a user mav often not be able to
store as many still images or video clips on a cell phone as the user would like to, due
to relatively limited memory capacity for storing images within the cell phone.
Therefore, it has become increasingly important to develop additional memory
capacily for cell phones and other mobile electronic devices, but within the low-
power and lnw-heat-dissipation capacities of cell phones.

Rather than attempt to add additional memory components to a cell
phone, embodiments of the present invention instead employ the telecommunications-
network-cotnectivity of a cell phone along with the inexpensive, robust, highly

available, and reliable data-storage resources provided by remote computer systems to

PCT/US2009/049836
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extend the memory capacity ot the cell phone by distributing data storage for

applications within a cell phone across a telecommunications network. Figure 6

iltustrates a general approach of embodiments of the present invention. In Figure 6,

numerous data objects are shown within a relatively limited addressable memory

5 space 602 within a mobile electronic device 604, Because the memory facilities

within the mobile electronic device are limited, only a relatively smail number of data

objects can be stored within the mobile electronic device. However, because of the

inherent locality of reference to local memory by executing application programs, the

focal memory 602 within the mobile electronic device, rather than being used as the

10 sole data-storage facility available to electronic-mobile-deviee applications, can

instead be used as a window into a vastly larger data-storage resource 606 provided

by one or more remote servers, computer systems, or distributed computer systems.

Data objects, such as data object 608 in the local memory 602 of the mobile

glectronic device 604 shown in Figure 6, can migrate from the mobile electronic

15 device to remote data-storage facilities 606 and can migrate from the remote data-

storage facilities 606 back to the local, internal memory 602 of the mobile electronic
device, on an as-needed basis.

Not only may there be significant locality of reference with respect to

local memayy, in general, there may additionally be significant locality of reference

20 with respect to a given data object. Therefore, a given data object may be distributed

between tocal memory 602 and the remote data-storage facility 606. As one example,

a user may ¢dit a text data objcct via a text-editor application on the mobile electronic

device, but may need to edit only one or two paragraphs within a fengthy text file.

The lengthy text file can therefore be distributed between the local memory and the

o
LA

remote data-storage facility, with the one or two paragraphs currently being edited
stored in local memory and the remaining paragraphs of the lengthy text file stored in
the remote data-storage facility. Data objects can be automatically transferred to and
from the remote data-storage facility, on behalt of a user of a mobile electronic
device, or may be transferred or distributed as a result of one or more commands
30 directed by the user to an extended-memory facility that executes, in part, within the

maobile elecironic device.
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Figure 7 illustrates, at a conceptual level, one embodiment of the
present invention. As discussed above with reference to Figure 6, data is distributed
across a telecommunications network in order to extend the data-storage capacity of a
mobile clectronic device, A portion of the internal memory resources of the mobile
electronic device 1s reserved for an extended-memory facility that is distributed
between the mobile electronic devive and one or more remote computer systems, The
memory reserved for use by the extended-memory facility is referred to as "ocal
extended memory™ 702, Each application program 704 that executes within the
mobile electronic device can incorporate extended-memory ("EM") application-
programming interface ("API") calls 706 to allow the application program to use the
extended-memory facility. In certain cases, the AP ealls execute within the address
space of the application and within the process context of the application to aliow the
application to directly access the data object, or a portion of the data object, in local
extended memory. In other cases, the calls may result in subsequent calls to
asynchronowssly executing, separate processes that are referred to, in the aggregate, as
the extended-memory monitor ("EM monitor™) 7088, The EM monitor 708
communicaies with an extended-memory-service application ("EM service app")
rupning within one or more remote computer systems 710 in order to coordinate data
exchange between the mobile electronic device and the remote computer systems and
maintain data on the remote computer systems on behalf of the mobile electronic
device. Thus, for example, the applicatien program can, via EM API calls, request
that a particular object be re-instantiated in ocal extended memory 712, resulting in
transfer 714 of the data object from a remote computer system to the maobile
clectronic device via the telecommunications network, following which the
application program can directly access 716 the re-instantiated data object.

Figure & illustrates the various types of information maintained by a
mobile-elecironic-device  extended-memory monitor and an  extended-memory
application running on one or more computer sysiems according to embodiments of
the present invention. As discussed above, a given data object may be stored within
the local extended memory on a mobile-electronic device 802 and may alse be stored

on one or more mass-storage devices 804 within one or more remote computer

PCT/US2009/049836
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systems. As discussed above, a particular data object may even be partitioned
between local extended memory within a mobile electronic device and one or more
mass-storage devices on one or more remote computer systems. Embodiments of the
present invention are discussed, below, in which data is remotely stored on a single
server computer on behalf of a mobile electronic device. However, in alternative
embodiments, a particular data object may reside within the local extended memories
of muiltiple mobile electronic devices and may be stored on multiple remote computer
systems, including multiple computer systems that together constitute a distributed
computer svstem. In all of these cases, each data cbject needs 1o be uniguely
identified by a data-object descripios.

One embodiment of a data-object descriptor ("DOD} 806 is a multi-
field record, or multi-data-member object, that includes a server 1D 808 that identifies
a server computer or computer system with primary responsibitity for storing the data
object described by the DOD, a server address 8190, such as a URL for the EM service
app executing on the server or computer system with primary responsibility for
storing the data object, a user 1D 812 that uniquely identifies the user or owner of the
data object, a data-object ID 814 that uniquely identifies the data object at least with
respect to al] of the data objects associated with the user identified by the user 1D 812,
and, optionaily, an indication of the size of the data object 816, such as the number of
bytes that together comprise the data object. In alternative. embodiments of the
present invention, the DOD may contain fewer fields or a greater number of fields.
However defined and constructed, the DOD needs to provide a unique identification
of each data object managed by an EM service app.

In one embodiment of the present invention, the mobile electronic
device maintains a table of active data objects 820 and the EM service app executing
on one or more computer systems maintains a table of data objects currently managed
by the one or more computer systems 822. Each entry in the user device table
{("UDT") 820 includes the DOD 824 for the data object, a reference count 823, an
internal address 826 within local extended memory at which the data object is
currently located, the size of that portion of the data object currently stored in local

extended memory 827, the offset 828 within the data object of the first byte at the

PCT/US2009/049836
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internal address 826, indications of the times at which the data object was las
accessed 829 and fast modified 830, when such information is available, a flag 832
indicating whether or not the daia object is persistently stored, an application 1D
identifving the application that manages the data object 834, and a status for the data
object 836. The UDT 820 shown in Figure 8 is but one example of many possible
UDTs that may be emploved, in alternative embodiments of the present invention, to
track active data objects by the EM monitor within a mobile electronic device.

Bach entry in the server table 822 includes, for the data object
described by the eniry, the data-object 1D 840 associated with the data object, the size
of the data object 842, the 1D of the user who owns the data object 844, an 1D for the
mobile electronic device currently accessing the data object 845, indications of the
times of last access 846 and last modification 8§47 of the data object, the internal
mass-storage-device address for the object 848, and a flag indicating whether or not
the data obigct is persistently stored 849, In alternative embodiments of the present
invention, in which a data object may be currently accessed by multiple mobile
electronic devices, there may be a list of current device 1Ds rather than a single
current device 1D 845 stored in the server table. Simiarly, additional fields may
describe various redundantly stored copies of the data object in & multi-server or
distributed-computer-system implementation.  The UDT and server table may be
implemented as relational database tables, as formatted files, or in any of many other
ways used to store data objects.

Figure 9 illustrates components of an extended-memory monitor
within a mobile electronic device that represents one embodiment of the present
invention. The EM monitor (708 in Figure 7) includes a transaction manager 902 and
a session manager 904, The EM monitor accesses the local extended memory 906
within the mobile electronic device and the UDT 908 that may be stored in the local
extended memory 906 or in other memory accessible to EM-meonitor components as
well as to EM API routings linked with application programs.

In one embodiment of the present invention, the transaction manager
and session manager are separate processes that run above the operating system (624

in Figure 6) on the application processor (414 in Figure 4} of the mobile electronic

PCT/US2009/049836
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device. The session manager 904 15 concerned with creating and managing a pool of
sesstons 910, each of which represents a communications session between the mobile
electronic device and a remote computer system running the EM service app. Each
session 18 asspciated with an open link, or path, through the telecommunications
network, by which data can be transferred to, and received from, a remote computer
system. The session manager receives transactions from the transaction manager,
associates the (ransactions with sessions, and ensures that the communication
protocols underlying a session are correctly followed in order to communicate the
transaction and associated data {o 2 remote computer system and receive data returned
from the remote computer system af fransaction completion. In certain embodiments
of the present invention, the session manager may create a new session for each
received transaction, while, in alternative embodiments of the present invention, the
session manager may maintain a small pool of open sessions during times when the
EM moenitor is actively executing transactions in order to avoid the computational
overhead and latency atiendant with opening and closing sessions;  The session
manager interfaces to communications interfaces within the mobile electronic device
that allow the mobile glectronic device to access remote computing systems (i.e, 318
and 320 in Figure 3) via the tclecommunications network. The details of these
interfaces vary from telecommunications system to telecommunications system, and
are-therefore not further described in this document.

The transaction manager manages an ouigoing transaction gueue 912
and incoming transaction queue 914, serving as & buffer for transactions issued by one
o more applications executing within the mebile electronic device and transaction
completions  returned to  the transaction manager by the session manager.
Transactions are input to the transaction manager via EM API routines 916 linked to
executing application programs, Transaction completions can be returned to the
executing application programs either synchronously or asynchronously, depending
on how the transactions are issued to the transaction manager by the application
programs as well as on the details of specific embodiments of the present invention.
The transaction manager may buffer input transactions until sessions are available in

the sessions manager and may similarly buffer transaction completions until the

PCT/US2009/049836
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transaction completions can be returned fo application programs that issued the
transactions.

Figure 10 iHustrates components of an extended-memory-service
application that executes on one or more remote computer systems in order to provide
data-storage facilities to remote mobile electronic devices according to one
embodiment of the present invention. The components of the EM service app are
similar to those of the EM monitor that executes within mobile electronic devices,
including a session manager 1002 and transaction manager 1004. The EM service
app 1006 runs above an operating system {008, éxecutes incoming transactions and
provides transaction completions fo the transaction manager 1004 as well as
managing storage and retrieval of data objects from mass-storage devices. The EM
service app may additionally access communications network components, including
various of the components shown in Figure 3, as well as various databases and other
stored information i order 1o authenticate users and verify transactions.

The EM API interface provided to application programs executing on
maobile electronic devices may include.a -'_»fa,ricty of APl routines. The routines may be
used to create, open, and delete data objects as well as to read the data objects from
remote data-storage facilities and write the data objects to remote data-storage
facilities.  Additional routines may allow an application program fo obtain
information about data objects currently associated with the application program, to
obtamn information concerning the various remote computing systems that implement
the EM facility, and to obtain various types of meta-level information about particular
data objects. In the following discussion, the following simple API is an exemplary
EM API that provides basic extended-memory functionally to application progranis
executing on mobile electronic devices:

DOD = new(int sz, bool persisient, &status)
boot = open{DOD, int offset, int length, &status)
char = read{DOD}, int offset, int length, &status)
bool = write{DOD, int offset, int length, &siatus)
bool = close(DOD, &siatus)

bool = delete(DOD, &status)

The routine "new" allows an application program to create a mew data object.

Arguments include: (1) oz, indicating an initial, projected size for the data object; {2}

PCT/US2009/049836
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persisient, indicating whether or not the data object should be persistently stored; and
(3) status, returned to the application program fo indicate the completion status for

the routine call. Each of the remaining routines in the interface also includes a status

argument, passed by reference to the routine, to provide status information with

iy

regard to execution of the routine. The routine "open” opens an existing data object,
and arguments include: (1) the DOD for the data object; {2} an offset into the data
object of the first byite in the data object to be accessed; and (3) the length of the
window opened into the data object, The routine “close™ allows an application
program to close an open data object. The routine "delete” allows an application
10 program ta delete a data object from the extended-memory system. The routine
"read” allows an application program to request an indicated window of data within
the data object be placed in local extended memory, and returns a pointer to that
window of data. An application program can then access the data within the
requested window of the data object directly, without making additional APl-routine
15 ccalls. In cerain embodiments of the present invention, the EM monitor may be
notified with regard to each access by an application program to a data object, or
portion of & data object, in local extended memory in order to eénsure that accesses are
valid. In alternative embodiments of the present invention, the responsibility for
properly accessing local extended memory lies with the application programs. If the
20 window of data requested in the read routine differs from the window specitfied {o the
routine “"open,” the window is adjusted, by the EM monitor, so that the requested data
cart be accessed by the application program. The routine "write” requests that a
specified window of the data object specified by the offset and length arguments be

transferred back to remete storage by the EM monitor. In the simple interface

25 provided above, application programs are responsible for storing DODs for each data
object that they have opened. In alternative embodiments of the present invention,
this information may be provided to application programs via additional EM AP
routines.

Figure 11 provides a control-flow diagram for a generalized call, by an

30 application program executing on a mohile electronic device, to an extended-memeary

routine that, in lurn, prepares and submits a transaction to the extended-memory
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monitor within the mobile electronic device according to embodiments of the present
invention. In step 1102, a call to an EM API routine is made by an application
program, and argument values are passed to the EM AP! routine running in the
context of the application program. Although, in certain cases, the call may be
executed entirely by an EM routine executing within the context of the application
program, the EM AFPI routine generally prepares a transaction, in step 1104, and then
submits the transaction, in step 1106, to the transaction manager component of the
EM monitor. I the call is an asynchronous call, as determined in step 1108, then the
routine returns, in step 1110, having prepared the application program for an eventual
callback or other notification when the tansaction completes. When the call is
synchronous, as determined in step 1108, the routine waits, in step 1112, for
transaction completion. Once the transaction completes, the routine determines, in
step 1114, whether or not the transaction has successfully completed. 1If so, then any
updates necessary to the UDT are made, in step 1116, For example, if the application
program cailled the routine "new,” described above with reference o the excmplary
EM APL then, when the transaclion has successfully completed and a remote server
has assigned identifiers for the object and has allocated a server-table entry for the
extended-nemory data object, an entry may be placed in the UDT for that data object.
In the above, exemplary interface, there i no indication whether or not the routines
are asyachronous or synchronous. For purposes of the current discussion, routines
may be assumed fo be synchronous. However, in alternative embodiments, an
application program may be provided a cholce between synchroneus and
asynchronous execution of APl routines, in order to appropriately handle potential
latencies involved in transaction cxccution carried out by remote computing sysiems
and by exchange of transactions and data through the telecommunications network.
Figure 12 illustrates generalized transaction processing by the
extended-memory-service application running on a remote computer system
according to embodiments of the present invention. In general, the EM service app
inchudes an event loop in which the EM service app waits for events to ocecur and
responds o those events. In step 1202, the EM service app waits for a next event.

When an event occurs, the EM service app determines, in step 1204, whether the
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event corresponds to the arrival of an incoming transaction in the input queue of the
transaction manager. If so, then, in step 1206, the EM service app degueues the
transaction from the input gueue and processes the transaction, in step 1207, Once
the transaction has been processed, then a transaction-compietion indication is queued
to the output queue of the transaction manager, in step 1208, If the transaction input
queue is empty, as determined in step 1210, control returns to step 1202, Otherwise,
control returns to step 1206, where a next available transaction is dequeued. Any
other events, of which there may be numerous, are handled by an event handler called
in step 1214, In general, each of the different tfransactions can be carried out by the
EM service app by updating the server table, storing data on one or more mass-
storage devices, and/or retrieving data from one or more mass-storage devices. In
addition, ap EM service app may interface with components of the
telecommunications network o with other external databases 10 gsuthenticate users,
mobite electronic devices, and requested transactions.

Figure 13 provides a control-flow diagram for the extended-memory
application-programming-interface routine "read,” according to one embodiment of
the present invention. In step 1302, the routine "read” receives arguments and, in step
1304, calls the routine "check arguments" to validate the valugs of arguments
supplied by the calling application program. If the arguments cannot be validated, as
determined in step 1306, then an error is returned in step 1308, Otherwise, in step
131G, the routine "read” determines whether the requested data-object window
currently resides in local extended memory. When the requested window resides in
local extended memory, a pointer is initialized to a point to the first byte of the
requested window, in step 1312, and that pointer is returned in step 1314, along with
a success status, to the calling application program. Gtherwisce, the routine "read”
prepares a read transaction and submits the transaction to the transaction manager, in
step 1322, In step 1324, the routine "read" waits for the transaction to complete.
When the transaction has compleled, and when the transaction has returned a
completion status indicating success, as determined in step 1326, then control flows

to step 1312, Otherwise, an error is returned in step 1328.
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Figure 14 provides a control-flow diagram for the routine "check
arguments,” called in step 1304 of Figure 13, according to one embodiment of the
present invention. In step 1402, the DOD, offset, and length argument values are

L1 I

received. In siep 1404, the routine "check arguments” searches the UDT for a table
gntry corresponding to the DO, M a table entry is not found, as determined in step
1406, an error is returned in step 1408, Otherwise, in step 1410, the routine “check
arguments’ determines whether or not an offser was specified. If no offset was
specified, then a default value of § is assigned to the offset in step 1412, In step
1414, the routine "check arguments” determines whether or not a leagth was
specified.  I[fno length was specified, then a default length is computed and assigned
in step 1416, In step 1418, the routine "check arguments™ determnines whether the
offset is less than 0. When the offset is less than (8, an error is returned in step 1420,
In step 1422, the routine "check arguments” determines whether or not the offset is
greater than or equal to the length of the data object. When the offset is greater than
or equal to the length of the data object, then an error 1§ returned in step 1424, In step
1426, the routine "check arguments” determines whether or not the offset plus the
fength is greater than the size of the data object. When the offset plus the length is
not greater than the sive of the data object, then success is returned in step 1428,
Otherwise, in step 1430, the routine "check arguments” determines whether or not the
requesting routine is the read routing. When the requesting routine is not the read
rogtine, ap error is returned in step 1432, When the requesting routine is the read
routine, as determined in step 1430, the routing “check arguments” calls the routine
“allocate local memory,” in step 1434 in order to ensure that sufficient memory is
available for extending the data-object window, in local exiended memory, to
accommodate the requested data.  When sufficient memory is not found, as
determined in step 1436, an crrov is returned in step 1438, Otherwise, the UDT is
updated to reflect the current size of the data-ohject window in local extended
memory, in step 1440, and success is returned in step 1442,

Figure 15 provides a control-flow diagram for the extended-memory
application-program-interface routing "write," according to one embodiment of the

present invention. In step 1502, the routine "write" receives arguments supplied by
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the calling application program. In step 1504, the routine "write" calls the routine
"check arguments,” described above with reference to Figure 14, to check the validity
of the argument values. When the argument values cannot be validated, as
determined in step 1506, an error is returned in step 1508, Otherwise, in step 15190,
the routine "write" determines whether or not the requested window currently resides
in the local extended memory, by referring to an entry for the data object in the UDT.
When the requested window is net currently in focal extended memory, then an ervor
is returned in step 1512, Otherwise, in step 1514, the routine "write” prepares a write
transaction .and submits. the write ransaction to the transaction manager. In step
1516, the routine "write"” waits for completion of the transaction. When the
transaction successtully completes, as determined in step 1518, success is returned in
step 1520, Otherwise, failure is returned in step 1522, Note that, as with the above-
described routine "read,” the routine "write" is assumed to be a synchronous routine,
In aliernative embodiments of the present invention, asvnchronous versions of both
the read and write routines arc provided, by ap extended-memory application-
programming interface.  In the asynchronous routines, once the fransaction is
prepared and submitted to the transaction manager, the routines return, after providing
for eventual callback by the transaction manager to the application program upon
transaction completion.

Figure 16 provides a control-flow diagram for the routine “allocate
focal memory,” called in step 1434 of Figure 14, according to one embodiment of the
present invention. In step 1602, the routine "allocate local memory” receives DO,
offset, and length arguments. In step 1604, the routine "allocate local memory™
accesses the UDT in order to determine whether the data object described by the
DOD is currently resident in local extended memory, When the data object currently
resides in local extended memory, as determined in step 1606, and when the offset
and length arguments describe a region within the data object that currently resides in
tocal memory, as determined in step 1608, success is returned in step 1610
Otherwise, in the case that the data object does nol reside in focal memory, a local-
memory region sufficient to accommodate the window represented by the offset and

length is defined in step 1612, When the data object currently resides in local
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extended memory, but needs to be extended in order to encompass the desired
window, the extended portion of the data object is defined in step 1614. Next, in step
1616, the routine "allocate local memory” determines whether there is sulficient free
space in local extended memory lo accommodate the region defined in either of step
1612 or 1614, When there is sufficient free space in local extended memory to
accommaodate the region defined in either of step 1612 or 1614, then, in step 1618, the
routine “allocate local memory” selects a free space that is currently avatlable for the
data object, extends the data object already residing in local memory in order to
encompass the window defined by the offset and length arguments, or copies other
data objects to other addresses in local extended memory i order to free sufficient
space for the data-object window defined by the offset and length arguments, Finally,
in step 1620, the UDT is updated to indicate the location of the desired data-object
window. When there is insufficient space in local extended memory, as determined
in step 1616, the routine "allocate local memory" calls the routine "dump objects,” in
step 1622, to delete or distribute currently existing data objects in arder to free up
sufficient memory. When sufficient local extended memory is made available by the
call to the routine "dump objects,” as determined in step 1624, control flows to step
1618, Otherwise, failure is returned in step 1626,

Figure 17 provides a control-flow diagram for the routine “dump
objects,” according to one embodiment of the present invention. The routine "dump
objects” fooks through the UDT table and either deletes data ohjects that haven't been
accessed for more than a threshold time or moves large portions of data objects to
remote storage. First, in the for-loop comprising steps 1702-1712, the routine "dump
objects" traverses the UDT table 1o sclect objects for either deletion or re-distribution,
and jaunches write transactions to write the objects, or portions of the objects, to
remote storage.  For the currently considered entry in the UDT table, the routine
"dump objects.” in step 1703, determines whether more than a threshold T1 time has
elapsed since the last access to the object. In general, the last access is the last
operation on the ohject that required execution of a transaction by the transaction
manager. When the last access is greater than the threshold time T1, then, in step

1704, the routine "dump objects” determines whether or not the object is persistently
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stored, When the object is persistently stored, the routine "dump objects” prepares a
write transaction, in step 1705, in order to transfer contents of the data object to
remote storage. Otherwise, in step 1706, the routine "dump objects” prepares a delete
transaction. Fither the write or delete transaction is submitted to the transaction

manager, in step 1707, and recorded, in step 1708, Otherwise, in step 1709, the

L]

routine “dump objects”" determines whether or not a time greater than threshold T2
has elapsed since the last aceess. In general, threshold T2 is significantly less than
threshold Ti. When a time greater than threshold T2 has elapsed since the last
access, then, in step 1710, a write transaction is prepared and submitted to the
10 transaction manager to write the bulk of the data object back te remote storage, and.
in step 1711, the transaction is recorded. The for-loop of steps 1702-1712 continues
until there are no more entries in the UDT. In step 1714, the routine "dump objects”
waits for transaction completions of the transactions submitted during exccution of
the for-loop of steps 1702-1712. When the next transaction is completed, the routine

"dump objects,” in step 1716, determines whether or not the transaction has

o
LA

successfully completed. When the next transaction has successfully completed, the
UIDT table is updated, in step 1717, to reflect the current state of the object that has
either been writtens back to remote storage and deleted from local extended memory,
partitioned and decreased in size in local extended memory, or deleted altogether.
20 When enough memory is now free, as determined in step 1718, to finish the read
operation carried out by the read routine instance which called the routine "allocate
local memory,” which in turn called the routine "dump objects,” then, in step 1720,
the routine “dump ohjects” makes a return to the routine "allocate local memory,” so
that the routine "allocate local memory” can continue execution, while the routine
25  “dump objects” continues lo handle many additional transaction completions
asynchronously, When the transaction has failed, as determined in step 1716, and
when there are more pending transactions, as determined in step 1722, controf flows
back to step 1714, Otherwise, when no return has yet been made to the calling
program, as determined in step 1724, a return call is made, in step 1726, to return an
30 ertor status to the calling program and, in either case, the routine "dump objects”

ferminates in step 1728.
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The controi-Row diagrams and simple extended-memory application-
programming interface, described above, illustrate one approach to implementing an
extended memory for mobile electronic devices. There are many additional possible
implementations, many including more complex routines that implement more
complex functionalities. Implementations are not provided, above, for many of the
relatively straightforward AP! routines. For example, the extended memory monitor
may monitor launching and termination of application programs within the mobile
electronic device in order to automatically restore data objects for the application
program, at application-program launch, and automatically write back any persistent
data objects from focal extended memory to remote data-storage facilities when
application programs terminate. In many implementations, as discussed above,
transaction processing may operate entirely asynchronously with respect to
application programs, so that lengthy data~exchange transactions can continue on an
on-going basis during those times that the extended-memory monitor can connect to,
and exchange data with, storage facilities. Application programs may further extend
control of data-object management to users of mobile clectronic devices. For
example, an application program may solicit user input as to whether particular data
objects should be partitioned between Jocal extended memory and remote storage.
persistently stored, stored temporarily for a user-specified period of time, or managed
in any of many aliernative ways desired by the user. More complex extended-
memory systems may allow a user to concurrently access a particular data object from
muitiple mohile electronic devices, share data objects with users of oiher mobile
electronic devices, store copies of data objects in multiple extended-memory service
facilities, and sclect any of many additional services related to extended memory.
Data exchanges can be carried out, by the EM monitor, as background tasks when
power and signal allow, even when a user is not currently using the cell phone.

Although the present invention has been described in terms of
particular embodiments, it is not intended that the invention be limited to these
embodiments.  Maodifications will be apparent to those skilled in the art. For
example, extended memory services for mobile electronic devices may be

implemented in any number of different programming languages for execution on any
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number of different operating systems ranning within any of many different mobhile
electronic devices, using different coniro! structures, dala structures, and varying
other programming parameters. Portions of the extended-memory system may be
implemented in fogic circuits and firmware, in addition to software. The server side
of the extended memory system may be implemented on single server computers, on
distributed computing systems, or may be distributed across multiple computer
centers and computing systems to provide high levels of fault tolerance, availability,
and fow-latency access for geographically mobile users.

The foregoing description, for purposes of explanation, used specific
nomenclature to provide a thorough understanding of the invention. However, it will
be apparent to one skilled in the art that the specific details are not required in order
to practice the invention. The foregoing descriptions of specific embodiments of the
present invention are presented for purpose of illustration and description. They are
not intended to be exhaustive or to limit the invention to the precise forms disclosed.
Many modifications and variations are possible in view of the above teachings. The
embodiments are shown and described in order to best explain the principles of the
invention and its practical applications, 1o thereby enable others skilled in the art to
best utilize the invention and various embodiments with various modifications as are
suited to the particular use contemplated. It is intended that the scope of the invention

be defined by the following claims and their equivalents:
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i An extended-memory monitor that executes within an electronic device, the extended-
memory monitor comprising:

a session manager that manages communications sessions for command and data
exchange through a telecommunications network with one or more remote extended-memory-
service applications;

a transaction manager that receives trandactions from calling routines, forwards the
transactions to the session manager, receives corresponding transaction completions from the
session manager, and returns transaction completions to the calling routines; and

extended-memory  application-programming-interface  routines,  linked  with
application programs, that provide extended-meniory data storage to application programs
running on the electronic device, the extended memory including a portion of local memory
within the electronic device as well as data-storage provided by the one or more remote
extended-memary-service applications, the extended-memory application-programming-
interface routines submitting transactions to the transaction manager on behalf of calling

application programs.

2. The extended-memory monitor of claim 1 wherein the extended-memory monitor
provides for creation, deletion, reading, and writing of extended-memory data objects by
application programs, each extended-memory data object identified by a data-object
descriptor that uniquely identifies the data object to both the extended-memory monitor and
to the one or more remote extended-memory-service applications.

3 The extended-memory monitor of claim 1 wherein a data object may be stored in focal
extended memory, on a remote mass-storage device accessible to the one or more remote
extended-memory-service applications, or both in local extended memory and on a remote
mass-storage device accessible to the one or more remote extended-memory-service

applications.
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4. The extended-memory monitor of claim 1 wherein data objects are transferred from
the electronic device 1o the one or more remote extended-memory-service applications when
application programs execating within the electronic device are not curtently accessing the
data objects and retrieved from the one or more remote extended-memory-service
applications when the application programs executing within the electronic device again

access the data objects.

5. The extended-memory monitor of claim 1 wherein portions of data objects are
transferred from the electronic device to the one or more remote extended-memory-service
applications when application programs executing within the electronic device are not
currently accessing the portions of the data objects and retrieved from the one or more remote
extended-memory-service applications when the application programs executing within the

electronic device again access the portions of the data objects.

6. The extended-memory monitor of claim 1 whercin the extended-memory monitor
maintains a table of active data objects, each entry of which includes a data-object descriptor,
4 reference count, and an internial address within local extended memory at which the data

object is currently located.

7. The extended-memory monitor of claim 1 wherein the electronic device is a cell
phone.
g Aun extended-memory service provided, from a computer system, to one or more

remole electronic devices, the extended-memory service comprising:

a session manager that manages communications sessions for command and data
exchange through a telecommunications network swith the one or more remote electronic
devices;

a transaction manager that receives transactions from the session manager, forwards
the transactions to an extended-memory-service application, receives corresponding

transaction completions from the extended-memory-service application, and returns
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transaction completions to the session wanager, which returns the transaction completions
through a telecommunications network to the one or more remote electronic devices; and

ihe extended-memory-service application that stores data objects and portions of data
objects within the computer system on behalf of the one or more remote electronic devices,
allowing data objects and portions of data objects to migrate between the one or more remote
electronic devices and the extended-memory service in order to extend the local memory

resources of the electronic devices to include data-storage facilities of the computer system.

&, The extended-memory service of claim 8 wherein the extended-memory service
facilitates creation, deletion, reading, and writing of extended-memory data objects by
application programs running on the one or more remote electronic devices, cach extended-
memory data object identified by a data-object descriptor that uniquely identifies the data
object 1o both a remote electronic device and to the one or more remote extended-memory-

service applications.

{0, The extended-memory service of claim & wherein a data object may be stoved in local
extended memory within a remote electronic device, in memory or on a mass-storage device
within the computer system or on & data-storage server accessible to at least one extended-
memory service application, or both in {ocal extended memory within the remote electronic
device and in memory of on a mass-storage device within the computer systerm or on & data-

storage server accessible to the at jeast one extended-miemory service application.

11.  The extended-memory service of claim 8 wherein data objects are transferred from an
electronic device to the extended-meniory-service application when application programs
executing within the electronic device are not currently accessing the data objects and are
retrieved from the one or more remote extended-memory-service applications when the

application programs executing within the electronic device again access the data objects.

12,  The extended-memory service of claim 8 wherein portions of data objects are
transferred from an electronic device to the extended-memory-service application when

application programs executing within the electronic device are not currently accessing the
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portions of the data objects and retrieved from the one or more remote extended-memory-
service application when the application programs executing within the electronic device

again access the portions of the data objects.

3.  The extended-memory service of claim 8 wherein the extended-memory service
application maintains a table of data objects, each entry of which includes a data-object
identificr. a user identifier. and an address within memory of a mass-storage device at which

the data object is currently located.

14, The extended-temory monitor of claim { wherein the one or more electronic devices

are cell phones.
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