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POINT-TO-MULTI-POINTANON-BROADCASTING 
MULT-ACCESS VPN TUNNELS 

BACKGROUND OF THE INVENTION 

0001 1. Field of the Invention 
0002 The principles of the invention relate generally to 
networks, and more particularly, to point-to-multi-point or 
non-broadcasting multi-access virtual private network (VPN) 
tunnels in networks. 
0003 2. Description of Related Art 
0004. The advent and rise of the Internet has permitted the 
widespread use of electronic forms of communication across 
vast distances at high speed. The widespread use of electronic 
forms of communication has resulted in the need to protect 
the security of Such communications from unauthorized 
monitoring. To provide security across local area networks 
(LANs), private and public wide area networks (WANs), and 
the Internet, Internet Protocol Security (IPsec) has been 
developed. IPsec protocols may operate in networking 
devices, such as a router or a firewall, that connect each LAN 
to the “outside world.” IPsec typically encrypts all traffic 
going into a WAN, and decrypts traffic coming from the 
WAN. 
0005 IPsec conventionally produces virtual private net 
work (VPN) tunnels that include point-to-point links. Appli 
cations that require a point-to-multi-point (PTMP), or non 
broadcasting multi-access (NBMA), environment typically 
cannot run over IPsec tunnels directly. To provide PTMP 
Service, existing techniques. Such as generic routing encap 
sulation (GRE) tunneling, have developed a protocol layer 
between upper protocol layers and IPsec tunnels. Such tech 
niques, however, require applicable Support (e.g., GRE Sup 
port) on all participating networking devices, and also intro 
duce the overhead of GRE. 

SUMMARY OF THE INVENTION 

0006. One aspect consistent with principles of the inven 
tion is directed to a method that may include establishing a 
virtual private network (VPN) tunnel to a destination and 
determining a next hop for the VPN tunnel. The method may 
further include inserting the next hop, and an address range 
associated with the destination, into an entry of a first table 
and inserting the next hop, and a tunnel identifier correspond 
ing to the established VPN tunnel, into an entry of a second 
table. The method may also include associating one or more 
security parameters, used to encrypt traffic sent via the VPN 
tunnel, with the tunnel identifier. 
0007. A second aspect consistent with principles of the 
invention is directed to a method that may include receiving a 
data unit and performing a route lookup to retrieve a next hop 
identifier from a routing table that corresponds to a destina 
tion of the data unit. The method may further include retriev 
ing a tunnel identifier from a second table using the retrieved 
next hop identifier and forwarding the data unit via a tunnel 
corresponding to the tunnel identifier. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0008. The accompanying drawings, which are incorpo 
rated in and constitute a part of this specification, illustrate 
exemplary embodiments of the invention and, together with 
the description, explain the invention. In the drawings, 
0009 FIG. 1 is a diagram of an exemplary network con 
sistent with principles of the invention; 
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0010 FIG. 2 is a diagram of an exemplary network device 
consistent with principles of the invention; 
0011 FIG. 3 is a diagram of an exemplary routing table 
consistent with principles of the invention; 
0012 FIG. 4 is a diagram of an exemplary next hop tunnel 
table consistent with principles of the invention; 
0013 FIG. 5 is a diagram of an exemplary message for 
providing notification of a network device's tunnel interface 
network address; 
0014 FIGS. 6-7 are flowcharts of an exemplary process 
for establishing virtual private network tunnels according to 
an implementation consistent with principles of the inven 
tion; 
0015 FIG. 8 is a flowchart of an exemplary process for 
forwarding a data unit via a virtual private network tunnel 
according to an implementation consistent with principles of 
the invention; and 
0016 FIG. 9 illustrates exemplary multicast data unit for 
warding via VPN tunnels consistent with one aspect of the 
invention. 

DETAILED DESCRIPTION 

0017. The following detailed description of embodiments 
of the invention refers to the accompanying drawings. The 
same reference numbers in different drawings may identify 
the same or similar elements. Also, the following detailed 
description does not limit the invention. Instead, the scope of 
the invention is defined by the appended claims and equiva 
lents. 
0018 Systems and methods consistent with principles of 
the invention “bind multiple VPN tunnels, such as, for 
example, IPsec VPN tunnels, to a tunnel interface in a net 
work device. Such as, for example, a gateway. According to 
one aspect, a next hop tunnel table, that maps a next hop, 
retrieved from a routing table, along a VPN tunnel to a des 
tination network. Traffic routed to a specific next hop via the 
routing table may be directed to an appropriate VPN tunnel in 
accordance with the next hop tunnel table. Broadcast, multi 
cast, or unicast data units may, thus, be routed via appropriate 
VPN tunnels toward the destinations associated with the data 
units. Aspects of the invention thus may provide PTMP, or 
non-broadcasting multi-access (NBMA), functionality with 
out changing existing routing tables, or existing VPN tunnels. 

Exemplary Network 

(0019 FIG. 1 illustrates an exemplary network 100 in 
which systems and methods, consistent with principles of the 
invention, may forward data from one network to another 
network via virtual private network (VPN) tunnels. Network 
100 may include network devices 105-1, 105-2, 105-3 and 
105-N(collectively referred to as network devices 105), inter 
connected via a sub-network 110. Network devices 105 may 
include gateways, routers, or other types of network devices. 
As shown in FIG. 1, network device 105-1 may interconnect 
with network devices 105-2, 105-3 and 105-N via VPN tun 
nels 115-1, 115-2 and 115-N (collectively referred to as VPN 
tunnels 115), respectively. Sub-network 120-1 may intercon 
nect with network device 105-1, sub-network 120-2 may 
interconnect with network device 105-2, Sub-network 120-3 
may interconnect with network device 105-3, and sub-net 
work N 120-N may interconnect with network device 105-N. 
0020 Sub-network 110 and sub-networks 120-1 through 
120-N (collectively referred to as sub-networks 120) may 
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include one or more networks of any type, including, for 
example, a local area network (LAN), a metropolitan area 
network (MAN), a satellite network, a cable network, an 
Internet, or intranet. Sub-networks 120-1 through 120-N may 
also include private networks that reside behind “firewalls' 
implemented in respective network devices 105-1 through 
105-N. 
0021. Each VPN tunnel 115-1 through 115-N may pass 
encrypted traffic to and from network device 105-1. Each data 
unit sent via VPN tunnels 115 may be encrypted and encap 
sulated with aheader that permits routing of the data unit from 
a source to a destination. 
0022. The number of elements illustrated in FIG. 1 are 
provided for explanatory purposes only. A typical network 
may include more or fewer elements than are illustrated in 
FIG. 1 and may be configured differently. 

Exemplary Network Device 
0023 FIG. 2 illustrates exemplary components of a net 
work device 105 consistent with principles of the invention. 
Network device 105 may include a bus 205, a processing unit 
210, a memory 215, an input device 220, an output device 
225, and a network interface(s) 230. Bus 205 may include a 
path that permits communication among the components of 
network device 105. Processing unit 210 may include any 
type of software, firmware or hardware implemented process 
ing device, such as a microprocessor, a field programmable 
gate array (FPGA), combinational logic, etc. Memory 215 
may include a random access memory (RAM) or another type 
of dynamic storage device that stores information and instruc 
tions for execution by processing unit 210, if processing unit 
210 includes a microprocessor. Memory 215 may also, or 
alternatively, include a conventional ROM device or another 
type of static storage device that stores static information 
and/or instructions for use by processing unit 210. Memory 
215 may further, or alternatively, include a magnetic and/or 
optical recording medium and its corresponding drive. 
0024. Input device 220 may include a conventional 
mechanism that permits an operator to input information to 
network device 105. Such as a keyboard, amouse, a pen, Voice 
recognition and/or other biometric mechanisms, etc. Output 
device 225 may include a conventional mechanism that out 
puts information to an operator, including a display, a printer, 
a speaker, etc. Network interface(s) 230 may include any 
transceiver-like mechanism(s) that enables network device 
105 to communicate with other devices and/or systems. For 
example, network interface(s) 230 may include mechanisms 
for communicating with another device or system via a net 
work, such as sub-network 110. 
0025. As will be described in detail below, network device 
105, consistent with the principles of the invention, may 
perform certain VPN tunnel establishment, and data unit for 
warding, operations. Network device 105 may, in some 
implementations, perform these operations in response to 
processing unit 210 executing software instructions con 
tained in a computer-readable medium, Such as memory 215. 
A computer-readable medium may be defined as one or more 
physical or logical memory devices and/or carrier waves. 
0026. The software instructions may be read into memory 
215 from another computer-readable medium, or from 
another device via network interface(s) 230. The software 
instructions contained in memory 215 may cause processing 
unit 210 to perform processes that will be described later. 
Alternatively, hardwired circuitry may be used in place of, or 
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in combination with, Software instructions to implement pro 
cesses consistent with the principles of the invention. Thus, 
implementations consistent with principles of the invention 
are not limited to any specific combination of hardware cir 
cuitry and Software. 

Exemplary Routing Table 
(0027 FIG. 3 illustrates an exemplary routing table 300, 
associated with a network device 105, consistent with the 
principles of the invention. Routing table 300 may include 
one or more table entries 305, each of which may include a 
destination network identifier 310, a next hop identifier 315 
and an outgoing interface identifier 320. Destination network 
identifier 310 may include a network address, or range of 
network addresses, associated with sub-networks 120 that 
may be destinations of traffic from a given network device 
105. Next hop identifier 315 may identify a network address 
of a next hop fortraffic along a path to a respective destination 
network 310. Outgoing interface identifier 320 may identify a 
logical tunnel interface for forwarding encrypted VPN traffic 
intended for a respective destination network. FIG. 3 illus 
trates exemplary values in table entries 305 for purposes of 
illustration only. Each network device 105 in network 100 
may be associated with its own routing table 300 and have 
different values in each of the table entries 305 than those 
shown in FIG. 3. 

Exemplary Next Hop Tunnel Table 
0028 FIG. 4 illustrates an exemplary next hop tunnel table 
(NHTT) 400, associated with a network device 105, consis 
tent with principles of the invention. NHTT table 400 may 
include one or more table entries 405, each of which may 
include a next hop identifier 315 and a tunnel identifier 410. 
Next hop identifier 315 may identify a network address of a 
next hop for traffic along a path to a respective destination 
network. Tunnel identifier 410 may identify a VPN tunnel for 
VPN traffic forwarded to respective next hop 315. A security 
parameter, not shown, may be associated with each tunnel 
identifier 410. The security parameter, such as an IP security 
(IPsec) security parameters index (SPI) enables network 
device 105 to select a security association under which a data 
unit received from a given source may be processed. 
0029 FIG. 4 illustrates exemplary values in table entries 
405 for purposes of illustration only. Each network device 
105 in network 100 may be associated with its own next hop 
tunnel table 400 and have different values in each of the table 
entries 405 than those shown in FIG. 4. 

Exemplary "Notify Message 

0030 FIG. 5 illustrates an exemplary message 500, con 
sistent with principles of the invention, that may be used by a 
network device 105 to inform other network devices of a 
network address associated with the network device 105’s 
VPN tunnel interface. “Notify” message 500 may include a 
payload type 505, a security parameters index (SPI) 510, and 
attributes 515. 
0031. Payload type 505 may identify message 500 as a 
“notify’ message that may inform other network devices of a 
network address associated with a network device's VPN 
tunnel interface. SPI 510 may identify an IP security (IPsec) 
security parameters index (SPI) that enables a network device 
to select a security association under which a data unit 
received from a given Source may be processed. Attributes 
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525 may identify a network address of the VPN tunnel inter 
face for a network device that originated message 500. 

Exemplary VPN Tunnel Establishment Process 
0032 FIGS. 6-7 are flowcharts that illustrate an exemplary 
process, consistent with principles of the invention, for estab 
lishing a VPN tunnel between network devices. The exem 
plary process of FIGS. 6-7 may be implemented in software, 
hardware or firmware in a network device 105, or in any 
combination of software, hardware or firmware. 
0033. The exemplary process may begin with the estab 
lishment of a VPN tunnel(s) with another network device(s) 
connected to a Sub-network(s) that may be a destination(s) for 
VPN traffic from network device 105 (act 605)(FIG. 6). Tun 
nel establishment may include transmission of a “notify 
message 500 from each network device in a path along a VPN 
tunnel informing another network device at the other end of a 
VPN tunnel of the first network device's VPN tunnel interface 
address. In some implementations, however, NHTT 400 may 
be manually updated, and transmission of a “notify message 
500 may not be required. Establishment of the VPN tunnel 
may include employing conventional security protocols, such 
as those implemented in IPsec. For each established tunnel, a 
next hop identifier and tunnel interface (I/F) identifier may be 
inserted into an entry of routing table 300 that corresponds to 
a destination network (act 610). For example, as shown in 
FIG.3, a next hop identifier identifying network device 105-2 
may be inserted into the table entry 305 corresponding to 
destination network 120-2, and a tunnel interface identifier, 
associated with the outgoing tunnel, may be inserted into the 
same table entry. A tunnel identifier may then be inserted in 
the next hop tunnel table 400 entry that corresponds to the 
tunnel's next hop (act 615). For example, as shown in FIG. 4, 
a tunnel identifier (tunnel 1) 410 corresponding to VPN tun 
nel 115-1 may be inserted into table entry 405 corresponding 
to next hop 315 of network device 105-2. 
0034. A determination may be made whether a tunnel 
connection(s) has been broken (act 620). A tunnel connection 
may be broken for any number of reasons, including, for 
example, transmission failure of data units across the VPN 
tunnel. Such transmission failure may occur due to, for 
example, temporary or permanent failure of a network device 
at one end of the VPN tunnel. In one implementation, the 
tunnel connection(s) may be periodically tested to determine 
if it has been broken. If a tunnel connection has been broken, 
corresponding entries of the next hop tunnel table 400 and 
routing table 300 may be marked as disabled (act 625). Mark 
ing corresponding entries of tables 300 and 400 as disabled 
may include, for example, setting a disabled flag associated 
with a respective entry. 
0035. A determination may be made whether the tunnel(s) 
has been re-connected (act 705)(FIG. 7). VPN tunnel re 
connection may occur, for example, when a network device at 
one end of a VPN tunnel regains operational status after a 
temporary failure. The tunnel(s) may, for example, be peri 
odically checked to see if it has been re-connected. If the 
tunnel(s) has been re-connected, corresponding entries of 
next hop tunnel table 400 and routing table 300 may be 
enabled (act 710). Marking corresponding entries of tables 
300 and 400 as enabled may include, for example, resetting a 
disabled flag associated with a respective entry. 

Exemplary VPN Tunnel Data Unit Forwarding 
Process 

0036 FIG. 8 is a flowchart that illustrates an exemplary 
process, consistent with principles of the invention, for using 
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next hop tunnel table 400 to forward a data unit via a VPN 
tunnel. The exemplary process of FIG.8 may be implemented 
in software, hardware or firmware in a network device 105, or 
in any combination of software, hardware or firmware. 
0037. The exemplary process may begin the receipt of a 
data unit (act 805)(FIG. 8). A received data unit may include 
a packet, cell, datagram, a fragment of a packet, datagram or 
cell, a database record, or other types of data. The received 
data unit may correspond to a stream of data units (e.g., a 
session) received from a source and intended for a destina 
tion. The received data unit may include network address 
information indicating a source and one or more destinations 
of the data unit (i.e., the data unit may be unicast, broadcast, 
or multi-cast). For example, a stream of data units sent from 
a source connected to sub-network 120-1 may be received at 
network device 105-1. A next hop, corresponding to the des 
tination network for the data unit, may be retrieved from 
routing table 300 (act 810). If the data unit is broadcast, or 
multicast, then a next hop, corresponding to each destination 
network, may be retrieved from routing table 300. The desti 
nation network may be determined from the destination 
address included in the received data unit. As an example, a 
next hop identifier 315 corresponding to network device 
105-2 may be retrieved from routing table 300 for a data unit 
received at network device 105-1 and destined for a destina 
tion connected to sub-network 120-2. 
0038 A tunnel identifier, corresponding to the retrieved 
next hop, may be retrieved from next hop tunnel table 400 (act 
815). For example, the next hop identifier 315 retrieved from 
routing table 300 may be used as an index into next hop tunnel 
table 400 to retrieve a tunnel identifier 410 corresponding to 
VPN tunnel 115-1. If the data unit is broadcast, or multicast, 
then a tunnel identifier, corresponding to each retrieved next 
hop, may be retrieved from routing table 300. The received 
data unit may then be encrypted using security parameters 
associated with the retrieved tunnel identifier(s) (act 820). 
The security parameters may include, for example, an IPsec 
SPI that enables network device 105 to select a security 
association used to encrypt the received data unit. The 
encrypted data unit may be forwarded via the VPN tunnel(s) 
towards the data unit destination(s) (act 825). 
0039 FIG. 9 illustrates an exemplary aspect of the inven 
tion in which a data unit 905 is multi-cast to multiple desti 
nations connected to networks 120-2, 120-3 and 120-N. An 
encrypted version 910 of data unit 905 is forwarded from 
network device 105-1 to network device 105-2 via VPN tun 
nel 115-1 using an IPsec SPI associated with tunnel 115-1. An 
encrypted version 910 of data unit 905 is forwarded from 
network device 105-1 to network device 105-3 via VPN tun 
nel 115-2 using an IPsec SPI associated with tunnel 115-2. An 
encrypted version 910 of data unit 905 is forwarded from 
network device 105-1 to network device 105-N via VPN 
tunnel 115-N. Network device 105-2, using the SPI associ 
ated with tunnel 115-1, may decrypt encrypted data unit 910 
and forward a decrypted data unit 915 on to a destination 
connected to network 120-2. Network device 105-3, using the 
SPI associated with tunnel 115-2, may decrypt encrypted data 
unit 910 and forward a decrypted data unit 915 on to a desti 
nation connected to network 120-3. Network device 105-N, 
using the SPI associated with tunnel 115-N, may decrypt 
encrypted data unit 910 and forward a decrypted data unit 915 
on to a destination connected to network 120-N. 

CONCLUSION 

0040. The foregoing description of preferred embodi 
ments of the present invention provides illustration and 
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description, but is not intended to be exhaustive or to limit the 
invention to the precise form disclosed. Modifications and 
variations are possible in light of the above teachings or may 
be acquired from practice of the invention. While series of 
acts have been described in FIGS. 6-8, the order of the acts 
may vary in other implementations consistent with the 
present invention. Also, non-dependent acts may be per 
formed in parallel. Furthermore, while tables 300 and 400 
have been described as separate tables, they could be com 
bined into one table. 
0041. No element, act, or instruction used in the descrip 
tion of the present application should be construed as critical 
or essential to the invention unless explicitly described as 
such. Also, as used herein, the article 'a' is intended to 
include one or more items. Where only one item is intended, 
the term 'one' or similar language is used. Further, the phrase 
“based on is intended to mean “based, at least in part, on 
unless explicitly stated otherwise. The scope of the invention 
is defined by the claims and their equivalents. 

1-41. (canceled) 
42. A method, performed by a network device, the method 

comprising: 
receiving, at the network device, a data unit; 
retrieving a next hop identifier associated with a device 

along a path toward a destination of the data unit; 
identifying a tunnel identifier using the retrieved next hop 

identifier; and 
forwarding, by the network device, the data unit via a 

tunnel corresponding to the tunnel identifier. 
43. The method of claim 42, where forwarding the data unit 

via the tunnel comprises: 
encrypting the data unit; and 
forwarding the encrypted data unit via the tunnel. 
44. The method of claim 43, where encrypting the data unit 

includes encrypting the data unit using security parameters 
associated with the retrieved tunnel identifier. 

45. The method of claim 42, where retrieving the next hop 
identifier includes performing a lookup in a memory to 
retrieve the next hop identifier. 

46. The method of claim 42, where the tunnel includes a 
virtual private network (VPN) tunnel. 

47. The method of claim 42, where identifying the tunnel 
identifier includes: 

performing a lookup in a memory, using the retrieved next 
hop identifier, to identify the tunnel identifier. 

48. The method of claim 42, where the data unit includes 
information indicating a plurality of destination networks and 
where retrieving the next hop identifier includes: 

retrieving a plurality of next hop identifiers, each next hop 
identifier associated with a device along a path toward a 
destination network of the plurality of destination net 
works. 

49. A device comprising: 
one or more processors to: 

receive a data unit; 
retrieve a next hop identifier associated with a device 

along a path toward a destination of the data unit; 
identify a tunnel identifier using the retrieved next hop 

identifier; and 
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forward the data unit via a tunnel corresponding to the 
tunnel identifier. 

50. The device of claim 49, where, when forwarding the 
data unit via the tunnel, the one or more processors are further 
tO: 

encrypt the data unit; and 
forward the encrypted data unit via the tunnel. 
51. The device of claim 50, where, when encrypting the 

data unit, the one or more processors are further to: 
encrypt the data unit using security parameters associated 

with the retrieved tunnel identifier. 
52. The device of claim 49, where, when retrieving the next 

hop identifier, the one or more processors are further to: 
perform a lookup in a memory to retrieve the next hop 

identifier. 
53. The device of claim 49, where the tunnel includes a 

virtual private network (VPN) tunnel. 
54. The device of claim 49, where, when identifying the 

tunnel identifier, the one or more processors are further to: 
perform a lookup in a memory, using the retrieved next hop 

identifier, to identify the tunnel identifier. 
55. The device of claim 49, where the data unit includes 

information indicating a plurality of destination networks and 
where, when retrieving the next hop identifier, the one or 
more processors are further to: 

retrieve a plurality of next hop identifiers, each next hop 
identifier associated with a device along a path toward a 
destination network of the plurality of destination net 
works. 

56. A device comprising: 
one or more processors to: 

establish a tunnel to a destination; 
inserta tunnel identifier corresponding to the established 

tunnel into a memory; and 
associate one or more security parameters, used to 

encrypt traffic sent via the tunnel, with the tunnel 
identifier. 

57. The device of claim 56, where, when establishing the 
tunnel, the one or more processors are further to: 

transmit a message from the device in a path along the 
tunnel informing another device, at an end of the tunnel, 
of an address of the device. 

58. The device of claim 56, where the tunnel includes a 
virtual private network (VPN) tunnel. 

59. The device of claim 56, where the one or more proces 
sors are further to: 

determine that the tunnel has been broken; and 
mark an entry of the memory, corresponding to the broken 

tunnel, as disabled. 
60. The device of claim 59, where the one or more proces 

sors are further to: 
determine that the broken tunnel has been established; and 
mark the entry of the memory, corresponding to the re 

established tunnel, as enabled. 
61. The device of claim 59, where, when marking the entry 

of the memory as disabled, the one or more processors are 
further to: 

set a disabled flag associated with the entry. 
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