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(57) Abstract: A pluggable trust architecture addresses the problem of establishing trust in hardware. The architecture has low im-
pact on system performance and comprises a simple, user-supplied, and pluggable hardware element. The hardware element physic -
ally separates the untrusted components of a system from peripheral components that communicate with the external world. The in-
vention only allows results of correct execution of software to be communicated externally.
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TRUST ARCHITECTURE AND RELATED METHODS

CROSS-REFERENCE TO RELATED APPLICATIONS
This application claims the benefit of U.S. Provisional Patent Application
No. 62/066,657 filed Oclober 21, 2014, incorporated by reference.

STATEMENT REGARDING FEDERALLY SPONSORED RESEARCH OR
DEVELOPMENT

This inveniion was made with government support under The Trustees of
Columbia University Prime Award, Grant No. FA8750-10-2-0253 awarded by the
(LS. Alr Force Research Laboratory. Columbia University's Subaward of its Prime
fo Princeion Universily under Award No. 1 GGO01705. The govemnment has

certain righis in the invention.

FIELD OF THE INVERNTION
The invention relates to a pluggable architecture for untrusted components.
Specifically, the invention enables users to trusi thelr compuler systems

independent of the trustworthiness of other system components.

BACKGROUND OF THE INVENTION

Computers are compiex and opaque such thal a user cannol know
everything occurring within the system. While users may believe their systems
are secure as iong as they run only trusled software, trusted software Is only as
trustworthy as the underlying hardware.

Vulnerabiliies of the system may be exploited by atiackers {i.e., hackers).
For example, altackers can insert hardware backdoors or exploit hardware errors
that bypass normal authentication or securily controls 1o gain unauthorized access
to sensitive data. Other examples of hardware attacks may include eavesdropping
by gaining access o protecied memory without opening other hardwars, inducing
fauits that interrupt normal behavior, or modifving or removing hardware
restriclions through the use of software exploiis. One such altack is known as the
Trojan circuit, an insidious atiack that involves planting a vulnerability in a
processor sometime betwesen design and fabrication that manifests afier the

processor has been inlegraled, tested, and deployed as part of a system,
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Due to the complexity of building hardware, archilects and manufacturers
have limiled confidence in their verification processes to ensure thelr sysiems
have not been aliered maliciously. Building & modem computer system often
involves different parties from the initial specification all the way to fabrication
such that hardware integrity is difficuli to ensure during the design and fabrication
process. For example, an adversary could modify the design or fabrication of
hardware componenis. Furthermore, for gconomic reasons, many steps after the
initial system specification are cutsourced off-shore, where design and fabrication
are less expensive. In addition, many of the componenis used may also include
intelisciual properly resirictions that disallow other parties from viewing delailed
information about the component. Even with an open design, verifying modem
complex hardware designs ¢an be an infraclabie problem. Compromises in the
supply chain may affect hardware inlegrity even though every step of the
manufacturing process is secure,

In addition, validation of designs remains incomplste. As an examplsg,
Trojan circuils are typically activated under very spedcific conditions making them
unlikely to be activated and detected using random or funclional stimuli.

Other attacks could be mounted based on inadvertent errors during design
or fabrication. For example, a devastaling attack has been recently demonstrated
using an extremely subtle multiplication bug that compuies the wrong product for
a single pair of 84-bit infegers. If such a pair of numbers is known, it becomes
possible to compromise software running on any device whose microprocessor
has the multiplication bug using a single chosen message. Ht is infeasible to test
ruitipliers for all pairs of 64-bit integers.

Even if hardware vulnerabilities are not introduced during the hardware
supply chain, software introduced after deployment may introduce vuinerabilities
by, for example, inlercepling processor insiructions o perform actions as if the
hardware had been compromised. Such vulnerabilities may be invited by the user,
either intentionally or accidentally, and delivered via the network.

Considering these challenges, it is unreasonable to assume that all
hardware in a system can be verified and not bypassed. However, users may wish
to trust that their private information is not exposed {0 exiernal adversaries even in
the presence of malicious hardware and software. Cumrently, the user's trust is

based on represeniations made by each parly supplying the system's hardware
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componenis. Therefore, there is a demand for establishing trust in hardware

improving the privacy and integrity of computers, thus making them more secure.

SUMMARY OF THE INVENTION

The invention is directed o a new class of architectures wherein trust is
established via a relatively simple independently-sourced pluggable hardware
element. According to the invention, pluggable trust architectures rely on the
observation that a relatively simple component with an open design can be
verified and can form the basis of trust in a system. Ideally, this element can
enable the detection and isolation of malicious behavior by untrusted hardware
components before the manifestation of any exiernally visible effects from such
behavior. The term “hardware” is used interchangeably with the term “hardware
components”, which refer {0 any interconnected electronic componenis that
perform operations. For example, hardware components include individual chips
or circuits, processing units, memory, any peripheral component, and may even
include distributed information processing systems.

According 1o the invention, a computer system includes a pluggable trust
architecture thal comprises a separately manufactured, pluggable hardware
element. The separate sourcing of the hardware element and its pluggabiiity in the
archilecture enable users 1o trust their sysiem independent of the trusiworthiness
of other system componenis.

The hardware element physically separates untrusted hardware
components from the exiernal world and is itself the only trusted component in the
systern.  The hardware element prevents untrusted hardware and software from
causing harmiul externally visible side-effects.

More specifically, the hardware element resides physically between the
{unfrusted) processor and any component thal communicates exiernally, and
verifies all attempis fo send out information through such components. The
pluggable architecture guarantines the effects of malicious behavior by allowing
only the correctly executed resulls of approved software 0 be communicated
externally.

While untrusted componenis in the system could gain access to and
manipulate user data, the hardware element guaraniees that output resuiting from

only verified and correct operations and data can be communicated outside the
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systemn. The archileciture according to the invention places the hardware element
on what is known as the input/output (/Q) path, thus allowing it {0 be separately
manufaciured, independently verified, and installed in systems post-deployment.

The verification functionality of the hardware element is parlly inspired by
redundant execution-based technigues used to detect transient faulls, such as
DIVA, which trust some aspects of the processor trace information. The aim of the
present invention is to not rely on any aspect of the processor frace. The
hardware element ¢of the pluggable architecture may be separately manufactured
with a much simpler manufacturing and supply chain giving it immunity from
malicious changes introduced during the processor's fabrication process.

One advantage of the invention is that execution information sent o the
hardware slement is leveraged by the processor decoupling processor execution
from verification by the hardware element. This allows the processor {0 run nearly
unhindered and experience minimal performance decling. Conseguently, the
hardware element could even operate at lower clock frequency than an untrusted
processor so that it can be manufactured separately using older technology in
frusted domestic fabrication plants.

The architecture of the invention protecis against information leakage
resulting from atlacks of untrusted components. For example, attacks of untrusted
components may include: {1} incorrect arithmetic instruction execution {e.q.
muitiplier bug compromising a crypiosystem), (2) jumping o an incorectly
calculated branch targetl, (3) changing a ipop exit condition o execute ong more
iteration, (4) modification of values in register file, (5) modification of values in
memory, (6} relocation of data in memory, {7} insertion of non-program
instructions, {8) skipping the execution of program instructions, {8) reordering
instructions in the processor's instruction stream incorrecily, (10) exescution of
unapproved sofiwars, (11) malicious sofiware implementation of hardware
functionality. Atltacks related o explicit information leakage may include, for
example, a hardware Trojan in the untrusted processor writing out to a peripheral,
one or more instructions executing incorrectly, weakening encryption or changing
information sent {o peripherals, or unirusted components such as memory and/or
on-chip networks manipulating data, weakening encryption, or changing

information sent to peripherals. Preventing information leakage resuiting from
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these types of altacks provide the end-user with assurances about the
trustworthiness of the system,

According to one embodiment, the invention employs a hardware glement
that acts as a gatekeeper to the outside world, only allowing external
communication resulting from the user's desired actions. The hardware slement is
pluggable, swappable, upgradable, and removable. The hardware element
prevents inadverient or intentional hardware modifications from  becoming
dangerous. Therefore, end users concerned about privacy and integrity of their
computer hardware may implement the invenition to prevent harmful side effecis
occurring due to malicious behavior by hardware. The invention may also be
implemented {0 dstect errors and harmful effects caused by hardware design or
fabrication. Similarly, the invention may be used 1o lest supply chain gquality. For
example, hardware designers can use the invention o last that third-party
manufacturers have faithfully manufactured chips based on their design.

According 1o the invention, a system includes an archilecture that
comprises a processor and a trusted hardware slement. The hardware slement is
configured 10 receive execution information from the processor o delect at least
one form of incorrect execution by the processor without relying on any execution
information o be correct. As an example, the hardware element may delect
incorrect execution of instructions affeciing oulput via peripheral components or
devices. Peripheral components or devices include anything extemnal to the
system, &.g., computer system, portable device, processor, efc.

The hardware element further includes a barrier cirouit for preventing any
computer sysiem output 1o a device resulting from incorrect execution including
the prevention of output via peripheral components. In preferred embadiments, #
is contemnplated that any portion of the hardware element or barrier circuit are
removable from the systern, preventing ouipul when any porlion of the hardware
element or barrier circuil is removed from the architeciure.

The hardware element may further comprise a buffer for storing untrusted
trace information sent by the processor. The buffer may be referred o as an
incoming trace buffer, an execution buffer or a write buffer. According to one
embodiment, the execution buffer contains the resulis of instructions causing
output to devices that are waiting to be verified. Additionally, the hardware

slement may further comprise a buffer for enabling memory integrity checks. The
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buffer may be referred to as an outgoing buffer, a hash buffer or (8MAC buffer.
Agcording to one embodiment, the outgoing buffer stores message authentication
code (MAC) values independently generated by the hardware element for every
memory instruction.

The hardware element may further include a checking unit that performs
verification. The checking unit includes a pipelined process that enables parallel
checking. According to the invention, the checking unit may include any number
of parallel pipsling registers. More specifically, the checking unit may includs a
verification engine for checking correctness of instructions.  In embodiments
where the instructions are memory instructions, the checking unit may further
include a MAC (Message Authentication Code) generator for checking integrity of
the memory and a program code. As an example, the MAC generalor may be a
hash generator, although any memory Infegrity assurance scheme is
coniemplated, whether cryplographic or not. The checking unit may also include
a shadow register file to verify one or more operands used by the processor. The
shadow register file may contain all the register values corresponding o verified
instructions along with the resulis reported by instructions currently in the later
stages of the hardware element’s pipeline.

Correciness of execution is evaluated in order {o determine if system
ouipui should be sent o sxiemal or peripheral devices., A processor exgoulss
insiructions producing unfrusted trace information that is sent to the hardware
element.

A buffer in the hardware slement may be used o store the untrusied frace
information.  The hardware elemeni examines al least the aspects of the
untrusted trace information intended o generate computer system output 1o a
peripheral device. For example, the hardware element may examing the aspects
of the trace information o check for correciness of execution of all instructions,
correctness of execution of insiructions influgncing communication external to the
computer system, integrity of memory instructions, integrity of code being
execuled, and correciness of signatures of installed software, 1o name a few.
Aspects of untrusted trace information may include, for example, one or more
instructions, operands, results, and MAC values such as hash values.

The hardware slement examines ceriain aspscts of the untrusted trace

information by independently checking (for example, but not limited to, by re-
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execution) the one or more instructions that lead to computer systern output. The
results of checking are compared by the hardware element 1o the corresponding
aspects of the untrusted trace information. According to a particular embodiment,
the hardware element wriles the results from the untrusted trace information to
one or more pipeline registers and a shadow register file. The hardware element
ensures that if two or more instructions in the same stage Iry 1o write into the
same shadow register file, only the value corresponding to the insiruction
appearing later in program order is writien. The hardware element may further
simultaneously verify execution of two or more instructions in parallel as well as
break dependendcies between two or more instructions using the unirusted trace
information.

After the results are writlen to pipeline registers, instructions are feiched
and decoded, such as from an incoming frace buffer, and one or more operands
are sent by the hardware element o the pipeline regisiers. The instructions are
checked to ensure they originate from an approved, correctly signed program. The
instructions are execuled using the operands in the pipeline registers. Resulis are
then compared against resuits of the untrusted trace information. If the resulls arg
equal, output to external peripheral components is allowed. The hardware element
may further include a cache that may be populated with one or more instructions
to be verified or thal have been verified by the hardware elemeni. As an example,
the cache may be a single-level instruction cache controlled by the processor {0
alleviate the latency of memory accesses.

According o ceriain embodiments of the invention, the instructions in the
unfrusted trace information may be memory instructions.  Memory instructions
may include a store operation o write values into the memory and a load
operation to load values from the memory. For some embodiments, the hardware
element may use oryplographic verificalion using one o more message
authentication codes (MAC) for data loaded from or slored {o the memory.

For store instructions, cryptographic verification may include generating by
the hardware element a message authentication code (MAC) value corresponding
to each store. Each MAC value is based on a stored value, a memory store
address, and a secret key. Each MAC valus is stored in a buffer of the hardware
eglement. The hardware slement sends {0 the processor MAC values, which are

stored by the processor in a shadow memory.
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For load instructions, the cryptographic verification may include sending by
the processor 10 the hardware slement a value loaded from the memory and a
corrgsponding loaded maessage authentication code (MAC) vaiue as part of the
untrusted trace information.  The hardware slement generates a MAC valus
corresponding to each load. Each MAC value is based on a loaded value, a
memory load address, and a secret key. The hardware glement determines if the
loaded MAC value and the generated MAC valug are equal. This may be dong by
comparing the generated MAC value with a MAC value in the buffer if the buffer
contains an entry for the memory load address or by comparing the generated
MAC with the loaded MAC value sent as part of the untrusted trace information.

System output is produced by the hardware element and sent external {o
the system only when the aspects examined are correct. A barrier circuit of the
hardware slement produces computer system output o a device only when the
aspecis examinad are correct.

According fo another embodiment of the invention, the software insialled in
the systemn may be verified during installation. The verification may be performed
by allowing only signed software 1o be installed on the system.

The invention and iis atlributes and advantages may be further understood
and appreciated with reference to the detalled description below of ons

contempiated embodiment, taken in conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

The preferred embodiments of the inveniion will be described in
conjunction with the appended drawings provided 1o llustrale and not to limit the
invention, where like designations dencte like elements, and in which:

FIG. 1 illustrales a block diagram of a system including a pluggable
architecture according to an embodiment of the invention.

Fitc. 2 illustrates a block diagram of a checking unit according 1o an
embaodiment of the invention.

FiG. 3 illustrates a portion of exemplary original program code and
verification against atlack scenarios according to an embodiment of the invention.

FIG. 4 illusirates a flow chart for establishing trust in hardware componenis

according 1o an embodiment of the invention.
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FiG. § illustrates a flow chart for secure instailation of a program according
to an embodiment of the invention.

FIG. ¢ illustrates a flow chart for verifying output of a program according to
an embodiment of the invention.

FiG. 7 illustrates a flow chart for verifying output of a program according (o

ancther embodiment of the invention.

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION

According to the inveniion, all hardware componenis including, for
example, a CPU, a memory, and peripheral componenis cannot be irusted.
Untrustworthiness could be a result of unreliability, security flaws in design, or
malicicus logic such as that inserted by third-party intellectual property providers
or during chip fabrication.

Fic. 1 iliustrates a block diagram of a system 50 including pluggable
architecture 100 according to an embodiment of the invention. The archilecture
100 includes a simple, pluggable, trusted hardware slement 200 and a variety of
untrusied hardware components — shown as shaded components in FiG. 1 -
including a graphics processing unit (GPU) 102, disks 104, memory 106,
processor (CRUY 180, interconnection networks 108, 110, and peripheral
components 112.

Specifically, the architecture 100 includes a hardware element 200 and an
unirusted fast, conventional processor 150, As shown in FIG. 1, the hardware
element 200 is the only trusted component in the architecture 100 and acts as the
gatekeeper on the only path in and out of the system 50 via exiernal
interconnection network 110, Approval by the hardware slement 200 is reguired
before {1} the processor 150 or the memory 108 sends dala io peripheral
componenis 112 or (2) any peripheral component 112 accesses the memory 106
or the processor 150,

To gain access fo peripheral components 112 that communicate externally,
the processor 150 provides enough information for the hardware element 200 to
verify that anything t© be communicated to peripheral components 112 resuited
from correct execution by the processor 150. The hardware glement 200 verifies
that processor 180 execution leading 1o external communication is correct. This

includes ensuring that memory 106 infegrity is mainfained even though the
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memory 106 itself is untrusied. Only when the execution leading o exiernal
communication is found correct does the hardware element 200 aliow such
communication o actually take place.

This design has at least two benefits. First, it puts the onus of proving the
correctnaess of execution on the (untrusted) processor 150. If the processor 150
wants to communicale externally, it must send correct execution information to the
hardware glement 200, QOtherwise, the processor 150 could still continue with
exacution, but would not be sllowsd to access peripherals 112, Second, i
decouples execution by the processor 150 from verification by the hardware
element 200. This minimizes the performance impact of the hardwarg slement
200 on the system 50.

The hardware element 200 includes an incoming buffer 210, outgoing
buffer 220 and a checking unit 230. The hardware element 200 buffers the resuits
or oufput of the processor's 150 committed instructions in the incoming buffer 210,
also referred to as an incoming trace buffer. The hardware slement 200 felches
the instructions to be verified from memory 108 via intermnal interconnection
network 108. The fetch logic determines the memory address 1o be fetched sither
from the resulls reported by the processor 150 using the incoming trace buffer 210
or from the addresses of previous instructions such as those maintained using a
Frogram Counter (PC) regisier.

The checking unit 230 independently executes the instructions and writes
the result or output 1o the cutgoing buffer 220, The checking unit 230 includes a
pipselined process that enables paraliel checking. According o the invention, the
checking unit 230 may include any number of parallel pipeline registers, for
example, 4 parallel pipeline registers {(4-wide) as shown in FIG. 2. It is noted that
the grealer the number of parallel pipelines, the less likely the processor 150
experiences stalls. Slalls may be caused, for example, due to the inability of the
hardware element 200 to keep up with the processor 150 resulling in a full
incoming buffer 210, Stalls may also result from bandwidth imitations between
the processor 150 and the hardware slement 200.

Instructions are considered verified when oulpul from instructions executed
by the checking unit 230 match the buffered output 210 of the processor's 150

committed instructions.
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In certain embodimenis of the invention, the hardware element 200 may
include g write buffer 240 used o prevent computer sysiem oulput resulting from
unverified instructions from lgaking to the peripheral components 112, The
hardware slement 200 claims ownership of any addresses mapped o peripheral
components 112, and buflers these write operations in a write buffer 240 uniil the
hardware element 200 verifies the instruction. Verification of a wrile operation by
the hardware element 200 checks that the address and vailue as calculated by the
hardware element 200 equals the address and vaiue in the write buffer 240, This
ensures that a wrile operation will not make il past the wrile buffer 240 if it does
not correspond 10 a valid instruction thai writes information to the external world.

in order to support embodiments including direct memory access {(DMA),
the hardware element may further include a memory access manager 250, When
a peripheral component 112 writes to memory 106, it passes through the memory
access manager 250, which generates a hash valug to be stored to shadow
memory.

When a peripheral component 112 reads memory 108, the sysiem must
send the hash value along with the data so that the memory access manager 250
can check that the correct data is sent {o the peripheral components 112,

FIG. 2 iHlustrates a block diagram of a checking unit 230 according to an
embodiment of the invention. As shown, the checking unit 230 includes 4 paraliel
pipeling registers (4-wide) that can handle 4 instructions in parallel; however, any
number of parallel pipelines is contemplated.

The checking unit 230 performs the actual parallel checking. The checking
unit 230 consists of three stages: Operand Rouling {(OR) stage 240, Valus
Generation (V) stage 250, and Checking (CH) stage 260.

During the OR stage 240, the hardware element reads operands of
insiructions from a read unit 235 and wriles these values into pipsline registers.
Reading operands allows the hardware element {0 begin checking the correciness
of an instruction before the instructions upon which it depends are checked.
Incorrect instructions equates o delaecting malicious behavior by the processor,
gither in executing the instructions or sending the output to the hardware element,

Operands may originate either from a shadow register file 233 or from
rasults of other instructions which enter the OR stage 240 in the same cycle and

ocour earlier in program order. An operand fetch unit 241 disambiguales these
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two cases and ensures that the correct operand values are passed o the VG
stage 250. As shown by the checking unil 230 of the hardware element, the first
instruction in program order reads directly from the shadow register file 233 while
the fourth instruction must choose between values of the shadow register file 233
and the resull reported by the three other instructions entering the OR stage 240
in the same cycle.

The OR stage 240 also speculatively writes the results of execution
reporied by the untrusted processor into the shadow register file 233. The shadow
register file 233 conlains all the register valuss corresponding fo verified
instructions along with the resulis reported by instructions currently in the later
stages of the hardware element’s pipslineg. The write unit 237 ensures that if two
or more instructions in the same OR slage 240 try {o wrile inlo the same shadow
register file 233, only the value corresponding o the instruclion appearing later in
program order is writlen,

In embodiments in which the instruction is a non-memory insiruction, the
execution unit 253 re-executes the instruction with the operands determined by
the OR stage 240. The VG stage 250 then passes this result o the CH stage 260.
The verification engine 261 checks that the result obiained from the VG stage 250
is the same as the result retrieved from the incoming trace buffer 210,

When the verification engine 261 detecis a mismalch, the hardware
element flags an error and disables any output resulling from that instruction. The
hardware element then undoes the speculative writes o the shadow register file
233 and writes the correct result it caiculated into the shadow register file 233.
Finally, it flushes the pipeline register and resumes checking instructions, using
what should have been the correct result of the errant instruction as reference,
The hardware slement thus continues 1o disallow external communication for
insiructions which depend directly or transitively on the errant instruction.

in embodimenis in which the instruction is a memory insiruction, the
architecture 100 adopts a cryplographic memory integrity assurance scheme {o
verify the correctness of memory instructions.  The invention is discussed using a
cryplographic memory integrity assurance scheme referred o as Shadow

Message Authentication Code (SMACY; however any scheme is contemplaled.
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According to this embodiment of the invention, shadow memory metadata
is used to store oryptographically-prolected metadata about memory in memory
itself, allowing the system to verify load operations and store operations.

For svery store operation, a MAC is generated based on the value,
address of the store, and a secret key. This MAC is stored to shadow memory by
a shadow store operalion resulling in a SMAC value. For svery load operation, the
MAC corresponding to that memory location is loaded by a shadow load and
verified {0 be corect based on the actual loaded value, address, and secret kay.
Thus, the trusied hardware element generates SMACs for memory instructions.
For every word writien into memory, the hardware element generates a word-
sized SMAC using a secret key.

Then, instead of requiring the hardware element 1o oad and siore these
SMACs, the archilecture according to this embodiment of the invention pushes
this responsibility to the (untrusted) processor, reducing the complexity of the
hardware element. The processor must load the SMAC for each original program
load operation, and siore back SMACs it receives from the hardware slement for
avery original program store operation. Since the hardware element generates the
SMACs, it knows if the processor has a stale SMAC.  Allowing the processor o
proceed with loading and sending stale SMACTs decouples the execution of the
processor and the hardware element. The unirusted procassor may proceed with
executlion and send memory instructions o the hardware element for verification
at will.

In this scheme, the processor executes original program store operations
as normal’ and sends the stored value across as part of the trace to the hardware
element. During the VG stage 250 of the store operation, the MAC generator unit
251 computes a SMAC (sentry. SMACQC) using the value 10 be slored, the accessed
memory address, and the secret key. Al the same time, the hardware element
checks the authenticity of the value being stored using the shadow register file
233. The oulgoing buffer 220 of the hardware element stores the computed SMAC
before sending it across to the unirusted processor.

The processor receivas the SMAC and inserts a shadow store operation
into the load-store queue 1o store the recsived SMAC into shadow memory. When
the shadow store operation is inseried, the processor acknowledges receipt of the

SMAC. Upon receiving this acknowledgment, the hardware element evicts the
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corresponding SMAC from the oulgoing buffer 220, as the processor now knows
the latest SMAC. If the processor lies and doss not insert the shadow store
operation, a mismaitch in the SMAC is detected when the stored value is later
loaded.

For load operations, the processor loads the corresponding SMAC along
with the original program data. The processor then sends the loaded SMAC
{trace. SMAC) along with the result of the load operation to the hardware element
200, When verifying a load, the hardware element generates a SMAC
{sentry SMAC) using the loaded value, the address accessed, and the secret key.

The verification engine 281 then checks the outgoing buffer 220 for a
SMAC value corresponding to the address accessed. Any entry found in the buffer
220 {buffer. SMAC) is considered the most recent SMAC value and is compared
against the SMAC generated by the hardware element {(sentry. SMAC). i such an
entry is absent in the buffer 220, it means that the SMAC received from the
processor was not stale, so the verification engine 261 compares the loaded
SMAC {race.SMAC) against the SMAC generated by the hardware element
(sentry. SMAC).

Whaether the verification engine 261 detects a mismatch between resuits or
SMAC values, the hardware element flags an error and disables any output
resulling from that instruction. It is contemplated that the checking unit 230 may
include a single-level instruction cache 231 o alleviate the latency of memory
accesses.

The architeciure uses SMACs o verily code integrly of memaory
instructions. SMACs for programs are generated the first time the program is
loaded into memory using a new load program instruction. This instruction queries
the hardware element for SMACs for the program. The program is then loaded
into memory while the SMACs for ils instructions are loaded into the shadow
memory. i is contemplated that a user may verify that the program has been
loaded correctly and securely. For example, the hardware element could display
a signature 1o the user using a secure /O path, which the user could approve.

The hardware slerment may also use SMAC values {0 verify the integrity of
the instruction stream. When a program is loaded into memory for the first fime,
the hardwars element generates SMAC valugs for the loaded instructions, which

are stored into the corresponding shadow memory. When the hardware element
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fetches instructions from memory, it also loads the corresponding SMAC values.
The hardware element also generates SMACs for the instructions it checks and
verifies that the generated SMAC equals the SMAC loaded from the memory.
According to an embodiment of the invention, it is coniemplated that SMACs are
generated even when seif-modifying code is written into memory.

The architecture according to an embodiment of the invention uses an
implementation for SMACs similar to error-correcting codes (ECC) in that each
cache ling has with it an implicit shadow cache line, each used 1o store SMACs for
that line's address. SMACs then always fravel with their corresponding memaory
location through the system. While this sitill halves the amount of cacheg available,
assuming the cache takes up the sams spacs on ¢hip, it enables shadow loads t©
execute implicitly; when a normal load occurs the SMAC is also loaded and sent
in the trace o the hardware slement, removing the need o wait on a separale
shadow load operation.

As shown in FIG. 3, correct execution of the exemplary original program
code 310 is verified by the hardware element 320 using execution by processor
330, For purposes of this embodiment, rx indicates the shadow register in the
hardware element 320 for the register rx in the untrusted processor 330.

When an altack involves the untrusied processor manipulating an
arithmetic instruction’s exscution, the untrusted processor 330 either discards or
changes the resulls of one or morg instructions which are part of the original
program 310. For example, if the untrusted processor 330 manipulates the result
of r1 = r0 + 0x8000 o be 0x9001 instead of 6x9000, the hardware element
320 detects the manipulation when it checks the correciness of the add operation.
Similarly, the untrusied processor 330 could manipulate the insiruction by
changing the value of an operand, for example changing register ¢ from
0x1000 10 0x1001. The change in the value of the operand causes a change in
the resull, which is again detected by the hardware element.

Another type of attack may involve the untrusted processor manipulating
the execution of a store 1© memory. In the example from FIG. 3, the untrusted
processor couid fie to the hardware element about faithfully executing Mem [r1] =
rZ. lt could instead store some value other than 12 10 0x9000, such as 1 3. in this

case, a SMAC is generated by the hardware element for the address-value pair
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(0x9000,12), and this value is placed in the cutgoing buffer waiting to be sent
back to memory for storing. The next ime this value is loaded, for example by 3
= Memirl], the untrusted processor sends the value it loaded to the hardware

element in addition 0 the SMAC which was last stored in shadow memory.

[#3]

Because the untrusied processor aclually stored 13 instead of 12, the address-
value pair (0x8000, 13) will be used o generate a SMAC to check against the
last valid SMAC for this memory location. Because SMAC (0x90C0, 13) #
SMAC {Ox9000, 12} this malicious behavior is detected.
According to FIG. 3, the SMAC for this address-value pair is stored in the
10 oulgoing buffer. This buffer serves both as a buffer for SMACs 10 be sent io the
untrusted processor, and as a cache of recently generated SMACs for stores.
When the old SMAC comes in from the untrusted processor for 0x9000, it may be
stale as the new SMAC may be sitling in the outgoing buffer. In this case, the
hardware element 320 ignores the incoming old SMAC from the untrusied
15  processor in favor of the SMAC in the buffer as it is the valid one which is waiting
to be stored to shadow memory.
Ancther attack scenaric may involve a hardware Trojan in the untrusted
processor inserting malicious instructions into the pipsline that did not come from
a valid program. Assume that in FIG. 3, the Trojan inserts x0 = ©0 + 0Ox1 just
20 before r1 = r0 + 028000 to maliciously increment the value of r0 as part of
an attack. The Trojan can choose whether or not to send this instruction’s result o
the hardware element. Assuming the malicious instruction’s result (0x1001) is
seni {o the hardware element. The hardware element has its own valid copy of the
program from memory which is protected through SMAGs. When the hardware
25  element goes to check r1 = r0 + 0x8000, it will retrieve a result off the
incoming trace buffer, and use that value to check against the result of re-
execuling the instruction. The hardware slement’s resull of the instruction will be
0z8000 which doas not equal the result of the malicious instruction, 0210013,
and the attack is detected.
30 Alternatively, the Trojan could not send the result of this instruction. In this
case untrusted processor will siore 1o address 0x8001, instead of 0x 9000 as the
hardware element will assume. This is eguivalent to a variant of the atfack

mentioned above, where instead of the value to be stored being changed, the
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address of the store is changed. The hardware element will generate a SMAC
using correct address and value (SMAC (0x900606, 12)). Therefore, if 029001
is ever ipaded there will be a SMAC mismatch and the attack will be revealed.

FIG. 4 illustrates a flow chart 400 for establishing trust in hardware
componenis according to an embodiment of the invention. As shown at step 410,
program code is received from sither a local or external device. in order {o
prevent tampering, the program is securely insialled on a device at step 420. One
embodiment delailing secure installation is discussed more fully in FIG. &, After
secure installation the program is loaded at step 430. The program is executed by
a processor al step 440 and culput verified at step 450, Exemplary embodiments
of verifying output according to the invention are discussed more fully in FIG. 6
and FiG. 7. Culput is sent to peripheral components al step 460 only if the oulput
is correct. I the ouipul is incorrect — not verified ~ the output is discarded atl step
470,

FIG. 5 Bustrates a flow chart 420 for secure installation of a program
according to an embodiment of the invention. Al step 422 program files are
downloaded to a device. it is contemplated the program files may be downloaded
from a wired or wireless network such as the Internet, a private data network, or
external media. According {o one embodiment, the program files are authorized
o be downloaded as one or more executable binaries. At step 423, the signature
of execuiable binaries is verified. Al step 424, the hardware element according to
the invention generates program hash vaiues for the executable binaries. These
hash values and binaries are stored at step 426 such as in memory, which may be
used later by the archilecture o verify oulput.

FIG. 6 and FIG. 7 illustrate flow charts for verifying output. FIG. 6 illustrates
a flow chart 450A for verifying output of a program according to an embodiment of
the invention. The hardware slement receives processor oulpul and stores itin a
buffer as shown by step 481, At siep 462, the hardware element compules an
output using instructions it receives from memory. The culpuls are compared at
step 4683, If 2 match is determined at step 484, oulput is produced o peripheral
components al step 465. I a match is not determined atl step 464, the oulput is
discarded at step 466 and the buffer updated at step 467 with the correct oulput.

FIG. 7 lustrates a flow chart 4508 for verifying the integrity of a program

according o ancther embodiment of the invention. The hardware element
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receives execuled instructions as shown by slep 471, At step 472, the hardware
element executes the insiructions (binaries) at step 472 and generales a new
hash at siep 473. The hash values are compared at slep 474. If the hashes arg
equal at step 474, output is compuled and passed to peripheral components at
step 475, If the hashes are not equal at step 474, the output is discarded at step
478 and users are aleried at step 477.

While the disclosure is susceptible to various modifications and alternative
forms, specific exemplary embodiments of the invention have been shown by way
of example in the drawings and have been described in detail. it shouid be
understood, however, that there is no intent to limit the disclosure {0 the particular
embodiments disclosed, but on the contrary, the intention is to cover all
modifications, equivalents, and allemnatlives falling within the scope of the
disclosure as defined by the appended claims.

The preferred embodiment of the invention comprises a separaiely
manufactured, pluggable hardware element. However, it is obvious to a person of
ordinary skill that the hardware element may be infroduced in the laler siages of
manufaciuring or be infegrated into the system so that it is not removable or
pluggable.

it is undersiood that verification may be performad using any of absolute,
cryptographic, or probabilistic methods. The selection of a particular method only
changes the strength of the security guarantees and not the functionality of the
invention iiself. There is no intent o limit the disclosure io any ong form of

checking.
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CLAIMS

1. In a computer system, a method for estabiishing trust in hardware
componenis comprising the steps of:

executing by a processor one or more instructions, producing untrusted
frace information;

sending by the processor the unirusted trace information o a hardware
slement;

recelving by the hardware slement the untrusted tracs information;

examining by the hardware element at least the aspects of the untrusted
frace information intended o generate computer system oulput to a device;

producing by the hardware element computer system oufput to a device

only when the aspects examined are correct.

2. The method of claim 1, wherein the examining siep further
comprises the step of:

checking one or more of the following: correctness of exscution of all
instructions; correctness of execution of instructions influencing communication
external {o the computer systemy; integrity of memory instructions; integrity of code

being executed; and correciness of signatures of insialled software.

3. The method of claim 1, whersin the recaiving step further comprises
the step of butfering by the hardware element the untrusted trace information in an

incoming buffer.

4, The method of claim 1, whersin the aspecis of the untrusied trace
information comprise one or more selected from the group: an instruction, an

operand, a resuli, and a MAC (Message Authentication Code) vaiue.

5. The method of claim 4, wherein the one or more MAC values are
hash values.
8. The method of claim 1, wherein the examining step further

comprises the steps of:
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re-executing by the hardware element the one or more instructions,
producing frusted trace information; and
comparing by the hardware element the aspects of the untrusted trace

information to the trusted trace information.

7. The method according to claim 1, wherein the examining step further
comprises the steps of:

writing by the hardware element resulis from the unfrusted irace
information © one or more pipeline registers and a shadow register file;

feiching by the hardware element the one or more instructions from an
incoming buffer;

sending one or more operands to the one or more pipeline registers;

exsculing the one or more instructions using the one or more operands in
the one or more pipeling registers;

comparing results of the executing step against results of the untrusted
trace information; and

detarmining compuler systerm output when both resulls are equal

8. The method according to claim 7, wherein the writing step further
comprises the steps of:

verifying by the hardware element that only a value corresponding to an
insiruction that appears later in a commit order of the processor is written {o the
shadow register file when fwo or more instructions try {o wrile {0 the same shadow
register file;

simultaneously verifying execution of the two or more instructions in

parailel; and

9. The method according to claim 8 further comprising the siep of
breaking dependencies between the two or more instructions using the untrusted

trace information.

10.  The method according to claim 7, wherein the feiching step further

comprises the step of decoding the one or more instructions.
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11, The method of claim 1, wherein the sxamining step further
comprises the step of:
allowing by the hardware element compuier sysiem oufput {0 a device only

when the aspsects examined are correct.

12. The method according fo olaim 1, wherein one or more instructions
execuied by the processor are memory instructions comprising one or more of the
following: a store operation to write vaiues info the memory and a lpad operation

to load values from the memory.

13.  The method according o dlaim 12, wherein the hardware slement
uses one or more message authentication codes (MAC) for coryptographic

verification of data loaded from or stored 1o the memory.

14, The method according to claim 12, where the cryplographic
verification of a store operation comprises the steps of:

generating by the hardware element a message authentication cods (MAC)
value corresponding o each store, each MAC value based on a stored value, a
memaory store address, and a secret kKey;

storing each MAC value in a buffer of the hardware element;

sending by the hardware element ong or more MAC values to the
QrOGESsSor,

storing by the processor the one or more MAC vaiues o a shadow

memory.

15. The method according to claim 12, where the cryptographic
verification of a load operation comprises the steps of:

sending by the processor a value loaded from the memory and a
corresponding loaded message authentication code (MAC) value 1o the hardware
element as part of the untrusied trace information;

generaling by the hardware element a MAC value corresponding o each
load, each MAC value based on a loaded value, a memory load address, and 3

sacret kay;
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determining by the hardware element if the lcaded MAC value and the

generaied MAC value are equal.

16.  The method according to claim 15, wherein the defermining step
further comprises the steps of:

comparing the generated MAC value with a MAC value in a buffer if the
buffer contains an entry for the memory load address; or

comparing the generated MAC with the loaded MAC value sent as part of

the untrusted trace information.

17.  The method according to claim 1 further comprising the steps ol
populating by the processor a cache in the hardware element with one or
more instructions to be verified or that have been verified by the hardware

selement,

18. A pluggable trust architecture comprising:

a processor,

a hardware element for receiving execution information from the processor
to detect at least one form of incorrect execution by the processor without relying
on any execution information to be correct; and

a barrier circuit for preventing any computer system output 1o a device

resulling from incorract execution.

19, The pluggable trust architecture according to colaim 18, wherein the
hardware element detects incorrect execution of instructions affecting output via
peripheral components, and the barrder circuit includes an slectrical barrier

capable of preventing output via peripheral components.

2(.  The piuggable trust architecture according to claim 18, wherein a
portion of one or more of the hardware slement and the barrier circuil are
removable and output is prevenied when the portion is removed from the

hardware element,
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21, The pluggable trust architeciture according 1o claim 18, wherein the
hardware element further comprises:
a buffer for storing untrusied trace information sent by the processor;
a verification engine for checking correciness of instructions; and
5 a MAC {(Message Authentication Code) generator for checking integrity of

the memory and a program code.

22. The pluggable trust architecture according o claim 18, wherein the
hardware slement further comprises:
10 a shadow register file to verify one or more operands used by the
DIOCESSOor,
an outgoing buffer enabling memaory integrity checks; and
an incoming buffer for containing the resulis of instructions causing output

to devices that are waiting 1o be verified.
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