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Epulzse} e @gabsl Abs (DeSoc)®l A4 Sl FPe ATt 2gnkeE BE (B B4 UAL A
A Al ALE dehlES AR SBrE S84SR BrPed N WA FAe el wg, B}

< gk
25, oY, A4, w715, 9A 1%, 59 B, 2% 5 0] g A0S ddeA BT 5 A,
WA= AbeRe] DAY A3 Fael vj@Eo] Age] wEgT,
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N
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-
x
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N
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(Zero Knowledge Proof; ZKP)E A7} A& FaAS AQsta Ao de AR AlgS
Aol AAAS HEA A ot&g -

a1
o zWAS PEA kel Awe] U)g
14

OBL -W

I ZefelHAIE fFASHEA 54 ARES TRFeEA Aeds

=
Fol WA 0 ARE 44714 gowa FuAel T4 A4S s Fd 5 9

R

AubAQl A2 FH(ZKP) Zaldae Al 7 AR FAE. (1) 59 @A (Witness Phase) ol A&, z7]
= Aes vgos FTHE st ASAelA gtk (2) A-AX ©@A(Challenge Phase)
FAE e FAE VMo R HAAE FAgEta olE FHAAA HEdrt. (3) W o
hase)ol A&, vlx|wte 2 FHzt= EA1E Aty §HS ASANA thA] Bttt

Festel /1R EPR, Fad wet @ ) An wE PAS
L OAY A9, BeRle A, 54

AAdstes sHo=E 2l
HQlo A #-go] HE
AA7IE AEE 45 Vs Al
ZA91 AYAEA KPS T35}

2
N
1>
olN
oL
N
=
=z

z o
5o
o =

. 32
RU.C)

A SRI(RYC) AAE 99 s Auls AFAT A ARE HEw A2 s
21 L@ DE won Sy ARE yAT L 95 8 gake] ALEA
B, o) Aol MEE A Aula AT SR JRE A A A ARE
2

) -
Aulz AZANA Aot S FF A deleiuolset Beld 37 APl BAT 5 4

Alzglo] AREAE AdE dTe] e FdstE vlolEuMlo]xel oFshA] @Al SBIE sk A5, AT

fo
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Aul2 ABATE g A9 elsks Aol obd BEAAL ol TP ol FofAok At. 0§ 4
BE ZKPY GERE Be nEE £ AW, o84 4R AN ATALA CIRE IAd: e
DIDE AHgatel ABH AHEA Jusk AT 5 Qe WFARTE AFHY

oldt}t, o] EAEZ sZdsty] sl

EE AF§A7E A9 # SBIE WASE U theFe debn s Az oA o Age] SBT3 F
Falw st foh Avbdom Azkel wRw e s Aus AN 47 FHolt 1D 4ug A%
a7 9 LSk, SBTOl ek AlF Grol= AR89 79 dlelH 7 28H A ¢ka, DID AAFHS #Es)
o] of gue Fo¥ & Atk FF BA BAT A5 s AFAE A AFe mvHo

w3 s DID ARE 83T = vk, o] A WS veb s Axge] el n nE Y peke 7

oo wE DIDSE SBTE AHE wE ol H e ojule} Ag1elE W
2 A8S YehEe AdEe]la, & 4bt On-Chain oA E2+s)
W MRS, E At A8 UAY A7 R E ohulels el Admol

Ak AAE = ao] BAE G2 AFEA TR0, WA BFA A (410), SBT WEFA A6 (450) 2 A
A4 AW W A AAE D 5 ATk B34 AuE BT REA AW EE BEA9 e ne e
AW G STk S Aus AR AVE SBT aRA A EE AEa Aviel 932 @ 4 sl

AREAE @ (420)2 DID AAS5H S Bshe X7 430)3 FUe =S Z2E A F2U435)E 3] wE
2 olulER(480) ¢ Wi ETE. SBT alxF(450)E AMRAY] AP sHS A
HEPH 2~ DeFi Wi DEXolA SBT ¥el& ©@dste AE FAY & Jduh. #ASAHA 2= ATAhE 54 SBIE
BHsk Abg Ao Al Anj2s Eehe F-o3h7] f8] A~vtE AlokS 83t

TAHL @AE AARE g 2}

(1) AFgAE MRS dgao Al 22l DIDE Alestar, AlRS AR A FAH KYC 22}l
= xﬂg?&t}(sm). AR ARIY Foud DAl E ARSY FARBH 43 AYe 5 4
AL AG3TH(S420) .

(2) AHgA= AHA S-S Al A,

(3) Mul2 AFA ¥ (455)= EA4 Asto g SBTE Felsta AAsH] Y8 2ntE A9k (460)S AT &
o] AlYkS olyEla WEHI(470)o] BlEITI(S440). oluf, Mu]x= AFAH(455)F FAA T =7-(440)5 ©]
|3l g2 STHZKP)el 7|WetE 2~vtE Aeks AT = Q).

fr ko
=

ACAE)

ki3
a

xS

(4) AFEAFH(420)= R AES F7ketal (3) @AldA] AAdd 2108 SFe SAE A =A
HolAs AATTH(S430). olul] AFERF T (420) 04 FHA T =H(440) 5 o]gste] FAA ST (ZKP)o
71935k= 59 (Proof) & A 4= Utt.
(5) 2~utE Ake A} g2 Alest =8-S 71E8a1(5450), o] 29 SBTE AL&AtY A7 FAR 23

3} (S5460) .
(6) AF8A= SBI7F AFE A3} 425 AFEShe] ouleR(480) 0] 210 $H}(S470).

(7) 54 Anlzol A SBT £4] o o] ueh ol § AT Fol g,

Ake el o bkl wEw, B4k ofolt(DID)% ALMEE EI(SBE AT vlEpso|H e ohle}
AQAF e, Aulz AFA Ak 54 Al B FHel AFHE A £28EE E2(BDE 39
B anbE kg AREE WASMOISH, AUl ATA AWML ARE ARlE Ake BEA) =L
MESE BASH AgA TEe] B oot (DIDE X Aude] Jxdtel B AP AEA)
ABe Fobstel TelaHol e ARSHE WA(SI0)SH, AHEA die] BEAQ YEAZNN BAE 2ol
= E2(SBDO] AFE A F4E ohibeish WPt BA(SI70)E EFwh,

7491 ofAtel wrEw | DIDSF SBTES Agst weln| oMol ofulel A9l AbE2L @zko] ARg-x}o
ololt](DID) @ TAZ(KYC)o| Tod FARE i Sz} Htﬂ Adsts= &A(5410)9F, AR
o] Azldld waixl qHzHE Ak g uld S A7t A @A (S420) 5 o] ESI

IN
05
e

lo

R
2

)
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=1 3k A Qe1Z W SBT wraix} w7t A&
] 75“301] 71&6}0% 2ntE Aloke] B4 Ak i3 =8-S HEss @A(S450) 9k, SBT 2
g2 A7 EA Agd g ZWo] AZE A9 ALuleE EI(SBDS AHeA Aoz wEstE v

F71HQl Pl Wi, DIDS SBIE AWT vl oAl ohubel AAF WHE, s AT Au)
ohubeksl MiWE Ak Tl 2EHEE ER(SBDE FAAsHs BAS, Auls AR AN Agvhes
(SB)9] &) ool 71z3te] olulere] ol g WS MANE BAE o TFU.

& 55 A AAleel wE DID9} SBTE 297 wiehw 2ol 9 opubel AddS W B A|&FelA DIDE S7
e 8z eld A4 A4S vl S5k

DIDE= 1% 59} o] ARgxle] A9S Felshs o AREHETE. AREARe] Bab oloti(DID)E ZIWre R HhgAi=
A7 Z9S AT AHEAH420)E DIDE Ax AT DID FAE BEA(170)0.2 =E TH(S510).
AREAF(420) 7 A=A E32H(410) ol Al DIDE deeta 22 AFS 8 A8PA(S520), A=A E32H(410) =
A7V e AYANAS At AFER A AEEa(S530), AHEA(420)E HE7FSE ZelAlE ol dS AA)
A4 ehrh(S540). o] H|ANA AFol| AREE o] &Ae] MJARE AAFH(IYAE) o AAFH (I
A)MSE 23t dolgmo] o] AAE o o] gt Al ATt

U 18 A AU TaE Ui,

bl

o

HH o
U M

N

Verifiable credential
{ credential DID,
issuer DID,
issuance date,
(claim 1, claim 2, ?, claim n),

proof (issuer's signature) }

@ A4 FPe wehs deld AgRte] A9g dehjer @tk webd ® 1% el
%, 9%, 718 #a AR 5 o842 Adsh: dId el W & vk AR
Aol NHE Credentialdl THAA 2% 7Fsd el de YA,

o
o
Us Xk 2¢ AT e ZeAlH ol Y] x2S YERIY.

¥ 2

Verifiable presentation

{ presentation DID,
presentation metadata,
verifiable credential,

proof (holder's signature) }

DIDE AR&sto] ARgAbe] AHA Frgoluyt 7iQl RS A4 oW R ZeAldoldel vigd o Ed83 AF A
B ARZE SEE i) AR BE EAlZE ok olE siAsty] flsiM s ol & Had

=
A A AEH B e A9

SA 71 slelA FdEAHoR Q%
EZ(Sigma protocol)S ARE3lo] 1

‘l-(UFU

Aot M AT ol w71d= ARl dal] Alavk =

A9 obubet NANF W R AZEANA AFIFE
EoEel s TEE $9 W 4% A% AL A8 YehlE AdEels.

A4 ET(440)E AHEIE AHEAE EeliE ol
]

%l KPE &3l SAE A8t olds A48 &
o1&t7] 913k AntE Alfs Aoz AAHE 4= 9. o]

al
9] =7] 2 (Pinocchio) ¥¢1#FS &8st ZKP

ﬂr 2
N
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= ZK-SNARKE 7|Wro & ~wtE Aoks AAett. ZKPE Agatr] 98l Zokrates =75 AH&3he] A
&2 8 R AVE AoE AddH.
KeN

B
ro

(1) ZKP =& AREARS] ZjAlE oA =
A5 B3y, ZaAlE oA (610)2 ZEAlE|o]A DID(620
AN (640) 2 Z (Proof)S 223}

o o} U F F7 AUE A% Wusk 1E 74 8
) ol sebelol el (63009}, AF7Hs @

ro
=

(2) AZAL DID AB(CL %) AF, 98 AF194 ol 9% 'urk F' A% TA, "B A% A3
5o A A
(3) Zokrates eelmelel 39 2 4% /15 TAdE o Agwd,

(4) WA= AFEARA =g Aol de =
= AH&Ske] AREAE S| /A ws &

rl
;

g 7S AT, A AvE Al Alges AT 7T
il

F7HE el kAo iz, A7) AntE AlekS AAlskE WA, 99X SH(ZKP)d 7| ZEe] AFEAte] TS
AS3seE AR (690) = *ﬁ“ g @AE Egsi),
F7H41 el w2H, DIDSF SBTE AFs WElH 2ol A 2] olulel AQAT W2, AMExF ool Al
oMo 2 HE JX A FTHZKP)l 7|x3 AMEAle] S (670)& A3t dAE o Egst)
Aord wrgo] w ohE ofAle] waw, Bl olo]y(DID) S} ALHIEE EZ(SBI)S ZA3S wEl 2oA]e] of
vhel A0S WS HIFE A AAA717] Y3l Z1SuAd A Z2ae A ole]t(DID)E 23St
= g 7|xste] AAE ZAlg oS g Rto}l wAlste] A=EREY MY ES EEsta, E4F ofo]
g (iD)e] A AF At 2 AulE Aeke] B4 ARS Fshe AAE AL, JA A SHEZKP)O 7%
3lo] ARgAF] Ate] I WS AAMEE T5(660)9 AFEAY] ATk I WS ASsE 34 (680)2
AAgstar, Abgxte] dete] digh Sl HAIFEHE A Aves EE(SBDS @ysie d4E YAt
L 72 A AAdol whE DIDOF SBTE Adsh WElH 2oA1e] ofulel AT 2 A|=Elo A Lo]o] e}
AE My AE5 T8-S Yehlls dA=olt.
AT dES B3 Y THe = 79 2. fFad Yol ATHW oF F #E wkdste] Algxie
e AT & Y. 2rE HEAENN S AT A ¢ £F Al "2 AFSE 39U 255,
3 Z(circuit) A A &= g9 3|27 F7FE

oRZ #asiA Bd. Fo] Fold 'out' FolA FAE ZAyE uwiz Gk

Gel A, ol B9 A Dol e, Sol A4

1l

W0yl o3 Aoz 448 & A F¥ Y FrE 39 @2
3 wALt, o] ETE ALgHW AGAE Aol A9 A7 F9 (IS fsgm% de - Ao 1 F, 4
A A Bl A BEs] A4S 39 /9L A9 & Ao

wsol AREAZE 54 ZKP(el: 194 o)) & 848kl =
BEE T8E Tl AHEAE oFd verifyProof NEHEIZFE HF& Wi SBT

SAb ZKP gest daese] A AFdE & da glo] A3t Akl e A SERnkE At
groll tit TS D 4 9o AQds =d + 3

T 9= o AAd] w2 DID} SBTS A3k wets oA o] olulel AQelE HhE B AlAEl A AnE A ek
of wel SBI7} #aE = WS UeEhls EEEelT)

ﬂr
o
ol
f
il
-
Sl
T [‘-{E
i
ol
ol
k]
o,
oft
of\
o,
o
o
oX,
ot
O

Aoke]l &4 ZTEAAE & 99 e} glt). zok-verify AlokS ALgx}o] Ty AlH ol WS <13 S Aok
S E3 SBTE wajsit). A A% SBT @ajxiwte] SBTE wast 4= lom) Agxle]l 5w Zho] truedl 7 g-ofwt
2= sth, SBT Aleke] 7-9- OpenZeppelin® ERC721 TFES ALgsle] SBTE AAsti, o2 AlgdA 4=& 5
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2~ (e}
s "= e =1

o
5=

23l ahe)

=

= 98 Fxed, AMHls Alga A (455)= EFANeR T8 HT A%S dE=skal, SBIAS A4t
(5910). =A¥E BFARD ARAF ©T(425) S AT Aleke ¢1a1(8920), AS7Hed ZejAlHoldE A

5k (8930), FAA =5 ol&ste] TS AAITH(S940). BAEE THE o8&t EFAQ e AntE
ok THITH(S960). THol HBHM, EFA|Q1e AvtE Aokl ofs SBT7F L ETH(SI60). Anlx Al Ak

A8} (455)= AREAF A gtell A SBTE &l <= ATH(S970).

% 10& 9 Aol uwhe DIDSH SBIE AT wiEhulzolAe] outeh AUE Wy @ AgelA SBT A4
o ;=g el oA Eol .

)

2utE Aleke] s X 109 =AEY v, HEHEE AN FHE HESHE zok-verify9l SBTE &3
3l= SBICreatord & AEWER FAFC}. zok-verify AEHE A= verifyProof_sendIX()E HA T =3
oF 3l | Zwo] true?l AFowF SBICreator AEHEQ] verifyProof()S & 4 A}, olgjst 2 A8 =5

sjoFnt SBT o] 7hsattt.

X 38 A= Aok AR verifyProof_sendTX() 471 42813t= A1 dag)E5S veRdc).
F 3

Algorithm 1. verifyProof_sendTX() [Verify.Contract]

Input: calldata proof, calldata input, calldata issuer, calldata user, uint numOfCred

If (verify(proof, input) == true)

SBTContract .verifyProof(msg.sender, issuer, holder, numOfCred)

D> ZoKratesE ARS3le] Zgxleo]ld FTw &l ZAldold Froel el A
SBTCreatContractS &%
duplicatedProof [numberOfProof] < proof
> FHS At List A%

Al &I ﬂzoﬂ/ﬂ“ Aok 8ol HaF e verifyProof_sendTX() =7} AR} #AA] FH S Feldit), o] 7]
T2 A 344 AdE FHI = el dd e dFAet AR DID, A4 W HIEE YEoE A
Fstol %E‘dt} 591 7152 Zokrates 1 191% Abgstel ARk, oleld Wkl A AT AER

kol true¢l 79 SBTContract W9 verifyProof() T4 ZHAlH ol ZFwo] oln| AFHoz HAZHA
gelstty, o2 AFRAE TS T @S AFEE JheAS WAE] 98 DuplicateProof MlE-S AL-8-3-e]

o] Ackoll A= ZoKratesoll A AF&-%= ZK-SNARK7} AME-HTH. 9 S AAdste dde Aoz vgo] Fol
EAR, S AAdAE 0(1) HRHEE FAST. wepd 2utE Ak del Fa3k Aike] o]Foixyete
EFAL P} dAT Azt siEHERE GAS ewWEl=rF FHastdrk. Solidity WA "N0_8_08 A&t
verifyProof_sendTX() 3t ®j3E H]-&-& GAS 1,336,3110]3L, AZ 3¢ TEo]= GAS 227,5780] AH|HT. &
A 3 FHE ASS o, $H 5 8% GAS H]E2 GAS 227,578% F-A|HY}. SBIContractoll A+
o] Ak 3ol HAjoA FTEH verifyProof S AFE3Fo] ClFAddrol] AFEAF 425 553

FHAQ el mEw, 7] gAY FHE AFse Ao
%

) fi
il L = h ,
ol avheE E2(SBT) 28 Aokl T AT daE 2Edhe s Adshs dAE AR
T

AeFe] verifyProof @7} sl A2 daelas WERY.
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X 4

Algorithm 2. verifyProof [SBTContract ]
Input: string tokenurl, address user, string issuer, string user, uint numOfCred

onlyVerfy.Contract

D> Verify Contractol A%t o] sh4& A3 = A&,
authenticationAddr[user] < True

D> Verify Contract 2%-E] Proof 915 W& Al&x19S YE.
Vp < push(VerifiedPresentation(addr, issuer, user, numOfCred)

> ZHAFE 918l vpListol AX F7}.
authCount [addr] < vp.length

> 2 AR AFH ARAIS .

% 2004 verifyProof B4 Aok B9l AR Wl BHE 5 Ak, FF AAE A3 47 5
SholE An wE ZAow vp wjdel A,

FbAQl el wEw, 4Y] ZnhE Zoks AHSE WAL, Agdel RS AEshs Ackel FaelAw
% bsw, A3 Aede) 298 JRE A IS A DA Tae.

¥ 5% createSBT &47F +338t= A3 dag)ES Yepdt).

# 5

Algorithm 3. createSBT()
Input: string tokenurl, address user
onlyOwner () > A9xet SBTE wgE = e,
require(authenticationAddr[user], "Not Authentication person");

D> Proof A% W2 Alghel SBT ¥ 7hs.
require(sbtToPersonluser], "already exist");

> gk ololt]d SBT+= shubwt W3 k5.

tokenlds.increment ()
uint256 newltemld = tokenlds.current();

_mint(user , newltemld); > usero] Al SBTHIE S ¥WF3lod minting
_setTokenURI (newltemId , tokenURI) ; [> SBT9% Token URI A
sbtToPerson[user] = true; > SBT g address &7}
sbturlToPersonfuser] = tokenURI; > W2 7S 9J3F tokenlURI 7}
sbtNumber [user] = newltemld; > EE Ws A4

Output: newltenld;

createSBT() 8H4i= SBT wrag ©idsit}, o] 7]e 2 wgapuke] sk 4= glom, ol auhnticationAddrell
TEE THE ATWE ARgARE wgo] Jbseith. TS FaY kel SBIYE EHd 4 9tk SBTE
ERC721_sol< &&f mint 45 TE3t AT, T2 tokenlRIE AT o] E AM&3te] SBTE A
=

F7HAQ el mEW, 7] 2ulE AS AAsteE dAE, A8veE EZ(SBD Y EEARt 2% /st
ATE AFEAS] A3 -?i%‘ slufe] AgnleE EE(SBDS %636]'"5 dE Agste dAE E3e).

T 1lat. o AAdel mE DIDSF SBTE AEst wepH 2o Ae] ofntel A0S W 2 Al=HoA YAE X

7 SBTE YEhE dAalZelx, E 11be SBT9 dZ2%¥ mgdAdS YeldlEs JSON ZE=Z UelUlE dA|Zo]

1=

A3 L8] E9 createSBT() Sheoll ol&l] AAE SBTE= AFEAF w@hdo A = 11a9F o] HAE 4 o). = 1la

9] SBTE % 11b9) JSON %2 ZTAE 4 AUr}.

Olffoﬂ% SBT #eg]& Rol3tA dt= 7% FAHET. 7)o SBT 2 AHES gedlr] 93 4 A, =
4 tokenURI AR 2 EZ W37} ¥},
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& SBT A2k transferFrom &7} 3= A4 dag)=SS epict.

£ 6
Algorithm 4. transferFrom(_form, _to, _tokenId)

Input: address _form, addres _to, uint256 _tokenID
require(cannotTransfer == false, "You cannot transfer this SBT")

> ¥ SBT+= tHEARAl HE BT,

ERC-1138 2 ERC-51929} Z& A% E7F53F SBT tisk Aleko] 7k Fo]x|vt d1gl= 40 AWE f=
transferFrom #< {%%%Ziflié %%7}%§6T7ﬂ WME= o g FrE FEsY, AyHo g SBlContractE 53l
A2dE SBTell tisiiA= A

Algorithm 5. updateURL()
Input: string tokenurl, string tokenURI
onlyOnwer () +GAE SBTE GHolE & & S
_setTokenURI (sbtNumber [user], tokenURI)
D> sbt9] tokenlRIE WZAEO=A ko] &S F4.

updatelRL() v EaATt 558 4 o ARSX 8.4 we) o] ¥ SBTAl gt tokenlRIE 44
g g AEF 7] %k Zojt}. o] VTS ARESHH AMEAF A3 FAhel = SBTUF AL fAReE VS F
oJukS = gtk

Zol kalol] w2, V] AnlE AlS A 9AE, AfnEE BEZ(SBD) e WAttt &% 7hedt,
A3 AEREE EZ(SBD Y F4E WASE 345 AAste dAE £33

T 12+ o AAdel wE DID9F SBTE 2§t welH oA 9] ofule} AldAT W Z Al=wlo] A A E SBT
o] AFEAF ARE YERE dA =l

olH &= g Al A H o
toz= 54 SBTE =
Aol 7hEa|At,
Hof oA~ ohlﬁi

il

& NAH BT B 1§ & A g,

Ed %Hﬂ ﬂ%@ wrﬂ%‘iﬂﬂg%’%uﬂi%%ﬂ 5H ARE d

o =AE AXH "attributes" = "kycNumber"Z A}&EH WEE 4 ZFwo AR
[e)

o I uz o

182 o AAjefel wE DID9F SBTE ZAger wiepw o)A o] ofulel A9IlS W B Al hesty

% 132 dsstd et NFTE Baetes A4 ZHE X7 (Crypto Wallet)S YERAT. Crypto Wallet-2 wER}2
A A AHgskE APTE &85t AT 4 . 7] A daglEogE BIP-445 A2 4 9t} BIP-449
7d9-ol= HD(Hierarchical Deterministic) 7]&S &85} AJ=(SEED) kel thdst st 701917](Private
key)E =& @ 4 o). olu] ECDSAQ] secp256kl EFY =4S #8351 Jlel7|oF &%= 3707 (Public
key)E AT T Ak, A7 U071 71x38te] SAI(HASH)E &3 ZHE Ao Fa(Address)E A4S
T °1E} Az F25 Ao, AR Bastal e RlERR], oluds, NFT 59 Ef o5& 1 +

e A7) "ol A FA2E F3 AMRAE SAE gl AV U S5, AHE A

= U= Arjde] mE DIDSF SBTE 2 et wEb 2ol o] ofntel Ad9lS Wy B AJAF oA DID A 3H&
3

_15_



[0123]

[0124]

[0125]

[0126]

[0127]

[0128]

[0129]

[0130]

[0131]

[0132]

[0133]

[0134]

[0135]

SIHS31 10-2025-0105558

% 14% DID A3 bk, DID Azte] A9-d% A7t 7178 EAleta, ZHzte] /1718 &3l DIDE
A 4 9ok o]F DID®F wisdEE DID EA(DID Document), AMEARe] HHE Yelhe AWA
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EH3g

1. Access the decentraland 2. Submit signature to
(Connected Wallet) verify user wallet address

X M https://play.decentraland.org

Connect your wallet

Play using your wallet
Signature request

]

r . Metaask
"

w

0 ‘ F Fortmatic

1
A WalletConnect |
w

Continue with wallet 0 Coinbase Walet
U e—— W, . W o 5
Reject B)
N A

‘ Fousradning
Message:
Decentraland Login

‘ Ephemeral address:

3bDC2FC290121f55635F0386F5C59CED

Expiration: 2023-10-28T09:08:26.781Z

3. Check the user's NFT & 4. NFT trading
Avatar mapping in the marketplace

(NFT linked to wallet address)

# . t a a " 3 o

You don’t own
any skin yet

( Item List)
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(S311)
1-1. service request

3 (S312)
;- 1-2. User's wallet address
request
(S313)
@ ) 1-3. wallet login (I?
+ l

User A (S320) ) []
A 2. Submit wallet address Decentraland
and signature
(to verify ownership) 2

(S330) !
3. Mapping the avatar &
Check the user's NFT list

through the wallet address
submitted by the user

(5340)
4. NFT trading through marketplace

@

User B
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=4,
OFF-CHAIN
1
e - (S410)
; oopl DID sending 430
O hf \
| Issuer I
€}
Credential (« E »)
e 4 DID Wallet
: .
n:g{:e Dl D ~
degree ‘ \ J
N | , :
- > Credential i

(5420) Credential minting ,

Presentation

450
Presentation
Credential
PR |
Il oo
Il oo =
e age
(X J degree
P
T

SIGHolder

SBT Issuer ] .

i@
Contract &
Proof tools

440

|

(Service PFOVider)J‘ (S430) Presentation sending
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ON-CHAIN
455

440

Ill; Em

i Smart Contract
[ SBT lssuer J Proof tools
( )

Service Provider

l

(S450) Verify proof

435 %
¢ ange
®
“rap 2 470
4 (5470) ’ (5460)
§ Address N 1:1 mapping> ‘W’ SBT minting
NFT T
O ) Avatar (Address N)
; o 5
K\ J | |
( B, L, o
Asset, Token l
k | Upper 19 Korean !
\I _ I S _7

— 24 -



10-2025-0105558

5

=

=

H

e
[=)

uoIedIIJUAYINY Je)eAY

q,\cm80v_ 6l Bqam._
Wy W
! _

_. b
N =

(N ssaippy) Jelea

A, buiddew

Ll

~N -

U0 1955V

~

,ﬁ Uayo| 19ssy

J/

A

~

J/

L N ) {

)

EH4c

uonednRUAYINY Jeleny

)\

L W o =4

(L sseippy) Jereay
puiddew X

14s rﬁ 18S
N\ r N
14N rﬁ 14N
N Ssaippy ) f | Ssauppy

UOI1LIUSSAI(

NIVHD-NO

Wy

NIVHD-440

|enuspai)

did

Bllem did

X _ Jasn _

=

_25_



VC Number
name
address

(S510)
1. Create DID itself and
upload DID Document

(S520)
2. DID Delivery and
Identity Authentication

|

|

|

I

|

I

|

|

I

I

|

I

I

I

|

|

I

|

I

: (S530)
1 3. Creating
I
|
1
I
I
|
|
|
|
I
|
|
I
I
|
I
I
I
|
|
|

Verifiable Credentials

(S540)
4. Create
Verifiable Presentation
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()

Verifiable Credential

Credential Identifier

| IssuerDID| HolderDID |

|
|
|
|
|
|
|
1
|
|
|
|
|
|
|
|
|
|
|
|
|
Credential metadata |
:
name |
address :

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

Presentation DID

| HolderdD |

Presentation metadata

Verifiable Credential

Claims
Proof



k1
N2
()Y

610
/

Verifiable Presentation

. 2
Presentation DID 1
HolderDID

_ 630
Presentation metadata

040
Verifiable Credential X1
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Field

Claims i age > 19 (gt)
Proof T

Sign

oot R

660

verify(Issuer) (=)
verify(Holder) (=)

670

/ !f >
_” generate_proof’ |:> £

A 4

ZkGenerator

User’s Proof

OUTPUT

Smart Contract
650 —>‘ generate_vc ’ |:> 1

/

680
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k1
N
N

{

"scheme”: "
"curve":
"proof”: {
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(b)

struct Proof {

struct lkosVariable {

Contract Checker {
function _greaterthan(
Proof proof
) internal pure returns (IkosVariable memory) {

.re.t.urn gt(ikosCtx[0], proof.publ0]);

}

function greaterthan(
Proof proof

) public pure reterns (bool) {
IkosVariable res = _greaterthan(proof);

return proof.out[0];

}
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Blockchain

Service
Provider

E
\/-
(S920) v
2. Read o
the Proof Verifier Contract
(S930)
3. Create

Verifiable Presentation

(S940)
4. Generate Proof

(5950)

5. Verify Proof

L (S960)
6. Create SBT P

il

(5§910)

|
é

D Upload the Proof
Verifier Contract &

Create SBT Contract

(5970)

7. Verify SBT
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zok-verify.sol
Library Pairing
Contract Verifiy

Function verifiyProof_sendTX(Proof memory proof, uint[2] memory input,
I string calldata issuer, string calldata holder, uint numOfCred) public

SBTCreator.sol

mapping(address => bool) public authenticationAddr ;
mapping(address => uint) public authCount;

mapping(address => bool) public sbturlToPerson
mapping(address => string) public sbtldManage ;
mapping(address => uint) public sbtNumber;
mapping(uint => address) public sbtidManage

struct VerifiedPresentation{ address userAddr, string issuer;
string user; uint numberOfCredential; }

VerifiedPresentation[] public vp;

[0 e o e e e e S e e e e e e e e

- — —stFunction verifyProof(address addr, string calldata issuer,
string calldata user, uint numberOfCredential) external

Function createSBT(address user, string memory tokenURI)
public onlyOwner returns(uint256))

Function updateTokenURI(address user, string memory tokenURI
public onlyOwner{

Function safeTransferFrom(address from, address _to, uint256
_tokenld) public virtual override {

_31_
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KTESS @ @@ - A VS BE%E

CNU KYC

#1

- R o

|,\ send /,l [_,/l

Token standard ERC721
Contract 0x7735...05DD
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EH11b

“‘@context’: [
“https://www.w3.0org/2023/credential/v1”,
https://www.w3.0rg/2023/credentials/examples/v1
I
“type”:[“VerifiableCredential”, UniversityDegreeCredential’],
“CredentialsSchema”:{
“id”: did:example:cdf:3GI87w9UeWbagPL94T9bMItyXDj9pX50”,
“type”: “did:example:schema:22KpXgecyx9k7N6XN1QoN3gXwBkSUSFyYyqG”
“Issuer”: “did’example:Wz4eUg7SetGfaUVCn8U9d620DyUJLuUtcy619”,
“credentialNumber”:"abcd1234”
“credentialSubject”:{
“givenName”:"Gildong”
“famillyName”:"Hong”,
“degree”:{
“type”:"CNU KYC”,
“name”:Bachelor of computer Science”,
“university”:"University of Chungnam National”
1
1
“oroof” : {
“type” : “CLSignature2023”,
“issuerData”"5NQ4Tasndkjfawhui23Ajdfhgdfkjs:--Bxjkhasjdk4517289aqwdhjs”
“attributes”:"pPYmajmagwwweusadbnnm2huaasf---ajkkjgkwe1g20sjdwhje”,
“signature”:"8eGujgweyhu2QWebnjh23237ensdnjwEjsadhwdkgwebhkf1u”
}
1
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CNU KYC

Onwer : 0x44523cfc138d2217¢7C088461eDedD0769dD3926
m‘ Issuer : CNU.eth

tokenlID : 3456
SWR" eventURL : https://www.CNUKYC.com

External_url : https://api.CNU.kyc/metadata/1/3456

—_

|

"description":"CNU bachelor KYC",
"external_url":"https://api.cnu.credential/metadata/1/1",
"home_url":"https://app.cnu.credential/token/1",
"image_url™:"https://www.poap.xyz/events/badges/ethdenver-19.png",
"name™" KOREA KYC",
"year":2019,
"tags":["credential”,"technician"],
"attributes™:[
{"trait_type":"acquisition date", "value":"1-Feb-2023"},
{"trait_type":"kycNumber","value":"abcd1234..."},
{"trait_type":"imgURL","value":"https://wwwkorCredenital.com/img/KYC.png "},
{"trait_type":"country"”,"value":"Korea"},
{"trait_type":"eventURL","value":"https://www.cnuCredential.com/"}
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