US 20170116200A1

a9y United States

a2y Patent Application Publication o) Pub. No.: US 2017/0116200 A1

Berkhim et al.

43) Pub. Date: Apr. 27,2017

(54)

(71)
(72)

@
(22)

(63)

TRUST PROPAGATION THROUGH BOTH
EXPLICIT AND IMPLICIT SOCIAL
NETWORKS

Applicant: Yahoo! Inc., Sunnyvale, CA (US)

Inventors: Pavel Berkhim, Sunnyvale, CA (US);
Zhichen Xu, San Jose, CA (US);
Jianchang Mao, San Jose, CA (US);
Daniel E. Rose, Cupertino, CA (US);
Abe Taha, Sunnyvale, CA (US); Farzin
Maghoul, Hayward, CA (US)

Appl. No.: 15/400,083

Filed: Jan. 6, 2017

Related U.S. Application Data

Continuation of application No. 13/859,208, filed on
Apr. 9, 2013, now Pat. No. 9,576,029, which is a
continuation of application No. 11/498,637, filed on
Aug. 2, 2006, now Pat. No. 8,442,978, which is a
continuation of application No. 11/478,291, filed on
Jun. 28, 2006, now Pat. No. 8,086,605.

(60) Provisional application No. 60/695,239, filed on Jun.
28, 2005.
Publication Classification
(51) Imt. CL
GO6F 17/30 (2006.01)
(52) US. CL
CPC ... GO6F 17/3053 (2013.01); GO6F 17/30867
(2013.01)
(57) ABSTRACT

The present invention is directed towards systems and
methods for trust propagation. The method according to one
embodiment comprises calculating a first feature vector for
a first user, calculating a second feature for a second user and
comparing the first feature vector with the second feature
vector to calculate a similarity value. A determination is
made as to whether the similarity value falls within a
threshold. If the similarity value falls within the threshold, a
relationship is recorded between the first user and the second
user in a first user profile and a second user profile.
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TRUST PROPAGATION THROUGH BOTH
EXPLICIT AND IMPLICIT SOCIAL
NETWORKS

[0001] The present application is a continuation of U.S.
application Ser. No. 13/859,208 filed Apr. 9, 2013, which is
a continuation of U.S. application Ser. No. 11/498,637 filed
Aug. 2, 2006, which is a continuation of U.S. application
Ser. No. 11/478,291, filed on June 28, 2006, which claims
priority to U.S. Provisional Patent Application No. 60/695,
239 filed on Jun. 28, 2005, all of which are hereby incor-
porated by reference in their entireties.

COPYRIGHT NOTICE

[0002] A portion of the disclosure of this patent document
contains material which is subject to copyright protection.
The copyright owner has no objection to the facsimile
reproduction by anyone of the patent document or the patent
disclosure, as it appears in the Patent and Trademark Office
patent content items or records, but otherwise reserves all
copyright rights whatsoever.

FIELD OF THE INVENTION

[0003] The present invention relates to systems and meth-
ods for improving the reliability of search results. More
specifically, the present invention relates to systems and
methods for improving the reliability of searching and
search results through the incorporation of the actions of
users, as well as novel techniques for indexing the same,
which may include the incorporation of the actions of a
social network of users.

BACKGROUND OF THE INVENTION

[0004] Much of the information we use today is stored on
computers or other devices such as PDAs that use computer
technology. E-mail messages, word processing documents,
and digital photographs are just of few common types of
content items that are available to users. Because of the large
sizes of these collections of content items, it can be difficult
for users to find the information for which they are looking.
A search engine is a software system used to facilitate the
process of finding information in a collection of content
items. Users express their information need in the form of a
query (which typically comprises one or more query terms),
and the search engine returns a list of content items that
match the query in some manner.

[0005] Some search engines work by scanning each con-
tent item at the time that the user issues a given query,
looking for the pattern of text described by the query. Many
tools that search for files on a user’s local machine use this
type of search, often called a “direct file” or “stream” search.
For example, the search utility in Microsoft Windows XP
and the grep command that is part of the set of utilities
provided with UNIX-based operating systems such as Linux
both use direct file search. As the number of content items
increases, however, directly searching through content items
becomes too slow. Instead, many search engines actually
search in a concise representation of the contents of one or
more content items called an “inverted index,” or simply an
“index.”

[0006] Inorderto create an inverted index, a given content
item, such as an HTML document, is first broken into a list
of words, a process known as tokenization. The complexity
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of the tokenization problem depends on the language in
which the content item was written. For example, tokenizing
Chinese text is more difficult than tokenizing English text,
since word boundaries are not marked with spaces. After
tokenization, words may be normalized to a standard form.
For example, plural endings and other suffixes may be
removed, a process known as “stemming” or “morphologi-
cal analysis.” Again, this process may be more complex for
highly inflected languages. In addition, certain very common
words known as “stop words” may be omitted. Finally, each
occurrence of each word is recorded in the inverted index.
The entire process of transforming the content item from its
original form into a set of entries in an inverted index is
known as “indexing.”

[0007] The inverted index is a data structure consisting of
atable of lists. Each entry in the table is accessed by a unique
word, and each item in the list for a given word indicates a
content item in which that word occurred. These items are
called “postings,” and the lists are called “posting lists.” A
posting contains an identifier for the content item containing
the word, and may also include additional information about
how often or where the word appeared in the content item.
[0008] When a user provides a query to a search engine
that employs an inverted index, the system breaks the query
into words in much the same way that the system processes
content items. The system then looks in the table to find the
posting list for each word. Each posting list represents the
set of content items containing the word. If the user’s query
is interpreted as a Boolean AND, then the intersection of the
sets for each word is computed. If it is interpreted as a
Boolean OR, then the union of the sets is computed. In most
search engines, a relevance score is computed for each
candidate content item in the result set, and only the top-
scoring candidates are retrieved. A variety of factors may
determine the relevance score, including the frequency of
occurrence of the query words, their statistical distinctive-
ness, and properties of the content item such as its modifi-
cation date.

[0009] The Internet is a worldwide network of intercon-
nected networks, which includes both public and private
local and wide area networks of computers. One of the most
commonly used Internet services is the World Wide Web
(“WWW?”), which consists of billions of content items,
known as web pages, interconnected by hypertext links
which allow users to navigate from a “source” page (the
page containing the link) to a “target” page (the page pointed
to by the link). Each page on the Web has a unique address
known as a Uniform Resource Locator (“URL”). Hypertext
links on the web contain two pieces of information: the URL
of the target page, and a short piece of text, known as anchor
text, that describes the target page.

[0010] Due to the large scale of the Web and the unique
nature of the interlinked pages, web search engines typically
employ more complex relevance ranking functions. In addi-
tion to the ranking features used in traditional search
engines, web search engines also rely on information based
on the connectivity of the page, such as the number of pages
linking to it, in determining the relevance score of a search
result.

[0011] Unfortunately, existing indexes used by search
engines may not capture the precise verbiage that a user
query comprises, raising issues of the relevance of content
items in a result set. In addition to the foregoing, users are
increasingly presented with disinformation when attempting
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to locate content items on the Internet. Due to the exploi-
tation of shortcomings in existing search algorithms, users
are confronted with issues of trust regarding content items
that they locate on the Internet, including the content con-
tained within such content items.

[0012] Therefore, new sources of information on which to
base searches, as well as methods of using the same, are
needed. Furthermore, new sources of information on which
to base the ranking of content items in a result set are
needed, as well as techniques of using the same, which may
be used alone or in conjunction with existing searching and
ranking techniques known in the art. Additional sources of
information provide new ways to index and rank content
items and the content contained therein, leading to more
reliable search results for users. Furthermore, new tech-
niques for indexing this information are needed.

SUMMARY OF THE INVENTION

[0013] The present invention provides systems and meth-
ods for improving searches over a corpus of content items,
including improving the ranking of result sets produced by
such searches to provide users with relevant results.

SUMMARY OF THE INVENTION

[0014] Embodiments of the present invention create one or
more user profiles that comprise personalized information
describing one or more interactions by a given user with one
or more content items. According to one embodiment of the
present invention, personalized information includes, but is
not limited to, interactions such as saving, annotating, tag-
ging and other user interaction with one or more content
items.

[0015] Personalized information may be treated in a man-
ner similar to other information comprising a content item
for indexing, searching and ranking purposes. For example,
personalized information such as annotations and tags may
be treated similar to anchor text from a web page. Person-
alized information, like anchor text, includes descriptive
text, but is created by individuals other than the author of a
content item. Furthermore, personalized information pro-
vides descriptions, opinions and alternate forms of refer-
ences (including spelling and word form variations) that
might not be found in the original content item.

[0016] Personalized information from user profiles may be
used to improve indexing, searching and ranking of content
items. One exemplary mechanism would be as follows:
When a user saves a content item for the first time, the text
of the content item (including any metadata) is added to a
search engine’s inverted index;

Any relevant personalized information from the user is also
indexed, whereby personalized information is treated as
separate fields of content from the content item; and
When additional users save the content item at a later point,
the content item is not re-indexed, but relevant personalized
information from the additional users is added to the
inverted index.

Accordingly, queries are executed over both the contents of
the saved content item as well as the personalized informa-
tion of users who have saved an interaction with the content
item, thereby providing several benefits. First, search sys-
tems and methods of the present invention utilize personal-
ized information in conducting indexing and searching
activities and are capable of locating a relevant content item
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even though the content item does not contain the exact
wording or spelling provided by a user’s query. Second, the
search systems and method of the present invention may
harness the personalized information to improve the rel-
evance scoring and ranking of content items, providing more
relevant results to users. Personalized information may also
be aggregated and indexed according to communities or
social networks of users. Aggregating personalized infor-
mation according to community membership enables com-
munity-aware searches.

[0017] Aggregate personalized information (which may
be contained in one or more user profiles), or a subset
thereof, may also be used to rank search results according to
community-based features exposed by the personalized
information of individual users. Community-based features
may be combined with existing features of indexed content
items in a variety of ways to improve ranking calculations.
For example, ranking may be influenced by usage informa-
tion from personalized information in user profiles, may be
based on reputation or trust values for the information
contained in individual user profiles or groups of user
profiles, or by propagating reputation or trust values through
social networks of related users.

[0018] According to the present invention, reputation or
trust values may also be propagated through implicit and
explicit social networks. An explicit social network is an
explicit association between interconnected individuals,
e.g., where a first user identifies an explicit relationship with
one or more other users. Implicit relationships in social
networks, however, may be defined between two users based
upon personalized information in the two user’s profiles. For
example, where two users share the same opinion and have
common interests, an assumption may be made that there is
a degree of trust between the users regarding the content
selected by each of the users. According to one embodiment,
a feature vector is extracted from the personalized informa-
tion in a user’s profile. For a given pair of users, a similarity
measure is computed between the feature vectors for the pair
of'users. The similarity measure may be interpreted as a trust
or reputation value between the two users. According to
another embodiment, a trust function may be learned from
a set of training vectors, where the trustworthiness is known
for a number pairs in the set. The trust function is a function
of two feature vectors associated with two users. Once the
trust function is learned, it may be applied to any pair of
users. The implicitly derived trust may be combined with an
explicit trust network to increase the density of trust in the
social network, which may be propagated through the social
network.

[0019] According to embodiments of the invention, con-
tent items and personalized information (content items that
a user tags, annotates, saves, etc., as well as information
regarding the same) may be made available for searching in
real-time. An inverted index, which may be a word-location
index, is generated for a corpus of content items. As users
provide personalized information, the information is added
to a stream search queue, which provides for direct access to
the information. According to one embodiment, information
from the stream search queue is indexed and written to the
inverted index after a threshold is exceeded, which may be
a time threshold, quantity threshold, etc. When a user
conducts a search, the system may conduct a search over the
information in both the inverted index and stream search
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queue to identify content items that are fall within the scope
of the query that the user formulates.

[0020] Additional aspects of the present invention will be
apparent in view of the description that follows.

BRIEF DESCRIPTION OF THE FIGURES

[0021] The invention is illustrated in the figures of the
accompanying drawings which are meant to be exemplary
and not limiting, in which like references are intended to
refer to like or corresponding parts, and in which:

[0022] FIG. 1 is a block diagram illustrating a system for
improving the reliability of search results according to one
embodiment of the present invention;

[0023] FIG. 2 is a block diagram illustrating a relationship
between individuals in a social network according to one
embodiment of the present invention;

[0024] FIG. 3 is a flow diagram illustrating a method of
collecting user activity according to one embodiment of the
present invention;

[0025] FIG. 4 is a flow diagram illustrating a method of
indexing information from user profiles according to one
embodiment of the present invention;

[0026] FIG. 5 is a flow diagram illustrating a method for
maintaining a social network of individuals according to one
embodiment of the present invention;

[0027] FIG. 6 is a screen diagram illustrating a graphical
interface for building a social network according to one
embodiment of the present invention;

[0028] FIG. 7 is a flow diagram illustrating a method of
conducting a search for a content item that employs infor-
mation from user profiles according to one embodiment of
the present invention;

[0029] FIG. 8 is a flow diagram illustrating a method of
calculating a rank for a content item that employs user
profile information according to one embodiment of the
present invention;

[0030] FIG. 9 is a flow diagram illustrating a method of
determining an implicit social network and propagating trust
through the social network according to one embodiment of
the present invention;

[0031] FIG. 10 is a screen diagram illustrating the ranked
output of a search provider according to one embodiment of
the present invention;

[0032] FIG. 11 is a screen diagram illustrating the ranked
output of a search provider for a search for content items in
a user’s social network according to one embodiment of the
present invention;

[0033] FIG. 12 is a flow diagram illustrating a method for
indexing a rapidly changing collection of content items in
real-time according to one embodiment of the invention; and
[0034] FIG. 13 is a flow diagram illustrating a method for
searching a rapidly changing collection of content items that
is being indexed in real-time according to one embodiment
of the present invention.

DETAILED DESCRIPTION OF THE
INVENTION

[0035] The present invention generally relates to systems
and methods for improving the reliability of items in a result
set resulting from execution of a search over a corpus of
content items, as well as the order in which the items are
presented to a user. Embodiments of the invention may be
generally implemented in software and hardware computer
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systems, using combinations of both server-side and client-
side hardware and software components, to provide a system
and method for improving the reliability of a result set
returned by a search engine. The system may be embodied
in a variety of different types of hardware and software as is
readily understood by those of skill in the art. The system
may, for example, provide an application program interface
(“API”) for use by developers to collect information to assist
in the indexing of content items, as well as provide tech-
niques for using the information for searching and ranking
of result sets that are responsive to user queries.

[0036] A user interacts with a client workstation 102a,
1025, 102¢, 102d and 102e. Client workstation may be a
personal computer of the type that is well known to those of
skill in the art and may include (not pictured) a processor,
transient memory (e.g., RAM), persistent memory (e.g.,
hard drive), input device (e.g., mouse and keyboard) and
circuitry to provide communication paths between the com-
ponents. An exemplary personal computer is a Dell Dimen-
sion 3000 that comprises a 2.8 GHz Intel Pentium 4 Pro-
cessor, the Microsoft Windows XP operating system, 256
MB of RAM and a 40 GB hard drive, keyboard, mouse,
monitor, and Ethernet network interface. Other clients
include, but are not limited to, PDAs, cellular devices, thin
clients, etc.

[0037] A given client device 102a, 1025, 102¢, 102d and
102¢ may comprise network interface hardware and soft-
ware that provides the client with the ability to transmit and
receive data over a network 108. The network 108 may be
a local area network, a wide area network, or combinations
thereof, e.g., the Internet, and provide communication chan-
nels between the clients 102a, 1025, 102¢, 1024 and 102e,
content servers 106a and 1065, search provider servers 114,
and other information sources.

[0038] A memory device on the client (not pictured),
which may be a persistent or transient storage device,
provides storage for one or more client applications 104a,
1045, 104c, 1044 and 104e. One application the client runs
is an operating system that provides both a high level user
interface as well as low-level input/output control and
memory management for the client 102a, 1025, 102¢, 1024
and 102e. As discussed above, Microsoft Windows XP is
one exemplary operating system where the client is a
personal computer. Other operating systems are contem-
plated by the invention as is appropriate for the client device
that the user is employing, e.g., the Symbian 60 and Win-
dows Mobile operating systems deployed on some portable
cellular devices. Regardless of the operating system, the
client maintains an application program 104a, 1045, 104c,
104d and 104e that provides and interface for browsing
content made available by one or more content servers 106a
and 1065.

[0039] The one or more content servers 106a and 1065
host content items 1054 and 1055 accessible to clients 102a,
1025, 102¢, 1024 and 102e over the network 108. A content
item may contain one or more pieces of content, e.g., text,
graphics, audio, video, etc. As used herein, the term content
item refers to any unit of content that is identifiable by a
unique location or address (e.g., a URL). A client 102a,
1025, 102¢, 1024 and 102e uses a client application 104aq,
1045, 104¢, 1044 and 104e, such as a web browser, to issue
a request for a content item to a content server 106a and
1064 by providing an address for the content item. The client
application 104a, 1045, 104¢, 1044 and 104e receives the
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content item 1054 and 1055 that is responsive to the request
and renders the content that is contained in or pointed to by
the content item. For example, where a browser running on
a client requests a web page from a web server, the browser
receives the requested page and renders the content in the
page, which may include links to download and render
content items from other web sites.

[0040] Due to the vast number of content items located on
the Internet, it is increasingly difficult to locate content items
on interest. A search provider 114 provides a mechanism that
allows clients to search for content items of interest. A
search provider 114 according to the present invention
comprises an crawler component 116, an indexer component
118, an index data store 120, a search component 122, a
ranking component 130, a cache 132, a profile data store 126
to provide persistent storage for one or more user profiles
128, a logon component 134, and an API 124 that the
components 116, 118, 122, 130, 132 and 134 may use to
execute functions for storage, retrieval and manipulation of
data in the index data store 120 and profile data store 126.
It should be noted that the search provider 114 and its
constituent components and data stores may be deployed
across the network 108 in a distributed manner whereby key
components are duplicated and strategically placed through-
out the network 108 for increased performance, e.g., close to
the edges of the network.

[0041] The search provider 114 comprises a crawler com-
ponent 116 that is operative to open a communications
channel with a content server 106a and 1065 over the
network 108. The crawler 116 retrieves a content item 1054
and 1055 from the content server 106a and 1065 and may
store a copy of the content item in a cache 132 at the search
provider 114. The cache 132 is a data structure that a
persistent storage device maintains for the storage of content
items, as is known to those of skill in the art. The crawler
component 116 may also follow links to other content items
that a given content item 1054 and 1055 references, navi-
gating to the referenced content item and saving a copy of
the content item in the cache 132, and so forth. Preferably,
the crawler component 116 retrieves content items from a
plurality of content servers 1064 and 1065 in a substantially
simultaneous manner so as to collect content items 105a and
1055 from the greatest number of content servers 106a and
10654 in the least amount of time. An exemplary system for
crawling content items is described in commonly owned
U.S. Patent Application No. 6,021,409, entitled “METHOD
FOR PARSING, INDEXING AND SEARCHING
WORLD-WIDE-WEB PAGES,” the disclosure of which is
hereby incorporated by reference in its entirety.

[0042] In addition to using the crawler component 116 to
collect content items 105a and 10556 from over the network
108, the search provider 114 may also collect information on
individual users by monitoring user interaction with client
applications 104a, 1045, 104c, 1044 and 104e, content
servers 106a and 1065, the search provider 114 and other
information sources made available over the network 108.
The search provider 114 may collect information according
to a number of techniques. According to one embodiment, a
client application 104¢ interfaces with a plug-in component
128, e.g., a browser toolbar component, that monitors infor-
mation in the stream of data traffic transmitted and received
by the client application 104¢. The plug-in 128 may aggre-
gate this information locally on a transient or persistent
storage device, which the plug-in 128 periodically transmits
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to the search provider 114 over the network 108. One
embodiment of such a plug-in is the Yahoo! Toolbar browser
plug-in for Microsoft’s Internet Explorer browser. The user
may also utilize the plug-in to indicate specific preference or
content items that the user wishes to manually transmit to the
search provider 114, e.g., when manually saving a content
item, such as a web page.

[0043] Alternatively, or in conjunction with a plug-in 128,
aclient application 1044 and 104e may be in communication
with a proxy server 112. Data traffic from the client 1024 and
102¢ passes through the proxy server 112 prior to receipt by
the component to which the data is addressed, e.g., content
server 106a and 1065. The proxy server 112 may record
information from the stream of data traffic transmitted and
received by the client application 1044 and 104e.

[0044] The proxy server 112 may further aggregate this
information from a plurality of connected clients 1024 and
102¢ and periodically transmit the information to the search
provider 114. Where the client application 104a and 1045
employs neither a plug-in 128 nor transmits and receives
information through a proxy server 112, the search provider
114 may directly collect information from the stream of data
that the client application transmits and receives. For
example, where the search provider maintains a suitably
large collection of content items in the cache 132, the user
may browse through content items from the cache 132 as
opposed to browsing the content item from its source
location 1064 and 1065, allowing the search provider 114 to
observe information in the data stream. Similarly, the search
provider 114 may provide the user with one or more controls
that allow for saving content items to the cache 132.
[0045] In addition to collecting information from the
stream of data that the client application 104a, 1045, 104c,
104d and 104e transmits and receives, the search provider
114 may provide advanced functionality that allows a user to
perform one or more actions upon content items 1054 and
1054 that the user browses. The search provider 114 com-
prises an API 124 that exposes functions for allowing the
user to personalize content items and the content contained
within content items, such as saving, tagging, annotating,
etc., as well as maintain a user’s navigation history, which
is referred to herein as personalization. Personalization
actions that the API 124 provides include, but are not limited
to, saving copies of content items, tagging content items,
annotating content items, and performing other actions, e.g.,
highlighting content in a content item. The search provider
114 comprises a login component 134 that provides authen-
tication of a user’s credentials, thereby providing access to
personalized information for the user, e.g., a profile, which
may include a portion of dedicated persistent storage space.
Credentials that the user provides to the login component
134 may comprise a username/password pair, a physical
token, a biometric identifier, or other identification creden-
tials known to those of skill in the art. According to one
embodiment of the invention, the browser plug-in 128
provides client side communication to the API 124. When
the user wishes to log into the search provider 114, the
plug-in 128 provides a login interface and makes the appro-
priate calls to the API 124 to authenticate the user on the
basis of one or more credentials that the user provides.
[0046] When the search provider 114 authenticates the
user’s credentials, the search provider 114 provides the user
with access to the functions that the API 124 offers. As the
user uses the client application 104a, 1045, 104¢, 1044 and



US 2017/0116200 A1

104e¢ to browse content items 1054 and 1055 that the content
servers 106a and 1065 host, function calls may be made to
the API 124 at the search provider 114 to generate and store
personalized information. According to one embodiment of
the invention, the API 124 provides a function call that
allows a user to save an annotation and associate the
annotation with a content item available at a given address,
a given annotation, for example, providing the user’s
thoughts or comments regarding the content item or the
content contained therein. Similarly, the API 124 may pro-
vide a function call that allows a user to save one or more
tags and associate the one or more tags with a content item
available at a given address, a given tag, for example,
indicating a user provided keyword for describing the con-
tent item or the content contained therein. Another function
that the API 124 may provide allows a user to save a copy
of the content item or one or more pieces of content
contained therein. Systems and methods for generating
personalized information are described in commonly owned
Patent Application Ser. No. , entitled “SEARCH
SYSTEM AND METHODS WITH INTEGRATION OF
USER ANNOTATIONS,” filed and assigned attor-
ney docket no. , the disclosure of which is hereby
incorporated by reference in its entirety.

[0047] By way of example, assume that the user’s client
application 104¢ is Microsoft’s Internet Explorer browser
configured with the Yahoo! Toolbar plug-in 128 that the user
employs to log into the search provider 114 at my.yahoo.
com, which offers personalized content to the user in addi-
tion to search and other functionality. Subsequent to logging
in, the user employs the web browser 104¢ to navigate to a
given page 1054 at a web site 1064, the page identified or
addressed by a URL. Because the user has logged into the
service provider 114, the service provider 114 may use a
navigation history of the user to build an indicia of the user’s
browsing habits for storage in his or her profile 128 in the
profile data store 126. When at the web page 1054, the user
may access one or more personalization functions that the
API at the service provider 114 exposes, e.g., generating an
annotation or tag regarding the page that may be viewed at
a later date, which may be stored in a user’s profile 128 at
the profile data store 126. As is explained in greater detail
herein, personalized information, which a user profile 128
may maintain, may be used by the search provider 114 to
improve the reliability of the search results that it produces

[0048] Regardless of the specific manner in which the
search provider 114 receives information regarding the use
of the client application 104a, 1045, 104c, 1044 and 104e,
the search provider 114 creates a profile 128 for each user of
a client application 104a, 1045, 104c, 1044 and 104e with
which the search provider 114 is in communication, e.g.,
through a plug-in 128 or proxy server 112, for the storage of
personalized information. The search provider 114 generates
one or more user profiles 128 that organize and provide a
given user with access to his or her personalized informa-
tion, as well as allow the search provider 114 to leverage the
personalized information in indexing, searching and ranking
search results, thereby enhancing the relevance of items
comprising a given search result.

[0049] A number of mechanisms are described herein for
collecting personalized information regarding the user
including, but not limited to, navigation history, saved
content items, tags, annotations, and other information.
According to one embodiment, the search provider 114
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stores personalized information on a per-user basis as one or
more profiles 128 in a profile data store 126. The profile data
store 126 may comprise a relational database whereby each
user profile 128 is structured as one or more records located
in one or more related data tables. Other data stores are also
contemplated as falling within the scope of the invention
including, but not limited to, comma separated value data
stores, tab delimited value data stores, object-oriented data-
bases, hybrid relational-object databases, etc. The user pro-
files 128 provide the search provider 114 with a mechanism
to retrieve personalized information for one or more given
users, such as annotations, tags, saved pages, navigation
history, etc. For example, when the user navigates to a page
on which he or she has previously recorded an annotation,
the search provider 114 may display the user’s annotation on
a display device in conjunction with the page to which the
user navigated. Similarly, when presenting a search result to
auser, the search provider 114 may display an indication that
a user has saved, tagged, annotated, etc. a given content item
in the search result.

[0050] In addition to the foregoing personalized informa-
tion that the search provider 114 may capture regarding a
given user for storage in one or more user profiles 128, the
search provider 114 allows the users to create social net-
works of interrelated users. According to one embodiment,
a social network may be viewed as a graph wherein each
node in the graph represents a user and each edge represents
a relationship between two users, such as a friend, colleague
or family member. The degree of separation between a pair
of nodes is the minimum number of hops from one node to
another. For example, a degree zero node is a given node
itself, degree one nodes are those nodes that are directly
connected to a given node, degree two nodes are those nodes
that have one node between themselves and the given node,
etc.

[0051] FIG. 2 is a block diagram illustrating relationship
between individuals in a social network according to one
embodiment of the present invention. According to the
social network of FIG. 2, the graph 200 illustrates the
inter-relationships between several nodes 202, 204, 206,
208, 210 and 212. A given node represents a user registered
with the search provider and the edges between nodes
represent the relationships between given users. More spe-
cifically, according to the embodiment of FIG. 2, each edge
represents the “direction” of a relationship between two
users. Maintaining information regarding the direction of a
given relationship allows the search provider to account for
relationships where both users identify or acknowledge the
relationship, as well as relationships where only one of the
users identifies or acknowledges the relationship. For
example, the edges 216 connecting User A 202 and User B
204 is a bi-directional edge indicating that User A 202
acknowledges a relationship with User B 204 and vice versa.
By contrast, the edge 218 connecting User C 206 and User
B 204 is a uni-directional relationship indicating that User C
206 identifies a relationship with User B 204, but that User
B 204 does not identify a relationship with User C 206. A
given edge may further represent a strength of a relationship
between two nodes in the social network 200, e.g., by
representing the strength of a given relationship in accor-
dance with a thickness of a given edge.

[0052] Returning to FIG. 1, the search provider is opera-
tive to store relationship or social network information in a
profile 128 for a given user. As is described in greater detail
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herein, the search provider 114 provides a user interface,
which may be a graphical user interface, that allows a given
user to identify other individuals with which the user has a
relationship. For example, a profile for User A may identify
that User A has a certain kind of relationship with User B,
User C and User D. According to one embodiment, a given
profile 128 comprises information regarding other individu-
als with whom a given user has a relationship. On the basis
of relationship information contained in the user profiles 128
for users of the search provider 114, which may comprise all
users or one or more subsets thereof, the search provider 114
may calculate a graph that identifies a social network for a
given user. Continuing with the previous example, the
search provider may examine User A’s profile to determine
the relationships of User A. The search provider may then
examine the profiles for users with which User A maintains
a relationship. By repeating this process to a logical or
pre-determined cutoff point or threshold, the search provider
114 may calculate a graph comprising social network infor-
mation that represents the social network for User A. As is
described in greater detail herein, the search provider 114
may use the social network information to provide increased
reliability of the search results that the search provider 114
generates for a given user. According to one embodiment,
the social network information may comprise one or more
items of personalized information from one or more users in
the social network.

[0053] The search provider 114 comprises an indexer
component 118 that indexes the content items that the
crawler component 116 collects, as well as personalized
information in the user profiles 128. The indexer component
118 may parse a given content item into indexable words.
The indexer component 118 may also assigns location
information to the words as they are parsed. The location
information indicates the location of the unique occurrences
of the word on the Internet, e.g., the content items that
contain the word. According to one embodiment, the output
of the indexer component 118, which may be written to an
index data store 120 on a transient or persistent storage
device, is an inverted index that includes one or more index
entries for each unique word that it encounters. A given
inverted index may also include one or more location entries
indicating the addresses of content items that contain the
word. An exemplary system for indexing content items on
the Internet is described in commonly owned U.S. Pat. No.
5,745,889, entitled “METHOD FOR PARSING INFOR-
MATION OF DATABASE RECORDS USING WORD-
LOCATION PAIRS AND METAWORD-LOCATION
PAIRS,” the disclosure of which his hereby incorporated by
reference in its entirety.

[0054] According to embodiments of the present inven-
tion, the indexer component 118 also parses and indexes
personalized information that is stored in the user profiles
128 that the search provider 114 maintains in the profile data
store 126. The indexer component 118 may treat the anno-
tations and tags as separate fields of content from a given
content item with which a given annotation or tag is asso-
ciated. As users continue to annotate and tag content items,
the indexer component 118 traverses the user profiles 128
and parses the annotations and tags to add to the inverted
index. As is explained in greater detail herein, the indexer
component 118 may also index information in real time as
the corpus of content items, including user annotations, tags,
comments, and other personalized information, as the corpus
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grows. The index data store 120 contains a resultant inverted
index identifying the unique words contained in the content
items that the crawler component 116 identifies and the
locations of those words, as well as annotations, tags and
other personalized information associated with the content
items.

[0055] When the indexing component 118 indexes per-
sonalized information in conjunction with the words in a
given content item, the search component 122 may be
operative to search both the contents of content items in
addition to personalized information. Indexing personalized
information provides several benefits beyond indexing only
the words in a given content item. First, the search compo-
nent 122 is operative to locate content items that match the
informational needs of a given user even though the content
item may not contain the exact wording or spelling of terms
identified in a query that the given user provides. Second, the
search component 122 is operative to harness information
regarding the personalized information to improve the rel-
evance scoring and ranking of result sets that the search
component 122 generates, which in turn provides the user
with more accurate search results, e.g., the identification of
the most relevant content items. A third benefit is a function
of the fact that the authors of content items are not neces-
sarily taken from the same group of individuals that are
searching for content items. Users providing personalized
information, however, provide information regarding the
quality of a given content item, in addition to other descrip-
tive information, which improves the effectiveness of
searching beyond using only the content comprising a
content item. It should be noted that in addition to indexing
user annotations and tags, the indexer component 118 may
utilize other information in the user profiles 128 in the
profile data store 126 when generating the resultant inverted
index.

[0056] The indexer component 118 outputs the resultant
one or more inverted indexes for storage in the index data
store 120, which the search component 122 uses to locate
content items that are responsive to a query from a given
user. By using personalization information that the indexer
component 118 indexes, e.g., from user profiles 128, the
search component 122 may locate content items in the
inverted index that are relevant to a query beyond those
content items located based solely on the words contained
within the content items. The content items that the search
component 122 locates that are responsive to a given query,
however, do not draw the attention of a user to the most
relevant content items. According to one embodiment, the
search component 122 provides the result set to a ranking
component 130, which ranks the result set such that the most
relevant content items in the result set are presented to the
user first, preferably according to descending relevance, e.g.,
the first content item in the result set is the most relevant to
the query and the last content item in the result set is the least
relevant to, yet still falling within the scope of, the query.

[0057] The ranking component 130 may utilize personal-
ized information contained in one or more user profiles 128
to rank a result set that the search component 122 generates.
Ranking the result sets according to information contained
in the user profiles 128 is referred to as community-based
ranking, as according to one embodiment it is based on the
behavior of the user community as reflected in the aggregate
user profiles 128 in the profile data store 126. The person-
alized information contained in the aggregate user profiles
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128 (which may be referred to as community based features)
may be combined with existing features, e.g., the inverted
index of words and their respective locations, to augment a
ranking calculation that the ranking component 130 per-
forms. For example, a linear function may combine com-
munity based features with other features, community based
features may be used to re-rank the output of existing
ranking techniques (used as multiplicative weights, magni-
fying or reducing previously computed ranks), or commu-
nity based features may be added to the pool of information
available for ranking and chosen by a machine learning
technique, such as a neural network. Techniques for machine
learning a function to determine content item relevance is
described in commonly owned U.S. patent application. Ser.
No. 10/424,170, entitled “SYS IEM AND METHOD FOR
MACHINE LEARNING A DOCUMENT RELEVANCE
FUNCTION,” filed on Apr. 25, 2003 and assigned attorney
docket no. 5598/36, the disclosure of which is hereby
incorporated by reference in its entirety.

[0058] It should be appreciated by those of skill in the art
that the community based features contained within the user
profiles may be used in a number of specific ways to
influence the ranking of content items contained in a result
set. One technique involves ranking according to usage of
content items by users such that the more users save a given
content item, the more likely that the given content item is
an important content item. Therefore, one simple commu-
nity based feature is the raw number of users who save,
annotate or tag a given content item. The ranking component
130 may calculate this information by reviewing the per-
sonalized information contained within one or more user
profiles 128. Another technique involves calculating how
recently a user has saved, tagged or annotated a given
content item such that the ranking component 130 assigns a
higher rank to recently annotated, tagged or saved content
items. Alternatively, the ranking component 130 may
replace raw content item usage information with the pro-
portion of users who have saved, annotated or ranked a
given content item. Similarly, the ranking component 130
may calculate a ratio between the content item usage as
described above with a connectivity for the content item,
e.g., the number of other content items that contain links to
a given content item.

[0059] Another community based feature that the ranking
component 130 may use to calculate the rank of a content
item involves reputation or trust of the users that are
providing annotations and tags, or are saving a given content
item. The ranking component 130 may factor in or otherwise
account for a reputation score when calculating the rank of
a content item such that content items that are saved,
annotated or tagged by high-reputation users are assigned a
higher rank that those with lower reputations. One exem-
plary measure is a reputation-weighted average in which
instead of starting with a raw count of the number of users
who have saved, annotated or tagged a content item, the
ranking component 130 starts with the sum of the reputation
scores of each of the users that are saving, annotating or
tagging a given content item.

[0060] Another ranking technique that the ranking com-
ponent 130 may employ in ranking content items is a dual
TrustRank value. The dual TrustRank technique takes
advantage of two types of social structures that the search
provider 114 maintains: the link structure between content
items and the social network that interconnects users as
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identified by relationship information contained in the user
profiles 128 in the profile data store 126. The links between
the two structures are the content items that the users view
(e.g., navigation and search history), save (e.g., bookmark or
save to the search provider), rate, share, etc.

[0061] The dual TrustRank value consists of a TrustRank
value for users and a TrustRank value for content items, or
the domains that host the content items. A TrustRank is
assigned to a given user, which may be calculated on the
basis of trust ratings for the given user provided by other
users. This information may be stored in a profile for the
given user, e.g., the profile identifies users for which the
given user has provided a ranking, which may also include
the rank provided, or alternatively, the search provider may
calculate a trust rating for a given user on the basis of trust
ratings provided by other users, which is written to the
profile for the given user. Where user ratings are not avail-
able, there are other techniques for calculating a trust rating
for a given user. For example, human experts may rate users
on the basis of the content items that they are savings, or a
trust rating may be calculated for a given user on the basis
of how the pages the given user is saving are being used by
other members with which the given user maintains rela-
tionships.

[0062] A TrustRank value may be calculated for content
items based on save (annotation, tag, etc.) rates of users.
Assume that a set of users have saved (annotated, tagged,
etc.) a number of content items. The union of saved content
items by the users may serve as seed content items for
calculating the TrustRank of content items. According to one
embodiment, the TrustRank score for the seed content items
may be derived as follows: if a content item f is save by a
number of users {u,, r,/I=1, 2, . . ., n}, where user u, assigns
a rating r, to content item f, where ratings are not supported,
assume r,=1 for each saved page. On the basis of this
assumption, TrustRank for a content item may be calculated
according to the equation of Table 1:

TABLE 1

TrustRank(f) = Zyr; * TrustRank(u,)/Z,r;

The TrustRank score of the seed content items derived
according to the calculation of Table 1 may be propagated
through the web of links connecting content items according
to propagation techniques known to those of skill in the art.
Furthermore, where human experts identify and rank addi-
tional seed content items, these content items may be
incorporated into the calculation of Table 1.

[0063] In addition to ranking content items based on the
personalized information contained in profiles 128 in the
profile data store 126, one embodiment of the invention
comprises the ranking component making use of social
network information to rank a result set in accordance with
the behavior of a community of users. The ranking compo-
nent 130 starts with a given user whose search results require
ranking. The ranking component 130 retrieves the given
user’s profile 128 from the profile data store 126 and
identifies the users to which the given user is related. The
ranking component repeats this process for the users that are
related to the given user. The process is repeated until the
ranking component 130 reaches a logical or pre-determined
cutoff point, e.g., users that are within four degrees of
separation from the user. The ranking component 130 cal-
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culates a social network for the given user from the profile
information 128 in the profile data store 126 and may rank
the result set that the search component supplies on the basis
of the personalized information in these profiles according to
the techniques discussed above.

[0064] One embodiment of a ranking algorithm makes use
of the social network for a given user providing a query.
Assume a user X issues a query y and that the search
component returns a result set UE(q). Further assume that x
specifies a filter F and that the rated results UR(F) corre-
spond to other users y that satisfy the filter F. An exemplary
result set might be u € UE(qQ)NUR(F). To rank the URL u
according to the viewpoint shared by the users in the social
network that x maintains, the ranking component 130 may
apply the transformation of Table 2 to calculate a rank for u:

TABLE 2

S) = SE(qu) + Z,.e vrgy) asim(g, 4y, w) Rx.y) s(y,u)

Now assume that u € UE(Q\UR(F) and the value f is a
measure of a content item’s freshness, which may be based
on a timestamp indicating when the content item was last
tagged, annotated, saved, etc., e.g., the date or time at which
a user provides a given item of personalized information.
The freshness value f allows the ranking component 130 to
promote or demote the rank of a given content item accord-
ing to the function g(f). The ranking component 130 may
apply the transformation of Table 3 to calculate a final rank
for the URL u:

TABLE 2

S'(w) = SE(QU) + 2.2 yram, yer USIMU,Y) RXY) s(y,v) + g(f)

[0065] In the formulas of Tables 2 and 3, the variable y
represents the range over those users that rated u, and q(y,u)
and s(y,u) correspond to a rating (y, q, u, s). The rating is a
function of results that user y rated over his or her lifetime,
whereby the ratings consist of different URLs u returned for
different queries q and of y’s ratings s. The trust network
comprising the designated users y that are related to user x
is taken into account by the formula. A trust coeflicient
T(x,y) may be assigned to one or more users related to x, and
a propagation algorithm (which is described in greater detail
below) may assign an importance factor R(x,y) that is a
measure of the impact of a distant y from x. According to
one embodiment, R(x,y) may be calculated according to an
asset allocation model similar to.

[0066] The ranking functions of Table 2 and 3 employ
similarity functions for queries and URLs. Similarity mea-
sures of two queries gsim(ql, gq2) may be calculated
“directly” (using query strings with potential linguistic pro-
cessing enhancements) or indirectly, whereby the ranking
component 130 considers several top content items that the
search component 122 retrieves for a set of queries and
determines how these content items may be categorized into
a given hierarchy (e.g., ODP). This allows the association of
a vector with each query (one component per hierarchy
node), whereby similarity may be calculated in terms of
these vectors. Indeed, the ranking component 130 may use
any query categorization technique that generates a vector of
query attributes, whereby similarity may be calculated in
terms of the vectors, or combinations of the techniques
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described above. A similarity measure is also defined for two
URLs usim(u,, u,,). For example, the similarity may be
calculated according to whether two URLs are located in the
same domain. Alternatively, the ranking component 130
may employ indirect classification of a content item into an
arbitrary category and compare two hierarchical probabili-
ties of category outcomes. Still further, the ranking compo-
nent may employ information retrieval (“IR”) textual simi-
larity techniques known to those of skill in the art.

[0067] One embodiment of a method for using the system
described in FIG. 1 to collect personalized information,
which may be a user profile may maintain, is illustrated in
FIG. 3. As described above, there are a number of techniques
that may be used to implement the method of collecting
personalized information for storage in a user profile includ-
ing, but not limited to, using a plug-in with a client appli-
cation, modifying a client application to collect and transmit
personalized information to a search provider for aggrega-
tion into one or more user profiles, and browsing content
items through the use of a proxy server, whereby the proxy
server collects personalized information for one or more
user basis and sends the information to the search provider,
which may comprise sending on a per-user basis, for aggre-
gation into one or more user profiles for users that the proxy
server is tracking. Other techniques for implementing the
method of FIG. 3 should be apparent to those of skill in the
art as falling within the scope of the invention.

[0068] According to the method of FIG. 3, a user navi-
gates to a content item using a client application, step 302,
e.g., navigates to a web page using a web browser. The
system performs a number of checks to determine the
interaction of the user with the content item for recordation,
which may comprise recordation in one or more profiles
associated with the user. The system performs a check to
determine if the user creates one or more annotations for the
content item, step 304. Where the user creates one or more
annotations for the content item, step 304, the system may
write the annotation to the profile for storage, step 306.
Processing continues with the system performing a check to
determine if the user creates a tag for the content item, step
308, wherein each tag is a descriptor for the content item that
the user provides. Where the user creates one or more tags
for the content item, step 308, the system writes the tags to
the profile for storage, step 310.

[0069] Processing continues with the system performing a
check to determine if the user saves a copy of the content
item, step 312, adding the content item to the user’s corpus
of saved content item. Where the user saves the content item
to his or her corpus of saved content items, step 312, the
system may write the content item to the profile for storage,
step 314. Alternatively, the system may write indicia of the
content item to the user’s profile, e.g., the system may write
the URL for the content item to the user’s profile to indicate
that the user has bookmarked the content item. Similarly,
where the system maintains a copy of the content item in its
cache, the system may write the address for the content item
in the system cache to the profile for later retrieval of the
content item from the cache. The system may also perform
a check to determine if the user is conducting a purchase of
goods or services through interaction with the content item,
step 316. Where the user conducts a purchase, the system
may collect purchase details for recordation in the user’s
profile, step 318.
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[0070] The system may also collect information regarding
other activities by the user that indicate an interaction with
the content item, step 320. Other interaction is a “catch all”
whereby the system writes any activities not captured by
previous checks to the profile, step 322. Other activity may
be navigation away from the content item or any interaction
with content or controls contained within the content item.
For example, where the content item is an interface that
allows the user to define or select other individuals with
whom the user maintains a relationship, the system may
write this social network information to the profile, whereby
a social network of users may be created by the social
network information contained in a plurality of user profiles.

[0071] After user interaction with the content item, if any,
is collected, steps 306, 310, 314, 318, 322, the system
performs a check to determine if the user navigates away
from the current content item to which the user navigated,
step 324. Where the user does not navigate away from the
current content item, processing returns to step 304 and the
system continues to trap for and record the user’s interaction
with the content item. Where the user does navigate away
from the current content item, step 324, processing returns
to step 302 with the user navigating to a subsequent content
item and the system continuing to trap for and record the
interaction with the subsequent content item. 100711 FIG. 4
illustrates one embodiment of a method of indexing the
information in the user profiles generated through the pro-
cess of FIG. 3. According to the method of FIG. 4, the
indexing component selects a given content item that the
crawler has collected for indexing, step 402. Using tech-
niques described herein as well as known to those of skill in
the art, the indexing component indexes the content item.
For example, the indexing component may parse the unique
words contained in a given content item and write those
words, along with the location of those words, to create an
inverted index. The indexing component indexes the given
content item and traverses one or more user profiles, step
404. For a given user profile, a check is performed to
determine whether the profile comprises a reference to the
content item, step 406. For example, where the user creates
an annotation or tag for the given content item, or saves a
reference to or copy of the given content item, the check at
step 406 evaluates to true.

[0072] Where the profile comprises a reference to the
given content item, step 406, the profile information may be
added to the inverted index, step 408. For example, where
the user profile indicates that the user has created an anno-
tation for the given content item, the words comprising the
annotation are parsed and added to the inverted index such
that the user’s annotations are indexed as if they are part of
the words comprising the content item. Accordingly, the
index entry for the content item contains words that describe
the content item beyond the words that comprise the content
item. This allows a search component to select the content
item for inclusion in a result set event though the content
item may not contain the exact words (or spelling) in a user’s
query, thereby providing improved relevance when gener-
ating a result set.

[0073] According to embodiments of the invention, a
sub-process may be performed to calculate metrics that are
used in searching and ranking files, block 410. The method
calculates a content item metric on the basis of personalized
information in one or more profiles for one or more users,
step 412, which may be written to the inverted index for the
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given content item, step 414. Calculation of content item
metrics advantageously provides for faster searching and
ranking of content items, as values used in these calculations
are complete or partially calculated. For example, where a
user saves, annotates or tags a page (e.g., creates personal-
ized information) the method may increment a usage value
for the given content item, step 412, which is written to the
inverted index, step 414. A search component or ranking
component may employ this usage metric when searching
for a content item or ranking a content item. Techniques for
real-time indexing a described in further detail herein.
[0074] Personalized information, or portions thereof, that
references the given content item is written to the inverted
index, steps 408 and 414, and a check is performed to
determine if there are additional profiles for processing, step
416. Where additional profiles are present, processing
returns to step 406, where the system retries a subsequent
user profile and performs a check to determine if there is a
reference to the content item in the profile. Accordingly, the
system examines the user profiles to determine if there is a
reference in the profiles to the given content item, and
indexes the information from the user profile when present.
Where there are no additional profiles, step 416, the index-
ing of the content item and references to the content item
from the user profile is complete and indexing of the given
content item is complete, step 418. The process of FIG. 4
may be repeated to index other content items and references
in one or more user profiles to the other content items.
[0075] As discussed above, a user may identify other
individuals with whom the user maintains a relationship,
also referred to as the user’s social network. FIG. 5 presents
one embodiment of a method that the user may employ to
define his or her social network. Using an interface, which
may be a graphical user interface, a command line interface
or other interface known to those of skill in the art, a user
identifies an individual as a member of the user’s social
network, step 502. The step of identifying an individual as
part of the user’s social network may also include the user
providing identifying and social network information
regarding the individual, for example, a unique identifier and
a trust coefficient for the individual that is an indication of
the level of trust a user has for the individual.

[0076] The social network information for the individual
is written to a profile for the user, step 504, and a check is
performed to determine if there are additional individuals
that the user is attempting to add to his or her social network,
step 506. Where there are additional individuals to add to the
social network for the user, step 506, processing returns to
step 502 where the user identifies a next individual as a
member of the social network for the user. Where there are
no additional individuals to add to the social network for the
user, a check is performed to determine if additional users
are attempting to add individuals to their respective social
networks, step 508. Where the check at step 508 evaluates
to true, processing returns to step 502 where a subsequent
user identifies an individual as a member of his or her social
network. Processing is complete where there are no addi-
tional users identifying individuals to add to their respective
social networks, step 510.

[0077] One embodiment of a graphical user interface that
may be utilized in conjunction with the method of FIG. 5 for
allowing a given user to identify individuals with whom the
given user maintains a relationship is illustrated at FIG. 6.
The interface 600 provides various mechanisms for a user
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(e.g., user A) to view and modify a list of friends for
purposes of defining a trust network using a social network.
The current list of user A’s friends is displayed in a panel
occupying a given portion the viewable display area 602.
For a given friend, a list entry 604 may include a user ID, a
description, and a trust weight. The description field may
also be populated by the given user with any information
desired, such as a real name for the friend, relationship to
user A, etc. The panel 602 may be implemented to support
sorting by one or more fields and may include other infor-
mation about a given friend, such as the number of friends
a given friend has or a timestamp (not shown) indicating
when the friend was added to the list. Information for
populating the panel 602 may be stored in a profile for the
user for use by components of the present invention for
improving searching and ranking of search results.

[0078] Other information might also be provided. For
example, in some embodiments, a given entry 604 presented
by the panel 602 may include an “Active” flag 605 that
indicates whether the friend is to be included (smiley icon)
or disregarded (“not” icon) in user A’s trust network. This
allows user A to disregard a friend’s annotations, saved
pages, tags, etc., without removing the friend from the list.
For example, the same list of friends for user A may be used
in another social networking context (e.g., peer-to-peer file
sharing), and user A may want another user (e.g., user D) to
be on her friends list in the other context but not for purposes
of viewing annotations, tags, saved pages, etc. In some
embodiments, user A may also be able to choose whether to
include (use) or ignore (not use) annotations, tags, saved
pages, etc. from a given friend’s friends, and the entry 604
may show this information.

[0079] An “Edit” control 606 and a “Delete” control 608
accompany a given entry. Actuating the edit control 606
opens a dialog box (or form page) via which user A may
update information regarding a given friend, as well as save
or cancel the changes. Actuating the delete control 608
removes the friend from user A’s list. A “View Network”
control 609 may also provided. Actuating the view network
control 609 launches an interactive display of user A’s trust
network, which may include the user’s friends and friends of
her friends out to a maximum degree of separation, mini-
mum confidence coefficient, or other limiting parameter for
defining the trust network. The display advantageously
includes all users who would be in user A’s trust network
(e.g., all users whose annotations would be made visible to
user A) and may also show users (e.g., user D) whom user
A has blocked from her trust network.

[0080] The interface 600 also includes a panel occupying
a portion of the visible display area 610 through which the
user may add a new friend. The user enters the a user ID for
the new friend in a text box 612, a description in a text box
614 and a trust weight in a box 616. In some embodiments,
the trust weight may have a default value (e.g., 3 on a scale
of 1 to 5). The user may also elect, via a check box 618,
whether to include the new friend’s friends in her trust
network. Actuating an “Add” control 620 completes the
operation, and the listing in section 602 may advantageously
refreshed to include the new friend. Once defined, the list of
friends for the user is stored in association with other user
specific information for the user, e.g., in the user profile for
the user. This information may be accessed and used to
personalize or customize responses to queries, e.g., in rank-
ing search results.
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[0081] The interface also includes a panel occupying a
portion of the visible display area 624 that allows the user to
control settings for his or her trust network. For instance,
using controls 626, which in the present embodiment are
radio buttons, the user may indicate whether trust network
membership should be determined based on degree of
separation or confidence coefficient. In some embodiments,
the user may also specify a maximum degree of separation
within a range (e.g., N, =1, 2, or 3) or a minimum
confidence coefficient (e.g., P,,,=0.2, 0.4, or 0.8). Controls
628, 630 and 632, which in the present embodiment are
checkboxes, allow the user to specity the situations in which
information obtained from his or her trust network should be
displayed. For example, the user may choose to whether to
have search results highlighted or ordered based on infor-
mation obtained from his or her trust network (boxes 628,
630), as well as whether the browser toolbar should indicate
whether a displayed page has been annotated by user in the
trust network for the user (box 632).

[0082] FIG. 7 illustrates one embodiment of a method for
using information contained within one or more user profiles
for conducting searches for content items. According to the
method of FIG. 7, a user submits a search query to a search
component of a search provider, step 702. A query is
conducted on the inverted index of words from the content
items and personalization information, which the system
may obtain from one or more user profiles, which have been
indexed by the search provider, step 704. A check is also
performed to determine if query comprises additional words
that must be queried against the inverted index, step 706.
Where additional words are present in the query, processing
returns to step 704 where the additional words are queried
against the inverted index to locate content items that
contain the word. Where no additional words are present in
the query, step 706, a result set is prepared that includes
content items located in the inverted index that contain the
words comprising the query or are associated with person-
alization information associated with the content items in the
inverted index, step 708. Accordingly, the method returns
content items that match the user’s informational needs even
though the query words do not appear in the content item,
e.g., the words appear in an annotation, tag, etc. in user
profile associated with the content item.

[0083] The result set is ordered or other wise ranked to
generate a ranked result set identifying content items that are
responsive to the query from the user, step 710. Ranking of
aresult set may be accomplished according to the techniques
described heretofore, or other techniques known to those of
skill in the art, such as a machine learned document rel-
evance function that is operative to assign a relevance score
to a given content items on the basis of a given query and
whereby content items that are responsive to the given query
are ordered according to a respective relevance score. The
system transmits the ordered result set to the user over the
network for viewing and selection of one or more content
items, step 712.

[0084] In addition to using personalized information to
identify content items for inclusion in a result set, the system
may utilize the personalized information to rank the content
items in a result set. FIG. 8 illustrates one embodiment of a
method of using personalized information in user profiles for
ranking a result set. The method begins with the receipt of
a query from a user and the generation result set comprising
one or more content items, step 800. The system selects a
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given content item from the result set that requires ranking,
step 802. The method traverses one or more user profiles by
selecting a selected user profile from a profile data store, step
804, and a check is performed to determine if there is an
indicia of the given content item in the selected profile, step
806. According to one embodiment, the one or more user
profiles are user profiles for users in the social network of a
user issuing the query, which may be limited to a threshold
number of degrees. An exemplary indicia (or reference)
contained in a user profile is an annotation for the given
content item, a tag for the given content item, an indication
that the user has saved the given content item, etc.

[0085] According to the present embodiment, a calcula-
tion is performed to determine a usage total for the given
content item, step 808. It should be appreciated by those of
skill in the art that a usage total is one calculation that may
be performed using personalized information to rank one or
more content items in a result set and that other calculations
described above, e.g., reputation or trust, calculations based
on the treatment of the content item by other individuals in
the social network for a given user, etc., may be used to rank
the given content item. Furthermore, indicia from disparate
profiles may be weighted differently, e.g., on the basis of the
number of degrees between the user issuing the query and
other users in the user’s social network. When a calculation
is performed, step 808, or there are no indicia of the content
item in the selected profile, step 806, a check is performed
to determine if there are additional profiles for evaluation in
ranking the given content item, step 810. Where additional
profiles are present, step 810, an additional profile is selected
form the profile data store, step 804, and processing con-
tinues.

[0086] After the profiles have been examined to determine
if they contain indicia of the given content item content item
and usage totals or other metrics have been calculated, step
808 and 810, a rank is assigned to the given content item on
the basis of the usage totals or other metrics, step 812. A
check is performed to determine if there are additional
content items comprising the result set that require ranking,
step 814. Where additional content items for ranking are
present in the result set, step 814, processing returns to step
802, where another given content item is selected from the
result set for ranking. When no additional content items exist
in the result set that require ranking, step 814, the content
items in the result set are ordered according to rank, step
816. The ordered result set may be presented to the user who
executed the query that initiated the process.

[0087] As discussed above, social network information
may be included in a user’s profile, which may be used in
searching for content items and ranking result sets. The
social network information contained in the users’ profiles
defines explicit relationships between a given user and other
individuals. It may be advantageous, however, to compute
trust values between users that do not have an explicit
connection in a social network, e.g., computing a trust value
between two unrelated users. Because a profile for a given
user according to the present invention includes information
about the given user’s activities, e.g., navigation history,
search history, purchase history, annotations, tags, saved
pages, etc., a trust value may be computed between two
unrelated users on the basis of the content contained in the
profiles of the two users. Put another way, if two uses share
the same opinion and have common interests as expressed
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through their user profiles, an assumption may be made that
the two users have a given degree of trust.

[0088] FIG. 9 presents one embodiment of a method for
propagating trust though one or more social networks of
users. According to the embodiment of FIG. 9, a trust value
is derived between a first user and one or more other users,
which may be implicit or explicit members of a social
network with the first user. The method begins with the
selection of a subsequent user from the one or more other
users, step 902. A feature vector is calculated for the first
user based on the information contained in the profile for the
first user, step 904. A profile is also selected for a subsequent
user, step 906, and a feature vector is calculated for the
subsequent used based on the information contained in the
profile for the subsequent user, step 908.

[0089] A comparison is made between the feature vector
calculated for the first user and the feature vector calculated
for the subsequent user, step 910. A check is performed to
determine if the similarity of the feature vector calculated
for the first user and the feature vector calculated for the
subsequent vector falls within a threshold, step 912. Accord-
ing to one embodiment, the threshold changes dynamically
on the basis of the features used to calculate the feature
vector, steps 904 and 908. Alternatively, the threshold may
be a fixed value, e.g., five degrees, such that when the two
vectors diverge in an amount that exceeds the threshold, the
check performed at step 912 evaluates to false.

[0090] Where the similarity of the two vectors lies within
the threshold, step 912, a relationship between the first user
and the subsequent user is written to the respective profiles
of the first user and the subsequent user, step 914. The
relationship may simply indicate that an implicit relationship
exists, that there is a level of trust between the first user and
the second user based on the degree of similarity between
the feature vectors of the two users (a trust value or
coeflicient), etc. Regardless of whether the similarity of the
two feature vectors is with the threshold, step 912, a check
is performed to determine if additional users exist for whom
a relationship may be calculated with the first user, step 916.
Where additional users exist, processing returns to step 906
where a profile for another use is selected. Where no further
users exist whose feature vectors may be compared with the
first user, processing for the first user is complete, step 918,
and trust for the first user has been propagated over the
implicit social network of users. The process may begin
again at step 902 with the selection of a next first user.
[0091] FIG. 10 presents a screen diagram illustrating the
output of a search conducted by a user over a corpus of
content items that a search provider indexes according to
one embodiment of the present invention. According to the
screen diagram of FIG. 10, a user, through the use of a client
application 1002, in this example Microsoft’s Internet
Explorer web browser, has navigated to a content item 1004
located at a given address 1006. According to the present
embodiment, the content item 1004 is a search results page
generated by the search provider Yahoo! Search. The search
results page 1004 includes both search results generated
based on the corpus of content items from the web that the
search provider has indexed 1008a, 10085, 1008¢, as well as
results of the same search generated based on the corpus of
content items that the user has saved 1018, which may be
ranked differently for the corpus of content items from the
web. The user is therefore supplied with search results from
the web as a whole, as well as from content items that the
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user has saved, which have an implicit level of trust that may
be higher than that for content items on the web generally.
The search results also advantageously provide the user with
access to information from the personal profiles of one or
more users, such as an indication of those users that have
saved a given content item 1012 and 1014, as well as
annotations that users have associated with a given content
item 1016.

[0092] FIG. 11 presents a screen diagram illustrating the
output of a search across the corpus of content items saved
by users that are related in a social network. As with the
embodiment of FIG. 10, the output of the search provider
illustrated in FIG. 11 presents the user with the results of the
search conducted over the corpus of content items that the
user has saved 1102. In conjunction, the interface illustrates
the output of the search provider with results 1104 con-
ducted over the corpus of content items saved by individuals
in the social network of the user conducting the search. The
results of the search over the corpus of content items saved
by individuals in the social network of the user conducting
the search include one or more detailed results 1106a and
11065. In addition to outputting a result set containing
content items from the corpus of content item saved by
individuals in the social network of the user conducting the
search 11064 and 11064, the interface provides additional
information from the user profiles of individuals in the social
network of the user conducting the search including, but not
limited to, the users who have saved a given content item
1108, the time when the user saved the content item (which
may alternatively include the last time the content item was
saved), and annotations that users have associated with the
given content item 1116. Additionally, the interface includes
controls that allow the user to view additional details regard-
ing a given content from a profile for a given user 1112, as
well as edit profile information 1114.

[0093] As indicated above, embodiments of the invention
provide for real-time indexing of content items and person-
alized information regarding the same from users. FIG. 12 is
a flow diagram illustrating one embodiment of a method for
indexing a rapidly changing collection of content items and
personalization information in real-time. The system gener-
ates an inverted index for content items, step 1202, which as
described above may comprise personalized information
from one or more users. The inverted index may comprise an
index of word- location pairs that is conceptually similar to
book index, whereby an index of words is searched to
identify entries (e.g., content items) in the index that are
associated with the words.

[0094] As auser utilizes systems and methods that operate
in accordance with embodiments of the present invention,
the user may generate one or more items of personalized
information, step 1204, such as by tagging, saving, anno-
tating, etc. content items. As described above, the search
provider received the personalized information for storage,
e.g., in one or more user profiles, in the inverted index, etc.
The system performs a check to determine if an update
threshold is exceeded, step 1206. According to one embodi-
ment, a software time is run and checked to determine if the
elapsed time exceeds the update threshold. Alternatively, a
time snapshot may be taken when an update is performed
and a subsequent time snapshot taken when the check is
performed to determine the elapsed time and whether the
threshold is exceeded. Where the threshold is not exceeded,
the system writes the received personalized information to a

Apr. 27,2017

stream search queue, step 1208, which may be a FIFO that
maintains at least a portion of the received personalized
information.

[0095] Processing returns to step 1206 with the execution
of a check to determine if the update threshold has been
exceeded and if not, the system continues to collect and
write personalized information to the stream search queue,
step 1208. The stream search queue is operative to structure
the information that it maintains for direct access, whereby
information in the queue if examined in sequence to deter-
mine if any query terms match information that exists in the
queue. Where the update threshold is exceeded, step 1206,
the system writes at least a portion of the personalized
information from the stream search queue to the inverted
index, step 1210. According to one embodiment, personal-
ized information that is being written to the inverted index
is marked as “in progress” and removed from the stream
search queue when indexing is complete. It should be noted
by those of skill in the art that the system may receive
additional personalized information from users when index-
ing personalized information in the stream search queue,
which the system may write or add to the stream search
queue. According to an alternative embodiment, personal-
ized information in the search stream queue may be indexed
serially as a given item of personalized information reaches
the front of the queue, remaining in the queue until indexing
is complete.

[0096] One embodiment of a method for searching a
rapidly changing collection of content items and personal-
ized information that is being indexed in real-time is illus-
trated in the flow diagram of FIG. 13. According to the
method of FIG. 13, the system receives a query comprising
one or more query terms over a network from a user utilizing
a client device in communication with a search provider,
step 1302. The system executes a search, e.g., by a search
component, of an inverted index to identify content items
that are responsive to the query, step 1304. A check is
performed to determine if content items exist in the inverted
index that are responsive to the query from the user, step
1306. Where responsive content items exist in the inverted
index, the content items are added to the result set, step
1308.

[0097] Where the check to determine responsive content
items evaluates to false, step 1306, or after adding any
responsive content items from the inverted index to the
result set, step 1308, the system executes a stream search of
the content items in the stream search queue, step 1310.
According to one embodiment, the system uses the grep
pattern-matching program, where the query terms are for-
mulated or reformulated as a regular expression. Alterna-
tively, the system may utilize other information retrieval
tools known to those of skill in the art where the query is a
list of keywords or a Boolean expression. A check is
performed to determine if content items exist in the stream
search queue that are responsive to the query from the user,
step 1312. Where responsive content items exist in the
stream search queue, the content items are added to the
result set, step 1314.

[0098] The system ranks the result set, e.g., by a ranking
component, to generate a ranked result set, step 1316. A
number of techniques are known to those of skill in the art,
in addition to the novel techniques described herein, that the
system may utilize to rank content items in a result set. For
example, a given item in the result set may be assigned a
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score, such as a relevance score, with the items in the result
set ordered according to score. The system transmits the
ranked result set over the network to the user for display on
a client device that the user is utilizing, step 1318. The
present embodiment offers the benefits of both inverted
index search and stream search. Because a majority of
content items are tracked by the inverted index, search is
fast. Because stream search is available for newly received
personalized information, users can add and search person-
alized information, including content items, in real-time
without the need to wait for updates to the inverted index.
[0099] FIGS. 1 through 13 are conceptual illustrations
allowing for an explanation of the present invention. It
should be understood that various aspects of the embodi-
ments of the present invention could be implemented in
hardware, firmware, software, or combinations thereof. In
such embodiments, the various components and/or steps
would be implemented in hardware, firmware, and/or soft-
ware to perform the functions of the present invention. That
is, the same piece of hardware, firmware, or module of
software could perform one or more of the illustrated blocks
(e.g., components or steps).

[0100] In software implementations, computer software
(e.g., programs or other instructions) and/or data is stored on
a machine readable medium as part of a computer program
product, and is loaded into a computer system or other
device or machine via a removable storage drive, hard drive,
or communications interface. Computer programs (also
called computer control logic or computer readable program
code) are stored in a main and/or secondary memory, and
executed by one or more processors (controllers, or the like)
to cause the one or more processors to perform the functions
of the invention as described herein. In this document, the
terms “machine readable medium,” “computer program
medium” and “computer usable medium” are used to gen-
erally refer to media such as a random access memory
(RAM); a read only memory (ROM); a removable storage
unit (e.g., a magnetic or optical disc, flash memory device,
or the like); a hard disk; electronic, electromagnetic, optical,
acoustical, or other form of propagated signals (e.g., carrier
waves, infrared signals, digital signals, etc.); or the like.
[0101] Notably, the figures and examples above are not
meant to limit the scope of the present invention to a single
embodiment, as other embodiments are possible by way of
interchange of some or all of the described or illustrated
elements. Moreover, where certain elements of the present
invention can be partially or fully implemented using known
components, only those portions of such known components
that are necessary for an understanding of the present
invention are described, and detailed descriptions of other
portions of such known components are omitted so as not to
obscure the invention. In the present specification, an
embodiment showing a singular component should not
necessarily be limited to other embodiments including a
plurality of the same component, and vice-versa, unless
explicitly stated otherwise herein. Moreover, applicants do
not intend for any term in the specification or claims to be
ascribed an uncommon or special meaning unless explicitly
set forth as such. Further, the present invention encompasses
present and future known equivalents to the known compo-
nents referred to herein by way of illustration.

[0102] The foregoing description of the specific embodi-
ments will so fully reveal the general nature of the invention
that others can, by applying knowledge within the skill of
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the relevant art(s) (including the contents of the documents
cited and incorporated by reference herein), readily modify
and/or adapt for various applications such specific embodi-
ments, without undue experimentation, without departing
from the general concept of the present invention. Such
adaptations and modifications are therefore intended to be
within the meaning and range of equivalents of the disclosed
embodiments, based on the teaching and guidance presented
herein. It is to be understood that the phraseology or
terminology herein is for the purpose of description and not
of limitation, such that the terminology or phraseology of the
present specification is to be interpreted by the skilled
artisan in light of the teachings and guidance presented
herein, in combination with the knowledge of one skilled in
the relevant art(s).

[0103] While various embodiments of the present inven-
tion have been described above, it should be understood that
they have been presented by way of example, and not
limitation. It would be apparent to one skilled in the relevant
art(s) that various changes in form and detail could be made
therein without departing from the spirit and scope of the
invention. Thus, the present invention should not be limited
by any of the above-described exemplary embodiments, but
should be defined only in accordance with the following
claims and their equivalents.

What is claimed:

1. A method implemented on a machine having at least
one processor, storage, and a communication platform
capable of connecting to a network for generating an
implicit relationship, comprising:

obtaining a content item;

receiving a first user profile including information about

one or more activities of a first user with respect to the
content item;

receiving a second user profile including information

about one or more activities of a second user with
respect to the content item;

determining a similarity with respect to the content item

between the first user and the second user based on the
first and the second user profiles; and

generating an implicit relationship between the first user

and the second user based on the similarity and a
threshold, wherein a ranking of a second content item
determined based on the second user profile and an
evaluation of the second user from other users implic-
itly related to the second user is to be used, based on the
implicit relationship, to rank the second content item in
a search result provided to the first user.

2. The method of claim 1, further comprising:

calculating a first feature vector for the first user based on

the first user profile; and

calculating a second feature vector for the second user

based on the second user profile.

3. The method of claim 2, wherein

calculating the first feature vector comprises calculating

on the basis of a tag by the first user for the content
item, and

calculating the first feature vector comprises calculating

on the basis of a save by the first user of the content
item.

4. The method of claim 1, wherein determining comprises
determining if the first user and the second user are related
in accordance with an implicit social network.
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5. The method of claim 2, wherein the first feature vector
indicates that the first user saved the content item and the
second feature vector indicates that the second user saved
the content item.

6. The method of claim 2, wherein the first feature vector
indicates that the first user tagged the content item and the
second feature vector indicates that the second user tagged
the content item.

7. The method of claim 2, further comprising:

calculating a third feature vector for a third user;

comparing the first feature vector with the third feature
vector to calculate a similarity value;

recording a relationship between the first user and the

third user in the first user profile and a third user profile
based upon the similarity value, wherein the similarity
value exceeds the threshold;

retrieving the third user profile based on the recorded

relationship between the first user and the third user,
wherein both the second user profile and the third user
profile can be used to rank search results provided to
the first user.

8. The method of claim 7, wherein determining comprises
determining if the first user and the third user are related in
accordance with an implicit social network.

9. A method implemented on a machine having at least
one processor, storage, and a communication platform
capable of connecting to a network for providing a ranked
search result set, comprising:

obtaining a content item;

receiving a first user profile including information about

a first set of activities of a first user with respect to the
content item, wherein the first set of activities includes
an annotation from the first user with respect to the
content item;

receiving a second user profile including information

about a second set of activities of a second user with
respect to the content item, wherein the second set of
activities includes an annotation from the second user
with respect to the content item;

determining a similarity between the first user and the

second user based on the first and the second sets of
activities;

generating an implicit relationship between the first user

and the second user based on the similarity and a
threshold;

in response to a search request by the first user, deter-

mining a search result set that includes the content
item;

ranking the search result set based on the second user

profile when the similarity exceeds the threshold,

wherein the ranking comprises:

determining a trust value for the second user based on
the second user profile, wherein the trust value
indicates a degree of trust with respect to the second
user by one or more users each of which has an
implicit relationship with the second user,

obtaining a rating of the content item by the second
user, and

determining a rank of the content item in the search
result set based on a product of the trust value and the
rating; and

providing the ranked search result set to the first user.

10. A machine-readable, non-transitory and tangible
medium having data recorded thereon for generating an
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implicit relationship, the medium, when read by the
machine, causes the machine to perform the following:
obtaining a content item;

receiving a first user profile including information about

one or more activities of a first user with respect to the
content item;

receiving a second user profile including information

about one or more activities of a second user with
respect to the content item;

determining a similarity with respect to the content item

between the first user and the second user based on the
first and the second user profiles; and

generating an implicit relationship between the first user

and the second user based on the similarity and a
threshold, wherein a ranking of a second content item
determined based on the second user profile and an
evaluation of the second user from other users implic-
itly related to the second user is to be used, based on the
implicit relationship, to rank the second content item in
a search result provided to the first user.

11. The medium of claim 10, wherein the medium, when
read by the machine, further causes the machine to perform
the following:

calculating a first feature vector for the first user based on

the first user profile; and

calculating a second feature vector for the second user

based on the second user profile.

12. The medium of claim 11, wherein

calculating the first feature vector comprises calculating

on the basis of a tag by the first user for the content
item, and

calculating the first feature vector comprises calculating

on the basis of a save by the first user of the content
item.

13. The medium of claim 10, wherein determining com-
prises determining if the first user and the second user are
related in accordance with an implicit social network.

14. The medium of claim 11, wherein the first feature
vector indicates that the first user saved the content item and
the second feature vector indicates that the second user
saved the content item.

15. The medium of claim 11, wherein the first feature
vector indicates that the first user tagged the content item
and the second feature vector indicates that the second user
tagged the content item.

16. The medium of claim 11, wherein the medium, when
read by the machine, further causes the machine to perform
the following:

calculating a third feature vector for a third user;

comparing the first feature vector with the third feature

vector to calculate a similarity value;

recording a relationship between the first user and the

third user in the first user profile and a third user profile
based upon the similarity value, wherein the similarity
value exceeds the threshold;

retrieving the third user profile based on the recorded

relationship between the first user and the third user,
wherein both the second user profile and the third user
profile can be used to rank search results provided to
the first user.

17. The medium of claim 16, wherein determining com-
prises determining if the first user and the third user are
related in accordance with an implicit social network.
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