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messages on a network. A first fraud detection unit detects a fraudulent message by
detecting a plurality of monitoring item values from a message received by the com-
munication unit and determining whether each of the plurality of monitoring item de-
tected values falls within a corresponding reference range. For each of the plurality of
monitoring items, a first reference range and a second reference range, which is nar-
rower than the first reference range, are set. The first fraud detection unit determines
the message to be a fraudulent message when one of the detected values is outside the
first reference range, and determines the message to be a fraudulent message it a pre -
scribed rule is satisfied when one of the detected values is within the first reference
range and outside the second reference range.
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