wO 2023/027846 A1 | NI 0000 AP0 00 0 0

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

World Intellectual Propert N
o amisaton " > A
International Bureau = (10) International Publication Number
(43) International Publication Date ——’/ WO 2023/027846 A1

02 March 2023 (02.03.2023) WIPOIPCT

(51) International Patent Classification: (71) Applicant: MASTERCARD INTERNATIONAL IN-
G060 20/06 (2012.01) Ho041 9/32 (2006.01) CORPORATED [US/US]; 2000 Purchase Street, Pur-
G060 20/38 (2012.01) Ho041L 9/00 (2006.01) chase, NY 10577 (US).

HOIL 9/06 (2006.01) (72) nventors: LE CALLONNEC, Schastien; 94 Charles-

(21) International Application Number: land Park, Greystones, Co. Wicklow (IE). YADAYV,

PCT/US2022/038149 Rakesh; 7 Penwood Circle, Cape Elizabeth, MN 04107

(US). TREITLINGER, Thomas; 9 Redfern Avenue, Port-
marnock, Dublin, D13 CX60 (IE).

(74) Agent: KLOCINSKI, Steven; Mastercard International

(22) International Filing Date:
25 July 2022 (25.07.2022)

(25) Filing Language: English Incorporated, 2000 Purchase Street, Purchase, NY 10577

(26) Publication Language: English (Us).

(30) Priority Data: (81) Designated States (unless otherwise indicated, for every
17/412,923 26 August 2021 (26.08.2021) US kind of national protection available). AE, AG, AL, AM,

AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CV, CZ, DE, DJ, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,

(54) Title: METHOD AND SYSTEM FOR PRIVATELY MANAGED DIGITAL ASSETS ON AN ENTERPRISE BLOCKCHAIN

100 Sender System
104
“ ‘\\
\ 110
—! L-102
108 . — N
Public Private
Blockchain™_/ 47 > Blockchain
Pracessing
Server
Y
106 -
Recipient System

FIG. 1

(57) Abstract: A method for private management of digital assets for multiple participants of a global blockchain includes: receiving, by
a receiver of a processing server, a transaction notification for a proposed currency transfer, the transaction notification including at least
a sending identifier, a recipient identifier, and a transfer amount; generating, by a processor of the processing server, a transaction data
value for the proposed currency transfer, the transaction data value including at least the sending identifier, the recipient identifier, and
the transfer amount; applying, by the processor of the processing server, a cryptographic hashing function to the generated transaction
data value to generate a hash value; publishing, by the processor of the processing server, the generated transaction data value to a private
blockchain; and publishing, by the processor of the processing server, the generated hash value to a public or permissioned blockchain.

[Continued on next page]



WO 2023/027846 A | [I1 1000000 00RO 0 0T O O

HN, HR, HU, ID, IL, IN, IQ, IR, IS, IT, JM, JO, JP, KE,
KG, KH, KN, KP, KR, KW, KZ, LA, LC, LK, LR, LS, LU,
LY, MA, MD, ME, MG, MK, MN, MW, MX, MY, MZ, NA,
NG, NI, NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO,
RS,RU,RW, SA, SC, SD, SE, SG, SK, SL. ST, SV, SY, TH,
TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, WS,
ZA,ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Published:
—  with international search report (Art. 21(3))



WO 2023/027846 PCT/US2022/038149

10

15

30

METHOD AND SYSTEM FOR PRIVATELY MANAGED DIGITAL ASSETS
ON AN ENTERPRISE BLOCKCHAIN

CROSS-REFERENCE TO RELATED APPLICATION

This application claims the benefit of, and priority to, U.S. Non-
Provisional Application No. 17/412.923, filed August 26, 2021. The entire disclosure

of the above application is incorporated herein by reference.

FIELD

The present disclosure relates to the private management of digital
assets for multiple participants of a global blockchain, specifically the use of both a
private blockchain and public, global blockchain to ensure secure and accurate

management of digital assets for multiple participants.

BACKGROUND

Blockchains are often associated with cryptographic cwrrency but have
applications that can go well beyond the transfer of currency and other financial
transactions. For instance, blockchains have been used to assist in voting, storing land
deed information, tracking the provenance of diamonds and other luxury products,
and internally by many organizations and entities as a more sophisticated storage
solution. In many cases, blockchains are used because they provide an immutable and
auditable record, as the data stored therein cannot be changed as new blocks are added
by virtue of how the generation and addition of new blocks operates.

As a result, many entities have established blockchains of their own for
use in storing data. Because the needs of each entity may vary, entities may
customize blockchains to suit their own needs in a manner that is formatted
differently or includes different data from the blockchains of other entities. Such
entities may engage in a business relationship where each entity is participating in a
mutual industry, such as banks engaged in commerce. The banks may use
blockchains to keep track of internal accounts and currency transfers, and each bank
may not only format their own blockchains differently, but also have a great interest,
and may also be required, in keeping such data private. At the same time, each entity
may be interested in accountability, particularly when transfers may be made among

the various entities. One solution to such accountability is a global blockchain ledger,
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such as described in U.S. Patent Application No. 16/576,915, filed on September 20,
2019, entitled “Method and System for Distribution of a Consistent Ledger Across
Multiple Blockchains,” by Steven C. Davis et al., which is herein incorporated by
reference in its entirety.

However, a global blockchain ledger is typically designed to store state
commitments for the blockchains of participants where the state commitments are
stored as hashes or otherwise in a format that cannot be reverse-engineered and does
not reveal undertying data to other participants. When two participants engage in a
transaction together, with each participant updating their own blockchains, new state
commitments are added to the global ledger. However, if there is a disagreement
between the two participants as to the details of the transaction, if there is a mistake
made by one of the participants, or there 1s otherwise some dispute or error, the only
evidence are the state commitments. In such a case, each participant may be able to
show the accurate ledger that resulted in their own state commitment but may not be
able to provide any evidence or proof as to the true nature of the transaction between
participants.

Thus, there is a need for a technical improvement to enable accurate
data regarding participant transactions to be stored in a secure and immutable manner
without sacrificing the benefits of a consistent, global ledger and while also
maintaining complete privacy for the transaction history and activity of each

participant.

SUMMARY

The present disclosure provides a description of systems and methods
for private management of digital assets for multiple participants of a global
blockchain. A centralized computer system, also referred to herein as a central bank
system, processing server, digital asset transfer handler, or just transfer handler, is
used as a third party facilitator for transfers of digital assets between two systems that
both participate in a consistent, global ledger. For example, the two systems may be a
central bank and at least one other bank that use their own internal blockchains for
internal accounting and transfers, with state commitments stored in the global ledger,
but where the two systems want to facilitate a transfer of currency or assets from one
bank to the other. Information regarding the transfer is provided to the transfer

handler, which verifies the proposed transfer, and then mitiates the transfer. Detailed
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information regarding the proposed transfer is stored in a private blockchain
accessible only by the transfer handler, while a hash of the transfer is stored in the
global ledger, enabling both participant systems to be able to validate that the transfer
took place and was properly recorded while still maintaining full privacy. The private
ledger is maintained by the transfer handler to serve as a trusted record for the transfer
should any dispute arise, for auditing, or any other suitable purpose. The result is an
improvement to global ledgers that provides for added protection in cases of transfers
between participants without sacrificing security or convenience.

A method for private management of digital assets for multiple
participants of a global blockchain includes: receiving, by a receiver of a processing
server, a transaction notification for a proposed currency transfer, the transaction
notification including at least a sending identifier, a recipient identifier, and a transfer
amount; generating, by a processor of the processing server, a transaction data value
for the proposed currency transfer, the transaction data value including at least the
sending identifier, the recipient identifier, and the transfer amount; applying, by the
processor of the processing server, a cryptographic hashing function to the generated
transaction data value to generate a hash value; publishing, by the processor of the
processing server, the generated transaction data value to a private blockchain; and
publishing, by the processor of the processing server, the generated hash value to a
public or permissioned blockchain.

A system for private management of digital assets for multiple
participants of a global blockchain includes: a first computing system transmitting a
transaction notification for a proposed currency transfer, the transaction notification
including at least a sending identifier, a recipient identifier, and a transfer amount; and
a processing server including a receiver recetving the transaction notification from the
first computing system, and a processor generating a transaction data value for the
proposed currency transfer, the transaction data value including at least the sending
identifier, the recipient identifier, and the transfer amount, applying a cryptographic
hashing function to the generated transaction data value to generate a hash value,
publishing the generated transaction data value to a private blockchain, and publishing

the generated hash value to a public or permissioned blockchain.
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BRIEF DESCRIPTION OF THE DRAWING FIGURES

The scope of the present disclosure 1s best understood from the
following detailed description of exemplary embodiments when read in conjunction
with the accompanying drawings. Included in the drawings are the following figures:

FIG. 1 is a block diagram illustrating a high-level system architecture
for private management of digital assets in accordance with exemplary embodiments.

FIG. 2 is a block diagram illustrating a processing server of the system
of FIG. 1 for the private management of digital assets in accordance with exemplary
embodiments.

FIG. 3 is a flow diagram illustrating a process for recording a transfer
of digital assets between participants of a global blockchain in the system of FIG. 1 in
accordance with exemplary embodiments.

FIG. 4 1s a flow chart illustrating an exemplary method for private
management of digital assets for multiple participants of a global blockchain in
accordance with exemplary embodiments.

FIG. 5 is a block diagram illustrating a computer system architecture in
accordance with exemplary embodiments.

Further areas of applicability of the present disclosure will become
apparent from the detailed description provided hereinafter. It should be understood
that the detailed description of exemplary embodiments are intended for illustration
purposes only and are, therefore, not intended to necessarily limit the scope of the

disclosure.

DETAILED DESCRIPTION

Glossary of Terms

Blockchain — A public ledger of all transactions of a blockchain-based
currency. One or more computing devices may comprise a blockchain network,
which may be configured to process and record transactions as part of a block in the
blockchain. Once a block is completed, the block is added to the blockchain and the
transaction record thereby updated. In many instances, the blockchaim may be a
fedger of transactions in chronological order or may be presented in any other order
that may be suitable for use by the blockchain network. In some configurations,
transactions recorded in the blockchain may include a destination address and a

currency amount, such that the blockchain records how much currency is attributable
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to a specific address. In some instances, the transactions are financial and others not
financial, or might include additional or different information, such as a source
address, timestamp, etc. In some embodiments, a blockchain may also or
alternatively include nearly any type of data as a form of transaction that is or needs to
be placed i a distributed database that maintains a continuously growing list of data
records hardened against tampering and revision, even by its operators, and may be
confirmed and validated by the blockchain network through proof of work and/or any
other suitable verification techniques associated therewith. In some cases, data
regarding a given transaction may further include additional data that is not directly
part of the transaction appended to transaction data. In some instances, the inclusion
of such data in a blockchain may constitute a transaction. In such instances, a
blockchain may not be directly associated with a specific digital, virtual, fiat, or other
type of currency.

System for Private Managcement of Digital Assets

FIG. 1 illustrates a system 100 for the private management of digital
assets between participants in a global blockchain using an intermediary system and a
private blockchain.

The system 100 may include a processing server 102, The processing
server 102, discussed in more detail below, may be a central system, digital asset
transfer handler, transfer handler, or other system and/or entity that manages a global
ledger utilized by multiple participants, such as a sender system 104 and recipient
system 106. In traditional systems, each participant may utilize its own blockchain
for any purposes and may regularly provide state commitments for their own
blockchain to the processing server 102 in the form of a hash value of the blockchain
generated via the application of a one-way cryptographic hashing function to the
blockchain. The state commitments may be stored 1n a global ledger by the
processing server 102 that may be publicly accessible or may be a permissioned
blockchain that is accessible to the participants. As illustrated in FIG. 1, the global
ledger may be the public blockchain 108.

In the system 100, the processing server 102 may be configured to also
provide for private management of the digital assets of the participants that may be
transferred between participants, such as a transfer of digital currency or other assets

from the sender system 104 to the recipient system 106. In an example, the sender
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system 104 and recipient system 106 may both be banks that manage transaction
accounts for their members where one bank (the sender system 104) wants to transfer
an amount of currency to the other bank {the recipient system 106). In the system
100, the processing server 102 may facilitate the transfer of assets and record the
transfer in both the public blockchain 108 i a hashed form as well as in a non-hashed
form in a private blockchain 110. The private blockchain 110 may be a blockchain
that is only accessible by the processing server 102 and any other authorized systems
that may not necessarily include any participants in the public biockchain 108. For
instance, the private blockchain 110 may remain private to the processing server 102
where only the relevant data values and/or blocks may be made available in cases of
dispute, auditing, etc.

In the system 100, the processing server 102 may be a blockchain node
for both the public blockchain 108 and private blockchain 110. In some cases, the
processing server 102 may be the only node in one or both blockchain networks. In
other cases, there may be multiple instances of the processing server 102 where each
is a node in a network for the public blockchain 108 and/or private blockchain 110.
For example, instances of the processing server 102 may be established throughout
the world or otherwise spread geographically for convenience to the participants.
Each blockchain node (e.g., processing server 102) may be a computing system, such
as illustrated in FIGS. 2 and 5, discussed in more detail below, that is configured to
perform functions related to the processing and management of the blockchain,
including the generation of blockchain data values, verification of proposed
blockchain transactions, verification of digital signatures, generation of new blocks,
validation of new blocks, and maintenance of a copy of each blockchain the node
participates in.

The blockchain may be a distributed ledger that 1s comprised of at least
a plurality of blocks. Each block may include at least a block header and one or more
data values. Each block header may include at least a timestamp, a block reference
value, and a data reference value. The timestamp may be a time at which the block
header was generated and may be represented using any suitable method (e.g., UNIX
timestamp, DateTime, etc.). The block reference value may be a value that references
an earlier block (e.g., based on timestamp) in the blockchain. In some embodiments,
a block reference value in a block header may be a reference to the block header of

the most recently added block. In an exemplary embodiment, the block reference
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value may be a hash value generated via the hashing of the block header of the most
recently added block. The data reference value may simularly be a reference to the
one or more data values stored in the block that includes the block header. In an
exemplary embodiment, the data reference value may be a hash value generated via
the hashing of the one or more data values. For instance, the block reference value
may be the root of a Merkle tree generated using the one or more data values.

The use of the block reference value and data reference value in each
block header may result in the blockchain being immutable. Any attempted
modification to a data value would require the generation of a new data reference
value for that block, which would thereby require the subsequent block’s block
reference value to be newly generated, further requiring the generation of a new block
reference value in every subsequent block. This would have to be performed and
updated in every single blockchain node in the blockchain network prior to the
generation and addition of a new block to the blockchain in order for the change to be
made permanent. Computational and communication limitations may make such a
modification exceedingly difficult, if not impossible, thus rendering the blockchain
immutable.

In some embodiments, the blockchain may be used to store
information regarding blockchain transactions conducted between two different
blockchain wallets. A blockchain wallet may include a private key of a cryptographic
key pair that is used to generate digital signatures that serve as authorization by a
payer for a blockchain transaction, where the digital signature can be verified by the
blockchain network using the public key of the cryptographic key pair. In some
cases, the term “blockchain wallet” may refer specifically to the private key. In other
cases, the term “blockchain wallet” may refer to a computing device (e.g., sender
system 104) that stores the private key for use thereof in blockchain transactions. For
instance, each computing device may each have their own private key for respective
cryptographic key pairs and may each be a blockchain wallet for use in transactions
with the blockchain associated with the blockchain network. Computing devices may
be any type of device suitable to store and utihize a blockchain wallet, such as a
desktop computer, laptop computer, notebook computer, tablet computer, cellular
phone, smart phone, smart watch, smart television, wearable computing device,

implantable computing device, etc.
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Each blockchain data value stored in the blockchain may correspond to
a blockchain transaction or other storage of data, as applicable. A blockchain
transaction may consist of at least: a digital signature of the sender of currency (e.g.,
the sender system 104) that is generated using the sender’s private key, a blockchain
address of the recipient of currency (e.g., the recipient system 106) generated using
the recipient’s public key, and a blockchain currency amount that is transferred or
other data being stored. In the case of the blockchain being used for data storage
separate from currency, the currency amount may be replaced by such other data. In
some blockchain transactions, the transaction may also include one or more
blockchain addresses of the sender where blockchain currency is currently stored
(e.g., where the digital signature proves their access to such currency), as well as an
address generated using the sender’s public key for any change that is to be retained
by the sender. Addresses to which cryptographic currency has been sent that can be
used in future transactions are referred to as “output” addresses, as each address was
previousty used to capture output of a prior blockchain transaction, also referred to as
“unspent transactions,” due to there being currency sent to the address in a prior
transaction where that currency is still unspent. In some cases, a blockchain
transaction may also include the sender’s public key, for use by an entity in validating
the transaction. For the traditional processing of a blockchain transaction, such data
may be provided to a blockchain node in the blockchain network, either by the sender
or the recipient. The node may verify the digital signature using the public key in the
cryptographic key pair of the sender’s wallet and also verify the sender’s access to the
funds (e.g., that the unspent transactions have not yet been spent and were sent to
address associated with the sender’s wallet), a process known as “confirmation” of a
transaction, and then include the blockchain transaction in a new block. The new
block may be validated by other nodes in the blockchain network before being added
to the blockchain and distributed to all of the blockchain nodes i the blockchain
network in traditional blockchain implementations. In cases where a blockchain data
value may not be related to a blockchain transaction, but instead the storage of other
types of data, blockchain data values may still include or otherwise involve the
validation of a digital signature.

In the system 100, the public blockchain 108 may be used to store only
hashed data. In other words, each blockchain data value included in the public

blockchain 108 may store hash values, such as hashes of state commitments of the
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blockchains of participants (e.g., the sender system 104, recipient system 106, etc.)
and hashes of asset transfers, as discussed below. The private blockchain 110 may be
used as a private record for asset transfers between participants in the public
blockchain 108, such as to store a record for a transfer of digital assets from the
sender system 104 to the recipient system 106.

When the sender system 104 or recipient system 106 is interested in a
transfer of assets with the other system, the initiating system may send a proposal
message to the other system using any suitable communication network and method.
The proposal message may include at least the amount of digital assets that are to be
transferred. In some cases, the digital assets may be a digital currency, such as a
cryptographic currency that is utitized by the private blockchain 110 where all
transtfers are made as new transactions in the private blockchain 110. In other cases,
the two systems may transfer actual assets (e.g., one bank may transfer currency to the
other bank) where “digital assets” refers to a digital representation of the asset being
transferred (e.g., an electronic representation of the amount of currency transferred
between the banks). The two systems may agree on the transfer to be made, such as
through the use of multiple messages, negotiations, contracts, etc.

When the systems have agreed on the transfer, the sender system 104
may submit a transfer notification to the processing server 102 using any suitable
communication network and method, such as via a web form, application program,
application programming interface, etc. The transfer notification may include at least
an identifier associated with the sender system 104, an identifier associated with the
recipient system 106, and the digital asset being transferred (e.g., an amount of
currency). In cases where the private blockchain 110 is used to store digital currency
for each participant, the identifier associated with the sender system 104 may include
a digital signature generated by the sender system 104 using a private key of its
cryptographic key pair, the identifier associated with the recipient system 106 may be
a blockchain address generated using a public key of the cryptographic key pair of the
recipient system 106, and the digital asset may be the amount of digital currency
being transferred from the blockchain wallet of the sender system 104 to the
blockchain wallet of the recipient system 106. In some embodiments, the processing
server 102 may manage all blockchain wallets. In such cases, the identifiers may be
tdentification values for the sender system 104 and the recipient system 106 and the

processing server 102 may generate the digital signature and blockchain address for
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the transfer using suitable methods with the cryptographic key pairs managed by the
processing server 102.

Once the processing server 102 receives the transfer notification, the
processing server 102 may validate the transfer notification to ensure that the transfer
1s proper and authorized. In cases where a digital signature 1s included i the transfer
notification, validation of the transfer may include validating the digital signature
using a public kev of the cryptographic key pair that mcluded the private key used to
generate the digital signature. In mstances where the transfer is to be made using the
private blockchain 110, the transfer notification may include one or more transaction
outputs for prior transfers of digital currency to the sender system 104. In such
instances, validation of the transfer notification may include verifying that each of the
one or more transaction outputs were to the sender system 104 (e.g., using the digital
signature and/or public key) and that each of the one or more transaction outputs is
currently unspent. In some embodiments, validation may include transmitting a
message to the recipient system 106 to ensure that the recipient system 106 approves
of the proposed transfer and recetving an approval message from the recipient system
106, which may, in some cases, itself be validated such as through a digital signature
or other suitable mechanism.

If the validation is unsuccessful, then the processing server 102 may
transmit a message to the sender system 104 indicating that the validation failed. In
some cases, a reason may be provided, such as a decline by the recipient system 106,
a provided transaction output being previously spent, an insufficient amount of digital
currency for the provided transaction output(s), a failed validation of the digital
signature, etc. If the validation is successful, then the processing server 102 may
electronically transmit an approval message to the sender system 104 using a suitable
comimunication network and method. In some cases, the approval message may
include data regarding the transfer itself if performed by the processing server 102,
such as a confirmation number or hash value, as discussed below.

Once the validation is successful and the transfer approved, the transfer
may be initiated. In an exemplary embodiment, the processing server 102 may
perform the transfer. In cases where the transfer is a blockchain transaction using the
private blockchain 110, the processing server 102 may generate a new blockchain
data value for the private blockchain that includes the unspent transaction output(s),

the digital signature, the destination address, and the currency amount being
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transferred to the destination address. The currency amount and destination address
may constitute a new unspent transaction output, which may later be utilized by the
recipient system 1006 in a new transaction (e.g., as a sender). In another instance, the
processing server 102 may transfer a digital token or other value representative of the
actual asset being transferred between the two systems using the private blockcham
110, such as where digital tokens may be used in place of fiat currency transferred
between participants in the public blockchain 108. In cases where the transfer is of
other assets, the transfer may be initiated by the sender system 104 using the
appropriate platform and method after receipt of the approval message, such as a wire
transfer of currency. In such cases, the sender system 104 may provide the processing
server 102 with proof of such transfer, such as a receipt, confirmation number, etc.

Once the transfer has been completed, the processing server 102 may
include a blockchain data value for the transfer in a new block that is generated and
added to the private blockchain 110. In cases where the transfer is a blockchain
transaction using the private blockchain 110, the blockchain data value generated for
the actual transaction may serve as the blockchain data value noted above. In other
cases, the blockchain data value may include an unspent transaction output or other
data regarding the transfer, such as the sender 1dentifier, recipient identifier, and
transfer amount, the receipt or confirmation number provided by the sender system
104, or any other data that may be provided or otherwise obtained by the processing
server 102 for the transfer. The data included in the blockchain data value stored in
the new block in the private blockchain 110 may be data that is suitable to prove the
transfer and provide for any anditing of activity by the sender system 104 and/or
recipient system 106.

The processing server 102 may also generate a hash value for the
transfer. To generate the hash value, the processing server 102 may apply a
cryptographic function to the blockchain data value for the transfer stored in the
private blockchain 110. In an exemplary embodiment, the cryptographic function
may be a one-way hashing function that generates hash values of sufficient
complexity to be collision-resistant, such as the Secure Hash Algorithm 256 (SHA-
256). The hash value may be included in a new blockchain data value that is
generated by the processing server 102 and included in a new block that is generated
and added to the public blockchain 108. In some embodiments, the processing server

102 may electronically transmit a notification message to at least the sender system
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104 that includes the hash value or a notification that a hash value for the transfer was
successfully added to the public blockchain 108. In some cases, the notification
message and the approval message may be the same message. In some instances, the
processing server 102 may also electronically transmit a notification message to the
recipient system 106, such as may be identified using the recipient identifier included
in the transfer notification. In other cases, the sender system 104 may communicate
information regarding the successful transfer to the recipient system 106. Once the
hash value has been published to the public blockchain 108, the sender system 104
and recipient system 106 may update their own internal blockchains accordingly,
where a state commitment thereof may be registered on the public blockchain 108
during the usual course of business by each participant.

In some embodiments, one or more functions of the processing server
102 may be implemented via a smart contract. A smart contract may be a self-
executable digital object that can be stored i a blockchain that, once one or more
criteria are fulfilled, cause the smart contract to execute to carry out one or more
actions. In the system 100, the smart contract may recetve a transaction notification
from a sender system 104, which may initiate the validation of the proposed
transaction, initiate the proposed transaction, generate the blockchain data value for
the transfer, generate the hash of the blockchain data value, and publish the
appropriate data to the public blockchain 108 and private blockchain 110. In some
cases, the smart contract may only perform a portion of the above steps, or each of the
above steps may be performed by a combination of multiple smart contracts. The
smart contract may be stored in the private blockchain 110 as a blockchain data value
therein or may be stored in other memory or storage of the processing server 102.

The methods and systems discussed herein enable the processing
server 102 to provide for private management of digital assets by participants in the
public blockchain 108 as a global ledger. The private blockchain 110 may be used to
record detailed information regarding the transfer of digital assets or other transfers
between participants in the public blockchain 108. Because the private blockchain
110 is private and not accessible by the participants, sensitive data for the participants
can remain inaccessible to other participants while still being available to the
processing server 102 to settle disputes, assist with auditing, etc. By storing hash
values for the transfers in the public blockchain 108, there is a publicly accessible

records of the transters that can be verified by the sender system 104 and recipient
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system 106 as parties to the transfer as each system knows all of the data involved in
the transfer and could generate a hash value for the transfer and verify that it matches
the hash value added to the public blockchain 108 for the transfer. The result is that
the public blockchain 108 can store secure and anonymous data regarding asset
transfers by participants for public accessibility and verification without sacrificing
the anonymity and security, where the private blockchain 110 enables the transfers
themselves to be proven in cases of dispute or, in cases where the private blockchain
110 itself holds assets, enables the transfer of digital assets among participants in a
secure and anonymous manner that is privately managed by the processing server
102. In every case, the methods and systems discussed herein provide for technical
improvements in the management of digital assets for participants in a global ledger.

Processing Server

FIG. 2 illustrates an embodiment of a processing server 102, such as
the processing server 102 i the system 100. It will be apparent to persons having
skill in the relevant art that the embodiment of the processing server 102 illustrated in
FIG. 2 is provided as illustration only and may not be exhaustive to all possible
configurations of the processing server 102 suitable for performing the functions as
discussed herein. For example, the computer system 500 illustrated in FIG. 5 and
discussed in more detail below may be a suitable configuration of the processing
server 102

The processing server 102 may include a receiving device 202. The
receiving device 202 may be configured to receive data over one or more networks
via one or more network protocols. In some instances, the receiving device 202 may
be configured to receive data from blockchain nedes, other processing servers 102,
sender systems 104, recipient systems 106, and other systems and entities via one or
more communication methods, such as radio frequency, local area networks, wireless
area networks, cellular communication networks, Bluetooth, the Internet, etc. In some
embodiments, the receiving device 202 may be comprised of multiple devices, such as
different receiving devices for receiving data over different networks, such as a first
receiving device for receiving data over a local area network and a second receiving
device for receiving data via the Internet. The receiving device 202 may receive
electronically transnutted data signals, where data may be superimposed or otherwise

encoded on the data signal and decoded, parsed, read, or otherwise obtained via
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receipt of the data signal by the receiving device 202. In some instances, the
receiving device 202 may include a parsing module for parsing the received data
signal to obtain the data superimposed thereon. For example, the receiving device
202 may include a parser program configured to receive and transform the received
data signal into usable mput for the functions performed by the processing device to
carry out the methods and systems described herein.

The receiving device 202 may be configured to receive data signals
electronically transmitted by blockchain nodes or other processing servers 102, which
may be superimposed or otherwise encoded with blockchain data values, blocks,
blockchain transaction data, etc. The receiving device 202 may also be configured to
receive data signals electronically transmitted by sender systems 104 that may be
superimposed or otherwise encoded with transaction notifications, which may include
sender data, recipient data, digital signatures, blockchain addresses, transaction
outputs, transfer amounts, etc. The receiving device 202 may also be configured to
receive data signals electronically transmitted by sender systems 104 and recipient
systems 106, which may be superimposed or otherwise encoded with approval
messages, requests for hash values, audit requests, state commitment data, etc.

The processing server 102 may also include a communication module
204. The communication module 204 may be configured to transmit data between
modules, engines, databases, memories, and other components of the processing
server 102 for use in performing the functions discussed herein. The communication
module 204 may be comprised of one or more communication types and utilize
various communication methods for communications within a computing device. For
example, the communication module 204 may be comprised of a bus, contact pin
connectors, wires, etc. In some embodiments, the communication module 204 may
also be configured to communicate between internal components of the processing
server 102 and external components of the processing server 102, such as externally
connected databases, display devices, input devices, etc. The processing server 102
may also include a processing device. The processing device may be configured to
perform the functions of the processing server 102 discussed herein as will be
apparent to persons having skill in the relevant art. In some embodiments, the
processing device may include and/or be comprised of a plurality of engines and/or
modules specially configured to perform one or more functions of the processing

device, such as a querying module 214, generation module 216, validation module
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218, etc. As used herein, the term “module” may be software or hardware particularly
programmed to receive an input, perform one or more processes using the mput, and
provides an output. The input, output, and processes performed by various modules
will be apparent to one skilled in the art based upon the present disclosure.

The processing server 102 may also mclude public blockchain data 206
and private blockchain data 210, which may be stored in a memory 212 of the
processing server 102 or stored in a separate area within the processing server 102 or
accessible thereby. The blockchain data may include a blockchain, which may be
comprised of a plurality of blocks and be associated with a blockchain network. The
blockchain data may also or alternatively include any data associated with one or
more blockchain wallets that may be used and/or managed by the processing server
102 or participant systems, such as cryptographic key pairs, unspent transaction
outputs, digital asset amounts, smart contracts, signature generation algorithms,
encryption algorithms, communication information for third party services, etc. The
public blockchain data 206 may be accessible to participants and, in some cases, may
be publicly accessible to any entity or system. Blocks included in the public
blockchain data 206 may only inctude hash values and may not include any values
directly associated with any participants or that may be reverse engineered. The
private blockchain data 210 may be private and only accessible to the processing
server 102 or may otherwise be inaccessible to participants in the public blockchain
108.

The processing server 102 may also include a memory 212. The
memory 212 may be configured to store data for use by the processing server 102 in
performing the functions discussed herein, such as public and private keys, symmetric
keys, etc. The memory 212 may be configured to store data using suitable data
formatting methods and schema and may be any suitable type of memory, such as
read-only memory, random access memory, etc. The memory 212 may include, for
example, encryption keys and algorithms, communication protocols and standards,
data formatting standards and protocols, program code for modules and application
programs of the processing device, and other data that may be suitable for use by the
processing server 102 in the performance of the functions disclosed herein as will be
apparent to persons having skill in the relevant art. In some embodiments, the
memory 212 may be comprised of or may otherwise include a relational database that

utilizes structured query language for the storage, identification, modifying, updating,

—_
[V,



WO 2023/027846 PCT/US2022/038149

10

20

30

accessing, etc. of structured data sets stored therein. The memory 212 may be
configured to store, for example, cryptographic keys, salts, nonces, communication
information for other computing systems, generation algorithms, cryptographic key
pairs, algorithims for calculation of currency amounts, digital asset data, access data
for the public blockchain 108 and/or private blockchain 110, etc.

The processing server 102 may include a querying module 214. The
querying module 2 14 may be configured to execute queries on databases to identify
information. The querying module 214 may receive one or more data values or query
strings and may execute a query string based thereon on an indicated database, such
as the public blockchain data 206 of the processing server 102 to identify information
stored therein. The querying module 214 may then output the identified information
to an appropriate engine or module of the processing server 102 as necessary. The
querving module 214 may, for example, execute a query on the private blockchain
data 210 to identify transaction outputs for use by the validation module 218 to
validate a recetved transaction notification.

The processing server 102 may also include a generation module 216.
The generation module 216 may be configured to generate data for use by the
processing server 102 in performing the functions discussed herein. The generation
module 216 may receive instructions as input, may generate data based on the
instructions, and may output the generated data to one or more modules of the
processing server 102, For example, the generation module 216 may be configured to
generate cryptographic key pairs, generate digital signatures, generate blockchain data
values, generate hash values, generate approval messages, generate notification
messages, etc.

The processing server 102 may also include a validation module 218.
The validation module 218 may be configured to perform validations for the
processing server 102 as part of the functions discussed herein. The validation
module 218 may receive instructions as input, which may also include data to be used
in performing a vahidation, may perform a validation as requested, and may output a
result of the validation to another module or engine of the processing server 102, The
validation module 218 may, for example, be configured to validate digital signatures
using suitable signature generation algorithms and keys, validate blockchain
transactions, validate smart contracts, validate transaction notifications, validate

currency or asset aniounts, etc.
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The processing server 102 may also include a transmitting device 220.
The transnutting device 220 may be configured to transmit data over one or more
networks via one or more network protocols. In some instances, the transmitting
device 220 may be configured to transmit data to blockchain nodes, other processing
servers 102, sender devices 104, recipient devices 106, and other entities via one or
more communication methods, local area networks, wireless area networks, cellular
communication, Bluetooth, radio frequency, the Internet, etc. In some embodiments,
the transmitting device 220 may be comprised of multiple devices, such as different
transmitting devices for transmitting data over different networks, such as a first
transmitting device for transmitting data over a local area network and a second
transmitting device for transmitting data via the Internet. The transmitting device 220
may electronically transmit data signals that have data superimposed that may be
parsed by a receiving computing device. In some instances, the transmitting device
220 may include one or more modules for superimposing, encoding, or otherwise
formatting data into data signals suitable for transmission.

The transmitting device 220 may be configured to electronically
transmit data signals to blockchain nodes or other processing servers 102, which may
be superimposed or otherwise, requests for blocks, requests tor blockchain data
values, new blocks, blockchain data values, transaction outputs, asset amounts, hash
values, etc. The transmitting device 220 may also be configured to electronically
transmit data signals to sender devices 104 and/or recipient devices 106 that may be
superimposed or otherwise encoded with approval messages, requests for data,
approval requests, notification messages, transaction outputs, hash values, etc.

Process for Private Managenent of Digital Assets

FIG. 3 illustrates a process for the private management of digital assets
by the processing server 102 of the system 100 using the global ledger of the public
blockchain 108 and the private blockchain 110.

In step 302, the sender system 104 may electronically transmit a
proposal message to the recipient system 106 to propose a new transaction for the
transfer of digital assets from the sender to the recipient. The proposal message may
be electronically transmitted using any suitable communication network and method.
In step 304, the recipient system 106 may receive the transaction proposal, which may

include at feast an amount of digital assets to be transferred. If the recipient decides
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to accept the transfer, then, in step 306, the recipient system 106 may electronically
transmit an acceptance message back to the sender system 104. The acceptance
message may include a blockchain address generated using a public key of a
cryptographic key pair of the recipient system 106 or may include an identifier
associated with the recipient system 106. In step 308, the sender system 104 may
receive the acceptance message from the recipient system 106.

In step 310, the sender system 104 may electronically transmit a
transaction notification to the processing server 102 for the transfer of digital assets
from the sender to the recipient as approved by the recipient. The transaction
notification may include the identifier or blockchain address provided by the recipient
system 106 in the acceptance message, a transfer amount, an identifier associated with
the sender system 104 or a digital signature generated using the private key of a
cryptographic key pair of the sender system 104, and one or more transaction outputs
representing the receipt of digital assets by the sender system 104 that are to be
transferred in the proposed transaction. In step 312, the receiving device 202 of the
processing server 102 may receive the transaction notification from the sender system
104 using a suitable communication network and method.

In step 314, the validation module 218 of the processing server 102
may validate the proposed transaction. Validation of the proposed transaction may
include validating the digital signature using the public key of the recipient system’s
cryptographic key patr, if applicable, validation of the one or more transaction outputs
as being valid, validation of the one or more transaction outputs as being in control by
the sender system 104, validation that the one or more transaction outputs are
currently unspent, and validation that the amount of digital assets transterred to the
one or more transaction outputs are sufficient to cover the desired transfer amount in
the transaction notification. In embodiments where the processing server 102 may
manage cryptographic key pairs on behalf of participants, step 314 may include the
generation of a digital signature using a private key associated with the sender system
104 and generation of a blockchain address using a public key associated with the
recipient system 106.

If the transaction notification is successfully validated, then, in step
316, the processing server 102 may process a new blockchain transaction for the
requested transfer of digital assets from a blockchain wallet associated with the sender

system 104 to a blockchain wallet associated with the recipient system 106 for the
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transfer amount included in the transaction notification. The processing of the new
blockchain transaction may include the generation of a new blockchain data value by
the generation module 216 of the processing server 102 where the blockchain data
value includes the unspent transaction output(s), digital signature, destination address,
and transfer amount included in the transaction notification or otherwise generated by
the processing server 102. In step 318, the generation module 216 of the processing
server 102 may generate a new block for the private blockchain 110 that includes the
newly generated blockchain data value. The generation module 216 may also apply a
one-way cryptographic hashing function to the generated blockchain data value to
generate a hash value. The hash value may be included in a new block generated by
the generation module 216 for the public blockchain 108. Each of the new blocks
may also include a block header and reference values as well as any other data
suitable for inclusion in new blocks generated for a blockchain that may vary based
on the blockchain, formatting thereof, etc. as will be apparent to persons having skill
in the relevant art.

In step 320, the processing server 102 may publish the new blocks to
the respective blockchains. The new block in the public blockchain 108 may be
accessible to the public or to authorized participants, such as the sender system 104
and recipient system 106. The new block in the private blockchain 110 may not be
accessible to any system besides the processing server 102 and any other processing
servers that participate in the private blockchain 110, and may be inaccessible to any
participant systems without special authorization (e.g., for dispute settlement,
auditing, etc.}. In step 322, the transmitting device 220 of the processing server 102
may electronically transmit a notification message to the sender system 104 using a
suitable communication network and method. The notification message may include
a notification that the transfer of digital assets using the private blockchain 110 was
successful. In some cases, the notification message may mclude the hash value added
to the public blockchain 108 or other data that may be used to identify the hash value
in the public blockchain 108 (e.g., a block identifier, timestamp, etc.). In step 324, the
sender system: 104 may receive the notification message. In step 326, the notification
message may also be sent to, and received by, the recipient system 106. The
notification message may be sent directly to the recipient system 106 by the
processing server 102 or it may first be received by the sender system 104 and then

forwarded on to the recipient system 106. In steps 328 and 330, the sender system
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104 and recipient system 106 may each update their own internal blockchains to
reflect the transfer or receipt, as applicable, of digital assets as performed by the
processing server 102, The updating of the internal blockchains may be immortalized
in the public blockchain 108 through a hash of a state commitment of the internal
blockchain in the course of operation of the public blockchain 108 as a global ledger
for the participants.

Exemplary Method for Private Management of Digital Assets

FIG. 4 illustrates a method 400 for the private management of digital
assets for multiple participants of a global blockchain by a digital asset transfer
handler.

In step 402, a transaction notification for a proposed currency transfer
may be received by a receiver (e.g., receiving device 202) of a processing server (e.g.,
processing server 102), the transaction notification including at least a sending
identifier, recipient identifier, and a transfer amount. In step 404, a transaction data
value may be generated by a processor (e.g., generation module 216) of the
processing server for the proposed currency transfer, the transaction data value
including at least the sending identifier, the recipient identifier, and the transfer
amount.

In step 406, a cryptographic hashing function may be applied to the
generated transaction data value by the processor (e.g., generation module 216) of the
processing server to generate a hash value. In step 408, the generated transaction data
value may be published by the processor of the processing server to a private
blockchain. In step 410, the generated hash value may be published by the processor
of the processing server to a public or permissioned blockchain.

It one embodiment, the method 400 may further include: verifying, by
the processor (e.g., validation module 218) of the processing server, the proposed
currency transfer based on at least the received transaction notification; and
transmitting, by a transmitter {e.g., transmitting device 220) of the processing server,
an approval message in response to the received transaction notification prior to
generating the transaction data value. In a further embodiment, the method 400 may
also include receiving, by the receiver of the processing server, at least one unspent

transaction output in response to the transmitted approval message, wherein the at
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least one unspent transaction output may be included in the generated transaction data
value.

In another further embodiment, the transaction notification may further
include at least one unspent transaction output and verifying the proposed currency
transfer may inctude verifying that each of the at least one unspent transaction output
is unspent. In an even further embodiment, the at least one unspent transaction output
may refer to a prior blockchain transaction 1 the private blockchain. In another even
further embodiment, the method 400 may also include identifying, by the processor of
the processing server, a new transaction output, wherein the new transaction output
may be included in the generated transaction data value.

In some embodiments, the generating, applying, and publishing steps
may be performed by a smart contract executed by the processor of the processing
server. In one embodiment, the sending identifier may be a digital signature
generated using a private key of a first cryptographic key pair, the recipient identifier
may be a blockchain address generated using a public key of a second cryptographic
key pair, and the transfer amount may be an amount of blockchain currency.

Computer System Architecture

FIG. 5 illustrates a computer system 500 which embodiments of the
present disclosure, or portions thereof, may be implemented as executed computer-
readable code on hardware. For example, the processing server 102 of FIGS. 1 and 2
may be implemented in the computer system 500 using hardware, non-transitory
computer readable media having instructions stored thereon, or a combination thereof
and may be implemented in one or more computer systems or other processing
systems. Hardware may embody modules and components used to implement the
methods of FIGS. 3 and 4.

It programmable logic is used, such logic may execute on a
commercially available processing platform configured by executable software code
to become a specific purpose computer or a special purpose device (e.g.,
programmable logic array, application-specific integrated circuit, etc.). A person
having ordinary skill in the art may appreciate that embodiments of the disclosed
subject matter can be practiced with various computer system configurations,
mncluding multi-core multiprocessor systems, minicomputers, mainframe computers,

computers linked or clustered with distributed functions, as well as pervasive or
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miniature computers that may be embedded into virtually any device. For instance, at
least one processor device and a memory may be used to umplement the above
described embodiments.

A processor unit or device as discussed herein may be a single
processor, a plurality of processors, or combinations thereof. Processor devices may
have one or more processor “cores.” The terms “computer program medium,” “non-
transitory computer readable medium,” and “computer usable medium™ as discussed
herein are used to generally refer to tangible media such as a removable storage unit
518, a removable storage unit 522, and a hard disk installed in hard disk drive 512.

Various embodiments of the present disclosure are described in terms
of this example computer system 500. After reading this description, it will become
apparent to a person skilled in the relevant art how to implement the present
disclosure using other computer systems and/or computer architectures. Although
operations may be described as a sequential process, some of the operations may in
fact be performed 1n parallel, concurrently, and/or in a distributed environment, and
with program code stored locally or remotely for access by single or multi-processor
machines. In addition, in some embodiments the order of operations may be
rearranged without departing from the spirit of the disclosed subject matter.

Processor device 504 may be a special purpose or a general purpose
processor device specifically configured to perform the functions discussed herein.
The processor device 504 may be connected to a communications infrastructure 506,
such as a bus, message queue, network, multi-core message-passing scheme, etc. The
network may be any network suitable for performing the functions as disclosed herein
and may include a local area network (LAN), a wide area network (WAN), a wireless
network (e.g., WiF1), a mobile communication network, a satellite network, the
Internet, fiber optic, coaxial cable, infrared, radio frequency (RF), or any combination
thereof. Other suitable network types and configurations will be apparent to persons
having skill in the relevant art. The computer system 500 may also include a main
memory 508 (e.g., random access memory, read-only memory, etc.), and may also
include a secondary memory S10. The secondary memory 510 may include the hard
disk drive 512 and a removable storage drive 514, such as a floppv disk drive, a
magnetic tape drive, an optical disk drive, a flash memory, etc.

The removable storage drive 514 may read from and/or write to the

removable storage unit 518 in a well-known manner. The removable storage unit 518
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may include a removable storage media that may be read by and written to by the
removable storage drive 514. For example, if the removable storage drive 514 1s a
floppy disk drive or universal serial bus port, the removable storage unit 518 may be a
floppy disk or portable flash drive, respectively. In one embodiment, the removable
storage unit 518 may be non-transitory computer readable recording media.

In some embodiments, the secondary memory 510 may include
alternative means for allowing computer programs or other instructions to be loaded
into the computer system 500, for example, the removable storage unit 522 and an
iterface 520. Examples of such means may include a program cartridge and
cartridge interface {e.g., as found in video game systems), a removable memory chip
(e.g.. EEPROM, PROM, etc.) and associated socket, and other removable storage
units 522 and interfaces 520 as will be apparent to persons having skill in the relevant
art.

Data stored in the computer system 500 (e.g.. in the main memory 508
and/or the secondary memory 510) may be stored on any type of suitable computer
readable media, such as optical storage (e.g., a compact disc, digital versatile disc,
Blu-ray disc, etc.) or magnetic tape storage (e.g., a hard disk drive). The data may be
configured in any type of suitable database configuration, such as a relational
database, a structured query language (SQL) database, a distributed database, an
object database, etc. Suitable configurations and storage types will be apparent to
persons having skill in the refevant art.

The computer system 500 may also include a communications
mterface 524. The communications iterface 524 may be configured to allow software
and data to be transferred between the computer system 500 and external devices.
Exemplary communications interfaces 524 may include a modem, a network interface
(e.g., an Ethernet card), a communications port, a PCMCIA slot and card, etc.
Software and data transferred via the communications interface 524 may be in the
form of signals, which may be electronic, electromagnetic, optical, or other signals as
will be apparent to persons having skill in the relevant art. The signals may travel via
a communications path 526, which may be configured to carry the signals and may be
implemented using wire, cable, fiber optics, a phone line, a cellular phone link, a
radio frequency link, etc.

The computer system 500 may further include a display interface 502.

The display interface 502 may be configured to allow data to be transferred between
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the computer system 500 and external display 530. Exemplary display interfaces 502
may include high-definition multimedia mterface (HDMI), digital visual interface
(DV), video graphics array (VGA), etc. The display 530 may be any suitable type of
display for displaying data transmitted via the display interface 502 of the computer
system 500, including a cathode ray tube (CRT) display, hiqud crystal display (LCD),
light-emitting diode (LED) display, capacitive touch display, thin-film transistor
(TFT) display, etc.

Computer program medium and computer usable medium may refer to
memorties, such as the main memory 508 and secondary memory 510, which may be
memory semiconductors {e.g., DRAMs, etc.). These computer program products may
be means for providing software to the computer system 500. Computer programs
(e.g., computer control logic) may be stored in the main memory 508 and/or the
secondary memory 510. Computer programs may also be received via the
communications interface 524. Such computer programs, when executed, may enable
computer system 500 to implement the present methods as discussed herein. In
particular, the computer programs, when executed, may enable processor device 504
to implement the methods illustrated by FIGS. 3 and 4, as discussed herein.
Accordingly, such computer programs may represent controllers of the computer
system S00. Where the present disclosure is implemented using software, the
software may be stored in a computer program product and loaded into the computer
system 500 using the removable storage drive 514, interface 520, and hard disk drive
512, or communications interface 524.

The processor device 504 may comprise one or more modules or
engines configured to perform the functions of the computer system 500. Each of the
modules or engines may be implemented using hardware and, in some instances, may
also utilize software, such as corresponding to program code and/or programs stored
in the main memory 508 or secondary memory 510. In such mstances, program code
may be compiled by the processor device 504 (e.g., by a compiling module or engine)
prior to execution by the hardware of the computer system 500. For example, the
program code may be source code written in a programming language that is
translated into a lower level language, such as assembly language or machine code,
for execution by the processor device 504 and/or any additional hardware components
of the computer system 500. The process of compiling may include the use of lexical

analysis, preprocessing, parsing, semantic analysis, syntax-directed translation, code
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generation, code optimization, and any other techniques that may be suitable for
translation of program code into a lower level language suitable for controlling the
computer system 500 to perform the functions disclosed herein. It will be apparent to
persons having skill in the relevant art that such processes result in the computer
system 500 being a specially configured computer system 500 uniquely programmed
to perform the functions discussed above.

Techniques consistent with the present disclosure provide, among
other features, systems and methods for private management of digital assets for
multiple participants of a global blockchain. While various exemplary embodiments
of the disclosed system and method have been described above it should be
understood that they have been presented for purposes of example only, not
linitations. It is not exhaustive and does not limit the disclosure to the precise form
disclosed. Modifications and variations are possible in light of the above teachings or
may be acquired from practicing of the disclosure, without departing from the breadth
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WHAT IS CLAIMED IS:

1. A method for private management of digital assets for multiple
participants of a global blockchain, comprising:

recetving, by a receiver of a processing server, a transaction notification for a
proposed currency transfer, the transaction notification including at least a sending
identifier, a recipient identifier, and a transfer amount;

generating, by a processor of the processing server, a transaction data value for
the proposed currency transfer, the transaction data value including at least the
sending identifier, the recipient identifier, and the transfer amount;

applying, by the processor of the processing server, a cryptographic hashing
function to the generated transaction data value to generate a hash value;

publishing, by the processor of the processing server, the generated transaction
data value to a private blockchain; and

publishing, by the processor of the processing server, the generated hash value

to a public or permissioned blockchain.

2. The method of claim 1, further comprising:

verifying, by the processor of the processing server, the proposed currency
transfer based on at least the received transaction notification; and

transmitting, by a transmitter of the processing server, an approval message in
response to the received transaction notification prior to generating the transaction
data value.

3. The method of claim 2, wherein

the transaction notification further includes at least one unspent transaction
output, and

verifying the proposed currency transfer includes verifying that each of the at

least one unspent transaction output is unspent.

4. The method of claim 3, wherein the at [east one unspent transaction

output refers to a prior blockchain transaction tn the private blockchain.

5. The method of claim 3, further comprising:
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identifying, by the processor of the processing server, a new transaction
output, wherein

the new transaction output 1s included in the generated transaction data value.

6. The method of claim 2, turther comprising:

receiving, by the receiver of the processing server, at least one unspent
transaction output in response to the transmitted approval message, wherein

the at least one unspent transaction output is included in the generated
transaction data value.

7. The method of claim 1, wherein the generating, applying, and
publishing steps are performed by a smart contract executed by the processor of the

processing server,

8. The method of claim 1, wherein

the sending identifier is a digital signature generated using a private key of a
first cryptographic key pair,

the recipient identifier is a blockchain address generated using a public key of
a second cryptographic key pair, and

the transfer amount is an amount of blockchain currency.

9. A system for private management of digital assets for multiple
participants of a global blockchain, comprising:

a first computing system transmiiting a transaction notification for a proposed
currency transfer, the transaction notification including at least a sending identifier, a
recipient identifier, and a transfer amount; and

a processing server including

a receiver receiving the transaction notification from the first
computing system, and
a processor
generating a transaction data value for the proposed currency
transfer, the transaction data value including at least the sending identifier, the

recipient identifier, and the transfer amount,
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applying a cryptographic hashing function to the generated
transaction data value to generate a hash value,

publishing the generated transaction data value to a private
blockchain, and

publishing the generated hash value to a public or permissioned

blockchain.

10.  The system of claim 9, wherein

the processor of the processing server verifies the proposed currency transfer
based on at least the received transaction notification, and

the processing server further includes a transmitter transmitting an approval
message in response to the received transaction notification prior to generating the

transaction data value.

11.  The system of claim 10, wherein

the transaction notification further includes at least one unspent transaction
output, and

verifying the proposed currency transfer mmcludes verifying that each of the at

least one unspent transaction output is unspent.

12. The system of claim 11, wherein the at least one unspent transaction

output refers to a prior blockchain transaction in the private blockchain.

13. The system of claim 11, wherein
the processor of the processing server identifies a new transaction output, and

the new transaction output is included in the generated transaction data value.

14. The system of claim 10, wherein

the receiver of the processing server receives at least one unspent transaction
output in response to the transmitted approval message, and

the at least one unspent transaction output is included in the generated

transaction data value.
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15. The system of claim 9, wherein the generating, applying, and
publishing actions are performed by a smart contract executed by the processor of the

processing SeTVer.

5 16. The system of claim 9, wherein
the sending identifier is a digital signature generated using a private key of a
first cryptographic key pair,
the recipient identifier is a blockchain address generated using a public key of
a second cryptographic key pair, and

10 the transfer amount is an amount of blockchain currency.
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