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PROCESS AND SYSTEM FOR STORING, MANAGING, DISPLAYING AND
PROTECTING MULTIMEDIA CONTENTS ON EXTERNAL STORAGE UNITS

The present invention refers to a process and a

system for storing, managing, displayilng and protecting

F

multimedia contents on external storage wunits, of the

Universal Serial Bus (U.S.B.) or other communication

protocols.

Recently, portable external storage units have been

developed, whose sizes are very small and whose capacity

1s high, adapted to be connected to personal computers

through their U.S.B. port. The applications of such

storage units however so far have been limited on one hand

to provide a Cryptdgraphic key for enabling programs to be

executed on personal computers themselves, and on the

other hand to store data in order to be able to move them,

=
—

together with a user, to different places or computers.

—

Applications 1like the one object of the present

invention, instead, are not present in the prior art.

the present invention 1s providing a

V1

Ob’ject o:

p—
—

PrOCesSs and a system that allow, in a simple but efficient

way, . to store, manage, display and protect multimedia
contents being present on storage units of the above-

mentioned type.

Further characteristics of the present invention are

as follows:
~ total integration: the whole system 1s residing in the

storage unit;

- multi-platform (Windows®/MacOS®) compatibility;

- immediate use: it is enough to connect the inventive
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system to a U.S.B. (or other format) port of a computer in

order to immediately display its contents without needing

any installation (apart from the update of some system

files when necessary):;

_

- immediate transferability of the same inventive system

P

"erent

from computer to computer to be used 1in di

environments;

'}

- capability of updating or replacing the contents through

Internet;

- capability of purchasing new contents through Ihternet;

P

- capability of updating the managing software through

—
o

Tnterret;

—:éontehté—protecting system that 1s “transparent” for the

user: no codes, passwords or hardware keys of any type are

required for operating the inventive system with the

provided multimedia contents. Only in order to download

through Internet new multimedia files or updates, the user

will be required to have a password and a user

identification (that will be assigned to him) to be used

upon purchasing to receive the Ilicense number of the
| ’ .. | ; . ! {

60wnloaded. multimedia file. The  managing software

intégratéd in the inventive system will then take care to

import the downloaded files requiring only once their

related license numbers for their valildation.

gh—

The above and other objects and advantages of the

invention, as will appear from the following description,

are obtained by a process and a system as claimed in the

independent Claims. Preferred embodiments and non-trivial

variations of the present invention are claimed 1in the

dependent Claims.

The present invention will be better described by

pria
a

some preferred embodiments thereof, given as a non-

limiting example, with reference to the enclosed drawings,

- -
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in which the only Figure 1 is a schematic perspective view

F
pa—

O

|

an external storage unit adapted to be used 1in the

system of the present invention.

Herein below, a preferred, but not limiting,

e i

embodiment of the process and the system of the present

invention is shown. They will be described herein below as

applied to the field of supplying multimedia learning

courses, but it is obvious that they can find a valid and

efficient application to any field 1in which i1t 1is

necessary to store, manage, display and 'protect data

contained in portable external storage units.

According to the Figure, the system of the present

invention substantially comprises:

r—
p—

- ‘at least one external storage unit 1 composed of a

support body 2 in which a central unit (not shown) 1s

provided, and of an interface 3 for a communication port

g—
—

of a computer 7, for example of the U.S.B. type (or

another similar format, such as USB2, Firewlre (IEEE

1394), Smart Media, Flash RAM, ecc.):;

— data bases with miscellaneous multimedia contents

_

(residing in the central unit of the storage unit 1 or to

be loaded in various ways, for example through Internet,

etc.); and
- an integrated managing program, residing in the central

unit of the storage wunit 1, for storing, managing,

displaying and protecting the above-mentioned multimedia

contents.

In. order to perform the step of storing (adding) the

multimedia contents, the inventive system substantially

performs the following steps:

- downloading additional multimedia contents as a file

through Internet (or similar supports) together with a

licence number;
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- connecting the system to the computer 7 through a port

of the U.S.B. type or another type;

v

- automatically displaying, by the computer 7, an icon of

pr

the storage unit 1 on a desktop of its display 9;

- activating an update mechanism by operating (for example

by double-clicking) on an icon of the multimedia contents

file;

- automatically performing, by the system managing

software, necessary protection ‘checks, a request for the

i

licence number and a copy of the multimedia file of the

system storage unit 1; and

- displaying, by the managing software, the main screen,

Jrg
—_

with an already updated pop-up index, containing titles of

added multimedia files.

In order to perform the step of managing (updating)

the multimedia contents, the inventive system will

substantially perform the following steps:

- downloading additional multimedia contents as a file

through Internet (or similar supports) together with a
licence number:;

- connecting the system to the computer 7 through a port

of the U.S.B. type or another type;

1

- automatically displaying, by the computer 7, an icon of

the storage unit 1 on a desktop of its display 9;

- activating an update mechanism by operating (for example

py double-clicking) on an icon of the multimedia contents

file;

- automatically performing, by the system managing

software, necessary protection checks, a request for the

licence number and a copy of the multimedia file of the

system storage unit 1; and

- updating the copied multimedia file, said updated file

being modified in its title and its contents according to

-4 -
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what is provided by the update file.

In order to perform the step of displaying the

multimedia contents, the inventive system will

substantially perform the followlng steps:

-~ connecting the system to the computer 7 through a port

_ i

of the U.S.B. type or of another type;

~ autématically displaying, by the computer 7, the system

pa—

icon on a desktop of its display 9;

N

- manually opening a folder of the storage unit 1 by

operating (for example by double-clicking the mouse) on a

corresponding icon;

- executing the managing software by operating (for

example by double-clicking the mouse) on a related icon

inside the folder; and

~- displaying, by the managing software, a pop-up index for

selecting the multimedia material residing in the system

memory 1.

In order to perform the step of protecting the

multimedia contents, the inventive system will

substantially perform the following steps:

- preparing the storage units 1 with special serial

numbers;

- coupling the multimedia files with specific license

numbers;

i1}

~ customising the multimedia files with serial numbers o:

th5Sezstorage units 1 in which they will be transferred;

= verifying, by the managing software, that all elements

correspond before integrating data in the storage unit 1;

and

- integrating, by the managing software, inside the

storage unit 1, multimedia files that had been previously

downloaded through a browser.

"The step of verifying, by the managing software, Ior

-5 -



CA 02528230 2005-11-29
WO 2005/055023 PCT/IT2003/000795

managing the multimedia contents, comprises the followilng
checks:

- the storage unit 1 support, 1in which the managilng

software i1s located, must be of a removable type;

- the managing software name must correspond with the name

contained inside the managing software;

i

—~ the name of the removable support of the storage unit 1

must correspond with the name contained inside the

managing software;

- inside the removable software of the storage unit 1 a

crypted file containing the license number must be

preéént, called for example “licence.dll”; and

- the serial number inside the crypted file with the

gr—"
Baad

license number must correspond with the serial number of

thé'removable'support of the storage unit 1.

The step of verifying, by the managing software, for

diéplaying: the multimedia contents, compriseé the

following checks:

_ the multimedia file extension must be correct;

~ the multimedia file header must be correct;

““the multimedia file format must be correct;

o~ 1

- thé mu1timedia file must be inside its related folder on

the removable support of the inventive system, in which

the managing software can also be found;

- inside the crypted file with the license nu_mber,‘ name

—

and number of licence of usée of the multimedia file must

be found: otherwise the managing software actlvates a

diéplaying mode that is closed after a predetermined

period of time;

p—
—

— the multimedia file must contain the same number otf

licence of use that 1is present inside the crypted file

with license number;

- the multimedia file must contain the same serial number

- H -
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e

of the removable support of the system in which it 1s

present; and

~ the multimedia file name must correspond with the name

contained inside the managing software.

F

The step of verifying, by the managing software, for

adding the multimedia contents, comprises the followilng

checks:

~ the multimedia file extension must be correct;

- the multimedia file header must be correct;

~ tHé multimedia file format must be correct;

- the multimedia file must never have been previously

" ,‘i‘ ’ ; ‘ P ¢ — 3 | p— _. - : Vi
credited; the multimedia file, therefore, must not contain

AR - :
license numbers;

— the license number used for displaying must neéever have

beeh previously used, therefore 1t must not be present

inside the crpyted file with the license number; and

— the 1license number used for displaying must have

been generated depending on user password and serial

number of the removable support of the invén’ﬁive 'System,

ﬁhrOughﬁa specific algorithm.
| | With";fﬂua above-described inventive ©process and
system, the following advantages are obtained:

- distribution and use of multimedia material;

- as regards the manufacturer, trahsparent (Low cost)

protection of contents;

(

- as regards the manufacturer too, regeneration of

stocks (the contents can be updated or replaced);

- as regards the consumer, user friendliness (no

installation is reqgquired):;

- always from the consumer’s point of view,

transportability (the contents can be instantaneously seen
on any computer), and updatability (the contents can be

updated) .
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CLAIMS

1. System for storing, managing, displavying and

protecting multimedia contents on external storage

units (1), characterised in that it comprises:

- a3t least one external storage unit (1) composed of a

support body (2) in which a central unit is provided, and

g—
—

of an 1nter:

(7) 7

- data bases with miscellaneous multimedia contents, said

ace (3) for a communication port of a computer

data bases being resident in said central unit of said
storage unit (1) or being adapted to be loaded in said
storage unit (1) in various ways; and

- an integrated managing program, residing in said central

unit of said storage unit (1), for storing, managing,

displaying and protecting said data Dbases with multimedia

contents.

2. System according to claim 1, characterised 1n that

said communication interface (3) of said external
storage units (1) 1is of the U.5.B. (Universal Serial
Bus) type.

3. System according to claim 1, characterised in that

=

said communication interface (3) of said external

P

storage units (1) 1s of the U.S.B.Z, Firewlire (Il

L
L]
]

1394), Smart Media or Flash RAM type.

4. System according to claim 1, characterised in that

said managing program performs the step oI storing

said data bases with multimedia contents through the

following steps:

- downloading additional multimedia contents as a file

through Internet (or similar supports) together with a

licence number;

- connecting the system to the computer (7) through a port

of the U.S.B. type or another type;

-8 -
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- automatically displaying, by the computer (7), an icon

y—

OL the storage unit (1) on a desktop of 1ts display (9);

- activating an update mechanism by operating on an icon

-

of the multimedia contents file:

- automatically performing, by the system managing

software, necessary protection checks, a request for the

pr— i

licence number and a copy of the multimedia file of the

system storage unit (1); and

- displaying, by the managing software, the main screen,

]

with an already updated pop-up index, containing titles of

added multimedia files.

5. ©System according to c¢laim 1, characterised in that

1

sald managing program performs the step of managing

said data bases with multimedia contents through the

following steps:

- downloading additional multimedia contents as a file
through Internet (or similar supports) together with a
licence number;

- connecting the system to the computer (7) through a port

P

of the U.S.B. type or another type:;

- automatically displaying, by the computer (7), an icon

- p—

of the storage unit (1) on a desktop of its display (9);

- activating an update mechanism by operating on an icon

’-.

of the multimedia contents file;

- automatically performing, by the system managing

software, necessary protection checks, a request for the

licence number and a copy of the multimedia file of the

system storage unit (1); and

- updating the copied multimedia file, said updated file

being modified in its title and its contents according to

what i1s provided by the update file.

6. ©System according to claim 1, characterised in that

sald managing program performs the step of displaying

_.9....
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said data bases with multimedia contents through the

following steps:

_ connecting the system to the computer (7) through a port

iy
—
——

of the U.S.B. type or of another type;

_  automatically - displaying, by the computer (7), the

system icon on a desktop of its display (9);

- manually opening a folder of the storage unit (1) by

operating on a corresponding ilcon;

- executing the managing software Dby operating on a

related icon inside thé folder; and

-~ diSﬁlaying, by the managing software, a pop—up index for

selécting the multimedia material residing in the system
memory (1) .

7. System according to claim 1, characterised in that

said managing program performs the step of protecting

said data bases with multimedia contents through the

following steps:

-~ preparing the storage units (1) with special serial

numbers;

- coupling the multimedia files with specific license

numbers;

pr—

- customising the multimedia files with serial numbers oI

those storage units (1) in which they will be transferred;

- Veri:’:’ying, by the managing software, that all elements

correspond before integrating data 1in the storage unit

(1); and

- integrating, by the managing soitware, inside the

storage unit (1), multimedia files that had been

previously downloaded through a browser.

3. System according to claim 7, characterised in that the

step of verifying, by the managing software, for

managing the multimedia contents, comprises  the

lelowing checks:

._10._,
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- a storage unit (1) support, in which the managing

pr—m

software is located, must be of a removable type;

- the managing software name must correspond with the name

contained inside the managing software;

yor—

— the name of the removable support of the storage unit

(1) must correspond with the name contained inside the

managing software;

— 1nside the removable software of the storage unit (1) a

crypted file containing the license number must be

present; and

- 'the 'serial number inside the crypted file’ with the

p—
—

licénse number must correspond with the serial number of

'thé‘fémovable supporf of the storage unit (1).
9. System according to claim 7, characterised in that the

ey
S

step ot

verifying, by the managing software, for

" 'displaying the multimedia contents, comprises the

"fbllowihg checks:

file extension must be correct;

g

- the multimedia

— the multimedia file header must be correct;

- the multimedia file format must be correct;

- the multimedia file must be inside its related folder on

gty

the removable support of the system, in which the managing

software can also be found;

~ inside the crypted file with the license number', name

i -y

and number of licence of use of the multimedia file must

be found: otherwise the managing software activates a

displaying mode that i1is <c¢losed after a predetermined

F

period of time;

-

— the multimedia file must contain the same number of

-

licence of use that is present inside the crypted file

with license number;

— the multimedia file must contaln the same serial number

of the removable support of the system in which it 1is

-11 -
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present; and

- the multimedia file name must correspond with the name

contained inside the managing software.

10. System according to claim 7, characterised in that the

- =y

step of verifying, by the managing software, for

adding the multimedia contents, comprises the

following checks:

- the multimedia file extension must be correct:;

- the multimedia file header must be correct:

- the multimedia file format must be correct;

- the multimedia file must never have been previously

credited: the multimedia file, therefore, must not contain

license numbers;

- the license number used for displaying must never have

been :previou‘sly used, therefore it must not be present

inside the crpyted file with the license number; and

- the license number used for displaying must have been

generated depending on user password and serial number of

g

the‘a‘ removabie support of the system, through a specific

algorithm.

11. Process for storing data Dbases with multimedia

contents stored 1n external storage units (1), said

-~

process comprilsing the steps of:

- downloading | additﬁional multimedia contents as a file

through Internet (or similar supports) together with a

licence number:;

- connecting the system to the computer (7) through a port

of the U.S.B. type or another type;

- automatically displaying, by the computer (7), an icon

the storage unit (1) on a desktop of its display (9);

0

O

- activating an update mechanism by operating on an icon

of the multimedia contents file;

- automatically performing, Dby the system managing

- 12~
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software, necessary protection checks, a request for the

licence number and a copy of the multimedia file of the

system storage unit (1); and

- displaying, by the managing software, the maln screen,

gre

with an already updated pop-up index, containing titles of

added multimedia files.
12 . Process for managing data Dbase with multimedia
contents stored in external storage units (1), said

ﬁ
p—

pfocess comprising the steps OIL:

-~ ‘downloading additional multimedia contents as a file
th‘rough Internet (or similar supports) together with a
licence number;

- connecting the system to the computer (7) through a port

of the U.S.B. type or another type:;

- automatically displaying, by the computer (7/), an 1con

r—

of the storage unit (1) on a desktop of its display (9):;

- activating an update mechanism by operating on an icon

gri=

of the multimedia contents file;

- automatically performing, by the system managing

software, necessary protection checks, a request for the

licence number and a copy of the multimedia file of the

system storage unit (1); and

- updating the copied multimedia file, said updated file

being modified in its title and its contents according to

what is provided by the update file.
13. Process for displaying data bases with multimedila
contents stored in external storage units (1), said

gr—
et

process comprising the steps oOr:

- connecting the system to the computer (7) through a port

of the U.S.B. type or of another type:;
~  automatically displaying, by the computer (7), the

system icon on a desktop of its display (9);

I

- manually opening a folder of the storage unit (1) by

_13_



CA 02528230 2005-11-29
WO 2005/055023 PCT/IT2003/000795

operating on a corresponding icon;

- executing the managing software by operating on a

related icon inside the folder:; and

- displaying, by the managing software, a pop-up index for
sellec_l{:ing the multimedia material residing in the system
memory (1).

14. Process for protecting data bases with multimedia
contents stored 1n external storage units (1), said
process comprising the steps of:

- preparing the storager units (1) with special serial

numbers:;

- coupling the multimedia files with specific license
numbers;

el
—

- customising the multimedia files with serial numbers of

those stbrage units (1) in which they will be transferred;

- verifying, by the managing software, that all elements

correspond before integrating data in the storage unit

(1); and

- 1integrating, by the managing software, inside the

storage unit (1), multimedia files that had Dbeen

préviously downloaded through a browser.

15. Process according to claim 14, characterised in that

C g—

the step of verifying, by the managing software, for

managing the multimedia contents, comprises the

following checks:

- a storage unit (1) support, in which the managing

software is located, must be of a removable type;

- the managing software name must correspond with the name

contained inside the managing software;

Ari—

- the name of the removable support of the storage unit

(1) must correspond with the name contained inside the

managing software;

- 1lnside the removable software of the storage unit (1) a

- 14 -
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crypted file containing the 1license number must be

present; and

- the serial number inside the crypted file with the

license number must correspond with the serial number of

the removable support of the storage unit (1).

16. Process according to claim 14, characterised in that

the st

ep of verifying, by the managing software, for

displaying the multimedia contents, comprises the

following checks:

— the multimedia file extension must be correct:

- the multimedia file header must be correct:;

- the multimedia file format must be correct:;

- the multimedia file must be inside i1ts related folder on

the remova

P

ble support of the system, in which the managing

software can also be found:

- 1nside the crypted file with the license number, name

and number of licence of use of the multimedia file must

be found:

otherwise the managing software activates a

displaying mode that is «closed after a predetermined

i

period of

- the multimedia file must contain the same number of

time;

F
il

licence o

T use that 1s present inside the crypted file

with license number:

- the multimedia file must contain the same serial number

r

present; a

of the removable support of the system in which it is

nd

- the multimedia file name must correspond with the name

contailned

inside the managing software.

17. Process according to claim 14, characterised in that

the st
adding

- the mult

ep of verifying, by the managing software, for

the multimedia contents, comprises the

following checks:

imedia file extension must be correct:;

-15-
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- the multimedia file header must be correct:;

groe
-

—~ the multimedia file format must be correct;

- the multimedia file must never have been previously

credited; the multimedia file, therefore, must not contain

license numbers:

- the license number used for displaying must never have

been previously used, therefore 1t must not be present

inside the crpyted file with the license number; and

- the license number used for displaying must have been

generated depending on user password and serial number of

the r‘emov'able ‘support of the system, through a speclific

algorithm.

~16 -



CA 02528230 2005-11-29
WO 2005/055023 PCT/IT2003/000795

1

G, KT A

AN GA .
N AL - -
IR e







	Page 1 - abstract
	Page 2 - abstract
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - claims
	Page 11 - claims
	Page 12 - claims
	Page 13 - claims
	Page 14 - claims
	Page 15 - claims
	Page 16 - claims
	Page 17 - claims
	Page 18 - claims
	Page 19 - drawings
	Page 20 - abstract drawing

