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(57) ABSTRACT 

A method and System for controlling distribution of digital 
content within a personal domain or localized personal 
domain that includes multiple receiving devices and makes 
use of independent parameters (e.g., “who,”“what' and 
“how many) to determine a threat index. A rights manage 
ment engine develops usage rights for devices in the domain, 
based on the threat index and a risk tolerance threshold for 
the digital content. The System may include a plurality of 
information-gathering tools for collecting the independent 
parameters for a personal domain of connected receiving 
devices. 
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DIGITAL RIGHTS MANAGEMENT USING 
MULTIPLE INDEPENDENT PARAMETERS 

CROSS-REFERENCE TO RELATED 
APPLICATION 

0001. This application claims priority pursuant to 35 
U.S.C. S 119(e) to U.S. Provisional Application No. 60/527, 
462, filed Dec. 5, 2003, which application is specifically 
incorporated herein, in its entirety, by reference. 

BACKGROUND OF THE INVENTION 

0002) 1. Field of the Invention 
0003. The present invention relates to digital rights man 
agement, and more particularly, to Systems and methods for 
independent verification of authorization Status for a recep 
tion device. 

0004 2. Description of Related Art 
0005 Increasingly widespread consumer access to broad 
band networks has created new problems in the distribution 
of digital content. On the one hand, it is desirable to make 
digital content conveniently available for all intended uses to 
consumers. For example, it may be desirable to provide 
Streaming content to a reception device that is broadband 
network-enabled. Such uses may become increasingly 
important as consumers continue to purchase entertainment 
devices that are network-enabled. It may further be desirable 
to permit consumers a controlled amount of redistribution of 
digital content, with or without payment of additional fees. 
For example, it may be desirable to provide a digital cable 
Signal to a reception device Such as a Set-top box, and permit 
redistribution from there to different devices in a consumer's 
home, i.e., within a Specific “localized personal domain.” 
Such arrangements may, for example, permit consumers to 
View purchased content in any desired room of the consum 
er's house. Various other redistribution Schemes may also be 
desirable; for example, it may be desirable to permit redis 
tribution from the cable reception device to any device 
owned by that same family regardless of whether it is in the 
consumer's primary house, vacation home, car or on his 
perSon, i.e., a specific "personal domain'. 

0006 Nevertheless, many network topologies do not 
provide for readily distinguishing between a nearby device 
and a remote device. From the point of View of a content 
provider, it can be difficult to discern whether content is 
being distributed to another device in the consumer's home, 
to a remote device in the person's car, or to a different 
family's home or other location. Thus, it may be possible for 
a consumer to redistribute content within a personal domain 
to remote users So as to contravene localization rights 
intended by the content provider or to redistribute content 
beyond the personal domain of the intended consumer. 
0007. It is desirable, therefore, to provide a system and 
method for distribution of digital content to a network 
enabled device, that permits a greater degree of control over 
redistribution of content from the recipient device within a 
localized personal domain, personal domain and beyond. It 
is further desirable that the system be difficult to circumvent, 
while remaining convenient and easy to use for intended 
uses of the content at issue, including permissible redistri 
bution. 
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SUMMARY OF THE INVENTION 

0008. The present invention provides a system and 
method for content usage rights management using a plu 
rality of independent parameters derived from characteris 
tics of a personal domain. By itself, each of the independent 
criteria may provide relatively imprecise or ambiguous 
information about the compliance risk of transmitting con 
tent to a particular receiving device in the domain. But when 
used in combination, the independent criteria provide a 
reasonable approximation of whether a receiving device 
meets acceptable risk criteria and should be provided access 
to content. A System according to this invention may define 
a range of acceptable parameters for reception devices 
authorized to receive licensed content in a particular domain. 
Then, by comparing a threat indeX derived from the mea 
Sured parameters to a risk-tolerance threshold determined by 
the content provider, a digital rights management System for 
content provided to the personal domain may determine 
whether to grant access to a requesting device, and if So, 
what usage rules should be placed on a given piece of 
content flowing to that device. 
0009. In the alternative, content may be delivered by 
conditional acceSS Systems, digital rights management Sys 
tems or even in the clear, under certain known regulations 
that require certain compliance rules upon reception of Such 
clear-to-air Signal, with the expectation through license 
agreements or regulations that Such received content will be 
managed in accordance with signaled usage rights and 
Signaled or a priori risk-tolerance thresholds. Therefore, a 
rights management engine and centralized controller System 
may be included in the providers Source devices, or alter 
natively to a rights management Systems and decentralized 
controller system may be embodied within one or more 
devices in the personal domain. 
0010. In an embodiment of the invention, the system 
gathers information about characteristics of the requesting 
devices, from which independent parameters for use in risk 
assessment may be developed. Using Specialized assessment 
tools, the System may, for example, request information 
regarding identification of the user ("who'), geographic 
location of the requesting device ("where'), and how many 
networked Systems will be able to receive the requested 
information (“how many.") Information on these criteria 
may be sent from each assessment tool to a centralized 
controller System using a Suitable Secure method, for 
example, encryption. 
0011. The system may then generate a threat index based 
on the parameters. The indeX may make use of probabilistic 
estimation tools, including different weights assigned to 
different parameters. The rights management System may 
then use the Secure threat indeX and defined risk-tolerance 
thresholds to determine content usage rules associated with 
particular content distributed to the personal domain. The 
usage rules should be implemented within the personal 
domain to prevent any receiving device that would exceed 
the risk-tolerance thresholds or not be in compliance with 
the rights management System from receiving or using the 
distributed content. 

0012. A few simple examples of the possible relation 
ships between the who, where and how many parameters 
will help to illustrate. If content is signaled for usage by a 
Single user or family at a time, there are different ways to 
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establish that this is indeed the probable usage. One method 
would be to restrict the number of usage devices to a single 
device. This device could only be used by a Single group of 
people, e.g., within Viewing distance, at a time and therefore 
meets the criteria for allowed usage. A Second method would 
be to use a personal account-based authorization System 
where a consumer associated a particular device with their 
account and a back-office function ensures that this account 
is associated with a Single family. Only devices that were 
then associated with that account would be able to use the 
content in this example. A third method would be to ensure 
that all devices were located within a Small area, e.g., a room 
or home, using, e.g., a Global Positioning System. All Such 
devices may be allowed to use the content Since they are in 
close proximity and likely owned or associated with a single 
user or family. Each of these three methods has different 
levels of Success in achieving the initial goal of limiting 
usage to a single user or family at a time. They may also 
have different costs or different Success rates in allowing 
usage in cases where it should be allowed and disallowing 
usage in cases where it should be disallowed. 

0013 In a real-world, cost effective situation, a system is 
unlikely to have perfect 100% accurate information about 
the who, where, how many, or other possible parameters. For 
example, perfect information about "who' may require a 
trusted inspector to knock on the door of the customer and 
Verify their identity, or even watch them use the content. 
This extreme example is obviously not practical, desirable 
or acceptable in a consumer application. A combination of 
imperfect, but attainable parameters, along with a statistical 
model of how they together relate to the intended allowed or 
disallowed usage group, provides a reasonable approxima 
tion to the intended usage group. 

0.014 Thus, for example, content may be distributed to 
multiple devices within a personal domain, So long as the 
Signaled usage rights associated with that content allow Such 
usage and a degree of certainty is established that the domain 
owner or the location of receiving devices within the domain 
are in accordance with those usage rights. Likewise, the 
number of devices permitted to receive content within the 
domain may depend on the degree of certainty about other 
criteria, Such as the identity of the domain owner or its 
location. Usage rules may also be applied on an individual 
device level within the domain. For example, if a particular 
device in the domain has characteristics showing that it 
frequently Switches domain membership, or is likely to be 
located in a different location than other devices in the 
domain, content may be restricted from that particular 
device. 

0.015. A more complete understanding of the method and 
System for content rights management will be afforded to 
those skilled in the art, as well as a realization of additional 
advantages and objects thereof, by a consideration of the 
following detailed description of the preferred embodiment. 
Reference will be made to the appended sheets of drawings, 
which will first be described briefly. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0016 FIG. 1 is a flow chart showing exemplary steps for 
controlling distribution of digital content within a personal 
domain using a plurality of independent parameters. 
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0017 FIG. 2 is a block diagram showing an exemplary 
System for controlling distribution of digital content within 
a personal domain, using a plurality of independent param 
eterS. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENT 

0018. The present invention provides a method and sys 
tem for content usage rights management in the context of 
a personal domain configured for redistribution of content 
from a receiving device that overcomes the limitations of the 
prior art. In the detailed description that follows, like ele 
ment numerals are used to describe like elements appearing 
in one or more figures. 
0019. The method and system make use of a combination 
of available independent measured parameters to evaluate 
characteristics of networked devices and control redistribu 
tion over the in-home network. Any one of the parameters 
may provide imprecise or incomplete information about a 
particular networked device, but in combination, the criteria 
should provide an acceptable approximation for more pre 
cise control parameters. 
0020 Initial transmission of content to a networked 
receiving device may be Secured as known in the art. In 
particular, the content provider should possess reliable infor 
mation about who is receiving the content and where the 
content is being consumed. Such information may be 
obtained, for example, from subscription information and 
Secure identification codes belonging to a Subscriber. In the 
case of free-to-air broadcasts, the geographical range of the 
broadcast Signal should be known with reasonable precision, 
and may be used to define a group of authorized users 
those that are within the geographic range. Without Sufficient 
control of the initial transmission, control of Subsequent 
redistribution may be difficult or impossible. In addition, for 
the identified content consumer, the content provider should 
have defined rules governing use of the content, for 
example, how many consumption devices can be used or 
how many copies of the content are authorized for the 
receiving user. 
0021. Once content has been received by a networked 
connected device, information concerning the receiving 
device and connected downstream devices may be used to 
control redistribution of the content over the network to that 
downstream device. The initial receiving device and autho 
rized downstream receiving devices associated with the 
Same user or family may be referred to as a user's "personal 
domain.” The devices of a user’s “personal domain” that are 
located in close proximity to one another, e.g., in the same 
domicile, may be referred to as one of a user's "localized 
personal domains”. A combination of tools may be used to 
collect various different information regarding devices in a 
personal domain, and to analyze the information using 
provider-defined parameters as further described herein. 
Redistribution of content within or beyond the personal 
domain may then be managed according to rules controlled 
by the content provider, based on the provider's busineSS 
model and the discovered characteristics of receiving 
devices or other network devices in the user's personal 
domain. 

0022. Both FIGS. 1 and 2 depict examples of the inven 
tion using a rights management engine and centralized 
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controller System included in the provider's Source device. 
Those skilled in the art will realize that the same methods 
and Systems may be implemented by a rights management 
System and decentralized controller System embodied within 
one or more devices in the personal domain, using content 
usage rights signaled in a trustworthy manner (using cryp 
tographic methods or enforceable compliance rules) from 
the Source device. 

0023 FIG. 1 shows exemplary steps of a method for 
determining appropriate content usage rules for a requested 
piece of content, based on the control parameters of the 
requesting device's personal domain. At Step 102, a Digital 
Rights Management (DRM) system receives a request for 
Specific content from a requesting device. The request may 
be received over a network, for example, the Internet, or a 
satellite or cable network. The DRM system may comprise 
any Suitable content-control System as known in the art, 
modified for operation as herein described. Alternatively, 
content may be broadcast using a Conditional AcceSS System 
to control access to content in accordance with pre-estab 
lished Subscription rights. Also, content may be broadcast 
in-the-clear with embedded rights Signaling information. 
0024. At step 104, the DRM system sends a query to the 
requesting device for information on the requesting device's 
personal domain. The requested information may comprise 
Specific control parameters in the personal domain, includ 
ing but not limited to the domain membership, the user 
identification, the geographic location of the requesting 
device, the relative location of the requesting device within 
the personal domain, and the number of consuming devices. 

0.025. At step 106, the requesting device gathers infor 
mation characterizing the personal domain, using parameter 
assessment tools located within its personal domain. The 
parameter assessment tools may include, for example, user 
identification tools, location determination tools capable of 
determining both geographic location within a given range 
and relative location of the devices within a personal 
domain, device counting tools for determining the number 
of active devices networked to the requester's personal 
domain, and domain management tools capable of deter 
mining the additions and withdrawals of devices from the 
active personal domain. Such tools may be implemented in 
any suitable combination of hardware or software within the 
personal domain, and may include tools as known in the art, 
for example, automatic number identification (ANI) or 
Secure hardware keys, or tools Such as may be developed in 
the future. 

0026. Although the invention is not concerned with or 
limited to Specific information-gathering tools, Some 
examples of possible tools, in addition to ANI, may serve to 
illustrate the nature of information that may be gathered and 
used for determination of content usage rules. For example, 
information concerning relative proximity of devices in the 
personal domain may be determined by "pinging Such 
devices and measuring response or transmission times. 
Information concerning the network in the personal domain 
may be determined by analyzing how the network handles 
different types of messages, or from message header infor 
mation. Information concerning absolute geographic loca 
tion of devices in the personal domain may be determined 
using a connected Global Positioning System (GPS) 
receiver, or by analyzing Signals received by a connected 
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broadcast radio or television receiver. Information concern 
ing a number of connected receiving devices in the domain 
may be determined in various ways, including by maintain 
ing a database of authorized receiving devices in the domain 
or counting responses from general information requests to 
all devices in the personal domain. In general, information 
gathered using Such tools may comprise information con 
cerning "who' the personal domain belongs to, e.g., the 
account holder or authorized user, "where' receiving 
devices are located, and “how many receiving devices are 
in the personal domain. 
0027 Step 106 may be performed in response to a query 
from a content provider, or at other times determined by the 
requesting device. For example, the requesting device or any 
connected device may maintain a database of personal 
domain properties. This database may be updated upon 
occurrence of certain conditions, for example, in response to 
changes in the personal domain, at periodic intervals deter 
mined by the requesting device, or in response to a query 
from a content provider. If the requesting device is config 
ured to update the database in response to changes in the 
personal domain and there have been no changes in the 
personal domain Since the last query from the content 
provider, this may be quickly determined and indicated to 
the content provider. 

0028. At step 108, the requesting device compiles the 
information characterizing the personal domain and Sends it 
to the DRM system using a Secure method, Such as by 
including it in an encrypted message over a network. The 
network may comprise, for example, an open communica 
tions network Such as the Internet, or a cable or Satellite 
network. In the alternative, the personal domain information 
may be provided over a private communication line, Such as 
a dial-up telephone line or Satellite link. 

0029. At step 110, a central controller within the DRM 
System uses the information from the parameter assessment 
tools to determine a threat indeX for the requesting device. 
The threat indeX may be based on a weighted combination 
of the control parameters in a risk assessment algorithm. The 
algorithm may be fixed by the DRM controller, or may vary 
as a function of the type of content requested or other 
factors. In addition, or in the alternative, a calculated threat 
index may be compared with a risk threshold set by the 
DRM controller. The risk threshold may likewise be fixed or 
variable. 

0030 There will usually exist varying degrees of confi 
dence regarding the characteristics of a domain, Such, as 
regarding the identity of the content users, locations of the 
receiving device, and the number of additional receiving 
devices in a personal domain. Calculation of the threat index 
or the magnitude of a comparative risk threshold may 
depend on the certainty regarding the personal domain 
information. For example, if there is a high degree of 
certainty concerning who is actually using the protected 
content, then other factors, Such as the number or location of 
devices in the personal domain, may be given leSS weight. 
Conversely, if there is only a low degree of certainty about 
who is actually using the protected content, then a higher 
weight may be assigned to these other factors. In other 
words, the relative weight of personal domain factors may 
vary in inverse proportion to a degree of certainty. The 
degree of certainty associated with a factor, in turn, may be 
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determined from various factors, for example, the method 
used to gather the information, the quality of an information 
response, degree of Security associated with a transmission, 
past history of the user or personal domain, and So forth. 
Thus, using a weighted combination of various different 
information factors, a reasonably reliable profile of a per 
Sonal domain or particular requesting device in the domain 
may be developed for use in a copy-protection Scheme. 
0031. At step 112, a DRM engine or other suitable 
controller uses the threat indeX and any risk-tolerance 
thresholds associated with particular content to define rules 
governing use of the requested piece of content by a par 
ticular personal domain or a particular receiving device in 
the domain. The content usage rules may be Supplied by the 
content provider for the particular requested content, for 
example, for pay-per-view content. In the alternative, usage 
rules may be more generally applicable, for example, based 
on the type of content requested, Such as free-to-air TV, or 
the requesting user's Subscription rights. Various content 
usage rules are known in the art of digital rights manage 
ment, and may comprise, for example, copy control infor 
mation (including number of allowed copies if copy one 
generation control), user/customer rights, location rights, 
real-time transmission display rights, playback display 
rights and other defined rights and limitations. 
0.032 Thus, the content may be provided to the request 
ing device Subject to usage rules Specific to the requesting 
device or to its personal domain. For example, whether or 
not content may be viewed on a particular device may be 
determined by a set of different conditions, for example: 

0033 Right to View content on particular Display 
Device=True: 

0034). If(Threshold1 for User ID is met) OR 
0035 (Threshold2 for (Location ID=Local) is 
met) AND (Threshold3 for (Area is included in 
Allowed Areas) is met) OR 

0036) (Threshold4 for UserID) AND (Thresh 
old5 for (Location ID=Local is met) AND 
(Threshold6 for (Area is included in Allowed 
Areas) is met) AND (Device Count-10) AND 
(Device not a member of more than 2 other 
Personal Domains in past year)). 

0037. In the foregoing example, viewing of the content is 
permitted if any one of the alternate conditions Separated by 
an “OR” clause is satisfied. “Threshold1” may be selected to 
require a very high degree of certainty as to the identity of 
the user. Thus, if it is certain or nearly certain that the content 
will be used only by an authorized user, then in this simple 
example, the Status of other conditions is disregarded. Like 
wise, “Threshold2 and “Threshold3 may be selected so as 
to require a high degree of certainty that the receiving device 
meets the criteria for a “Local device and is located in an 
"Allowed Area, as alternate conditions permitting use of 
the content. In the third condition, the fourth through sixth 
threshold values may be Selected to require leSS certainty 
than the first through third threshold values, respectively, 
Subject to Satisfaction of additional conditions concerning 
the number of devices in the domain and history of the 
device using the content. 
0.038. The foregoing example is merely illustrative, and 
should not be construed as limiting the invention to use of 
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a particular usage rule. One of ordinary skill may devise a 
great many different algorithms that operate according to the 
principles exemplified above. In addition, the usage rules 
may be further adapted to Specify varying levels of usage for 
different devices within the requesting device's personal 
domain. 

0039. At step 114, the DRM system binds the usage rules 
to the requested content with any Suitable type of crypto 
graphic binding. The binding may be to a single element of 
the architectural elements of the content protection System, 
Such as to a user, a geographic location, a personal domain, 
any device in the domain, or to media in which the content 
is encoded. For example, encrypted usage rules may specify 
that the content may be used anywhere in a Specified 
personal domain; this would comprise an example of bind 
ing to a personal domain. In the alternative, or in addition, 
the content may be bound be to multiple elements, for 
example, to a user and a user's car, a user's home and Set-top 
box, or any other desired combination. Optionally, content 
may be bound to multiple elements in a hierarchical manner. 
For example, content may be restricted to Set-top boxes 
within a particular personal domain. 

0040. At step 116, the DRM system sends the bound 
content to the requesting device for use according to the 
embedded usage rules. The content should be encrypted So 
as to be unusable by a receiving device that is not compliant 
with the copy-protection System used by the content pro 
vider. Compliant devices that receive the bound content will 
likewise make use of it only if permitted by the bound usage 
rules. For example, the usage rules may specify that the 
content may only be used by a device that is directly 
connected to a particular Set-top box of a personal domain. 
If the personal domain comprises another compliant Set-top 
box, or compliant devices that are indirectly connected (e.g., 
using a wide-area network) to the permitted Set-top box, 
these devices will not play the bound content. Likewise, 
non-compliant devices connected to the network will not be 
able to decrypt the bound content. 

0041 FIG. 2 is a block diagram showing an embodiment 
of a System 200 for providing content protection and copy 
management for digital content within a personal domain 
201 comprising a plurality of connected receiving devices. 
This block diagram depicts an example System that uses a 
rights management engine and centralized controller System 
included in the provider's source device. System 200 com 
prises at least one Source device 204 with a digital rights 
management System 202 connected via a network 210 to one 
or more devices 206, 226 and 228 (e.g., a set-top box or 
player running on a personal computer or other devices) 
within a user's personal domain 201. In one embodiment, 
the network is a cable network. Network 210 may comprise 
any Suitable network or networks for transmitting digital 
information, for example, the Internet, a digital Satellite TV 
link, or other wired or wireless networks. Within the per 
Sonal domain, receiving and playback devices may be con 
nected via an in-home or local area network, a wide-area 
network Such as the Internet, wired or wireleSS connections 
of all types, or any combination of the foregoing. 
0042. Receiving device 206 may be configured to request 
digital content 208 from the source device 204 over the 
network 210. Source device 204 may comprise, for example, 
a Source of digital content operated by a cable or Satellite TV 
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Service or other Subscription content Service, a Source for a 
pay-per-view or pay-per-copy content, a free content Source, 
or any combination of the foregoing. 
0043. The Digital Rights Management system 202 may 
be configured to Send a query message to the receiving 
device 206 in response to a request for digital content. This 
query message may request that the receiving device assess 
a plurality of independent parameters for its domain. AS 
previously described, parameters may include, but are not 
limited to, user identity, geographic location of the receiving 
device for the personal domain, location of all other receiv 
ing devices within the personal domain, count of receiving 
devices within the domain and history of domain member 
ship. The receiving device 206 may be configured to use 
various parameter assessment tools, e.g., a location deter 
mination tool 212, a proximity determination tool 214, a 
user identification tool 216 and a consuming device counting 
tool 218, to gather the requested information. 

0044 Parameter assessment tools may be located inside 
or outside of domain 201, and may comprise any Suitable 
System for assessing the relevant parameters. Such tool may 
be implemented using any Suitable hardware, Software, 
firmware, or combination of the foregoing. Tools may be 
integrated into receiving or playing devices in the personal 
domain, as Stand-alone devices inside or outside the per 
Sonal domain, or any combination of the foregoing. For 
example, location tool 212 may use ANI technology to 
determine a geographic area of the personal domain Within 
an area code, as known in the art. In the alternative, or in 
addition, another location tool 214 may use a GPS system 
and local GPS receiver to determine a more precise location 
of the personal domain, in cooperation with remote GPS 
Satellites and in communication with receiving device 206. 
Device counter 218 and user identification tool 216 may also 
respond with relevant information. Tools 212, 214, 216, and 
218 are intended to be exemplary, and not limiting. Each 
potential receiving device may use any or all of the different 
types of tools to establish the necessary information to 
determine its authorized usage, i.e., receiving device 228 
could have been connected to device count tool 218 and user 
ID tool 216 in addition to the two location tools 212 and 214. 
It may be desirable to integrate parameter assessment tools 
into receiving devices in the personal domain So as to 
operate automatically without inconveniencing content con 
Sumers. Any other desired information may also be collected 
using a Suitable tool accessible to devices in domain 201. 

0.045 One or more devices in the domain, such as receiv 
ing device 206, may be configured to collect or Send 
information from the parameter assessment tools to a central 
controller system 220, or other operable controller within 
the DRM system. Information may be transmitted over 
network 210 using any Suitable Secure method, for example, 
encryption over an open network Such as the Internet, or 
using a Secure channel or private telephone line. The central 
controller 220 may be configured to use the information 
from the parameter assessment tools 212-218 to generate a 
threat indeX for the requesting device or for devices within 
its personal domain 201. 
0.046 Alternatively, for the example system in which the 
rights management System and decentralized controller Sys 
tem are embodied within one or more devices in the personal 
domain, one or more devices in the domain may collect the 
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information and perform the Secure method to determine 
authorized usage autonomously from the original Source 
device. In this alternative case, the Source device will have 
transmitted the original content with Signaled usage rights 
that it then trusts the Secure rights management System and 
decentralized controller System in the personal domain to 
enforce. Different levels of shared control between the 
centralized and decentralized versions will be obvious to 
those skilled in the art. For example, a centralized process 
might be used periodically, e.g., every week or month, to 
update and assist an otherwise decentralized process. 

0047 The threat index, as previously described, may 
incorporate a weighted combination of the parameters for 
which information was supplied. The relative weights of 
each parameter may vary according to the particular tools 
used and their level of precision. In addition, or in the 
alternative, risk tolerance thresholds for each parameter, or 
for any combination of parameters, may be Set depending on 
the particular content requested or other criteria. 

0048. The central controller 220 or other component of 
DRM 202 may also be configured to provide the threat index 
and the Specific control parameter information to a rights 
management engine 222. The rights management engine 
222 may be configured to use this information and defined 
usage criteria for the requested content to determine Specific 
usage rules for use of the requested content by devices in the 
personal domain. For example, an algorithm may be 
employed by the DRM to calculate a threat index, and 
compare the index to allowable risk thresholds for the 
personal domain or for particular devices in the domain, to 
Select desired rules applicable to Specific content, devices, or 
domains. Illustrative examples are provided elsewhere in the 
specification, in view of which one of ordinary skill should 
be able to construct various suitable algorithms for different 
Situations. In general, Such algorithms should not rely on a 
Single risk assessment criteria, but should employ a combi 
nation of measured parameters for the personal domain, So 
as to enhance the robustness and reliability of content 
control without unduly inconveniencing consumers. 

0049. A content usage right as determined by the source 
device 204 for each piece of content may be stored within a 
Secure, authenticated database 224 on the digital rights 
management System. Such rights may be applied to other 
content for a specified domain, if desired. For example, the 
Same rules may be applied to content of matching types for 
a particular domain or device. Likewise, the same rules may 
be applied for use in domains having identical or Similar risk 
profiles. The digital rights management System 202 may also 
be configured to bind Specific usage rules for content to any 
Suitable element of the content protection and copy man 
agement System. For example, usage rules may be bound to 
elements Such as a user identification code, a geographic 
location, a receiving/playback device, Storage media Such as 
an optical disc, or embedded in a transmission of content. 
After Suitably binding the usage rule, DRM system 202 may 
be configured to transmit the content to the receiving device 
206 Over the network 210. 

0050 Having thus described a preferred embodiment of 
a method and System for controlling distribution of digital 
content using multiple independent parameters of a receiv 
ing domain, it should be apparent to those skilled in the art 
that certain advantages of the within System have been 
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achieved. It should also be appreciated that various modi 
fications, adaptations, and alternative embodiments thereof 
may be made within the Scope and Spirit of the present 
invention. For example, a System with certain control 
parameters has been illustrated, but it should be apparent 
that the inventive concepts described above would be 
equally applicable for any number of logical and weighted 
combinations of control parameters relating to time, Space, 
count, relationships between connected or networked 
devices, usage history, and other parameters. In addition, the 
invention is not limited to a particular type of digital content, 
and may be used in the distribution of content to various 
types of receiving devices, including televisions, music 
players, general-purpose computing devices, communica 
tion devices Such as mobile telephones, personal digital 
assistants and other similar devices. The invention is defined 
by the following claims. 

What is claimed is: 
1. A method for controlling distribution of digital content 

within a personal domain that includes multiple receiving 
devices, the method comprising: 

assessing a plurality of independent parameters for a 
personal domain; 

determining a threat indeX based on the plurality of 
independent parameters, 

determining usage rules for content to be delivered to the 
personal domain based on the threat index and a secure, 
authenticated usage right for the content; and 

providing the usage rules to a receiving device in the 
personal domain, the usage rules operative to control 
use of the content by the receiving device. 

2. The method of claim 1, wherein the first determining 
Step further comprises determining the threat indeX using a 
weighted combination of the independent parameters. 

3. The method of claim 1, wherein the assessing Step 
further comprises Selecting the independent parameters to 
include at least three of a user identity, location of a 
receiving portal for the personal domain, locations of receiv 
ing devices within the personal domain, and a count of 
receiving devices in the personal domain. 

4. The method of claim 1, wherein the assessing Step 
further comprises developing an assessment for each of the 
parameters using an assessment tool operating in the per 
Sonal domain. 

5. The method of claim 4, further comprising transmitting 
the assessment for each of the parameters to a decentralized 
controller located within one or more devices within the 
personal domain. 

6. The method of claim 4, further comprising transmitting 
the assessment for each of the parameters to a central 
controller located outside of the personal domain. 

7. The method of claim 6, wherein the transmitting step 
further comprises using a Secure method for the transmitting 
of the parameters. 

8. The method of claim 1, wherein the second determining 
Step further comprises determining the usage rules compris 
ing at least one rule Selected from the following categories: 
(1) whether or to what extent copying of the content is 
allowed, (2) a number of different users to whom the content 
may be redistributed, (3) a number of different locations to 
which the content may be distributed, (4) a number of 
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allowed concurrent real-time displays, or (5) a number of 
concurrent displays of Stored content. 

9. The method of claim 1, wherein the second determining 
Step further comprises determining the usage rules for 
application to all devices in the personal domain. 

10. The method of claim 1, wherein the second determin 
ing Step further comprises determining the usage rules to 
comprise different rules intended for different devices in the 
personal domain. 

11. The method of claim 1, wherein the second determin 
ing Step further comprises determining the usage rules to 
permit a plurality of devices in the personal domain to 
receive the content. 

12. A System for gathering information about a requesting 
device's personal domain, comprising: 

a controller operably associated with a plurality of assess 
ment tools, the controller configured to collect inde 
pendent domain parameters from the plurality of 
assessment tools, wherein the independent domain 
parameters pertain to a personal domain for receiving 
usage-controlled content; and 

a memory operably associated with the controller, the 
memory holding program instructions for providing the 
independent domain parameters for use in determining 
content usage rules for the usage-controlled content. 

13. The System of claim 12, wherein the program instruc 
tions further comprise instructions for encrypting the inde 
pendent domain parameters prior to transmission to a digital 
rights management System. 

14. The system of claim 12, wherein the plurality of 
assessment tools comprise tools configured to determine at 
least two of a user identity, location of a receiving portal for 
the personal domain, locations of receiving devices within 
the personal domain, a geographic location for at least one 
device in the personal domain, relative proximity of at least 
two devices in the personal domain, prior domain member 
ship of at least one device in the personal domain, prior 
content received by at least one device in the personal 
domain, and a count of receiving devices in the personal 
domain. 

15. The system of claim 12, wherein the plurality of 
assessment tools comprise at least one tool configured to 
determine a geographic location for a receiving device using 
automatic number identification. 

16. The system of claim 12, wherein the plurality of 
assessment tools comprise at least one tool configured to 
determine a geographic location for a receiving device using 
a GPS receiver. 

17. A system for controlling the distribution of digital 
content within a personal domain, comprising: 

a controller configured to receive control parameter infor 
mation from a requesting device about the requesting 
device's personal domain; and 

a memory operably associated with the controller, the 
memory holding program instructions for (a) generat 
ing a threat indeX based on the control parameter 
information received from the requesting device, (b) 
comparing the threat indeX and a usage right for the 
requesting device, (c) determining usage rules for 
requested content, based on the comparison of the 
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threat index and a risk-tolerance threshold for the 
requested content, and (d) providing the usage rules to 
a receiving device in the personal domain, the usage 
rules operative to control use of the content by the 
receiving device. 

18. The system of claim 17, wherein the program instruc 
tions further comprise instructions for generating the threat 
indeX based on a weighted combination of the control 
parameter information received from the requesting device. 

19. The system of claim 18, wherein the program instruc 
tions further comprise instructions for maintaining the 
weighted combination of the control parameters fixed for all 
COntent. 

20. The system of claim 18, wherein the program instruc 
tions further comprise instructions for varying the weighted 
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combination of the control parameters depending on a type 
of requested content. 

21. The System of claim 17, wherein the program instruc 
tions further comprise instructions for determining the risk 
tolerance threshold from criteria associated with content. 

22. The System of claim 17, wherein the program instruc 
tions further comprise instructions for varying the risk 
tolerance threshold depending on a type of requested con 
tent. 

23. The system of claim 17, wherein the program instruc 
tions further comprise instructions for determining the usage 
rules differently for different receiving devices within a 
personal domain of the requesting device. 


