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Encryption directed database management system and method

FIELD OF THE INVENTION

The present invention relates to the field of database management systems and more
particularly database management systems and methods directed towards content

encryption.

BACKGROUND OF THE INVENTION

Today, many organizations store their data in organization-wide databases. Often, the
data stored is very sensitive and may contain commercial secrets, costumers' personal
data, or otherwise sensitive data which may cause serious damage to the organization

if leaked.

The danger of data leakage grows where the organization has geographically separate
offices that connect to the organization's database with the use of regular internet

infrastructure.

To mitigate the risk for compromising sensitive data, amongst various data security
provisions, many organizations encrypt their databases using encryption-directed
database management systems. Such systems enable the organization to encrypt and

decrypt the data with the use of various known algorithms.

In most encryption methods, secret keys are used to decrypt and access the encrypted
data. The database management systems enable the creation, storage, retrieval and
security of the keys which serve for encryption of all data within the encrypted

database.
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Internal vs. External encryption key management systems

Different database management systems manage their keys in different ways. Key
management using only the server of the encrypted database itself is called internal
key management, while key management using a dedicated external key management

server is called external key management.

Various internal key management modules handle the keys in different ways. The
keys are usually stored in a separate table within the administrative database within
the server of the encrypted database. Some methods and systems allow users to
simply access their keys, others encrypt the key table with a single master key, while

others perform key operations through a proxy.

Internal key management is simple and doesn't require an external server, driving
down operation costs. Nevertheless, there are drawbacks to internal key management:
(a) database administrators have access to the whole key table thus the whole system
is vulnerable at the level of the individual system administrator; (b) upon database
breach, the trespasser may easily gain access to the whole key table by hacking the
master key of the encrypted key table, or otherwise by sniffing the various keys being

used outside the encrypted key table.

External key management is often considered safer than internal key management,
since such systems use separate dedicated servers and prevent any association of the
keys with the encrypted database, thus also preventing access to the keys by system
administrators. The requirement of a second dedicated server however may prove
problematic; for example, outsourcing the key server responsibilities to third parties

suffers from frequently unknown reliability levels.
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Granularity

Another shortcoming in known systems involves the granularity of the table
encryption. Certain methods (e.g., transparent encryption in MSSQL) allow the
encryption of entire tables within the database while other methods (e.g., granular
encryption in MSSQL) allow the encryption of specific fields or columns thereof. One
must trade off security for simplicity; it is simpler when entire tables are encrypted
and a minimal number of keys are created and managed, but more secure when every
field is encrypted (generally requiring a dedicated key management system for

effective management of the large number of keys).

As should be clear from the brief review above there is no system that combines
granular encryption of the database with simple and straight forward key
management. Such a system would ideally obviate the need for dedicated key
management systems and further allow for internal management of a granularly

encrypted database and its keys.

Permissions to access data

Another shortcoming in known systems involves permissions to access data in the
database. In known systems, permissions are granted using a different process from
the key granting process and from the decryption process. Permissions and encryption

keys for accessing allowed data are accomplished separately.

Although the use of permissions has evolved naturally independent of issues of
encryption, permissions still persist where encryption is required. For the sake of
simplification there is a drive to provide a system that through encryption

management, obviates the need for a separate permission system.
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Background synopsis

Therefore, there is a pressing need to provide an encryption directed database

management system that allows:

75 (a) internal management of keys within the server of the encrypted database itself

preventing costs and risks related to external key management;

(b) high security standards for the key table that is located within the database
server, preventing server administrators from accessing the keys in the key
table, and further having higher security than systems using a single master

80 key for accessing a common key table;

(c) granular encryption of the database involving different keys for the columns and rows

within; as mentioned above in this case if a certain encrypted field or row is
compromised, data stored in fields and rows having a different key remain secure;

and,

85 (d) obviating the need for a separate permission system through encryption management.

SUMMARY OF THE INVENTION

The present invention provides a granular encryption database management system
characterized by hierarchical internal key management using asymmetric encryption

90  of the user's keys, which are stored within a (local) encryption key table.

Data is encrypted, decrypted, stored, and accessed from rows within the database

(hereinafter ‘instances’). Instances are ordered in categories called Types.
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Instances are encrypted with Instance keys. All instances of the same type have their
Instance keys generated by means of a hash function of their common Type’s key and
their instance identifier, while Type keys are generated from the key of the higher
category and their type identifier. The higher category key is often the Master key of

the whole system.

The master key is preferably a random string of at least 256 bit length, which is
generated during the system installation, based on the credentials of the system’s

SUuper user.

The term 'master user' hereunder refers to a database user that has received access to a
master key either by the system upon system installation, or otherwise by another

master user using access granting method (see below).

The Type key is preferably a hash function of the Master key and the type’s identifier,
this being a necessarily unique identifier for the type and preferably comprising the

string name of the type. For example: Type key= Hash[Master key, str(type_name)].

Similarly, the Instance key is a hash function of the Type key and the Instance’s
identifier. The Instance identifier is a unique identifier for an instance and preferably
comprises the serial number of the instance. For example: Instance key= Hash[Type

key, ID(instance)].

The system provides a method for hierarchical and granular database encryption that

comprises the following steps:

(a) Upon system installation, the system generates a master key. This step is
done concurrently with the creation of the first system user, since each key

is encrypted based on its owner’s password (see below).
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(b) Upon creation of a type within the database for administration of
individual instances, a Type key is generated from the Master key and the
Type identifier by means of (for example) a hash function of these two

values.

120 (c) Upon creation of an instance of a type for data storage, an Instance key is

generated (e.g. hashed) from the Type key and the Instance identifier.

The encryption key table lists users in rows while having a list of columns for every
user that is comprised of: a plurality of encryption key columns (‘wallet’), private key
column and public key column. It is to be mentioned that users' passwords may be
125  managed by any means such as, external services, or encrypted and stored in a column

in the encryption key table.

The present invention further provides a method for new user registration with the

system:

(a) Upon user registration, the user chooses a password.

130 (b) Password is stored.

(c) The system generates a public/private key pair for said user.

(d) The public/private key pair is stored within the encryption key table.

(e) The private key is encrypted using the user’s password as a passphrase (key)

for the encryption.

135 (f) If user is a 'first user' (or ‘super user’), then system generates the Master key

and stores it in said user’s wallet and encrypts it with said user’s public key.

The present invention further provides a method for a master user to grant access to a

type for grantee system users:
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(a) Master user decrypts his Private key with His password.

140 (b) Master user decrypts his Master key with His Private key.

(c) Master user hashes the Type key for the Type with the Master key and the

Type identifier (e.g., string of the type name).

(d) Master user encrypts the type key with the grantee user’s public key.

(e) Master user stores the encrypted Type key in the grantee’s wallet.

145  The present invention further provides a method for granting permission access to an

instance through key granting for grantee system users:

(a) Grantor decrypts his Private key with his password.

(b) Grantor decrypts his key with his Private key.

(c) if key is a Master key, grantor hashes a Type key for the instance with the

150 Master key and the Type identifier

(d) Grantor hashes the Instance key for the Instance with the Type key and the

Instance identifier (e.g., instance’s serial number).

(e) Grantor stores the Instance key in the grantee’s wallet.

(f) Grantor encrypts the stored Instance key with the grantee’s public key.

155  Itis to be mentioned that for the method of granting access to an instance, the grantor
must either be granted access to a type key, or to have access to the master key (as a

master user) and then generate the type key from the master key.

As was described above, the present invention holds many advantages over known
systems and methods, and amongst others, provides an encryption directed database

160  management system that allows:
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(a) internal management of keys within the server of the encrypted database itself

preventing costs and risks related to external key management;

(b) highly secure key table that is located within the database server, preventing
server administrators from accessing the keys in the key table, and further
having higher security standards than having a single master key for accessing

the key table;

(c) granular encryption of the database involving multitude of different keys for
the cells within, whereby if a certain encrypted cell is compromised, the
sensitive data stored within the fields and rows having a different key, remains

secure; and

(d) through encryption management, obviating the need for a separate permission

system.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments and features of the present invention are described herein in conjunction with

the following drawings:

Fig. 1 is a simplified depiction of a database managed by a system consistent with

current practice;

Fig. 2 is an illustration of the granular hierarchical character of a system consistent

with the invention;

Fig. 3 is a simplified depiction an encryption key table consistent with the invention;

Fig. 4 is a block diagram depicting a method for hierarchical and granular database

encryption consistent with one embodiment of the invention.



185

190

195

200

205

WO 2016/193962 PCT/IL2015/050564

Fig 5 is a block diagram depicting a method for new user registration with a system

consistent with one embodiment of the invention.

Fig 6 is a block diagram depicting a method for granting access to a type for other

users in a system consistent with one embodiment of the invention.

Fig 7 is a block diagram depicting a method for granting access to an instance for

other users in a system consistent with one embodiment of the invention.

It should be understood that the drawings are not necessarily drawn to scale.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

Fig 1 illustrates a simple mortgage table within a bank database, and an encryption key table.
The mortgage column contains sensitive data and therefore is stored in encrypted form within
the table. For the purposes of this example consider the bank uses a simple internal key
management system, whereby the keys are stored and managed in a table on the database
server. The keys are further encrypted by a master key stored so as to be accessible to

authorized bank personnel.

As an example transaction of how many current systems work, we take the case that Admin

1, a bank functionary, inputs a query involving the mortgage of Mr. John Doe.

To access the data requested, admin 1 inputs the key for decrypting his encryption key while
also unintentionally decrypting admin 2 keys. The system decrypts the requested data but also

allows Admin 1 to decrypt information of admin 2, such as Ms. Roe’s data.

Although the above is an overly simplified illustration, it shows how many existing systems,
even such of much higher complexity, suffer from crucial security flaws whereby a user

gains the means to decrypt an entire table (or even the entire database) when he actually
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needed only to access one piece of information. In this case, the database permission system
allows admin 1 to access only allowed data. If a trespasser gains access to the encryption key,

he will not be affected by the permission system and will gain access to the whole database.

Referring to Fig 2. The master key 201 is a random string of at least 256 bit length. It holds

all access to the database since all other keys are hashed from the Master key.

The Type key 212 is a hash function output of the Master key 201 and the type’s
identifier. The type’s identifier is a unique identifier of the type and preferably the
string name of the type 211. For example: Type key= Hash[Master key 201, str(“cars”

211)].

The Instance key 222 is a hash function output of the Type key 212 and the Instance’s
identifier. The Instance identifier is a unique identifier of the instance and preferably

the serial number of the instance. For example: Instance key= Hash[Type key 212,

Num(“1” 221)].

Referring to Fig 3. The encryption key table lists users in rows while having a list of
columns for every user that is comprised of: a plurality of encryption key columns (‘wallet’),

private key column, public key column.

Referring to Fig 4. The system provides a method for hierarchical and granular database

encryption that is comprised of the following steps:

(a) Upon initial system installation, the system generates a master key.

(b) Upon creation of a type within the database for administration of
individual instances, a Type key is generated (hashed) from the Master key

and the Type identifier.

(c) Upon creation of an instance within a type for data storage, an Instance

key is generated (hashed) from the Type key and the Instance identifier.

10
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Referring to Fig 5. The present invention further provides a method for new user registration

with the system:

(a) Upon user registration, the user chooses a password.

(b) Password is stored.

235 (c) The system generates a public/private key pair for said user.

(d) The public/private key pair is stored within the encryption key table.

(e) The private key is encrypted using the user’s password as a passphrase (key) for the

encryption.

(f) If user is first user, system generates the Master key and stores it in said user’s

240 wallet and encrypts it with said user’s public key.

Referring to Fig 6. The present invention further provides a method for a master user to

grant access to a type for grantee system users:

(a) Master user decrypts his Private key with His password.

(b) Master user decrypts his Master key with His Private key.

245 (c) Master user hashes the Type key for the Type with the Master key and the

Type identifier (e.g., string of the type name).

(d) Master user stores the Type key in the grantee’s wallet.

(e) Master user encrypts the stored type key with the grantee user’s public key.

Referring to Fig 7. The present invention further provides a method for granting permission

250  access to an instance through key granting for grantee system users:

(a) Grantor decrypts his Private key with His password.

(b) Grantor decrypts his key with His Private key.

11
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(c) If grantor's key is a Master key, grantor hashes a Type key for the instance

with the Master key and the Type identifier.

255 (d) Grantor hashes the Instance key for the Instance with the Type key and the

Instance identifier (e.g., instance’s serial number).

(e) Grantor stores the Instance key in the grantee’s wallet.

() Grantor encrypts the stored Instance key with the grantee’s public key.

The present invention will be understood from the following detailed description of preferred
260  embodiments, which are meant to be descriptive and not limiting. For the sake of brevity,
some well-known features, methods, systems, procedures, components, circuits, and so on,

are not described in detail.

The foregoing embodiments of the invention have been described and illustrated in
conjunction with systems and methods thereof, which are meant to be merely
265  illustrative, and not limiting. Furthermore just as every particular reference may
embody particular methods/systems, yet not require such, ultimately such teaching is

meant for all expressions notwithstanding the use of particular embodiments.

Any term that has been defined above and used in the claims, should be interpreted

according to this definition.

270  The reference numbers in the claims are not a part of the claims, but rather used for
facilitating the reading thereof. These reference numbers should not be interpreted as

limiting the claims in any form.

275

12
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CLAIMS

1. A granular encryption database management system having hierarchical
internal key management using asymmetric encryption of the keys, wherein,
data is encrypted, decrypted, stored, and accessed from Instances which are

280 ordered in Types, and further wherein instances are encrypted with Instance keys
that are generated by hashing their Type key and their identifier, while Type keys
are generated by hashing the Master key and their identifier, wherein said keys are

stored in an encryption key table.

2. The system of claim 1 wherein said encryption key table lists users in rows
285 while having a list of columns that is comprised of: a plurality of encryption key

columns (‘wallet’), a private key column, a public key column.

3. A method for hierarchical, granular database encryption by the system of claim 1

comprising the following steps:
a. upon system installation, the system generates a master key;

290 b. upon creation of a type within the database for administration of
individual instances, a Type key is generated by hashing the Master key

and the Type identifier;

c. upon creation of an instance within a type for data storage, an Instance

key is generated by hashing the Type key and the Instance identifier.

295 4. A method for new user registration in an encrypted database system by the

system of claim 1 comprising steps of:
a. upon user registration, the user chooses a password;

b. password is stored;

13
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c. the system generates a public/private key pair for said user;
300 d. the public/private key pair is stored within the encryption key table;

e. The private key is encrypted using the user’s password as a passphrase

(key) for the encryption;

f. If user is first user, system generates the Master key and stores it in

super user’s wallet and encrypts it with super user’s public key.

305 5. A method for Master user to grant access to fields of a granularly encrypted

database by the system of claim 1 comprising steps of:
a. Master user decrypts his Private key with his password;
b. Master user decrypts his Master key with his private key;

c. Master user hashes the Type key for the Type with the Master key and

310 the Type identifier;
d. Master user stores the Type key in the grantee’s wallet;

e. Master user encrypts the stored type key with the grantee user’s public

key.

6. A method for granting permission access to a granularly encrypted database by
315 the system of claim 1 using a key granting system for grantee users comprising

steps of:
a. grantor decrypts his Private key with his password;
b. grantor decrypts his key with his Private key;

c. 1if key is a Master key, grantor hashes a Type key for the instance with

320 the Master key and the Type identifier;

14
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d. grantor hashes the Instance key for the Instance with said Type key and

the Instance identifier;
e. Grantor stores the Instance key in the grantee’s wallet;

. Grantor encrypts the stored Instance key with the grantee’s public key;

325

15
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Encryption key table

CID Last Name
1 Doe
2 Roe

First Name
John

Jane

Mortgage Due...
$#dfjh423
$#dopfdgr

Database admin Encrypted keys
Admin 1 q7e345632
Admin 2 kerq14879

Fig. 1




WO 2016/193962

2/7

Master key 201

PCT/IL2015/050564

Type name 211: “cars”

Type key 212

Type name: “bikes”

Type key

Inst number 231:”cars 2”

Inst number 221: “cars 17

Inst key 232

Inst number: “bikes 17’

Inst key

Fig. 2
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User name Private | Public key Encryption keys
key
John Doe #hjcf2515 | 123547dvd Smgio4w90;
Jane Doe %1d5489 | 13297bvb Asbjh37456;
Aigthjdf55fr;

Fig. 3
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l
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Creating an instance.

i

Generating Instance key
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User registration

A 4

Choosing password

v

Password is stored

Public/private key generation

A 4

Encryption of private key

password

A4

If user is first user

A 4

Generate Master key

A 4

Store Mater key in wallet

Encrypt master key with public key

Fig. 5
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Decrypt Master key with private key

N

Hash type key from Master key and identifier

Store type key in grantee wallet

Encrypt type key with grantee {

key
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Decrypt private key with password

A 4

Decrypt key with private key

If key is Master key If key is Type key

A 4

Hash Type key from Master key and identifier

'S
Hash instance key from type key and identifier

A

Store instance key in grantee wallet]

Encrypt instance key with grantee

key

Fig. 7
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