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(57) ABSTRACT 

The invention is directed towards methods, systems and appa 
ratuses, see FIG. 1, (100) for providing secure and private 
interactions. The invention provides capability for verifying 
the identity of a party initiating an electronic interaction with 
another party through data input module (140) which is veri 
fied by the identity verification module (150), which further 
includes a self-destruct mechanism (153). Embodiments of 
the invention include secure methods for conducting transac 
tions and for limiting the transfer and distribution of personal 
data to only those data that are absolutely necessary for the 
completion of the transactions. The invention facilitates the 
transfer of additional personal data contingent upon an agree 
ment that appropriately compensates the provider of the per 
Sonal data. 
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BIOMETRIC IDENTIFICATION DEVICE AND 
METHODS ASSOCATED WITH INVENTORY 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application claims priority to and is a divisional 
of U.S. patent application Ser. No. 10/148,512, entitled 
“Methods, Systems and Apparatuses for Secure Transac 
tions.” which is a U.S. national-stage application of PCT 
Application No. PCT/US00/42323, filed on Nov. 29, 2000, 
entitled “Methods, Systems and Apparatuses For Secure 
Transactions.” which claims priority of U.S. Patent Applica 
tion No. 60/168,082 filed Nov.30, 1999, entitled “Apparatus 
for Controlling Converged Media Systems Including Pay 
ment Applications. Using a Privacy and Security-Oriented, 
Customer-Centered Authentication Architecture for Users of 
Pointing Identifying Devices and Biometrics Pointing Iden 
tifying Devices.” each of which is incorporated herein by 
reference in their entireties. 
0002 This application is related to U.S. Patent Applica 
tion Attorney Docket Nos. PRIV-002/02US 307640-2052, 
entitled "Biometric Identification Device And Methods For 
Secure Transactions.” PRIV-002/03 US 307640-2053, 
entitled “Biometric Identification Device’ and PRIV-002/ 
05 US 307640-2055, entitled “Secure Transaction Method 
And System Including Biometric Identification Devices And 
Device Readers, each filed on the same date, and each of 
which is incorporated herein by reference in their entirety. 

FIELD OF THE INVENTION 

0003. The present invention relates to methods, systems, 
and corresponding apparatuses for providing secure interac 
tions. 

BACKGROUND 

0004 Most existing payment-processing and transac 
tions-processing systems have been designed by Vendors, 
primarily to serve the vendors. Historically, the ability of a 
customer to use a payment option other than cash had been 
viewed as a sufficient concession to the customer. Non-cash 
payment systems put the vendor at risk of not receiving pay 
ment, hence vendors and their associated financial institu 
tions felt justified in specifying stringent criteria for custom 
ers to use non-cash payment systems. For face-to-face 
transactions at the point of sale, a Vendor would typically 
require a picture identification and/or a driver's license, 
together with a signature to accept a check drawn on a local 
financial institution. For credit card purchases, a signature 
and sometimes a picture identification would be required. In 
both these cases, the vendor, and his/her employees also have 
access to customer account information associated with the 
check or credit card. 
0005. Although most traditional vendors use the data pro 
vided to them by their customers only to secure the payment 
due to them from the transaction, the data collected has addi 
tional valuable potential, even if clearly fraudulent activi 
ties—such as using the customer's credit-card data to make 
unauthorized purchases—are not considered. For instance, a 
Vendor could track the frequency, amount, location, type, and 
other data about purchases for each particular customer. This 
data could be used to develop targeted advertising strategies 
designed to get the customer into the store immediately and/ 
or after a prolonged absence. In addition, mailing lists of 
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customers could be developed that could be sold to financial 
institutions or other vendors who want to promote their credit 
cards. Until recently, the cost and tedium involved in compil 
ing and processing such data discouraged aggressive use of 
personal data. However, due to recent technological 
advances, this has completely changed. Over the past several 
years, the plummeting cost of computing hardware, and the 
increasing Sophistication of data warehousing and data min 
ing software, in combination with exponential growth in digi 
tally-processed and internet-processed customer purchase 
transactions, has put the security and privacy of the customer 
at extreme risk, despite contrary assertions of many vendors. 
0006 With the advent and growth of electronic commerce, 
the accelerating ease of compiling and processing Such data 
has encouraged and emboldened vendors to collect and 
exploit ever-greater amounts of personal data from their cus 
tomers. The widespread use of Secure Sockets Layer (SSL) 
has dramatically improved the security of the personal and 
financial data as it is sent from the customer to the vendor. 
Hence, until recently, many customers have been willing to 
provide the requested data with little thought as to exactly 
what the vendor will do with the data. Many customers have 
little notion as to the value of that data. This is especially true 
for commercial transactions that exploit the Internet. In Such 
transactions data collection can be automated and the infor 
mation gathered can be used in real time for targeted adver 
tising. Despite strict privacy policies to the contrary, vendor 
collected customer data can (and often is) still sold to mailing 
lists, where these data and information can be used by com 
panies with whom the customer has no desire to do business. 
Once customer data is public, the customer often has little or 
no recourse for retaining the privacy of that information. 
0007. According to The Forrester Report (April, 1999 
published by Forrester Research Inc.) 48% of both U.S. and 
European Internet retail companies interviewed indicated 
that they save customer name, address, and account informa 
tion for use in an express checkout system. Although Such 
systems help to speed customers through checkout, many of 
the retail companies admitted, “their transactions systems 
have limited Scalability, poor fraud detection, high ongoing 
costs, and lack of real-time authorization.” 
0008 Although retail companies that maintain these cus 
tomer databases argue that speedier checkout and even tar 
geted advertising are in the customers interests, the customer 
is often not clearly informed of what information is being 
collected and stored and for what purposes. Removing one 
self from a customer database, even when possible, can be a 
time-consuming process. 
0009 Perhaps one of the greatest concerns over the ware 
housing of customer data and information is the highly lucra 
tive target that Such a concentration of personal and financial 
information presents to hackers and other thieves. According 
to the Washington Post (“Cloaking Devices Designed for 
Wary Web Shoppers.” The Washington Post, Oct. 19, 2000, 
page E01), hackers stole 15,600 credit-card numbers from a 
Western Union web site during the month of September 2000. 
Credit card fraud represents a huge loss to both the credit-card 
industry and individual consumers. An estimated 0.06% of 
point-of-sale credit-card purchases and as much as 1% of 
online credit-card purchases are fraudulent (“VISA Shores up 
Web Position, Ends Fees on Theft of Credit Cards.” American 
Banker, February, 2000; “Equity Research Report on First 
Data Corp. Morgan Keegan, January, 2000.). Other esti 
mates by vendor symposia (e.g., the “Card Tech/SecureTech' 
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trade show on Dec. 1, 1999) estimate much higher figures, 
generally estimating that “Card Not Present transactions 
experience 6 (six) times greater incidence of fraud than actual 
physical “Card Present transactions. Although most indi 
vidual consumers face limited financial liabilities ifunautho 
rized use of their credit-card information is promptly 
reported, dealing with instances of fraud can be frustrating 
and time-consuming. Notwithstanding, in the final analysis, 
all consumers eventually pay for credit-card fraud in the form 
of higher vendor prices and less attractive credit-card terms 
than might otherwise be available. 
0010 Numerous alternatives now exist for performing 
financial transactions over computer networks. 
0011 Shawn Abbott (“The Debate for Secure E-Com 
merce. Performance Computing February 1999) discusses 
both SSL and Secure Electronic Transactions (SET) proto 
cols for electronic commerce. As stated in the article, “SSL is 
widely used because it is built into all major Web browsers 
and servers and is easy to apply.” However, beyond Verifying 
that the vendor is a bonafide company and that the customer's 
computer is dealing with the vendor's server, SSL protocol 
does little more than facilitate encrypted and reliable interac 
tion between computers. On the other hand, SET is a mes 
saging protocol specifically designed by financial institutions 
to facilitate bankcard transactions over open networks such as 
the Internet. 

0012 To use SET, the customer has a digital certificate that 
is stored and encrypted using a pass phrase selected by the 
customer. A SET electronic wallet can be established by 
combining: (1) a digital certificate with (2) financial account 
information, (3) a private encryption key and (4) Some addi 
tional software. To make a purchase, the vendor's server 
sends a request to open the customer's SET wallet on the 
customer's computer. The customer is prompted for the pass 
phrase to authorize use of the SET wallet. After confirmation 
of the customer's pass phrase, payment instructions, includ 
ing the customer's account data are bundled into an encrypted 
and protected message. The message is bundled in Such away 
that the vendor cannot secretly access or tamper with it. The 
message, together with an authorization request by the vendor 
is forwarded to a payment gateway, which typically is a server 
at the vendor's financial institution. The messages are then 
decrypted off the open network and the processing between 
financial institutions occurs as in standard creditor debit card 
transactions. In the SET protocol all participants hold digital 
certificates rooted in a common SET key. Hence all partici 
pants are assured that the other participants have been 
approved to act in their required roles. 
0013 The use of the SET protocol is more secure than the 
straightforward use of SSL. Its more widespread use has been 
slowed by the requirement that special Software is required to 
be installed by all participants and that customers are required 
to be issued digital certificates. In addition, nagging worries 
about security still exist. Although each digital certificate is 
protected by a pass phrase, if the passphrase is compromised, 
unauthorized purchases can be made using the digital certifi 
cate. To address this issue, the SET protocol has built-in 
capability to accept digital certificates from personal tokens, 
Such as Smart cards. For Smart cards to be used for Internet 
transactions, many more computers require card-reading 
capability. Although the use of Smart cards lessens the possi 
bility of fraud, stolen smart cards could be used like stolen 
credit cards to impersonate the original owner. 
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0014. According to Kenneth Kiesinoski (“Digital Wallets.” 
Bank Systems+Technology, October 1999) both client-based 
and server-based digital wallets have a number of proponents. 
The digital wallet is an application that stores financial 
account information, account-owner names, billing and ship 
ping information, and other information that might typically 
be required to make an electronic transaction. At the custom 
er's direction, all or part of this set of information is trans 
ferred to the vendor at the time of purchase. This saves the 
customer the trouble of typing all that information and pos 
sibly making an error. 
0015. In a client-based digital wallet the application pro 
gram resides on the customer's computer. One difficulty with 
client-based electronic wallets is their lack of portability. 
Every time the customer uses a different computer, the infor 
mation that had been stored in the digital wallet must be 
reloaded into the same or similar program on the current 
computer. Another issue is that important personal and finan 
cial information resides on the client's computer. Tradition 
ally, personal computers have not been particularly secure 
machines. Individuals with appropriate computer expertise 
who have physical access to a particular personal computer 
can generally extract information from it. Until recently, 
security breaches of personal computers from the outside 
were generally limited to viruses and worms embedded in 
downloads and email messages. Use of cable modems and 
other devices that facilitate continuous or near-continuous 
connectivity increases the probability for an increased num 
ber of security breaches of personal computers. 
0016 A server-based digital wallet resides on a server 
connected to the Internet. Most server-based digital wallets 
had been marketed by banks and did not accommodate infor 
mation from cards issued by competing banks. More recently, 
the trend has been shifting towards allowing multiple cards 
backed by different organizations to be included in the digital 
wallet. Server-based digital wallets provide more flexibility 
than client-based digital wallets in that they can be accessed 
from any computer. Presumably, server-based digital wallets 
are maintained on computers that are more secure than the 
typical personal computer, however the booty for a successful 
hacker is multiplied by the number of registrants whose infor 
mation is stored on that server. In addition, each individual’s 
data is protected only by a simple password, and members of 
the general public have been notoriously lax in choosing and 
maintaining passwords. 
0017 Hardware developments are also proposed to enable 
more secure and flexible payments by computers. 
(0018 Bob Curley (“Paying at the PC.” Bank Systems+ 
Technology, October, 1999) discusses two systems designed 
to interact with personal computers. 
(0019. The first is the UTM MACHINE, developed by 
UTM Systems. A user inserts a credit or debit card into the 
UTMMACHINE and then Slides the UTMMACHINE with 
the inserted card into a floppy disk drive. The machine uses 
the heads of the floppy disk drive to read the magnetic stripe 
on the creditor debit card. An Internet browser is then used to 
access a World Wide Web (WWW) page at the user's bank. 
The WWW page simulates the action of an automated teller 
machine (ATM), complete with personal identification num 
ber (PIN) authentication. Vendor identification numbers can 
be entered on the WWW page to transfer funds to a particular 
vendor. 
0020. The second hardware development discussed by 
Curley is the INTELLIPACK 100, developed by NetPack. 
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The INTELLIPACK 100 is a keyboard with built-in credit 
card and Smart card readers. Like the UTM MACHINE, the 
transactions occur without transmitting financial account 
information to the vendor. These hardware developments can 
make Internet transactions almost as secure as point-of-sale 
financial transactions. 

0021 Additional hardware developments are further 
improving the security of all credit and debit card transac 
tions. 

0022. In “The Biometrics White Paper.” Ashbourn dis 
cusses a large number of generic issues associated with bio 
metric identification for use in security applications. Ash 
bourn defines biometrics "as measurable physiological and/ 
or behavioral characteristics that can be utilized to verify the 
identity of an individual. They include fingerprints, retinal 
and iris Scanning, hand geometry, Voice patterns, facial rec 
ognition and other techniques.” Our use of the term “biomet 
rics' and related forms of the word are intended to be consis 
tent with the above-quoted definition. However, an 
individual's written signature and/or handwriting are not to be 
considered biometrics in the context of this application. 
0023 The Ashbourn paper also contains reviews of some 
particular products that are currently or will soon become 
commercially available. 
0024 Precise Biometrics, in cooperation with iD2 Tech 
nologies and Miotec Oy is developing technology to enable 
the use of a fingerprint to enhance the security of Internet 
transactions. Information on their web site is sketchy, but 
their proposed scheme apparently uses a Smart card and a 
separate reader that is connected to a personal computer. The 
smart card would be inserted into the separate reader, which 
would read the fingerprint data and send the data to the Smart 
card chip. The chip on the Smart card would compare the 
fingerprint with the stored template and if they match, send 
off an Internet order. The use of a separate reader reduces the 
flexibility of the approach. 
0025. In U.S. Pat. No. 6,011,858 by Stock et al., a pro 
grammable memory card is adapted to hold personal infor 
mation of a user and includes a biometric template of a physi 
cal characteristic of the user. The patent also discloses a 
biometric Verification system that includes a biometric scan 
ner configured to generate a biometric template based on a 
physical characteristic of a user. The biometric scanner is also 
configured to Verify each user's live physical characteristic 
against the biometric template of the physical characteristic 
stored on the memory card. A programmable memory card 
reader is also used. The programmable memory card reader is 
in communication with the biometric scanner and is config 
ured to receive a memory card and to communicate with the 
biometric scanner to store the biometric template generated 
by the biometric scanner to the memory card. The memory 
card reader is also configured to retrieve the biometric tem 
plate stored on the memory card and to ensure the security of 
the information that relates to the applications stored on the 
card. As with the Precise Biometrics approach, the separation 
of the biometric scanner from the Smartcard reduces flexibil 
ity of the system. 
0026. In U.S. Pat. No. 6,084,968 by Kennedy et al., an 
apparatus and method are described for providing multiple 
secure functions in a host or wireless radiotelephone. The 
determination of the secure function is determined by creden 
tial information carried on a Smart card or security token. To 
provide for an authentication function, the Smart card may 
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store biometric features of a user. As in the previous patent, 
the Smart card is separate from the device that obtains the live 
biometric. 
0027. In U.S. Pat. No. 6,016,476, Maes et al. describe a 
portable information and transaction processing system that 
uses biometric authorization and digital certificate security. 
The system requires the use of a personal digital assistant 
(PDA) in which the user stores his or her financial and per 
Sonal information. 

SUMMARY OF THE INVENTION 

0028 Selected embodiments of the invention address and 
resolve various aspects of the abovementioned difficulties as 
well as other issues that will be set forth in part in the descrip 
tion that follows, and in part will be obvious from the descrip 
tion, or may be learned by the practice of the invention. No 
particular embodiment is required to solve any one particular 
problem set forth above or below. Rearrangements of com 
ponents in ways not explicitly described but which would be 
obvious to a skilled practitioner of the art are included in the 
broad scope of the invention. 
0029. This invention empowers customers to retain more 
control over their personal data. Preferred embodiments of 
the invention provide the vendor with stronger assurances of 
receiving any non-cash payment, but limit the personal data 
accessible to the vendor. In various preferred embodiments, 
personal data provided to the vendor in excess of that required 
to assure payment are provided in return for some valuable 
consideration. 
0030. For example, a customer may wish to purchase a 
deliverable, which we define as any property, goods, or ser 
vices that the customer may receive in return for Some valu 
able consideration (other property, goods, services, or 
money). The deliverable has a price, typically a monetary 
value, although the price could be set in terms of other forms 
of valuable consideration. In this example, some party has an 
interest in receiving personal data about the customer. In 
preferred embodiments, this party is either the manufacturer 
or the vendor of the deliverable, although the precise relation 
ship of this party to the transaction is not important. For 
instance, the party may be an affiliate of the Vendor or manu 
facturer or may be a company that has a contract with the 
Vendor or manufacturer. The category of personal data 
desired will be called a personal data field. For instance, a 
customer name would be a personal data field. The value of 
that personal data field is the specific customer's name, for 
example, Jones. 
0031. In one preferred and illustrative embodiment of the 
invention, a party receives from the customer a value for at 
least one prescribed personal data field. The value of the at 
least one prescribed personal data field is certified as corre 
sponding to the customer. Finally, the price of the deliverable 
is reduced by a prescribed discount. The prescribed discount 
is independent of the value of the prescribed personal data 
field. The discount depends only on the fact that the customer 
has provided a value for the prescribed data field. For 
instance, the discounter may offer a first discount to any 
customer from whom the discounter receives an age that is 
certified as belonging to the customer. Regardless of the value 
of the age, the discounter must provide this first discount. A 
second discount might, for instance, be available to customers 
over age 65. The addition of the second discount does not 
negate the fact that the first was provided without regard to the 
customer's age. 
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0032. Other embodiments of the invention involve meth 
ods by which a payment may be conveyed from a payer to a 
payee by means of a financial institution or other financial 
intermediary. The words “payer” and “payee' are intended to 
be very general terms to identify the party making the pay 
ment (the payer) and the party receiving the payment (the 
payee). In typical circumstances, the payee is a vendorand the 
payer is a customer, although the payment method is intended 
to be inclusive of arrangements that include multiple addi 
tional parties. 
0033. The term financial intermediary is intended to cover 
a broad range of entities. The term includes not only tradi 
tional financial institutions such as banks, credit unions, Sav 
ings and loans organizations, credit-card companies, and the 
like, but also includes private companies, private account 
Vendors, private trusts, private reserves, private depositories, 
private escrow services, individual persons or any other des 
ignated entity, and the like, that can legally maintain accounts 
and transfer monetary value between accounts. The transfer 
of monetary value between accounts includes transfers 
wherein the accounts are maintained in separate financial 
intermediaries as well as transfers in which the accounts are 
maintained in the same financial intermediary. 
0034 Preferably, the financial intermediary is an entity 
and/or person(s) bilaterally agreed upon and bilaterally 
trusted by both the payer and the payee to serve as an escrow 
ing agent, transaction agent, transaction conduit, or other 
enabling means for moving payments, credits, etc. to the 
payee account or destination of choice, from the payer 
account or source of choice. 
0035. One embodiment of a method by which a payer 
conveys a payment to a payee involves receiving payer pay 
ment information from the payer. The payer payment infor 
mation includes at least three pieces of information: the 
address of the payer's financial intermediary, payer account 
data that specifies a payer account from which payment is to 
be made, and a personal identifying device control designa 
tion. 

0036. The address of the financial intermediary can take 
any or several of many forms. The address could be a physical 
address to which physical mail or packages could be sent. The 
address could also be an address on an open computer net 
work, Such as the Internet, or a routing address for a closed 
computer network, such as the proprietary banking network 
now in use. In other embodiments, the address of a financial 
intermediary is a phone or fax number. The address could be 
the name of the financial intermediary if information as to 
where to send data could be determined from other sources. In 
general, the address of the financial intermediary includes any 
information from which an appropriate destination for send 
ing data could be determined. Because only an address is 
required, the actual identity or identities of the financial inter 
mediary or intermediaries is neither mandatory, nor necessar 
ily revealed. 
0037. The payer account data specifies from what account 
the payment is to be made. The payer account does not need 
to be of any special type. For instance, it can be a checking 
account, a saving account, a money-market account, a credit 
card account, or the like, or any other appropriate account. 
The account data may include a single account or several 
accounts associated with the payer. References to the payer 
account are intended to include either a single specified 
account or a set of accounts. For instance, the payer account 
data might specify that a certain percentage of the payment be 
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funded from a specified checking account and the balance be 
funded from a specified credit-card account. This combined 
payment should be understood as being made from the payer 
account. In cases using multiple accounts to fund Such a 
transaction, multiple payer financial intermediaries may be 
called on to participate, thus, multiple payer financial inter 
mediary addresses might be involved. These more complex 
cases are included within the scope of the invention. 
0038. The personal identifying device control designation 

is an identifying sequence of data given to a personal identi 
fying device (PID). Preferably, the identifying sequence of 
data is a string of ASCII characters although a pure data 
stream with no corresponding ASCII equivalent can also be 
used. In many preferred embodiments, the PID control des 
ignation is unique to each PID. However, in Some embodi 
ments, the PID control designations are not unique. For 
instance, a group of PIDS issued to a single company might all 
have the identical PID control designation. PIDs will be dis 
cussed in considerably more detail later. 
0039 For the purpose of this method of payment, a PID is 
a portable device that authenticates that a user of the device is 
privileged to make a payment from the payer account(s) 
specified in the payer account data. As used in the context of 
a PID, the word “portable” means that the size and weight of 
the PID is such that an individual can conveniently carry the 
PID on his/her person. 
0040. The issue of whether the user is privileged to make 
a payment from the payer account(s) is internal to the PID. 
For example, a family PID might authenticate that a child is 
privileged to use the PID, but is only privileged to request that 
a payment be charged to some accounts, but not others. This 
matter of privilege is internal to the PID and does not extend 
to any requirement that the PID actually confirm with the 
payer financial intermediary that the person requesting that 
the payment be charged to a particular account is considered 
authorized to do so by the financial intermediary. Such addi 
tional confirmation by the PID is included in some embodi 
ments of the methods, but not in others. The various methods 
of confirming that the user of the device is privileged to make 
a payment from the payer account will be discussed later. 
0041 After receiving the payer payment information, 
some embodiments involve confirming that the PID has been 
registered in the name of the payer and that the device is 
privileged to access the payer account. In these embodiments, 
a payee payment packet is formed that includes the payer 
account data, payee account data and a payment amount. The 
payee account data, like the payer account data, may be either 
a single account or a set of accounts with instructions as to 
how the payment is to be divided between the accounts. The 
payee payment packet is sent to the payer financial interme 
diary address. In some embodiments this step is done directly, 
that is, the payee payment packet is sent directly to the payer 
financial intermediary address. In other embodiments, the 
payee payment packet is sent indirectly to the payer financial 
intermediary address, possibly forwarded by one or more 
trusted financial (or non-financial) intermediaries. In prin 
ciple, any other trusted party might be designated to initially 
receive the payee payment packet. Eventually, payment will 
be accepted from the payer financial intermediary or interme 
diaries in the case of multiple financial intermediaries. Accep 
tance of payment from the payer financial intermediary 
includes the case in which the payer financial intermediary 
deposits funds (or some corresponding value) in the payee 
account at a payee financial intermediary. 
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0042. In other embodiments, the PID is not immediately 
confirmed as being privileged to access the payer account and 
registered in the name of the payer. In many of these embodi 
ments, the payee payment packet includes the PID control 
designation and confirmation of the PID privileges can be 
done anytime thereafter. 
0.043 Alternative embodiments of the invention eliminate 
the direct involvement of a financial intermediary by making 
and funding the payment in the form of a bearer financial 
instrument or the like. The bearer instrument can assume 
either a familiar, conventional paper serial-numbered certifi 
cate form, an electronic digital certificate-based form, or 
other custom bearer instrument form. 
0044. Yet other alternative embodiments of the invention 
include multiple different methods for a customer to make a 
purchase from a vendor. These methods involve customer 
authentication of his or her identity to a PID. If a PID user is 
identified by a PID as privileged to use that PID, and if the 
user is also privileged to request that a proposed payment be 
charged to the customer account, then the PID transfers the 
customer account data and the customer financial intermedi 
ary address to an information processor. In turn, the vendor 
transfers vendor account data and the payment amount to the 
information processor. The information processor is a com 
ponent that receives signals from both the customer (payer) 
and the vendor (payee). A vendor payment packet is formed 
that includes the customer account data, the vendor account 
data, and the payment amount. The vendor payment packet is 
sent to the customer financial intermediary address. As with 
the payee payment packet of earlier embodiments, the vendor 
payment packet may be sent to the appropriate financial inter 
mediary address either directly or indirectly. The customer 
account is debited by the payment amount plus a customer 
Surcharge and the vendor account is credited by the payment 
amount minus a vendor Surcharge. Either or both the cus 
tomer Surcharge and the Vendor Surcharge may range from 
Zero to any amount, depending on the embodiment and/or on 
the Surrounding transactional situation and environment. 
0045. Additional embodiments of the invention include 
generic methods for a customer to conduct a transaction. 
Some of these embodiments comprise the steps of: authenti 
cating the customer identity to a PID, sending customer 
account data to a receiver, and receiving acknowledgment 
that the transaction was approved. The receiver can be any 
device capable of receiving customer data from a PID. 
0046. Other embodiments of the invention include meth 
ods of interacting with a “simulated inventory'. A simulated 
inventory is defined for the purposes of this application and 
according to this invention, as a visual representation of a 
catalog, index, directory, or other content. The contents of the 
simulated inventory are not limited in this invention. 
0047. The visual representation includes all kinds of 
visual representations, including two-dimensional displays 
or projection images, three-dimensional displays or projec 
tion representations using perspective for the third dimen 
Sion, and holographic representations. In most embodiments, 
the visual representation involves a pictographic graphical 
user interface in which the user virtually travels, or equiva 
lently perambulates, through the simulated inventory by 
manipulating a cursor. In this application, the term "cursor 
includes all displayed control indicia. Typically a cursor is 
represented by an arrowhead although other representations 
are used. In some embodiments the cursor is represented by 
an "avatar (an icon or representation of a user in a sharable 
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virtual reality environment). Using the cursor, (or in some 
embodiments, the avatar), the customer can travel about the 
domain of the simulated inventory, browse the inventory, 
command any inventory item to detail its properties (sizes, 
price, etc.), fill a shopping basket or other purchase enabler, 
and at end-of-shopping-Session, pay for the selected item(s). 
0048. In one preferred embodiment of a simulated inven 
tory using Such a graphical user interface, a multiplicity of 
Suchicons are used to represent elements in the inventory. The 
phrase “graphical user interface' is to be interpreted broadly 
in this application. The phrase “holographic graphical user 
interface' will be understood to be a subset of graphical user 
interfaces and will be used in embodiments in which holo 
graphic representations are used similar to two-dimensional 
graphical user interfaces. All these methods for a user to 
interact with a simulated inventory include the step of authen 
ticating a user to a PID. The authenticated user provides 
inputs to the PID allowing the user to travel at any speed they 
choose through the simulated inventory. 
0049 Embodiments of the invention also include systems 
by which a payer conveys a payment to a payee. Some 
embodiments of such systems include a PID that transmits 
signals to an information processor. These signals include the 
payer account data and the payer financial intermediary 
address. The information processor receives signals from 
both the PID and from the payee. The signals from the payee 
include the payee account data and the payment amount. The 
information processor then forms a payee payment packet 
that includes the payer account data, the payee account data, 
and the payment amount, and sends the payee payment packet 
to the payer financial intermediary address. The payee pay 
ment packet can be sent to the payer financial intermediary 
address either directly or indirectly, that is, the payee payment 
packet might be forwarded to one or more intermediaries 
before arriving at the payer financial intermediary address. 
0050. Other embodiments of the invention include verifi 
cation systems. Embodiments of Verification systems com 
prise: (1) an “actuator for performing a user-initiated action, 
(2) a PID that transmits signals that encode an identification 
and an instruction that one or more user-initiated actions be 
taken, and (3) a verification processor that receives the signals 
from the PID and verifies that the identification is associated 
with a PID that is authorized to request that the one or more 
user-initiated actions be taken. 
0051. After verification, the verification processor signals 
the actuator to perform the user-initiated action. In preferred 
embodiments, the identification is the PID control designa 
tion, but the term “identification' is intended to be interpreted 
broadly. The term “actuator should also be interpreted 
broadly. The actuators envisioned include those that result in 
mechanical actions and/or electrical actions, as well as those 
that result in actions that only involve transfer or manipula 
tion of data. 

0.052 Still other system embodiments of the invention 
include simulated inventory systems. Simulated inventory 
systems include: (1) a "simulated inventory display', (2) a 
simulated inventory controller that controls the interaction of 
at least one cursor interacting with at least one icon on the 
simulated inventory display, and (3) a PID that transmits 
instructions to the simulated inventory controller. 
0053 As illustrated above, numerous embodiments of the 
present invention include the use of a PID. A PID, generally, 
is a portable device that authenticates that any user of the 
device is privileged to use the device, plus, is authorized to 
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request that particular actions be taken. The particular actions 
to be taken can vary with individual embodiments, but typical 
actions include, but are not limited to: 
0054 initiating a purchase or payment, either over an elec 
tronic network or at a vendor-operated sales site (including 
conventional stores, mobile vendors, service providers, flea 
markets, etc.); 
0055 interacting with a graphical user interface, which 
may include actuating displayed icons on a screen or monitor; 
0056 permitting entry into buildings, homes, automo 

biles, and other locations that need protected entry capabili 
ties; 
0057 making a telephone call, including, but not limited 
to a Voice call, a data call, an electronic mail call, an Internet 
Service Provider call, an Internet URL portal call, or other 
URL access call; 
0058 logging onto a computer; 
0059 initiating a session at an information kiosk; and 
selecting restricted entertainment options (such as pay-per 
view television or television programs that may contain mate 
rial that would be inappropriate for certain members of a 
household). 
0060 Preferred PID embodiments comprise: a transmitter 
for sending signals, a user input module for receiving input 
from a user, a personal data storage medium, an identity 
Verification module, and at least one processor. The proces 
Sor, or multiple processors, depending upon the details of the 
design, couple the various components and in Some embodi 
ments perform some of the functions assigned to the other 
components. For instance, the identity verification module 
includes a verification input component, an identity data 
module for storing at least one set of stored identity data, and 
a comparator that compares the user identity data with stored 
identity data. One or more of the processors may perform the 
function of the comparator. 
0061. Many preferred embodiments of PIDs authenticate 
a user through the use of a biometric. This type of embodi 
ment is referred to as a “biometric personal identifying 
device” (BPID). In a BPID, the stored identity data would be 
considered a biometric template and the verification input 
component would collect a live biometric sample, which will 
typically be referred to as a biometric sample. As discussed by 
Ashbourn, we will use the phrase “biometric template” and 
variations thereof to refer to a reference sample of a chosen 
biometric against which a future live biometric sample is 
compared. Preferably, neither the biometric template nor the 
biometric sample is available outside the BPID. Keeping 
these data local to the BPID reduces the chance that an indi 
vidual's biometric becomes accessible to the public. 
0062. In this application, the acronyms PID (personal 
identifying device) and BPID (biometric personal identifying 
device) are used extensively. In a prior provisional application 
(Ser. No. 60/168,082, filed Nov.30, 1999), entitled, “Appa 
ratus for Controlling Converged Media Systems Including 
Payment Applications. Using a Privacy and Security-Ori 
ented, Customer-Centered Authentication Architecture for 
Users of Pointing Identifying Devices and Biometrics Point 
ing Identifying Devices, which is incorporated by reference 
herein in its entirety, these same acronyms refer to "Pointing 
Identifying Device' and “Biometric Pointing Identifying 
Device.” The PID and/or BPID discussed herein, are gener 
alizations and extensions of the specific embodiments of 
Pointing Identifying Devices and Biometric Pointing Identi 
fying Devices discussed in the provisional application. In 
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particular, as will be further discussed herein, the “pointing 
capability of the original Pointing Identifying Device and 
Biometric Pointing Identifying Device need not be present in 
all embodiments of PIDs and/or BPIDs. Even in the provi 
sional application, the pointing capability of the devices was 
not required for all embodiments of the invention. The 
devices called PIDs and BPIDs in the provisional application 
should be interpreted as specific embodiments of the more 
general PIDs and BPIDs discussed herein. 
0063 Various embodiments of the invention also include 
an information processor. Embodiments of an information 
processor comprise: (1) at least one processor, (2) a receiver 
for receiving customer data from a PID, (3) a vendor connec 
tion that enables the transmission of Vendor account data to 
the information processor, and (4) a financial intermediary 
connection(s) that facilitates the transmission of Vendor 
account data and customer account data to a financial inter 
mediary. Preferred embodiments of information processors 
will be discussed later. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0064. The accompanying drawings illustrate complete 
embodiments of the invention in which: 
0065 FIG. 1 shows a schematic of an embodiment of a 
PID. 
0.066 FIG. 2A illustrates a barcode reader coupled to a 
PID. FIG. 2B illustrates a magnetic stripe reader coupled to a 
PID. 
0067 FIG. 3 shows a schematic of an embodiment of a 
BPID. 
0068 FIG. 4 shows a schematic of an embodiment of an 
information processor. 
0069 FIG.5 illustrates a schematic of an embodiment of a 
Verification processor. 
0070 FIG. 6 illustrates a schematic of a verification sys 
tem. 

0071 FIG. 7 shows a schematic of a system by which a 
payer conveys a payment to a payee. 
0072 FIG. 8 illustrates a schematic of a simulated inven 
tory system. 
0073 FIG. 9 shows a method for discounting a deliver 
able. 
0074 FIG. 10 illustrates a method by which a payer con 
veys a payment to a payee. 
(0075 FIG. 11 shows another embodiment of a method by 
which a payer conveys a payment to a payee. 
0076 FIG. 12 illustrates a method for a customer to make 
a purchase from a vendor. 
0077 FIG. 13 illustrates a method for a customer to con 
duct a transaction. 
0078 FIG. 14 illustrates a method for interacting with a 
simulated inventory. 
0079 Reference numerals used in the drawings refer to the 
corresponding components listed below unless otherwise 
specified. 

0080 100 personal identifying device (PID) 
I0081. 110 processor 
0082 120 transmitter 
0083. 125 transceiver 
0084 130 receiver 
I0085 140 user input module 
I0086) 142 joy stick 
0087. 144 activation button 
0088. 146 mode switch 
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0089. 148 slide bar 
(0090 149 positional sensor 
(0091 150 identity verification module 
0092 152 identity data module 
0093. 153 self-destruct element 
(0094) 154 comparator 
0.095 156 keypad 
0096. 160 data storage medium 
(0097 170 display device 
(0098. 180 power source 
(0099) 190 biometric input device 
0100 200 biometric personal identifying device 
(BPID) 

01.01 210 kill switch 
0102 220 bar-code reader 
0103 230 magnetic-stripe reader 
0104 300 information processor 
0105) 310 processor of the information processor 
01.06 320 information transmitter 
01.07 330 information receiver 
01.08 340 vendor connection 
0109) 350 financial intermediary connection 
0110 360 certification repository connection 
0111 400 verification processor 
0112 410 processor of the verification processor 
0113 420 verification processor transmitter 
0114) 430 verification processor receiver 
0115 460 certification repository connection 
0116 470 actuator connection 
0117 500 verification system 
0118 510 actuator 
0119 600 financial intermediary component 
I0120 610 payee 
I0121 620 certification repository database 
I0122) 650 simulated inventory system 
I0123 660 simulated inventory controller 
0.124 670 simulated inventory display 
0.125 710 steps in determining prescribed discount and 
prescribed personal data fields 

0.126 712 step of specifying customer benefit function 
I0127 714 step of specifying customer non-negotiable 

constraints 
I0128 716 step of specifying customer benefit function 

normalization value 
I0129 720 step of maximizing a function subject to con 

straints 
0.130) 722 step of specifying discounter benefit function 
I0131 724 step of specifying discounter non-negotiable 

constraints 
I0132 726 step of specifying discounter benefit function 

normalization value 
0.133 730 step of receiving values for prescribed per 
sonal data fields 

I0134) 740 step of certifying that the value of a personal 
data field corresponds to the customer 

I0135 750 step of reducing the price by the prescribed 
discount 

0.136 810 step of receiving payer payment information 
0.137 820 step of confirming the PID control designa 
tion 

0.138 830 step of forming a payee payment packet 
0.139. 835 step of sending the payee payment packet to 
payee financial intermediary 
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0140 840 step of sending the payee payment packet to 
payer financial intermediary 

0.141 850 step of accepting payment 
0.142 910 step of receiving a payee payment packet 
0.143 920 step of debiting the payer account 
0.144 1010 step of selecting items for purchase 
0145 1020 step of adding selected items to electronic 
shopping cart 

0146) 1030 step of determining the payment amount 
0147 1040 step of authenticating the customer identity 
to a PID 

0148 1050 step of transferring data from the PID to the 
information processor 

0.149 1060 step of transferring data from the vendor to 
the information processor 

0.150 1070 step of forming a vendor payment packet 
0151. 1080 step of sending the vendor payment packet 
to the vendor financial intermediary 

0152 1090 step of sending the vendor payment packet 
to the customer financial intermediary 

0153. 1100 step of debiting the customer account 
0154) 1110 step of crediting the vendor account 
0.155 1210 step of selecting items for purchase 
0156 1220 step of adding selected items to electronic 
shopping cart 

0157 1230 step of determining the payment amount 
0158 1240 step of authenticating the customer identity 
to a PID 

0159 1250 step of sending customer data to a receiver 
0.160 1260 step of receiving acknowledgement that the 
transaction was approved 

0.161 1310 step of selecting items for purchase 
0162. 1320 step of adding selected items to electronic 
shopping cart 

0.163 1330 step of determining the payment amount 
0.164 1340 step of authenticating the customer identity 
to a PID 

0.165. 1345 step of certifying payment capability 
0166 1350 step of traveling through the simulated 
inventory 

DETAILED DESCRIPTION 

0.167 Having summarized the broad nature of the inven 
tion above, this section will focus on detailed descriptions of 
various preferred embodiments. Unless specifically stated 
otherwise, the vocabulary defined previously is intended to 
apply herein. 
0168 Referring now to the drawings, FIG. 1 shows a sche 
matic of a preferred embodiment of a PID 100, which is 
shown enclosed by the outer boundary. Preferably, the ele 
ments indicated in FIG. 1 are integrated in a single unit, 
preferably supported by an external housing. The PID 100 
comprises a processor 110 that processes signals from the 
various components and controls the operation of the PID 
100. One or more processors 110 may be used, depending 
upon the details of the device. In various embodiments, the 
processor 110 processes the signals according to one or more 
algorithms that are loaded as Software, firmware, or are hard 
wired into the processor 110. Although an electronic micro 
processor is the preferred processor 110, all types of proces 
sors that can process signals are included within the meaning 
of the term processor. For instance, fluidic and optical con 
trollers, properly configured, can operate as one or more 
processors in various embodiments. 
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(0169. The preferred PID 100 also includes a transmitter 
120 for transmitting signals and a receiver 130 for receiving 
signals. The receiver 130 is not included in some PID embodi 
ments, although most preferred embodiments include the 
receiver 130. In some preferred embodiments, the transmitter 
120 and the receiver 130 are combined into a transceiver in 
which at least some components of the transmitter 120 and the 
receiver 130 are used in both the transmitter 120 and the 
receiver 130. Such embodiments should be considered as 
having both a transmitter 120 and a receiver 130 even though 
Some or all of the components are shared. Transceivers are 
most likely to be used with radio-frequency transmitters and 
receivers. The particular types of transmitter 120 and receiver 
130 are not critical to the PID 100. Embodiments employing 
radio-frequency (RF), infrared (IR), microwave, optical, or 
ultrasonic transmitters and receivers are likely to be most 
commonly used. Although wireless transmission and recep 
tion are preferred, transmitters and receivers that communi 
cate via wires or wave-guides are included in the meaning of 
transmitters and receivers. 

0170 In many embodiments both wired and wireless 
transmitters and receivers are provided. For instance, when 
used in conjunction with a computer, the PID 100 might be 
connected to the computer through an RJ-11 phonejackin the 
PID 100 and the computer's phonejack. Alternatively, a Uni 
versal Serial Bus (USB), serial port, or parallel port connec 
tion may be used to provide a wired connection to the com 
puter. The wired alternatives might be particularly useful in 
electronically noisy environments. Preferably, signals 
received by the receiver 120 and signals transmitted by the 
transmitter 130 are encrypted. Preferably, an asymmetric 
encryption scheme, such as a public key/private key scheme is 
used. In particular, the RSA algorithm (which is described in 
detail in Schneier, B.C., Applied Cryptography—Protocols, 
Algorithms, and Source Code in C, Second Edition, John 
Wiley and Sons, Inc., New York, N.Y., 1996, which is incor 
porated herein by reference) is one preferred approach for 
encrypting information transmitted and received by the PID 
100. However, other encryption schemes may be used in 
alternative embodiments. 

0171 A user-input module 140 includes at least one input 
mechanism that enables a user to indicate what action is to be 
taken. In the preferred embodiment illustrated in FIG. 1, the 
user-input module 140 includes a joystick 142, an activation 
button 144, various mode switches 146, a slide bar 148, and a 
positional sensor 149. Preferably the joystick 142 is sized to 
be operable by a thumb of the user. The activation button 144 
preferably is used to indicate that an action should be taken. 
The activation button 144 is preferably mounted on the joy 
Stick 142 and is used in conjunction with a graphical user 
interface (GUI) much like a button on an electronic mouse is 
used. The mode switches 146 are one or more switches that 
alter the meaning of the user's input according to the setting of 
the switch. Extensive examples of the use of mode switches 
are provided in U.S. Pat. No. 5,481.265, which is included in 
its entirety by reference herein. Slide bar 148 allows for a user 
input that is proportional to the distance of the bar from one 
end of its range. Such an input device can be implemented as 
a variable resistor or a variable capacitor. Alternatively, slide 
bar 148 can include multiple discrete settings, each of which 
represent a different control level or control selection (such as 
high/medium/low/off). Positional sensor 149 (which can be 
implemented as a tilt sensor, a mobile global positioning 
system (GPS) unit or any other technology for determining 
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orientation of the device) provides information as to the spa 
tial orientation of the PID. The positional sensor 149 is imple 
mented in any fashion known to those skilled in the art that is 
appropriate for a particular implementation. The user-input 
module 140 shown in FIG. 1 is just one example of many 
possible configurations by which the user can enter informa 
tion into the PID 100. 
0172 Other embodiments may include additional input 
mechanisms, such as a keypad, a pressure-sensitive Surface, a 
scroll wheel, a bar-code reader, a radio-frequency-tag reader, 
accelerometers to provide direction of movement and accel 
eration information of the device, or a magnetic-stripe reader, 
either individually, or in combination with one or more of the 
input mechanisms described above. Any or all of these may be 
integral to the PID 100. In summary, user-input module 140 
requires: (1) at least one input mechanism; (2) may include 
(but is not limited to) multiple of the aforementioned input 
mechanisms; and (3) may include any other connectable, 
feasible input mechanism, including some not mentioned 
herein. 
0173 A personal data storage medium 160 stores personal 
data, and optionally, other data. The personal data storage 
medium 160 is preferably an easily re-writable medium, such 
as a magnetic or optical disk or tape. Other non-volatile 
memory devices such as a Programmable Read Only Memory 
(PROM), (which can only be written once), an Erasable 
PROM (EPROM), or an Electronically Erasable PROM (EE 
PROM) are also suitable. In some implementations, (as with 
the PROM), the personal data storage medium 160 is not 
re-writable and must be physically replaced when personal 
data that is stored on the personal data storage medium 160 
changes. 
(0174. An important part of the PID 100 is an identity 
verification module 150. The identity verification module 150 
comprises an identity data module 152 for storing at least one 
set of Stored identity data, a verification input component 
(shown in FIG. 1 as a keypad 156), and a comparator 154 that 
compares the user identity data obtained by the verification 
input component with at least one set of stored identity data 
and signals a processor 110 as to whether the inputted user 
identity data sufficiently match at least one set of stored 
identity data. In operation, in the embodiment illustrated in 
FIG. 1, the user identity data can be conveyed by a series of 
keystrokes entered on the keypad 156. The comparator 154 
would determine if the inputted series of keystrokes match a 
series of stored keystrokes corresponding to a particular 
authorized user. Whether a match is found, or not, would be 
communicated to the processor 110. 
0.175. In some embodiments, the comparison is performed 
by processor 110. In such embodiments, both the comparator 
154 and the processor 110 are both to be considered present, 
in spite of both elements being embodied in the same physical 
component. 
0176). If the comparator 154 determines that a match 
exists, the processor 110 would allow the user to initiate or 
continue taking actions that are determined by the user inputs 
received from the user input module 140, possibly in combi 
nation with signals received from the receiver 130. Such 
actions would be communicated to the transmitter 120 for 
transmittal to Some other device. 
0177. If a match is not found, the processor 110 can initiate 
an appropriate recovery tactic, exception condition tactic, or 
course of action based on Software, firmware, or hardware 
alarm routines associated with the pre-determined opera 
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tional policies, enabled and executed by processor 110. For 
instance, the processor 110 can be used to print a message on 
a display device 170, requesting that the user try again, or 
alternatively, a kill switch 210 could be activated, which (if 
implemented) could be used to cut off communication of the 
device, either by means of disabling the transmitter 120 and/ 
or the receiver 130. Alternatively, a beeper (not shown) or a 
Voice message (not shown) could alert the user of his/her 
error. Although the kill switch 210 is preferably located so as 
to interrupt data flow to and from the transmitter 120 and the 
receiver 130, other embodiments locate the kill switch 210 in 
alternative or additional locations, such as between the pro 
cessor 110 and the user input module 140. 
0178. Further applications of a kill switch 210 and various 
types of security systems that might be included in various 
embodiments of a PID 100 are described in U.S. Pat. Nos. 
5,481,265 and 5,729,220, both to Russell, both which are 
included herein by reference in their entireties. In general, a 
kill switch 210 is a mechanism for immediately revoking 
security privileges that had been granted and terminating an 
interactive session between a PID 100 and a device exchang 
ing signals with the PID 100. The kill switch 210 is not 
required to be part of a PID 100. 
0179 Although a display device 170 is not required, it is 
preferably included as part of a PID 100. When a display 
device 170 is included, preferably it is a liquid crystal display, 
although other types of display devices are used in some 
embodiments. 
0180 Preferably, the PID 100 carries its ownpower source 
180, which most preferably includes one or more electrical 
batteries. Alternatively or additionally, for very low power 
applications, a bank of capacitors could be used. Alternatively 
or additionally, power can be fed to the PID 100 via cables, or 
in some embodiments is wirelessly beamed to the PID 100 
from some other device. 
0181 Preferably, the PID 100 is portable, meaning that the 
size and weight of the PID 100 is such that an individual can 
conveniently carry the PID 100 on his/her person. For 
example, a PID 100 preferably is sized so that when it is not 
in use, it can be conveniently carried using at least one of the 
following: a handbag, a book bag, a belt strap, a pocket, or a 
wrist strap. Preferably the PID 100 weighs less than two 
ounces (about 57 grams). Most preferably, the PID 100 
weighs less than one ounce (about 28 grams). Preferably the 
volume is the PID 100 is less than two cubic inches (about 32 
cubic centimeters). Most preferably the volume of the PID 
100 is less than one cubic inch (about 16 cubic centimeters). 
0182 Because of the sensitivity of the user identity data 
stored on the identity data module 152, preferably the identity 
data module 152 can be coupled to a self-destruct element 153 
that destroys the identity data if unauthorized access to the 
stored identity data is attempted. For instance, the PID 100 
can be built so as to render the identity data unreadable if 
identity data module 152 is probed by anyone but a qualified 
technician who follows a pre-determined sequence of actions. 
Additionally or alternatively, in some preferred embodi 
ments, protective packaging tactics can be used to protect 
some or all of identity verification module's 150 components. 
One typically used delicate electronics protection tactic is 
known as “conformal coating. In this approach, an 
extremely thin polymer or rubber-like “shrink wrap' is com 
pletely Superimposed over the electronic components to be 
protected. Attempts by any unauthorized party to gain physi 
cal access to the conformal coating-protected electronics will 
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usually result in the destruction of the coating-protected elec 
tronics. In some embodiments, the identity data module 152 
is combined with the personal data storage medium 160. In 
such embodiments, both elements are considered to be 
present, in spite of the fact that they share a single physical 
device. 

0183 Alternative embodiments include auxiliary input 
mechanisms. FIG. 2A shows a bar-code reader 220 and FIG. 
2B shows a magnetic-stripe reader 230. In both these embodi 
ments, the auxiliary input mechanisms are attached via a 
cable to the PID 100, although they may communicate with 
the PID 100 through a wireless system. In some preferred 
embodiments, such auxiliary input devices are implemented 
with microminiaturized components that simply plug into the 
PID 1 OO. 

0184. Additional auxiliary input mechanisms, such as 
radio frequency (RF) tag readers can also be incorporated. RF 
tag readers can include technology that reads RF tags and/or 
RF signatures. RF tags emit a bit stream when interrogated 
while RF signatures reflect a unique RF signature when radi 
ated with RF energy. 
0185. In some advanced versions of the PID 100, optional 
embodiments include the capacity to provide other data and 
signal outputs beyond the abovementioned outputs of trans 
mitter 120. Such embodiments can provide additional func 
tions, e.g., bar-code writer and magnetic-stripe writer out 
puts, targeted for use with auxiliary output destination 
mechanisms such as "PID-readable?writable' Smart shelf 
labels or smart product labels’ (in conjunction with PID 
initiated bar-code reader/writer functions) (not shown) and/or 
PID-readable/writable' magnetic cards (in conjunction with 
PID-initiated magnetic-stripe reader/writer functions) or 
other optional PID-initiated output target destination devices 
(not shown). 
0186. Some preferred embodiments of PIDs 100 permit 
integration of the PID with personal data assistants (com 
monly called PDAs), cellular telephones, or other mobile 
electronic devices. Preferably this is implemented by provid 
ing different adapters that permit coupling of PID 100 with 
corresponding different mobile electronic devices. Such 
arrangements would be especially beneficial in cases in 
which security-sensitive actions are to be performed using 
such mobile electronic devices. The benefit of coupling any 
such mobile electronic device with a PID 100, is providing 
additional assurances that the user of that mobile electronic 
device has provided the proper user identity data to the PID 
1OO. 

0187 Preferred embodiments of PID 100 employ at least 
one biometric as the user identity data. In these embodiments, 
a biometric input component must be used as part of the 
Verification input component, either instead of or in addi 
tion to the keypad 156 of FIG.1. The biometric input com 
ponent can vary widely, depending upon the biometric used. 
Example biometrics that might be used include: digit-prints 
(thumb- or finger-prints), Voice data, retinal data, iris data, 
and DNA data. Preferably, the biometric is a digit-print—and 
therefore—the biometric input component is a component 
that can determine a user's digit-print. Various technologies 
are available for determining a user's digit-print. For instance, 
an optical scanner can be used to optically determine the 
digit-print. More preferably, a capacitive sensor is used. 
Capacitive digit sensors and their associated circuitry and 
software are available commercially, for instance the FPS 110 
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Sensor sold by Veridicom, the FINGERTIP Sensor, sold by 
Infineon, and the FINGERLOC AF-S1, sold by Authentec 
Inc. 

0188 An example embodiment of a PID that uses a bio 
metric as the user identity data is shown in FIG.3 as a BPID 
200. Although the biometric input component 190 could sim 
ply replace the keypad 156, FIG. 3 illustrates some optional 
variations in the way the elements are arranged. For instance, 
in FIG.3, a transceiver 125 is incorporated to both receive and 
transmit signals to external devices. Rather than a single 
processor 110 as in FIG. 1, multiple processors 110 are 
included in FIG.3. In particular, the arrangement indicated in 
FIG. 3 includes a processor 110 on the left that controls the 
flow of data to and from the transceiver 125. The processor 
110 in the middle controls the flow of data to the display 170. 
The processor 110 on the right controls the flow of data to and 
from all user input devices, including the user input module 
140 (which here includes only a joystick 144 with an activa 
tion button 142) and the identity verification module 150. In 
fact, the processor 110 on the right doubles as the comparator 
154 (shown explicitly in FIG. 1) of the identity verification 
module 150. Similarly, the data storage medium 160 doubles 
as both the identity data module 152 (shown explicitly in FIG. 
1 and which stores the biometric templates when one or more 
biometrics are used) and the repository for the personal data 
and possibly for other data as well. Other embodiments 
include various rearrangements and combinations of the ele 
ments of the PID and BPID into ways most suitable for the 
intended uses of the devices. 

(0189 Preferably in a BPID, security provisions are taken 
to ensure that only a trusted party updates the biometric 
templates and their associated verified data. Typically this 
party is a verification authority, the details of which will be 
discussed later herein. However, in some embodiments, the 
biometric data are updateable without the verification author 
ity. For example, in some embodiments, a particular biomet 
ric template is updated by the current biometric sample at 
either regular or irregular intervals. This procedure allows the 
current biometric template to more accurately represent any 
minor changes in the biometric that occur over time, e.g., as 
the individual ages. Updates that occur after a specified num 
ber of accesses, wherein the specified number of accesses are 
chosen by the BPID itself in its software package and varies 
depending upon an algorithm in the BPID, inhibit someone 
from trying to alter the template by repeatedly making very 
small changes to the biometric. Not knowing when the bio 
metric template updates itself complicates any inappropriate 
alterations. In alternate embodiments, updates occur at 
irregular intervals of time, (rather than accesses); thereby 
further thwarting any attempts to inappropriately change the 
biometric template. However, embodiments of the invention 
also include those in which the biometric template is updated 
regularly and also embodiments in which the biometric tem 
plate is updated on command of the user. The level of confi 
dence in the data associated with the biometric template 
would likely be related to the manner in which the biometric 
template were updateable. 
0190. Similarly, the error rate for false positives (accept 
ing as a match samples from two different people) and false 
negatives (refusing to acknowledge as a match samples from 
the same person) in the determination of whether the biomet 
ric sample sufficiently matches the biometric template is pref 
erably set during manufacturing or registration of the BPID. 
However, some embodiments allow for user adjustments of 
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the error rates. Preferably such adjustments are only allowed 
within a range that provides acceptable confidence that the 
biometric sample is the same as the person who provided the 
biometric template. Preferred ranges for false positives are 1 
in 1,000,000 or 1 in 100,000. For some less secure applica 
tions, estimated reasonable ranges for false positives range 
from 1 in 10,000 to 1 in 1000. False positives that occur more 
frequently than 1 in 1000 are unlikely to be acceptable for 
most applications, although even higher rates of false posi 
tives might be acceptable in Some very low-security embodi 
ments. On the other hand, false negatives are largely an incon 
Venience. A low frequency of false negatives is desirable, but 
not required for most embodiments. 
0191 To maximize its usefulness, a general PID (includ 
ing a BPID) interacts with other devices. One such device is 
known as an information processor and is shown Schemati 
cally in FIG. 4. The information processor 300 includes: at 
least one processor 310, an information receiver 330 for 
receiving information from a PID, a vendor connection 340, 
and a financial intermediary connection 350. The processor 
310 can be part of a general-purpose computer that performs 
other functions as well as being part of the information pro 
cessor 300. Preferably, the information processor 300 also 
includes an information transmitter 320 for transmitting 
information to a PID. Most preferably, the information trans 
mitter 320 and the information receiver 330 are combined 
into an information transceiver (not shown). 
0.192 Preferably, the information processor 300 serves as 
abilaterally trusted intermediary between parties, most often, 
between a payer and a vendor. In some cases it serves as a 
“unit transaction processor for a single transaction only, 
while in other cases it serves as an "ongoing transactions 
processor for multiple transactions for that payer/vendor 
combination. In some embodiments it serves as a “privacy 
processor that receives pre-agreed payment transaction 
information from both the payer and the payee, and transfers 
only pre-agreed types of information to other parties. 
0193 Although not necessary, preferred embodiments of 
the information processor also include a certification reposi 
tory connection 360. The vendor connection 340, the finan 
cial intermediary connection 350, and the certification reposi 
tory connection360 are all preferably coupled to at least one 
processor 310 of the information processor 300. Preferably, 
the information processor 300 communicates wirelessly with 
the PID. Wireless or wired connections to the vendorand the 
financial intermediary are both permitted. 
0194 In its most preferred form, the information proces 
sor 300 includes wireless communication with a PID through 
either an information transmitter 320 and an information 
receiver 330 or an information transceiver (not shown). The 
most preferred embodiment also includes a certification 
repository connection 360. In this most preferred embodi 
ment, the information processor 300 is an embodiment of a 
wireless verification processor (WVP) and it operates as fol 
lows. 

(0195 In its most preferred embodiments the WVP is a 
front-end to an existing payment system. The most preferred 
WVP contains the necessary software/hardware functionality 
to: (1) communicate with one or more PIDs using a virtual 
wireless network, (2) obtain and verify the PID data stream 
with a public key located in a certification repository data 
base, (3) interact with at least one financial intermediary to 
Verify account data, and (4) interface with one or more addi 
tional verification sources, networks, databases, as well as 
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other WVP facilities or similar products. A vendor connection 
is also required so that product price and vendor account 
information is properly processed. 
(0196. The WVP exchanges data wirelessly with a PID. 
Preferably, the two-way communication employs either 
infrared or radio frequency transmissions. Preferably, the 
transmitters and receivers in the WVP and the PID will be 
designed with protocols (for example, Bluetooth) that correct 
possible data collisions and provide reliable transmissions. In 
some embodiments, the WVP communicates with only one 
PID (i.e. when a PID establishes a connection, the WVP will 
ignore other signals and requests until that particular connec 
tion and its associated transaction(s) is completed). In other 
embodiments, the WVP communicates with multiple PIDs. 
0197) In yet another series of embodiments PIDs interface 
with WVPs by means of very short-range antenna footprint 
outputs from the PID. This approach reduces the number of 
PID signals that are likely to be simultaneously received by 
the WVP, thereby avoiding signal congestion and/or WVP 
overload. 
(0198 In the most preferred embodiments, the WVP has a 
connection with a certification repository database for Veri 
fying the PID transmission of data (i.e. to prove that the user 
of the PID is registered to use the PID). Preferably, the WVP 
has a high-speed connection to obtain a public key from the 
certification repository database in which the PID is regis 
tered. In addition, preferred embodiments of a WVP obtain 
and electronically provide a financial intermediary with the 
necessary account data for account verification. After the 
financial intermediary returns a response to the WVP, the 
WVP will return a message to the PID. 
0199. Other devices can also interact with a PID. A generic 
verification processor is shown in FIG. 5. The verification 
processor 400 includes: at least one processor 410, a verifi 
cation processor receiver 430 for receiving information from 
a PID, a certification repository connection 460, and an actua 
tor connection 470. The processor 410 can be part of agen 
eral-purpose computer that performs other functions as well 
as being part of the verification processor 400. Preferably, the 
verification processor 400 also includes a verification proces 
sor transmitter 420 for transmitting information to a PID. 
Most preferably, the verification processor transmitter 420 
and the verification processor receiver 430 are combined into 
a verification processor transceiver (not shown). 
0200. If the verification processor transmitter 420 and 
receiver 430 or transceiver (not shown) communicate with a 
PID wirelessly, then the generic verification processor 400 
shown in FIG. 5 is a WVP. The WVP discussed in the context 
of FIG. 4 employs the financial intermediary connection 350 
as an actuator connection 470 (as illustrated in FIG. 5). In the 
context of this invention, the term “actuator” is used very 
broadly and the financial intermediary is considered an actua 
tor because it performs a user-initiated action, e.g., transfer 
ring money from the user account to the vendor account 
(either account possibly being located at another financial 
intermediary). 
0201 In combination with a PID, the general verification 
processor (or WVP if wireless) can be used to unlock and/or 
open access-control mechanisms and locks associated with 
entryways (e.g., doors and windows), storage devices (e.g., 
secure filing cabinets) and other systems that need protected 
entry capabilities (e.g., data centers, databases). In Such cases 
the actuators perform (either directly or indirectly) the 
unlocking and/or opening function. Actuators can also be 
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used to control entertainment systems, telephones, automated 
teller machines and computers, and many other high-account 
ability systems that depend on security to retain the faith of 
customers and vendors alike. 
0202 Before describing more applications of PIDs, veri 
fication processors, and systems comprised of these devices 
and variants thereof, preferred approaches to registering a 
PID and its user are described. 
0203 Preferably, at manufacturing time orata distribution 
outlet, each PID will be embedded with a control designation 
and private keys used for encryption. Upon purchase or order 
ing, the PID is preferably registered to the user in the physical 
presence of a verification authority (VA). The VA may be a 
financial intermediary or some other trusted party that can 
perform identity verification. In preferred embodiments, the 
data entered on a PID by a VA must be trusted by others. Any 
significant lack of trust of the data would largely negate the 
purpose of having a VA. Hence the VA has a self interest to 
ensure a certain level of accuracy of the data that it enters. 
0204. In many preferred embodiments in which PIDs are 
issued to employees for providing controlled access to secure 
locations and/or equipment (e.g., computers, cash registers, 
vaults, time card punch machines, etc.) the VA might be under 
the control of company officials (e.g., data center manager, 
treasurer's office, paymaster office, etc.) while the certifica 
tion repository database might be maintained by the company 
security office or the data center system administrator. 
(0205 To increase trust and credibility for PID users and 
vendors alike, and in most preferred PID product distribution 
models, optimally, personal documentation that provides evi 
dence of identity is required at registration. Such trust and 
credibility evidence might include (but is not limited to) pre 
sentation of a picture ID issued by a trusted party (such as a 
driver's license issued by a state and/or a passport issued by a 
country), a “social security card' (or other evidence of a 
personal control number), and/or other necessary and appro 
priate documentation satisfactory to any or all of the owners 
of applications intended for receiving PID access inputs by 
each PID user. Because so many uses and applications are 
anticipated, the extent of registration credential requirements 
will vary widely between one individual and another, and will 
depend on the number and type of security needed to satisfy 
all applications each PID owner expects to access. 
0206 Preferably, in most PID registration scenarios and 
for most applications, the VA does not maintain any of the 
personal information, except possibly what is loaded into the 
certification repository database. However, for “private sys 
tems' (usually private, internal company, and custom vertical 
market applications) it is likely that additional strictures and/ 
or control policies can be implemented, e.g., in a company 
wide system for personnel time card management, or in 
highly secure applications serving necessarily secretive and 
closed communities (e.g., intelligence agencies, some mili 
tary and government applications, Some private security com 
panies). Additional strictures may also apply for some com 
mercial in-house applications (in-store inventory and control 
systems, banks, brokerages, high-technology labs, etc.). 
0207. At registration, the user initializes the device with 
user identity data, which will become the stored identity data 
against which future comparisons are made to establish user 
identity. The VA will associate the user identity data with the 
user's identity (name, personal control number, and/or other 
form of identification) on the PID. Preferably, the PID is 
designed so that tampering with PID in an attempt to extract 
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the user identity data will result in the destruction of that data. 
Preferably, the VA does not maintain the user identity data, 
except possibly for Some private applications. Retained user 
identity data—at least in most “conventional” application 
environments—are only available only on the PID, in accor 
dance with the spirit of the invention. Again, other custom 
arrangements are possible to Suit needs of the application 
owner and implementer (particularly in private and custom 
Vertical-market applications, which are usually privately 
owned). 
0208 For a non-biometric PID, the user identity data 
might consist of a pass code, which is a sequence of symbols, 
either entered on a keypad, spoken into a microphone, or in 
some other way communicated to the PID. For the purposes 
of the invention, the pass code can be as simple as a multi 
digit PIN, or can be more complex to include a login/pass 
word combination, a pass-phrase, or some other Suitable 
security protocol. For a BPID, the user identity data is bio 
metric. Some possible biometrics that might be used are: 
digit-prints (thumb or fingerprints), Voice data, retinal data, 
iris data, and DNA data. The biometric data provided to the 
BPID in the presence of the VA becomes the biometric tem 
plate on the BPID. Preferably, multiple users can be enrolled 
to use a particular PID, unless forbidden by any intended 
application owner (usually only applicable to private sys 
tems). 
0209. In some embodiments, the VA also verifies addi 
tional personal data fields and associates this data with the 
user on the PID. Such personal data fields might include 
financial account information, Such as credit card and/or bank 
account information. Other personal data fields, such as 
address, phone number, marital status, salary, physical char 
acteristics, and medical information may also have values 
entered and associated with the user. Depending upon the 
type of information and the target application(s), different 
types of documentation might be required by the VA. By 
providing documentation to the VA to substantiate that the 
values of the personal data fields are valid, the entered per 
sonal data field values are considered verified and their values 
may be traded for discounts on purchases as described later. 
Preferably, the values of these personal data fields are main 
tained only on the PID. Preferably, the personal data fields 
that have been verified will be indicated as such on the PID. 
The certification repository database preferably includes only 
the PID identifier (preferably a unique control designation), 
the PID public key, and a list of user identifications (prefer 
ably name and/or other control number(s) pre-agreed by the 
PID owner and the VA). However, in some embodiments, 
other information is also included in the certification reposi 
tory database. For instance, in some embodiments, the certi 
fication repository database indicates whether the PID has 
access to particular financial accounts. Such private informa 
tion may be restricted so that it is not available to the general 
public. Preferably, data verified by an in-person meeting with 
aVA representative is appropriately marked in the PID with a 
digital certificate or some other notarization from the VA. 
0210. Of course much data can also be entered into a PID 
withoutgoing to a VA. For instance, the user could enter credit 
card information. The software for entering the data would 
check to ensure that the user identification (name and/or other 
secure control number(s) pre-agreed by the PID owner and 
the VA) matched that of the credit cardholder, thereby ensur 
ing at least some level of confidence in the correspondence 
between the user and the cardholders. In some embodiments, 
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any card-providing web site will be capable of securely 
downloading account data and public keys into the PID. In 
general practice, the PID will download data from a financial 
intermediary or other website or download source. The web 
site software would require the owner of the PID to fill in the 
necessary information. The web site software will also obtain 
from the PID its control designation and/or other data. 
0211 A PID can also be registered without physically 
going to a VA. However most PID users are likely to register 
in person because in-person registration decreases the chance 
of fraud and therefore increases the number of applications 
that are likely to be available to the user. In particular, certain 
high-security applications, including many vendor applica 
tions, may require in-person registration as prerequisite to 
accessing certain options. PID registration without an in 
person meeting with a VA representative would preferably 
require remote Submission of documents and a remote, but 
interactive session with a VA representative or VA-run soft 
ware. Most preferably, the interactive session would include 
real-time video so that the VA representative or the VA-run 
Software could compare the image of the individual seeking 
to register the PID with a picture ID. This would enable the 
VA to come to at least a tentative conclusion that the indi 
vidual matches the picture ID. Real-time video is especially 
preferred in the case of a BPID, where the user identity data is 
biometric. The real-time video, although not tamper-proof. 
provides the VA representative or VA-run software an oppor 
tunity to confirm that an individual that resembles the indi 
vidual on the picture ID is providing the biometric sample that 
will become the biometric template against which future bio 
metric samples will be compared. Preferably, such remote 
verification would be appropriately indicated with informa 
tion stored on the PID. Because of the greater likelihood of 
fraud with remote registration, Some vendors and other appli 
cations that desire high security may limit the user options 
when various aspects of PID registration are performed 
remotely. 
0212 Future advances in personal identification tech 
niques may provide other means in which remote verification 
of identity can be performed. Alternatively, some application 
providers may be willing to Sustain increased risk in their 
transactions (particularly in low- or no-security applications) 
hence remote verification, with or without real-time video 
may not be an important issue for them. 
0213 Systems employing PIDs can be used in many appli 
cations. For instance, FIG. 6 shows a verification system 500 
that includes a PID 100, a verification processor 400, and an 
actuator 510. In such a system, the PID 100 is only required to 
be a portable device that authenticates that a user of the device 
is privileged to use the device and is privileged to request that 
the user-initiated action be taken. After authenticating the 
user privileges, the PID transmits signals that encode: an 
identification, and an instruction that the user-initiated action 
be taken. Details of the structure of a PID 100 described above 
in connection with FIGS. 1 and 2 are not required in such a 
system. Similarly, a verification processor 400 is a device that 
receives signals from the PID and verifies that the identifica 
tion sent by the PID 100 is associated with a PID that is 
authorized to request that the user-initiated action be taken. 
Preferably, the identification is the PID control designation. 
Alternatively, in some embodiments the identification iden 
tifies the user of the PID rather than the PID itself. The user 
identity can be a name, a personal control number, or some 
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other data that identifies the user. After verification, the veri 
fication processor 400 signals the actuator 510 to perform the 
user-initiated action. 
0214. The actuator 510 is broadly interpreted to include 
any means used to accomplish the user-initiated action. For 
example, in embodiments involving the opening or unlocking 
of access-ways such as doors and windows, the actuator 510 
receives signals from the verification processor 400 and per 
forms the mechanical task of opening or unlocking the 
access-way, as desired. In other embodiments the actuator 
510 processes electrical signals. For instance, in a verification 
system that interacts with a graphical user interface, the user 
initiated action typically involves the movement of a cursor or 
the selection of an icon. The actuator 510 is the device respon 
sible for the movement of the cursor or the selection of the 
icon. In other embodiments of verification systems, the actua 
tor 510 manipulates data. For instance, in a verification sys 
tem used for conducting a financial transaction, the actuator 
510 could be a financial intermediary that is responsible for 
debiting and/or crediting accounts. 
0215 Preferably, in such a verification system, the PID is 
a BPID and therefore the device authenticates that the user of 
the device is privileged to use the device by determining that 
a biometric sample collected from the user sufficiently 
matches a biometric template that stored locally on the BPID. 
0216 Preferably, the PID and the verification processor in 
the verification system communicate wirelessly. Preferably, 
their communication is encrypted. Most preferably the 
encryption is performed using a public key/private key algo 
rithm. In Such a case, preferably the private key is stored on 
the PID and the corresponding public key is maintained in 
certification repository database. 
0217. The certification repository database is preferably 
located on an open network, although in some embodiments, 
the certification repository database is either local to the veri 
fication processor, or located on a closed network available to 
the verification processor. Preferably the certification reposi 
tory database links the public key with the identification sent 
to the verification processor by the PID. The same public key 
may be available to several identifications. For instance, the 
identity of multiple users registered to use a single PID might 
all be linked to the same public key. Also, the certification 
repository database might associate both PID control desig 
nations and user identities to the same public key. In this way, 
the proper public key could be accessed with either the user 
identity or the PID control designation. 
0218. The verification system described above can be used 
in a variety of applications. For example, various embodi 
ments expedite user requests that seek access to, and/or con 
trol of enterprise resources and enterprise transactions pro 
cessing facilities. In Such cases, the actuator is the resource to 
which access is desired, and upon verification that the user is 
privileged to access the resource, user access is permitted. A 
typical enterprise resource management environment is a 
local area network (LAN) in which users are mobile and rove. 
A roving user may have privileges to access and control only 
a few computers (e.g., in workgroups similar to his or her own 
desktop), or the roving user may have more extensive privi 
leges. 
0219. Other applications are exemplified by proprietary 
content browsing (including pay television, pay audio, pay 
entertainment, royalty-based offerings such as ASCAP or 
other proprietary music or offerings). In addition, the verifi 
cation system may be used in conjunction with automated 
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teller machines, pay telephones, information kiosks, vending 
machines, and simulated inventories. In many of these appli 
cations, the user-initiated action may be initiated by the 
movement of a cursor or the selection of an icon in a graphical 
user interface. 

0220. Further applications involve circumstances in which 
continuous (or repeated) authentication is required. Such as 
testing (including computer-based programmed instruction, 
university or scholastic testing), Voting, polling, and other 
applications where continuous or repeated authentication and 
security are required or helpful to serve all concerned. 
0221) A specific example of how the invention might work 
in the context of a financial transaction is discussed below. In 
this example, the PID is a BPID, which communicates wire 
lessly with the verification processor, which is a WVP. A 
connection to a vendor is also included in this example. 
0222. The user selects items for purchase and places them 
into a shopping cart, (which may be an electronic shopping 
cart). The vendor Sums the purchase prices and any other 
appropriate charges (e.g., shipping, handling, tax, etc.) to 
determine a purchase price. The purchase price is communi 
cated to the user either directly, or through a WVP to which 
the vendor is connected. For an online or Internet purchase, 
the WVP might be connected to the user's computer and only 
indirectly connected to the vendor. For a conventional store, 
the WVP is preferably connected to the cash register or simi 
lar equipment. The user activates his/her BPID and indicates 
a credit card account that the user wishes to use to make the 
payment. The BPID transmits an encrypted data stream of 
credit card account data (including the financial intermediary 
address), date/time stamp, and BPID control designation, and 
etc. to the WVP. The data stream is encrypted with a BPID 
private key that was assigned to the BPID either at manufac 
turing time, or upon registration. The encrypted date/time 
stamp keeps a “dynamic data stream (i.e. the same data 
stream can never be duplicated). The WVP receives the 
encrypted data stream and decrypts the data with a public key, 
which is located in a certification repository database, which 
in this example is a database that contains public keys for each 
PID. After the WVP verifies that the data came from the 
appropriate BPID user, the WVP provides the financial inter 
mediary with the necessary account data. The financial inter 
mediary is provided these data in any Suitable manner, but 
most preferably these data are packaged to match the pres 
ently used data streams for making financial payments. The 
financial intermediary is considered the actuator in this case. 
The financial intermediary takes the implied user-initiated 
action of checking the data and either approving or disapprov 
ing the requested financial transaction, depending upon the 
status of the user's account. Then an approval/disapproval 
data stream is returned to the WVP, which further relays the 
approval/disapproval message appropriately encrypted to the 
BPID and to the vendor. The user then indicates with the 
BPID go forward with the purchase. The appropriately 
encrypted message is sent to the WVP which forwards the 
message to the vendor (which is the actuator for this portion 
of the process). The vendor then completes the sale as usual. 
In some embodiments, a record of the transaction is main 
tained on the BPID. This record can later be downloaded to 
the user's choice of personal accounting system. 
0223. In applications involving financial transactions, 
multiple layers of encryption are preferred. An example of an 
embedded encryption procedure is described below. Numer 
ous alternative procedures could also be employed. 
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0224. In a preferred procedure, each account included on 
the PID will be associated with a public key provided by the 
financial intermediary that issued the account, or provided 
indirectly via a public key repository. When the user of a PID 
selects an account to use in a specific financial transaction, the 
PID appends date and time information to the account infor 
mation and encrypts the data stream with the public key 
associated with the selected account. The use of date and time 
information forces the encrypted bit pattern to be different 
every time the PID is used to make a financial transaction. The 
differing bit patterns guarantees that a signal intercepted by a 
third party cannot be simply repeated to gain access to the 
account (a.k.a. “replay attack”). 
0225. After encrypting the date, time, and account infor 
mation with the public key of the account, the PID control 
designation and the financial intermediary address (or some 
other indicator of the financial intermediary) are appended 
and encrypted with the private key associated with the PID. 
The PID control designation is then appended to the resultant 
data stream. 
0226. The embedded encrypting provides the opportunity 
for increased security and privacy. With the above encrypting 
procedure, the device that receives the data from the PID 
would first consult a table of public keys to find the public key 
associated with the PID. This public key would be used to 
decrypt the information encrypted with the PID private key. 
Decrypting this information gives the receiving device access 
to a second copy of the PID control designation. The receiv 
ing device should confirm that the two copies of the PID 
control designation match. At this point, the receiving device 
also has access to the financial intermediary address and can 
route the remaining information to the financial intermediary. 
Because this information was encrypted with the public key 
associated with the account in the indicated financial inter 
mediary, decrypting the information requires the correspond 
ing private key, which presumably is maintained by the finan 
cial intermediary. 
0227 Numerous variations to the encryption strategy can 
be used in various embodiments. In particular, hybrid 
schemes that exploit both asymmetric and symmetric algo 
rithms may provide the convenience and security of asym 
metric algorithms with the inherent speed advantage of sym 
metric algorithms. In a hybrid scheme, an asymmetric 
encryption algorithm is used to encrypt a key to a symmetric 
algorithm, which is used to encrypt the bulk of the message. 
0228. Any of the described encryption schemes may be 
used in whole or in part in combination with various aspects 
of the invention. 

0229. In addition to the general verification system 
described previously, the invention includes related systems 
specifically designed for a payer to convey a payment to a 
payee. A schematic of an embodiment of Such a system is 
illustrated in FIG. 7. The system includes a PID 100, an 
information processor 300, and a financial intermediary com 
ponent 600. In this system, the PID 100 authenticates that a 
user of the PID 100 is privileged to use the PID 100 and is 
privileged to request that a payment be charged against a 
payer account. The PID 100 then transmits signals to an 
information processor 300. These signals include the payer 
account data and the payer financial intermediary address. 
The information processor 300 receives signals from both the 
PID 100 and from the payee 610. The signals from the payee 
610 include the payee account data and the payment amount. 
The information processor 300 then forms a payee payment 
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packet that includes the payer account data, the payee account 
data, and the payment amount, and sends the payee payment 
packet to the payer financial intermediary address The finan 
cial intermediary component 600 receives the payee payment 
packet and transferS money from the payer account at the 
payer financial intermediary to the payee account at the payee 
financial intermediary. In some embodiments, the payee 610 
acts as his/her own financial intermediary, in which case, the 
transfer of funds is made directly to the payee 610. The payer 
can also act as his/her own financial intermediary, but Such an 
arrangement would not change the flow of information. 
0230 Note that the user of the PID 100 does not need to be 
the payer, but must have privileges to use the PID 100 and 
have privileges to request that a payment be charged against 
the payer account. For example, the user of the PID 100 might 
be a child of the payer. The child might have limited privileges 
to use the PID 100. For instance, some accounts might be off 
limits or might have per transaction or per month limits 
imposed. How Such limits are imposed and changed is spe 
cific to various PID embodiments. Preferably, all such infor 
mation is local to the PID 100. 
0231. In preferred embodiments the authentication that 
the user of the PID 100 is privileged is done by determining 
that a biometric sample collected from the user sufficiently 
matches a biometric template stored on the PID 100 (which in 
such a case is a BPID) and associated with the selected payer 
account data. 
0232. In preferred embodiments, the communication 
between the PID 100 and the information processor 300 is 
wireless. 
0233 Preferably, the information processor 300 verifies 
that the payer account data is valid, preferably by communi 
cating with the payer financial intermediary. 
0234 Preferred embodiments of the system further 
include a certification repository database 620. In these pre 
ferred embodiments the certification repository database 620 
includes PID control designations and registered users. The 
PID 100 transmits the PID control designation to the infor 
mation processor 300, which checks the certification reposi 
tory database 620 to verify that the PID control designation 
corresponds to a PID 100 that is registered for use by the 
payer. In a typical embodiment, the payer identity is regis 
tered in the certification repository database 620 and is asso 
ciated with the PID control designation. Preferably, the veri 
fication by the information processor 300 occurs with the use 
of a public key that is located in the certification repository 
database 620. 
0235. In an example verification process, the user is 
authenticated to the PID 100, either through a biometric, a 
pass code, or some other means. The PID 100 then obtains a 
public key from the information processor 300. The PID 100 
encrypts its PID control designation using the public key of 
the information processor 300. This information is transmit 
ted to the information processor 300, which decrypts the 
information using its private key. The information processor 
300 then consults the certification repository database 620, 
where the public key of the PID 100 that corresponds to the 
PID control designation is obtained. A challenge message is 
encrypted with the public key of the PID 100 and transmitted 
to the PID 100. The challenge message is decrypted by the 
PID 100, then re-encrypted using the public key of the infor 
mation processor 300, then transmitted back to information 
processor 300. The information processor 300 decrypts the 
challenge message using its private key. If the challenge mes 
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sage matches the challenge message that it originally sent, 
then the PID 100 is verified as having the proper private key 
that corresponds with the PID control designation originally 
sent to the information processor. Variations to Such public 
key/private key verifications known to those skilled in the art 
are included within the meaning of verifications using public 
keys. Verification that a user identity is associated with a 
particular PID control designation in the certification reposi 
tory database 620 is preferably done simultaneously with the 
previously described checks. However, various embodiments 
may verify that the user is registered to use the PID 100 either 
before or after the PID control designation is checked. 
0236. A related system involves a simulated inventory 
system, as shown schematically in FIG. 8. As used here, a 
simulated inventory is visual representation of a catalog, 
index, directory, or other content. Referring to FIG. 8, a 
simulated inventory system 650 comprises a simulated inven 
tory display 670, a simulated inventory controller 660 that 
controls the interaction of at least one cursor with at least one 
icon on the simulated inventory display 670, and a PID 100. 
0237 Preferably the simulated inventory takes the form of 
either a two-dimensional or three-dimensional graphical user 
interface that is displayed on the simulated inventory display 
670. Three-dimensional graphical user interfaces can be pro 
duced with perspective on a surface (either flat or curved) or 
(in advanced, premium applications) through the use of holo 
graphic images. The use of the phrase "on the simulated 
inventory display 670 is intended to include both projections 
onto a surface and holographic projections, in which the 
preposition “in” would be more appropriate. 
0238. The term “cursor is used here to mean an easily 
recognizable indicator of the user's position in the simulated 
inventory. In this application, the cursor, (or an avatar in 
embodiments in which an avatar is used as the cursor), is 
displayed on the simulated inventory display 670, allowing 
the PID user to manipulate product images and icons. 
0239. In simulated inventory systems 650, the PID 100 is 
a portable device that authenticates that a user of the device is 
privileged to use the device. In addition, the PID 100 in these 
systems includes some of the elements shown in FIGS. 1 and 
3 and previously discussed. In particular, in simulated inven 
tory systems, the PID includes a transmitter 120, a user input 
module 140 that receives inputs from the user, and a processor 
110 that receives the inputs and provides corresponding sig 
nals to the transmitter 120. The signals sent by the transmitter 
120 are received and processed by the simulated inventory 
controller 660, which then updates the image on the simulated 
inventory display 670. 
0240 A positional sensor 149 (shown in FIG. 1) is par 

ticularly useful for manipulating a cursor through a three 
dimensional simulated inventory. The orientation of the PID 
100 can then be used as an additional user input to guide 
movement of the cursor. 
0241 Unless required by the simulated inventory control 
ler 660, the real identity of entity controlling any particular 
cursor need not be revealed. 
0242. The simulated inventory display 670 is preferably 
individualized for each PID 100 that is part of the system. 
These embodiments require at least one simulated inventory 
display 670 for each PID 100. Alternate embodiments employ 
fewer simulated inventory displays 670 and include individu 
alized cursors for each PID. Such systems might be used in a 
hybrid physical-simulated shopping environment. Customers 
would physically gather at one or more locations that include 
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a simulated inventory display 670. At these locations, the 
customers could enter the simulated inventory system 650 
and search for and perhaps purchase the desired goods and/or 
services. The goods and/or services could then be immedi 
ately retrieved, rather than requiring shipping. 
0243 The apparatuses and systems described above facili 
tate new methods for conducting transactions. However, 
unless the methods described below specifically state that one 
or more embodiments of the above-described apparatuses 
and/or systems are necessary, the methods are not required to 
include the above-described apparatuses and/or systems. 
0244 One new method is a method for discounting a 
deliverable that has a price. In an embodiment of the inven 
tion, a party receives from the customera value for at least one 
prescribed personal data field. The value of the at least one 
prescribed personal data field is certified as corresponding to 
the customer. Finally, the price of the deliverable is reduced 
by a prescribed discount. The prescribed discount is indepen 
dent of the value of the prescribed personal data field. The 
discount depends only on the fact that the customer has pro 
vided a value for the prescribed data field. 
0245 Preferably, a PID is used for certifying that the per 
sonal data field corresponds to the customer. Most preferably, 
documentation is provided to the VA during PID registration 
that indicates the values of various personal data fields. The 
VA has software and hardware that associates these values of 
the personal data fields with the appropriate registrant of the 
PID. When a PID authenticates the identity of a customeras 
a particular registrant of the PID, the values of the personal 
data fields associated with that registrant are considered to be 
certified. Although certification through the use of a PID is 
preferred, any other suitable means may be used to certify that 
the personal data field corresponds to the customer. 
0246. In some embodiments, the certifying step for this 
method includes collecting a biometric sample from the cus 
tomer and authenticating that the collected biometric sample 
Sufficiently matches a biometric template associated with a 
verified set of personal data field values. Although not neces 
sary, these embodiments are preferably facilitated with the 
use of BPID. In the case of a BPID, the original biometric 
template is provided to the BPID in the presence of the VA. 
Thereupon the VA associates the registrant identity and any 
documented personal data field values with the biometric 
template. The particular biometric template used is not criti 
cal. Various embodiments employ digit-prints, handprints 
(evaluation of hand geometry), Voice data, retinal data, iris 
data, and DNA data. In preferred embodiments, security pro 
visions in the BPID prevent the biometric template from 
being altered except through the hardware and Software pro 
vided to the VA. However, other embodiments allow the bio 
metric template to be updateable, either at intervals chosen by 
the BPID hardware and/or software, or by the user of the 
BPID. 

0247. Non-biometric methods for certifying that the val 
ues of personal data fields correspond to the customer are also 
possible. For instance, in Some embodiments a handwriting 
sample is collected from the customer. If the collected hand 
writing sample Sufficiently matches a stored handwriting 
sample associated with a verified set of personal data field 
values, then the values of the personal data fields are certified. 
Ifa PID is used, a similar registration process to that used with 
the biometric template can be used to ensure that the personal 
data field values are verified and that the stored handwriting 
sample corresponds to them. However, in this case, rather 
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than providing a biometric template, a handwriting sample is 
provided. Some embodiments of PIDs are equipped with 
handwriting input and analysis hardware and Software to 
automatically authenticate a user's handwriting. Similarly, in 
various embodiments, a pass code is used to authenticate the 
identity of a user. Although the use of a PID is preferred, its 
use is not required. 
0248. To arrive at the appropriate discount for the deliver 
able, Some embodiments of the method prescribe a negotia 
tion. The negotiation may be between the customer and the 
Vendor, the customer and the manufacturer, or the customer 
and some other party. The negotiation is defined as a commu 
nication or set of communications that seek to determine an 
acceptable discount that will be granted in exchange for Val 
ues of selected personal data fields. As an example, a vendor 
might desire the customer's name, address, and phone num 
ber in exchange for the grant of a discount of X. The customer 
might be willing to provide name and address information, 
but not the phone number. The negotiation will attempt to find 
Some set of personal data fields that are worth some discount 
to both the vendor and the customer. In the example given 
above, the vendor might agree to accept the customer's name, 
address, and email address in exchange for a discount Y that 
is somewhat less than X. 

0249. In preferred embodiments, the determination of 
which prescribed personal data fields the customer will pro 
vide with values and the prescribed discount that the customer 
will receive, are the result of an optimization algorithm based 
upon constraints and cost functions that are specified by the 
customer and the discounter. Constraints are conditions that 
are not to be violated. For instance, in the prior example the 
customer was willing to provide a value for the customer's 
email address, but not for the customer's telephone number. 
The refusal of the customer to provide a telephone number is 
a constraint. Cost functions are mathematical descriptions of 
penalties associated with a non-optimal result. 
0250 In simple examples, cost functions are just numeri 
cal values that are associated with various possible outcomes. 
For example, in the prior example, the vendor optimally 
desired the customer's name, address, and telephone number. 
A Zero value of the vendor's cost function would be associ 
ated with this outcome. However, the vendor was willing to 
accept the customer's email address in place of the customer's 
telephone number if the discount was modified from X to a 
smaller value ofY. In spite of providing a smaller discount, the 
vendor is not as pleased with this outcome as he/she would 
have been had the customer agreed to provide the customer's 
telephone number. Hence the cost function is nonzero, in this 
example, letus assign the vendor's cost function to be 1 to this 
situation. In this example, assume that the Vendor would also 
have accepted the customers name and address in return for a 
much smaller discount, Z. This outcome was less optimal to 
the vendor and the vendor's cost function was 3. The cus 
tomer will also have a set of cost functions. For instance, a 
value of 1 might be assigned to the trade of the customer's 
name and address for a discount of Z. A value of 2 might be 
assigned to the trade of the customer's name, address, and 
email address in exchange for a discount of Y. The customer 
constraint prohibits any consideration of releasing the cus 
tomer's telephone number. An optimization algorithm would 
determine the least costly outcome consistent with the con 
straints. In this case, the Sum of the customer's cost function 
and the vendor's cost function is 4 if the customer provides 
only name and address values in exchange for a discount of Z. 
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On the other hand, the sum of the cost functions is 3 if the 
customer provides a name, address, and email address in 
exchange for a discount of Y. The latter option minimizes the 
cost functions while still complying with the constraints; 
hence it is the optimal outcome of this example. 
0251. In the above example, integer values were assigned 
to the individual outcomes. In general, the value of the cost 
functions for different outcomes will be non-integers. Also in 
the above example the customer's cost function was specified 
at the precise discounts specified by the vendor's cost func 
tion. In general, interpolation will be required to determine 
the appropriate values of the cost function. For instance, both 
the vendor and the customer might specify cost function 
values for a range of discounts for the same prescribed per 
Sonal data fields. Discounts outside of the specified range 
could optionally have their cost function either extrapolated 
or set to Some preset value. 
0252 Although the method requires that the value of at 
least one prescribed personal data field is certified as corre 
sponding to the customer, not all personal data fields used in 
the optimization scheme need to be certified. Typically, per 
Sonal data fields that relate to personal preferences and/or 
hobbies are difficult to document and therefore would likely 
be non-certified. In addition, Some individuals may not wish 
to go to the trouble of having a VA certify a new address or 
phone number, hence their entries in those personal data fields 
would not be certified. Non-certified personal data fields are 
likely to be less valuable to the discounter, but may nonethe 
less have significant value. The importance of whether a 
particular personal data field is certified or not is specified by 
assigning a separate cost function and/or separate discount to 
either case. 
0253) Whether the value of a particular personal data field 

is restricted to use by the discounter or can be sold or trans 
ferred to another entity also enters into the optimization pro 
cess. Different discounts and/or cost functions can be 
assigned to personal data fields depending upon whether or 
not the information is restricted to the discounter. In preferred 
embodiments, all transferred information is restricted to the 
discounter, but such a restriction is not required. 
0254. When a PID is used to facilitate this method of 
discounting, preferably the cost functions are set during 
enrollment of the PID. A set of default cost functions are 
optionally made available for those PID users not wishing 
become involved in the details of setting their own. In most 
embodiments, the cost functions may be changed or set at 
some later time without the involvement of a VA. 
0255. A benefit function can be interpreted as an inverse 
cost function. The benefit function describes how satisfied the 
entity is with any appropriate outcome. An optimization algo 
rithm would seek to maximize benefit functions. A preferred 
embodiment of the method employing benefit functions is 
illustrated in the schematic of FIG. 9 and is described below. 
0256 In these preferred embodiments, the customer 
specifies a customer benefit function (CBF) 712 that relates 
how satisfied the customer would be to receive a specified 
discount in return for the value of a specified personal data 
field. The customer also specifies any customer non-nego 
tiable constraints 714 on individual personal data fields or 
combinations of personal data fields. For instance, the cus 
tomer might be willing to provide either a telephone number 
or an address, but not both. 
0257 Similarly, the discounter specifies a discounter ben 

efit function (DBF) 722 that relates how satisfied the dis 
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counter would be to provide a specified discount in return for 
the value of a specified personal data field. The discounter 
also specifies any discounter non-negotiable constraints 724 
on individual personal data fields or combinations of personal 
data fields. For instance, the discounter might insist on receiv 
ing both a telephone number and an address. In these embodi 
ments, the customer also needs to specify a customer benefit 
function normalization value (CBFNV) 716. The CBFNV 
normalizes the customer benefit function. In preferred 
embodiments, the CBFNV is related to some minimum non 
Zero value of the customer benefit function that the customer 
considers satisfactory. Although not required, in some 
embodiments, this minimum value of the customer benefit 
function is explicitly imposed as a non-negotiable constraint. 
0258 Similarly, the discounter specifies a discounter ben 

efit function normalization value (DBFNV) 726. In preferred 
embodiments, the DBFNV is related to some minimum non 
Zero value of the discounter benefit function that the dis 
counter considers satisfactory. Although not required, in 
Some embodiments, this minimum value of the discounter 
benefit function is explicitly imposed as a non-negotiable 
constraint. 
0259. In preferred embodiments the CBFNV and the 
DBFNV correspond to minimum values of their respective 
benefit functions that are satisfactory to the customer and the 
discounter respectively. In Such embodiments, the ratios 
CBF/CBFNV and DBF/DBFNV can be directly compared 
because both represent a level of satisfaction that is normal 
ized with a minimum level of satisfaction acceptable to the 
respective parties. In the most preferred embodiments, the 
minimum acceptable values are imposed as non-negotiable 
constraints. By imposing the minimum acceptable values as 
non-negotiable constraints, the ability of both the customer 
and the discounter to manipulate numbers in their favor by 
choosing an artificially low customer or discounter benefit 
function normalization value is reduced. In Such embodi 
ments, setting an artificially low value may result in actually 
obtaining an outcome that corresponds to that artificially low 
benefit function value. Imposing a greater minimum value 
eliminates the possibility of considering outcomes with lower 
values of the respective benefit functions. 
0260. If any of the non-negotiable constraints are not met, 
no discount is provided and the customer is not obligated to 
provide values for any personal data fields. Similarly, if either 
the customer benefit function or the discounter benefit func 
tion is less than the specified minimum value acceptable, no 
discount is provided and the customer is not obligated to 
provide values for any personal data fields. 
0261 Although benefit functions may be established in 
any way acceptable to both the customer and the discounter, 
preferred embodiments are described below. 
0262. In the preferred embodiments, to establish benefit 
functions, benefit values are chosen for various outcomes. 
Outcomes not explicitly specified are constructed from the 
specified benefit values. 
0263. As an example, consider the benefit values assigned 
by a customer in Table 1. Four personal data fields, labeled 
1-4 are used. Discounts may be specified as either absolute 
amounts or percent of purchase price. In this example, the 
preferred practice of specifying the discounts in terms of 
percent of the purchase price is used. The table specifies the 
customer benefit value assigned to outcomes in which dis 
counts range from 1% to 4%. The fifth and sixth columns 
provide benefit assignments for combinations of personal 
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data fields. In preferred embodiments, when combination 
fields are provided, the combination field including the great 
est number of fields takes precedence over sums of individual 
fields and/or combination fields with fewer fields. 
0264. The customer benefit function is the sum of the 
benefit values for any particular outcome. Interpolation is 
used to establish the customer benefit for cases between those 
specified. Depending upon customer preference, extrapola 
tion, or a default value is used for cases out of the range of the 
table. Because different ways of arranging a combination of 
fields to achieve a specified discount exist, a procedure for 
choosing which combination to use must be established. In 
preferred embodiments, the combination that gives the maxi 
mum Sum of the customer benefit values is chosen, and the 
sum is the customer benefit function. However, other embodi 
ments choose the combination that produces the minimum 
Sum. Still other embodiments choose an average of the pos 
sible sums to be the customer benefit function. 
0265. To better understand how the table is used in prac 

tice, consider a possible outcome in which the values of 
personal data fields 1 and 2 are traded for a discount of 5%. 
Because the combination of fields 1 and 2 is not separately 
provided, the customer benefit function is determined by 
evaluating the possible ways in which fields 1 and 2 can be 
combined for a 5% discount. In this example, the maximum 
of the sum of the benefit values of the different combinations 
in which fields 1 and 2 can be combined will be chosen for 
determining the customer benefit function. A 1% discount for 
field 1 (customer benefit value of 1) and a 4% discount for 
field 2 (customer benefit value of 4) result in a total of a 5% 
discount and give a sum of 5 (1+4). We can also consider a 2% 
discount for field 1 (customer benefit value of 1) and a 3% 
discount for field 2 (customer benefit value of 3), resulting in 
a Sum of 4. Because 4 is less than 5, the maximum sum is still 
5. All the other combinations also give sums of 4, therefore 
the maximum remains 5 and the customer benefit function is 
5 

0266 Now consider a case in case in which fields 1 and 3 
are desired for a total discount of 3%. Because the combina 
tion of fields 1 and 3 is specified in the table, the customer 
benefit function is simply read from the table as 2. 
0267 Finally consider a case in which fields 1,3 and 4 are 
desired in exchange for a discount of 5%. Because the com 
bination field 1 and 3 is specified, the customer benefit func 
tion is evaluated by considering different ways in which the 1 
and 3 column can be combined with the field 4 column to 
provide a total discount of 5%. By searching for the maxi 
mum, a customer benefit function of 4 is found. Although this 
particular table does not include a column for the combina 
tion field 1 and 4, if such a column was provided, the deter 
mination of the customer benefit would also need to consider 
ways in which the combination field 1 and 4 could be com 
bined with field 3. In this example, the maximum overall the 
combinations becomes the customer benefit function. How 
ever, if fields 1-4 were desired for 5% discount, only combi 
nations of the combined 1, 2, and 3 fields (rightmost column) 
with field 2 would be considered because precedence is given 
to combination fields that include the most fields. 
0268. In practice, the customer may choose default cus 
tomer benefit function values. 

0269 Clearly discounter benefit functions can be deter 
mined similarly using a table specified by the discounter. 
0270. The optimization algorithm may bias the optimiza 
tion with the use of a customer biasing factor (CB) and a 
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discounter biasing factor (DB). Preferably CB-DB=1, which 
is equivalent to not using either biasing factor. If CB>DB, 
then the optimization algorithm favors the customer. If 
CB<DB, then the optimization algorithm favors the dis 
COunter. 
0271 The optimization algorithm determines which per 
sonal data fields are prescribed and what the prescribed dis 
count is by maximizing the Sum of the product of the cus 
tomer biasing factor with the ratio of the customer benefit 
function to the customer benefit function normalization value 
and the product of the discounter biasing factor with the ratio 
of the discounter benefit function to discounter benefit func 
tion normalization value, Subject to any customer non-nego 
tiable constraints, and any discounter non-negotiable con 
straints. 
0272. As shown with reference numeral 720 in FIG. 9, 
mathematically, the optimization algorithm maximizes: 

0273 without violating any of the non-negotiable con 
straints imposed by the either the customer or the discounter, 
respectively. If no outcome satisfies the constraints, no dis 
count is provided and the customer does not need to provide 
values for personal data fields. 

TABLE 1. 

Field 

Discount 1 2 3 4 1 & 3 1, 2, & 3 

196 1 1 1 1 O O 
296 1 2 1 2 1 1 
3% 2 3 1 2 2 
4% 3 4 2 3 3 2 

0274 The entire process circumscribed by the outer box 
710 of FIG. 9 provides a preferred method of determining 
what are the prescribed personal data fields and what pre 
scribed discount will be provided in return for the values of 
those fields. After the prescribed personal data fields are 
determined, the discounter receives values for those pre 
scribed personal data fields 730. The value of a personal data 
field is certified as corresponding to the customer 740 and the 
price of the deliverable is reduced by the prescribed discount 
T50. 

0275 Other embodiments of the invention include meth 
ods by which a payer conveys a payment to a payee. In various 
embodiments of Such methods payer payment information 
includes: a payer financial intermediary address correspond 
ing to an appropriate payer financial intermediary, payer 
account data that specifies a payer account from which pay 
ment is to be made, and a PID control designation. In this 
context the PID control designation is an identifying 
sequence of data given to a PID and in this context a PID is a 
portable device that authenticates that a user of the device is 
privileged to make a payment from the payer account speci 
fied in the payer account data. Other aspects of PIDs 
described earlier are not necessary in this context. 
0276. As shown in FIG. 10, various embodiments of these 
methods include the steps of receiving payer payment infor 
mation from the payer 810, confirming that the PID control 
designation corresponds to the PID that has been registered in 
the name of the payer and is privileged to access the payer 
account 820, forming a payee payment packet 830, sending 
the payee payment packet to the payer financial intermediary 
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address 840, and accepting payment from the payer financial 
intermediary 850. In this context, the payee payment packet 
includes the payer account data, payee account data, and a 
payment amount. Although not required in all embodiments, 
the steps of FIG. 10 are performable solely by the payee. 
0277. In various embodiments, the payee takes the role of 
both the payee and the payee financial intermediary. 
0278. In some embodiments the step of sending the payee 
payment packet to the payer financial intermediary address 
840 is performed via the payee financial intermediary, as 
indicated by the dashed lines leading to and from step 835. 
These embodiments follow more closely current credit-card 
practice in which the payee (typically a vendor) sends data to 
the payee financial intermediary and the payee financial inter 
mediary forwards information to the payer financial interme 
diary. 
0279 Various embodiments of this method for conveying 
a payment include the step of debiting the payer account by 
the payment amount plus a payer Surcharge. The payer Sur 
charge may be a sum of Surcharges assessed by multiple 
entities. In preferred embodiments the payer Surcharge is 
Zero. In preferred embodiments, the step of accepting pay 
ment from the payer financial intermediary occurs when the 
payee account is credited by the payment amount minus a 
payee Surcharge. Although the payee Surcharge may be Zero, 
it is nonzero in most preferred embodiments. The payee Sur 
charge may be the sum of Surcharges assessed by multiple 
entities. In particular, the multiple entities that assess Sur 
charges in preferred embodiments include the payee financial 
intermediary, the payer financial intermediary, and a credit 
card company. In other embodiments different entities may 
assess Surcharges. 
0280. In preferred embodiments, the step of confirming 
that the PID control designation corresponds to the PID reg 
istered in the name of the payer and is privileged to access the 
payer account 820 is performed by consulting a certification 
repository database. In these embodiments the certification 
repository database includes information as to whether or not 
the PID is allowed to access particular accounts. However, 
this information may be restricted, for instance to particular 
Vendors or financial intermediaries. In some embodiments, 
the payer financial intermediary maintains the certification 
repository database. In some embodiments different data 
bases are consulted for confirming that the PID has been 
registered to the payer and that the payer is privileged to 
access the payer account. 
0281. In preferred embodiments, the payer account data is 
encrypted. Encryption reduces the chance that confidential 
payer account data can be used by an unauthorized or an 
unintended party. In many preferred embodiments most (if 
not all) data transfers are encrypted, not just those containing 
account data. Encrypting the payer account data, allows the 
payer account data to be handled by the payee without pro 
viding the payee with access to the payer account data. Pre 
venting the payee from having access to the payer account 
data is important in many embodiments. 
0282. The most preferred embodiments employ a BPID 
(biometric personal identifying device) rather than a non 
biometric PID. In these embodiments, the PID authenticates 
that the user of the device is privileged to make a payment 
from the payer account by determining that a biometric 
sample collected from the user sufficiently matches a biomet 
ric template associated with the payer account data, and 
wherein the biometric template is stored locally on the PID. 
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To reduce the possibility of fraud, preferably the biometric 
sample collected from the user is collected within a preset 
time period, prior to payer payment information reception by 
any payee. Without such a “time-out” period, unauthorized 
transactions could be made by others after the BPID had 
authenticated a particular user. 
0283. The particular biometric that is used to authenticate 
the user differs with different embodiments. For instance, in 
various embodiments the biometric sample can be one or 
more biometrics, including a digit-print, a handprint, Voice 
data, retinal data, or DNA data. Other embodiments employ 
combinations of various biometrics. 
0284 Preferably, a VA (verification authority) had associ 
ated the payer account data with the biometric template on the 
PID. This would typically be done at registration or at some 
later time. Because the VA has a self interest in providing 
trusted service, the VA preferably requires documentation 
that the payer account data should be accessible by the pro 
vider of the biometric template before the VA associates the 
payer account data with the biometric template on the PID. 
The use of a VA adds confidence to the Veracity of the asso 
ciation between the biometric template and the payer account 
data. In preferred embodiments, security provisions in the 
PID allow only the VA can change the association of data on 
the PID. In other words, any data associated with a particular 
biometric template, is only changeable by a VA. In some 
embodiments, the biometric template is updateable, either by 
the VA or through some other trusted security administrator or 
system administrator means. 
0285. In various embodiments of the method, an addi 
tional step is included that confirms that the payer account has 
sufficient solvency to be debited by the payment amount. 
Preferably, this confirmation is performed by the payer finan 
cial intermediary. 
0286 A similar set of embodiments by which a payer 
conveys a payment to a payee, includes the steps of receiving 
payer payment information from a payer 810, forming a 
payee payment packet 830, sending the payee payment 
packet to the payer financial intermediary address 840, and 
accepting payment from the payer financial intermediary 
850. In this set of embodiments, the payee payment packet 
includes the PID control designation, the payer account data, 
the payee account data, and a payment amount. Because the 
PID control designation is included in the payee payment 
packet, the step of confirming that the PID control designa 
tion corresponds to a PID that has been registered in the name 
of the payer, and is privileged to access the payer account 820, 
can be accomplished by Some party that receives the payee 
payment packet. Additional embodiments corresponding to 
those described for the prior method by which a payer con 
veys a payment to a payee are applicable here. 
0287 FIG. 11 illustrates another related set of embodi 
ments in which a payer conveys a payment to a payee. This set 
of embodiments includes the steps of receiving a payee pay 
ment packet 910 and debiting the payer account by the pay 
ment amount plus a payer surcharge 920. In this set of 
embodiments the payee payment packet includes payee 
account data, a payment amount, payer account data, and a 
PID control designation. In the context of these embodi 
ments, the PID control designation is an identifying sequence 
of data given to a PID and a PID is a portable device that 
authenticates that a user of the device is privileged to make a 
payment from the payer account specified in the payer 
account data. Although not mandatory, these steps may be 
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performed solely by a financial intermediary. Inclusion of the 
PID control designation in the payee payment packet distin 
guishes this set of embodiments from more conventional 
methods of conveying a payment. As in embodiments dis 
cussed earlier, the payer Surcharge may be Zero. 
0288 Additional embodiments further include the step of 
transferring to the payee account the payment amount minus 
a payee Surcharge. The payee Surcharge may be Zero, or it 
may be a sum of Surcharges assessed by various entities. 
0289 Transferring the PID control designation as part of 
the payee payment packet facilitates confirming that the PID 
control designation corresponds to the PID that has been 
registered in the name of the payer and is privileged to access 
the payer account in Some embodiments. 
0290. In preferred embodiments, the PID authenticates 
that the user of the device is privileged to make a payment 
from the payer account by determining that a biometric 
sample collected from the user sufficiently matches a biomet 
ric template associated with the payer account data. As in 
other cases described above, the biometric template is stored 
locally on the PID. 
0291 Another embodiment of the invention employs the 
transfer of a bearer financial instrument to convey a payment. 
Preferably, the bearer financial instrument (in most cases) is 
Some form of a secure, private electronic certificate. 
0292. In some preferred embodiments, the bearer financial 
instrument takes the form of electronic script, as described in 
U.S. Pat. No. 6,122,625 to Rosen, which is included herein by 
reference in its entirety. In other preferred embodiments, the 
bearer financial instrument takes the form of digital bearer 
cash, a model for which is described by Hetting a ("A Market 
Model for Digital Bearer Instrument Underwriting.”<www. 
philodox.com/modelaper.html>, revised on Sep. 8, 1998), 
which is included herein by reference in its entirety. The 
particular form of the bearer financial instrument is not criti 
cal to its use in the invention. However, preferred forms of 
bearer financial instruments to be used with the invention can 
be transferred between parties without the direct involvement 
of a financial intermediary. 
0293. In such a method for conveying a payment, a PID 
authenticates the identity of the payer. In this method, the PID 
is required only to be a portable device that authenticates that 
a user of the device is privileged to use the device and has 
transference privileges to a bearer financial instrument stored 
on the PID. Thebearer financial instrument is then transferred 
to the payee, preferably by electronic means. Authentication 
of the payer is preferably accomplished by determining that a 
biometric sample collected from the user of the PID suffi 
ciently matches a biometric template associated with trans 
ference privileges of the bearer financial instrument. 
0294. Other embodiments of the invention relate to meth 
ods for a customer to make a purchase from a vendor. As 
shown in FIG. 12, these embodiments include a number of 
steps. A PID authenticates the customer identity 1040. In this 
contexta PID is a portable device that authenticates that a user 
of the device is privileged to use the device and is privileged 
to request that a payment be charged to a customer account at 
a customer financial intermediary. Preferably after authenti 
cating the customer identity, the PID transfers customer 
account data and a customer financial intermediary address to 
an information processor, which is a component that receives 
signals from both the customer and the vendor 1050. The 
Vendor transfers vendor account data and a payment amount 
to the information processor 1060. A vendor payment packet 



US 2008/03 19872 A1 

is formed 1070. The vendor payment packet includes the 
customer account data, the vendor account data, and the pay 
ment amount. Preferably after being formed, the vendor pay 
ment packet is sent to the customer financial intermediary 
address 1090. As with the other related processes previously 
described, the data sent to the customerfinancial intermediary 
address need not be sent there directly, but may be sent there 
via another entity. Such an embodiment is shown with the 
dashed lines in which the vendorpayment packet is sent to the 
vendor financial intermediary 1080, which then sends the 
Vendor payment packet to the customer financial intermedi 
ary 1090. The customer account at the customer financial 
intermediary is debited by the payment amount plus a cus 
tomer surcharge 1100, and the vendor account at the vendor 
financial intermediary is credited by the payment amount 
minus a vendor surcharge 1110. In some embodiments the 
customer and/or vendor Surcharges are Zero. 
0295 Preferably the PID authenticates the customer iden 

tity by determining that a biometric sample collected from the 
customer Sufficiently matches a biometric template associ 
ated with the customer account data. 

0296 Various embodiments of the methods for a customer 
to make a purchase from a vendor also include the optional 
steps indicated by dashed lines at the top of FIG. 12. These 
steps include selecting items for purchase 1010, adding the 
selected items to an electronic shopping cart 1020, and deter 
mining the payment amount for the selected items in the 
electronic shopping cart 1030. In some embodiments the step 
of selecting items for purchase is performed via a graphical 
user interface. In preferred embodiments, the graphical user 
interface is a simulated retail store. The simulated retail store 
may be rendered either as a two-dimensional layout or may 
use perspective to render the simulated retail store in three 
dimensions. In some preferred embodiments a holographic 
graphical user interface is used to facilitate the selecting of 
items for purchase. In embodiments that employ a graphical 
user interface, the electronic shopping cart may be main 
tained either on the PID until checkout or by the vendor. In 
preferred embodiments a record of the transaction is main 
tained on the PID for later download to the customer's choice 
of personal accounting software. 
0297. In some embodiments, the customer physically 
moves through a store and selects items to be added to the 
electronic shopping cart. In preferred embodiments the 
physical items are retrieved from a storage facility at check 
out, i.e. when the customer has completed shopping and is 
ready to finalize the purchases. In some embodiments, the 
electronic shopping cart is maintained on the PID and is 
transferred to the information processor at checkout. In other 
embodiments the electronic shopping cart is maintained by 
the vendor. In these embodiments the items are selected for 
purchase by sending a signal containing a customer identifier 
from the PID to a vendor electronic shopping cart processor. 
The electronic shopping cart processor maintains an elec 
tronic shopping cart for each customer identifier. This infor 
mation is provided to the information processor at checkout. 
In preferred embodiments the customer identifier is the PID 
designator. Other embodiments use the customer name, or a 
customer-chosen identifier to be the customer identifier. Still 
other embodiments use a vendor assigned identifier as the 
customer identifier. In some embodiments, electronic shop 
ping carts associated with multiple PIDs are merged at check 
out. Such embodiments are useful when families with mul 
tiple PIDS go shopping. Merging their individual shopping 
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carts at checkout can facilitate gathering and loading the 
merchandise as well as consolidating the finances. 
0298 To select items for purchase in a physical environ 
ment, the customer may enter a code for each selected item 
into the customer's PID. However, such embodiments are 
tedious and error prone. To facilitate the selection of items in 
a physical environment preferred embodiments use an item 
designator. An item designator is a general device that per 
ceives a code on a selected item and transfers that code to the 
PID. For instance a bar-code reader that reads a bar code on a 
selected item and transfers that code to the PID is an item 
designator. A magnetic-stripe reader that reads a magnetic 
stripe on a selected item and transfers that code to the PID is 
another example of an item designator. A RF tag reader is yet 
another example of an item designator. As the customer 
meanders through the physical environment, he/she selects 
items for purchase by using the item designator to rapidly 
transfer the code for that item to the PID. 

0299 FIG. 13 shows another set of embodiments of the 
invention. The embodiments in FIG. 13 involve methods for 
a customer to conduct a transaction. The methods include the 
steps of authenticating the customer identity to a PID 1240, 
sending customer account data to a receiver 1250, and receiv 
ing acknowledgment that the transaction was approved 1260. 
In this context the PID is a portable device that authenticates 
that a user of the device is privileged to use the device and is 
privileged to request that a payment be charged to a customer 
account at a customer financial intermediary. Preferably the 
PID authenticates the customer identity by determining that a 
biometric sample collected from the user of the personal 
identifying device sufficiently matches a biometric template 
associated with the customer account data. Most preferably 
the biometric sample is a digit-print. 
0300. The dashed lines connecting the steps on the top of 
FIG. 13 show steps that may be added to obtain additional 
embodiments of methods for a customer to conduct a trans 
action. These steps include the steps of selecting items for 
purchase 1210, adding the selected items for purchase to an 
electronic shopping cart 1220, and determining the payment 
amount for the selected items in the electronic shopping cart 
1230. In some embodiments the electronic shopping cart is 
maintained on the PID, while in other embodiments, the 
electronic shopping cart is maintained elsewhere. Items may 
be selected through the use of a graphical user interface. 
0301 FIG. 14 illustrates embodiments of the invention 
that include methods for interacting with a simulated inven 
tory. As used here, a simulated inventory is visual represen 
tation of a catalog, index, directory, or other content. These 
methods use a PID to authenticate a user 1340. As used here, 
a PID is a portable device that authenticates that the user of the 
device is privileged to use the device. In addition, the PID 
used in these methods for interacting with a simulated inven 
tory includes a user input module that receives inputs from the 
user. The inputs from the user to the PID are used to generate 
signals that allow the user to travel through the simulated 
inventory 1350. Travel is used here to mean the movement of 
a cursor in the simulated inventory. Icons in the graphical user 
interface represent items in the inventory. In various embodi 
ments, the icons are color, shape, or texture coded to visually 
indicate cataloging or other details of the item represented by 
an icon. Although in Some embodiments, accurate graphical 
renditions of the items represented by various icons are used, 
in other embodiments more meaningful information can be 
conveyed through symbolic renditions on the icons. In 
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embodiments in which the simulated inventory is accessed 
over a network, the bandwidth required can be reduced by 
preloading icons and other resource-intensive objects onto 
the local computer. This can be performed either as an initial 
download, or preferably by providing these objects on a com 
pact disk or other storage medium. With the resource-inten 
sive objects residing locally, only codes that indicate which 
objects are to be used and in what arrangement need to be 
transferred over the network. 

0302) In some embodiments, an inventory gatekeeper 
restricts access to the simulated inventory. Only registered 
entities are allowed to enter. In these embodiments, the PIED 
communicates identity data to the inventory gatekeeper. The 
inventory gatekeeper checks a database to determine if the 
identity data is listed as a registered entity. If the identity data 
is listed as a registered entity, the inventory gatekeeper per 
mits access. Otherwise, the inventory gatekeeper denies 
access. In some preferred embodiments, the inventory gate 
keeper invites an unregistered entity that is denied access to 
become a registered entity by following a prescribed proce 
dure. The procedure involves the disclosure of identity data 
that will be used to check for registration. The procedure also 
may involve the payment of a fee and the disclosure of other 
information. 

0303 Alternatively, some embodiments of simulated 
inventories are structured to retain users anonymity. The 
inventory gatekeeper, if one exists, may only require Suffi 
cient information to confirm registration and then allow the 
user to chose a virtual cursor in Such a way that the cursor 
cannot be traced to the user. This can be done by regularly 
purging the inventory gatekeeper of entry records or by any of 
numerous other methods known to those skilled in the art. 
Such anonymity may be desired for instance during window 
shopping or for making price comparisons, where the user 
does not wish to be contacted or pressured by others until 
he/she is ready to make his/her own decision with regard to if 
and what to purchase. 
0304. The database of identity data is not required to 
include only a single type of entity. For instance, the database 
may include data that identifies PIDs, individuals, and orga 
nizations. These correspond to registered entities that may be 
devices, people, or organizations. The individuals or organi 
Zations must have identity data that uniquely identifies them. 
In some embodiments the identity data comprise the PID 
control designation. Although not necessary, most preferably, 
the PID control designation is unique to each PID. 
0305 The simulated inventory has wide potential applica 

tions. For instance, in some embodiments it is used for inven 
tory control in a factory or shop. In other embodiments the 
simulated inventory is that of a package delivery depot. Indi 
vidual packages can easily be tracked in Such a simulated 
inventory. Other applications include inventories of libraries, 
lost and founds, and spermand egg banks. In addition to these 
applications, simulated inventories of shopping environ 
ments can transform the shopping experience. 
0306 In preferred embodiments, the simulated inventory 

is a shopping environment in which those entities that are 
allowed access are permitted to shop. For example, in various 
embodiments the simulated inventory is a grocery store, a 
department store, a parts warehouse, an automobile show 
room, a boatyard, or a neighborhood with homes for sale. In 
yet other embodiments, other simulated sales environments, 
Such as a shopping mall are used. 
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0307 As shown in FIG. 14, the dashed lines connect 
optional steps that are most useful in simulated sales environ 
ments. For instance, the method of interacting with the simu 
lated inventory preferably includes the step of selecting items 
for purchase from simulated inventory 1310. Preferably this 
is accomplished by overlaying a cursor on an icon in a graphi 
cal user interface and optionally triggering the selection by 
depressing an activation button on the PID. Multiple quanti 
ties of the selected item are preferably indicated by multiple 
depressions of an activation button on the PID. Other methods 
of indicating multiple quantities, such as through the use of 
keyboard entry or a pull-down menu are optionally provided. 
Indications of the selected quantity are optionally indicated 
on the PID, the icon, or both. The selected item is preferably 
highlighted when selected. In cases of three-dimensional 
graphical user interfaces or holographic graphical user inter 
faces, highlighting, or some other feedback means for indi 
cating selection is particularly useful because of the possibil 
ity of misconstruing depth relationships between the cursor 
and the icon. 

0308 As shown in FIG. 14, in preferred embodiments in 
simulated sales environments, the method of interacting with 
the simulated inventory further includes the steps of adding 
selected items to an electronic shopping cart 1320, and deter 
mining a payment amount 1330. In preferred embodiments 
the step of selecting an item for purchase 1310 also adds the 
item to the user's electronic shopping cart 1320. However, in 
other embodiments the user must take additional action to add 
selected items to an electronic shopping cart. 
0309 Some preferred embodiments include a step of cer 
tifying payment capability 1345. Certifying an entity’s pay 
ment capability before they are allowed entry into the simu 
lated inventory reduces the cost of tracking entities that have 
no intention or capability of making a purchase. Various 
embodiments certify payment capability differently. In some 
environments it may not be necessary or appropriate to certify 
payment capability, i.e., either due to proven need for the 
product being sold (e.g., grocery stores, fast food), or the 
relative low cost of the inventory, or the need to not challenge 
customer prospects, etc. Thus, this step 1345 is optional. Of 
course, any vendor can organize their selling operation based 
on their notion how to best serve their customers. 

0310. In other preferred embodiments, payment capability 
is certified by establishing an account to which the cost of 
purchases is charged. In some embodiments the account 
owner is required to maintain a specified balance (either by 
maintaining a minimum positive cash balance or by not 
exceeding a maximum credit limit) in the account in order to 
continue making purchases from any vendor's simulated 
inventory. In some embodiments, this is done by provision 
ally debiting the account as items are selected for purchase. If 
a purchase would result in the account not maintaining the 
specified balance, the purchase would be prohibited. In pre 
ferred embodiments, the prohibition would be removed if 
additional funds were added to the account, the specified 
balance were modified, or previously selected items were 
returned in amounts Sufficient to enable the new purchase 
without while still maintaining the specified account balance. 
Details of account management can vary widely. For 
instance, accounts can be standard credit-card accounts, stan 
dard bank accounts, or special-purpose accounts for use with 
one or more simulated inventory offerings from one or more 
Vendors. 
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0311. In other embodiments, payment capability is estab 
lished through a credit check, or some form of credit instru 
ment, bond, or other debtor credit instrument from a financial 
intermediary. These forms of certifying payment capability 
would be appropriate for simulated inventories of high-priced 
items. In particular, houses, automobiles, boats and airplanes 
could be viewed with such a simulated inventory. Although 
the prospective purchaser of Such high-priced items would 
probably wish to view the actual item before finalizing the 
purchase, numerous candidate items could be screened 
through the simulated inventory before choosing which ones 
deserve a physical visit. 
0312 To reduce the possibility of fraud, in preferred 
embodiments, the PID repeatedly authenticates the user. The 
details of the repeated authentications vary with particular 
embodiments. For instance, the repeated authentications can 
be either at regular or at irregular intervals of Some metric. 
The metric can be either time or some other measure. 

0313. Unlike many computer and on-line shopping mod 
els currently in use, various embodiments of the simulated 
inventory are more nearly like shopping in a shopping mall 
having multiple stores, rather than a single store. In some 
embodiments storeowners would essentially rent space from 
the provider of the simulated inventory. For the shopper, 
various embodiments permit the use of a single electronic 
shopping cart for all purchases. In preferred embodiments the 
electronic shopping cart tracks from which store each item 
was selected. Preferably a single checkout procedure prop 
erly credits each of the merchants for items selected from 
their store and separately obligates each of the merchants for 
providing the selected goods or services. Such an approach 
frees the consumer from going through multiple checkouts 
and allows the consumer to easily return items selected from 
one merchant if a better or less costly, or otherwise preferred 
item is found in another merchant's store in the simulated 
shopping environment. 
0314. As is clear from the above descriptions, invention 
described herein entails many possible embodiments. 
0315. The above description and drawings are only illus 

trative of preferred embodiments that achieve the objects, 
features, and advantages of the present invention, and it is not 
intended that the present invention be limited thereto. Any 
modification of the present invention that comes within the 
spirit and scope of the following claims is considered part of 
the present invention. 
0316. In the following claims, the use of the articles “a” 
and “an should be interpreted to mean “at least one of the 
designated element unless the claim specifically limits the 
number of the designated element. The use of the phrase “at 
least one' in any claim is intended to emphasize the possible 
plurality of the specified element, but its use does not limit the 
possible plurality of other elements specified with “a” or “an.” 
0317 simulated inventory reduces the cost of tracking 
entities that have no intention or capability of making a pur 
chase. Various embodiments certify payment capability dif 
ferently. In some environments it may not be necessary or 
appropriate to certify payment capability, i.e., either due to 
proven need for the product being sold (e.g., grocery stores, 
fast food), or the relative low cost of the inventory, or the need 
to not challenge customer prospects, etc. Thus, this step 1345 
is optional. Of course, any vendor can organize their selling 
operation based on their notion how to best serve their cus 
tOmerS. 
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0318. In other preferred embodiments, payment capability 
is certified by establishing an account to which the cost of 
purchases is charged. In some embodiments the account 
owner is required to maintain a specified balance (either by 
maintaining a minimum positive cash balance or by not 
exceeding a maximum credit limit) in the account in order to 
continue making purchases from any vendor's simulated 
inventory. In some embodiments, this is done by provision 
ally debiting the account as items are selected for purchase. If 
a purchase would result in the account not maintaining the 
specified balance, the purchase would be prohibited. In pre 
ferred embodiments, the prohibition would be removed if 
additional funds were added to the account, the specified 
balance were modified, or previously selected items were 
returned in amounts Sufficient to enable the new purchase 
without while still maintaining the specified account balance. 
Details of account management can vary widely. For 
instance, accounts can be standard credit-card accounts, stan 
dard bank accounts, or special-purpose accounts for use with 
one or more simulated inventory offerings from one or more 
Vendors. 

0319. In other embodiments, payment capability is estab 
lished through a credit check, or some form of credit instru 
ment, bond, or other debtor credit instrument from a financial 
intermediary. These forms of certifying payment capability 
would be appropriate for simulated inventories of high-priced 
items. In particular, houses, automobiles, boats and airplanes 
could be viewed with such a simulated inventory. Although 
the prospective purchaser of Such high-priced items would 
probably wish to view the actual item before finalizing the 
purchase, numerous candidate items could be screened 
through the simulated inventory before choosing which ones 
deserve a physical visit. 
0320 To reduce the possibility of fraud, in preferred 
embodiments, the PID repeatedly authenticates the user. The 
details of the repeated authentications vary with particular 
embodiments. For instance, the repeated authentications can 
be either at regular or at irregular intervals of Some metric. 
The metric can be either time or some other measure. 

0321. Unlike many computer and on-line shopping mod 
els currently in use, various embodiments of the simulated 
inventory are more nearly like shopping in a shopping mall 
having multiple stores, rather than a single store. In some 
embodiments storeowners would essentially rent space from 
the provider of the simulated inventory. For the shopper, 
various embodiments permit the use of a single electronic 
shopping cart for all purchases. In preferred embodiments the 
electronic shopping cart tracks from which store each item 
was selected. Preferably a single checkout procedure prop 
erly credits each of the merchants for items selected from 
their store and separately obligates each of the merchants for 
providing the selected goods or services. Such an approach 
frees the consumer from going through multiple checkouts 
and allows the consumer to easily return items selected from 
one merchant if a better or less costly, or otherwise preferred 
item is found in another merchant's store in the simulated 
shopping environment. 
0322. As is clear from the above descriptions, invention 
described herein entails many possible embodiments. 
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0323. The above description and drawings are only illus 
trative of preferred embodiments that achieve the objects, 
features, and advantages of the present invention, and it is not 
intended that the present invention be limited thereto. Any 
modification of the present invention that comes within the 
spirit and scope of the following claims is considered part of 
the present invention. 
0324. In the following claims, the use of the articles “a” 
and “an should be interpreted to mean “at least one of the 
designated element unless the claim specifically limits the 
number of the designated element. The use of the phrase “at 
least one' in any claim is intended to emphasize the possible 
plurality of the specified element, but its use does not limit the 
possible plurality of other elements specified with “a” or “an.” 
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What is claimed is: 
1. An apparatus, comprising: 
a biometric sensor configured to receive a biometric input; 
a user input module configured to receive input indicative 

of an item for purchase; 
a memory configured to store a biometric template; and 
a processor coupled to the biometric sensor, the user input 

module and the memory, the processor configured to 
authenticate the biometric input based on the biometric 
template, the processor configured to output to an elec 
tronic shopping cart an item selection associated with an 
item for purchase when an indicator associated with the 
item for purchase is received and when the biometric 
input is authentic. 


