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(57) ABSTRACT 

A method and System for monitoring, controlling and diag 
nosing operation of a machine Such as a busineSS office 
machine including a facsimile machine, a copier, and a 
printer. When the speed of communication between the 
remote device and machine is not urgent, a connectionless 
mode of communication may be used. The form of connec 
tionless communication is an electronic mail message trans 
mitted over the Internet. However, when a condition needs 
urgent action, a direct connection is used for communication 
such as communication via a telephone or ISDN line. The 
information obtained from the machine is Stored in one or 
more data bases within a company and information of the 
machine is shared between a Service department, engineer 
ing and design department, manufacturing department, and 
marketing department. AS communication over the Internet 
via electronic mail is not Secure, the connectionless-mode 
messages transmitted using Internet electronic mail are 
encrypted. 
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METHOD, SYSTEM, AND COMPUTER PROGRAM 
PRODUCT FORTRANSMITTING INFORMATION 
FROM A MONITORED DEVICE USING EMAIL, OR 

A DIRECT CONNECTION MODE 

CROSS-REFERENCES TO RELATED 
APPLICATIONS 

0001. The present application is related to U.S. patent 
application Ser. No. 08/426,679 filed Apr. 24, 1995 and 
entitled “Method and Apparatus for Controlling and Com 
municating With Business Office Devices” which is a con 
tinuation of U.S. patent application Ser. No. 08/282,168 filed 
Jul. 28, 1994 and entitled “Method and Apparatus for 
Controlling and Communicating With Business Office 
Devices', now U.S. Pat. No. 5,412,779, which is a continu 
ation of U.S. patent application Ser. No. 07/902,462 filed 
Jun. 19, 1992, now abandoned, which is a continuation of 
U.S. patent application Ser. No. 07/549,278, filed Jul. 6, 
1990, now abandoned, the disclosure of each is incorporated 
herein by reference. 

BACKGROUND OF THE INVENTION 

0002) 1. Field of the Invention 
0003. The present invention is related to the remote 
monitoring, diagnosis and control of machines using con 
nection- and connectionless-modes of communication and is 
more particularly related to monitoring, the control and 
diagnosis of busineSS office machines Such as copiers, print 
ers, and facsimile machines. The invention is also related to 
the use and Sharing of data bases containing information 
about the machines being monitored. 
0004 2. Discussion of the Background U.S. Pat. No. 
5,412,779 discloses the controlling of business office 
devices by a remote diagnostic Station. However, the method 
of communication in this System and other known Systems 
for controlling machines Such as busineSS office machines is 
to establish a connection between the machine and the 
diagnostic Station and to use a connection-mode of commu 
nication. 

0005 The use of a dedicated communication connection 
between the machine and diagnostic Station is more expen 
sive as compared to the use of the Internet. On the other 
hand, the Internet has disadvantages in that Some forms of 
communication over the Internet are slow and may be 
delayed, and have a problem in that the Internet is not a 
Secure mode of transmission (i.e., communications may be 
monitored by others). In addition, the connection-mode 
access to an installed machine from the Internet may not be 
possible because of a security block by the firewall. How 
ever, even with the delays of a connectionless-mode of 
communication over the Internet, the inventor has found that 
the Internet can Still provide a Suitable medium for commu 
nication for Some applications. 

SUMMARY OF THE INVENTION 

0006 Accordingly, it is one object of the invention to 
provide a connectionless-mode of transmission between a 
machine and a remote diagnostic Station. It is a further object 
of the invention to provide an alternative manner of com 
munication Such as a connection-mode of transmission in 
the event that the connectionless-mode of transmission is 
unavailable or not Suitable. 
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0007. It is a further object of the invention to provide a 
database which Stores diagnostic and operation information 
of the machine. It is yet a further object of the invention to 
share the data base information of the machines between 
various departments Such as the Service department, a mar 
keting department, a manufacturing department, and an 
engineering department within a company. 
0008. These and other objects are accomplished by a 
System and method of diagnosing and controlling a machine 
using a connectionless-mode of communication. An inex 
pensive connectionless-mode of communication which may 
be employed by the present invention is the Internet. When 
a condition exists within the machine which needs urgent 
attention, a connectionless-mode of communication may be 
inappropriate. In this case, the mode of communication will 
be a connection-mode using a conventional telephone or 
ISDN line. 

0009. The machine being diagnosed and controlled may 
be connected to a conventional local area network (LAN). 
The local area network has a connection to the Internet 
through a firewall for Security purposes. 
0010 When the machine is first connected to the net 
work, the name and address of the machine are registered at 
the mail Server and at the machine by the System adminis 
trator as part of installation. This allows incoming Internet 
e-mail to be routed to the machine by the mail server. 
Additionally, a connectionless message is transmitted to a 
remote Station, for example, via Internet e-mail, in order to 
register the existence of the machine. 
0011. The invention additionally includes a data base 
having information of the machine(s) including information 
of the model, configuration, and capability of the machine(s) 
So that the remote Station will know the machine's capa 
bilities. The database is shared among different groupS. Such 
as between a Service group, a marketing group, a manufac 
turing group and an engineering group in order to have quick 
and efficient access to information regarding the operating 
characteristics and reliability of the machines. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0012. A more complete appreciation of the invention and 
many of the attendant advantages thereof will be readily 
obtained as the same becomes better understood by refer 
ence to the following detailed description when considered 
in connection with the accompanying drawings, wherein: 
0013 FIG. 1 illustrates three networked business office 
machines connected to a network of computers and data 
bases through the Internet; 
0014 FIG. 2 illustrates the components of a digital 
copier/printer; 

0015 FIG. 3 illustrates electronic components of the 
digital copier/printer illustrated in FIG. 2; 
0016 FIG. 4 illustrates details of the multi-port commu 
nication interface illustrated in FIG. 3; 
0017 FIG. 5 illustrates a process performed when a 
machine is initially installed; 
0018 FIG. 6 illustrates a process for determining 
whether an incoming communication to the machine 
requires ordinary action or is for remote monitoring, diag 
nosis and control; 
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0.019 FIG. 7 is a data flow diagram of communications 
to and from the machine; 
0020 FIG. 8 is a flowchart illustrating the process of the 
data flow diagram of FIG. 7; 
0021 FIG. 9 is a flowchart illustrating the processing 
performed when communication is initiated by the machine; 
0022 FIG. 10 illustrates connectionless communication 
from the machine to the remote monitoring device, 
0023 FIG. 11 illustrates a connection-mode of transmis 
Sion between the monitoring device and the machine being 
monitored; 
0024 FIG. 12A illustrates the main components of the 
Service data base; 

0025 FIG. 12B illustrates information of an attachment 
and options data base, and 
0.026 FIG. 12C illustrates a data base used for keeping 
track of the history of various machines. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

0.027 Referring now to the drawings, wherein like 
numerals designate identical or corresponding parts 
throughout the several views, and more particularly to FIG. 
1 thereof, there is illustrated a figure showing various 
machines and computers for monitoring, diagnosing and 
controlling the operation of the machines. In FIG. 1, there 
is a first network 16, such as a Local Area Network (LAN) 
connected to computer workstations 16, 18, 20 and 22. The 
WorkStations can be any type of computers including IBM 
Personal Computer compatible devices, Unix Based Com 
puters, or Apple Macintoshes. Also connected to the network 
16 are a digital copier/printer 24, a facsimile machine 28, 
and a printer 32. The devices 24, 28 and 32 are referred to 
as machines or monitored devices although other types of 
devices may be used as the machines or monitored devices. 
Also, a facsimile server (not illustrated) may be connected 
to the network 16 and have a telephone or ISDN connection. 
In addition to the digital copier/printer 24, facsimile 
machine 28, and printer 32 being connected to the network 
16, these devices may also include conventional telephone 
and/or ISDN connections 26, 30 and 34, respectively. As is 
explained below, the busineSS office machines or busineSS 
devices 24, 28 and 32 communicate with a remote moni 
toring, diagnosis and control Station, also referred to as a 
monitoring device, through the Internet via the network 16 
or by a direct telephone or ISDN connection. 
0028. In FIG. 1, the Internet is generally designated by 
10. The Internet 10 includes a plurality of interconnect 
computerS designated by 12A-12I. The manner of commu 
nicating over the Internet is known through RFC documents 
obtained by FTP at NICDDN.MIL or at FTP NISC.SRI 
.COM. TCP/IP related communication is described for 
example in the book “TCP/IP Illustrated,” Vol. 1, The 
Protocols, by Stevens, from Addison-Wesley Publishing 
Company, 1994. As the Internet is a network accessible by 
many people and organizations, it is not considered to be 
Secure, therefore, messages transmitted over the Internet 
should be encrypted to keep the messages confidential. 
Encryption mechanisms are known and commercially avail 
able which may be used with the present invention. For 
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example, a C library function, crypt(), is available from Sun 
Microcomputers for use with the Unix operating System, and 
other encryption and decryption routines are known and 
commercially available. 

0029. An additional security measure used in connecting 
a computer network to the Internet is a protective device 
known as a firewall. This device allows only authorized 
computers to access a network or other computer via the 
Internet. Firewalls are known and commercially available 
devices and, for example, include Sunscreen from Sun 
Microsystems Inc. 

0030. In FIG. 1, a firewall 14 is connected between the 
Internet 10 and the network 16. Similarly, a firewall 50 is 
connected between the Internet 10 and a network 52. Also, 
a firewall 40 is connected between the Internet 10 and a 
workstation 42. 

0031. The network 52 is a conventional network and 
includes a plurality of workstations 56,62, 68 and 74. These 
WorkStations may be different departments within a com 
pany Such as a marketing, manufacturing, design engineer 
ing and customer Service departments. In addition to the 
WorkStations connected via the network 52, there is a 
workstation 42 which is not directly connected to the 
network 52. Information in a data base stored in a disk 46 
may be shared using proper encryption and protocols over 
the Internet to the workstations connected directly to the 
network 52. Also, the workstation 42 includes a direct 
connection to a telephone line and/or ISDN 44 and the data 
base in disk 46 may be accessed through the telephone line 
or ISDN. 

0032) Information of the business office machines 24, 28 
and 32 may be stored in one or more of the databases stored 
in the disks 46, 54,58, 64, 70 and 76. Each of the customer 
Service, marketing, manufacturing, and engineering depart 
ments may have their own database or may share from one 
or more databases. Each of the disks used to Store databases 
is a non-volatile memory Such as a hard disk or optical disk. 
AS an example, disk 64 contains the marketing data base, 
disk 58 contains the manufacturing data base, disk 70 
contains the engineering data base and disk 76 contains the 
customer Service data base. Alternatively, the diskS 54 and 
46 store one or more of the data bases. 

0033. In addition to the workstations 56,62, 68,74 and 
42 being connected to the Internet, these WorkStations may 
also include a connection to a telephone line or ISDN which 
provides a Secure connection to the machine being moni 
tored diagnosed and/or controlled and is used during a 
connection-mode of communication. Additionally, if one of 
the Internet, and telephone or ISDN is not operating prop 
erly, the other can be automatically used for communication. 
0034. An important feature of the present invention is the 
use of a connectionless-mode of communication or trans 
mission between a machine and a computer for diagnosing 
and controlling the machine. The IBM Dictionary of Com 
puting by George McDaniel, 1994, defines a connectionless 
mode transmission to be the transmission of a single unit of 
data from a Source Service access point to one or more 
destination Service access points without establishing a 
connection. The IBM Dictionary also defines a connection 
mode transmission to be the transmission of units of data 
from a Source Service access point to one or more destination 
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Service access points via a connection. The connection is 
established prior to data transfer and released following data 
transfer. Additional information about the connection-mode 
and the connectionless-mode of operation is described in the 
Handbook of Computer-Communications Standards, Vol. 1, 
2nd Edition, by William Stallings, 1990, which is incorpo 
rated herein by reference. 

0035 FIG. 2 illustrates the mechanical layout of the 
digital copier/printer 24 illustrated in FIG.1. In FIG. 2, 101 
is a fan for the Scanner, 102 is a polygonal mirror used with 
a laser printer, and 103 designates an FE lens used to 
collimate light from a laser (not illustrated). Reference 
numeral 104 designates a Sensor for detecting light from the 
Scanner, 105 is a lens for focussing light from the Scanner 
onto the sensor 104, and 106 is a quenching lamp used to 
erase images on the photoconductive drum 132. There is a 
charging corona unit 107 and a developing roller 108. 
Reference numeral 109 designates a lamp used to illustrate 
a document to be scanned and 110, 111 and 112 designate 
mirrors used to reflect light onto the sensor 104. There is a 
drum mirror 113 used to reflect light to the photoconductive 
drum 132 originating from the polygon mirror 102. Refer 
ence numeral 114 designates a fan used to cool the charging 
area of the digital copier/printer, and 115 is a first paper feed 
roller used for feeding paper from the first paper cassette 
117, and 116 is a manual feed table. Similarly, 118 is a 
second paper feed roller for the second cassette 119. Ref 
erence numeral 120 designates a relay roller, 121 is a 
registration roller, 122 is an image density Sensor and 123 is 
a transfer/separation corona unit. Reference numeral 124 is 
a cleaning unit, 125 is a vacuum fan, 126 illustrates a 
transport belt, 127 is a pressure roller, and 128 is an exit 
roller. Reference numeral 129 is a hot roller used to fix toner 
onto the paper, 130 is an exhaust fan and 131 is the main 
motor used to drive the digital copier. 

0.036 FIG. 3 illustrates a block diagram of the electronic 
components illustrated in FIG. 2. The CPU 160 is a micro 
processor and acts as the System controller. There is a 
random access memory 162 to Store dynamically changing 
information including operating parameters of the digital 
copier. A read only memory 164 Stores the program code 
used to run the digital copier and also information describing 
the copier (static-state data) Such as the model number and 
Serial number of the copier. 

0037. There is a multi-port communication interface 166 
which allows the digital copier to communicate with exter 
nal devices. Reference numeral 168 represents a telephone 
or ISDN line and 170 represents a network. Further infor 
mation of the multi-port communication interface is 
described with respect to FIG. 4. An interface controller 172 
is used to connect an operation panel 174 to a System bus 
186. The operation panel 174 includes standard input and 
output devices found on a digital copier including a copy 
button, keys to control the operation of the copier Such as 
number of copies, reducement/enlargement, darkness/light 
neSS, etc. Additionally, a liquid crystal display is included 
within the operation panel 174 to display parameters and 
messages of the digital copier to a user. 

0.038 Astorage interface 176 connects storage devices to 
the system bus 186. The storage devices include a flash 
memory 178 which is a conventional EEPROM and a disk 
182. The disk 182 includes a hard disk, optical disk, and/or 
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a floppy disk drive. There is a connection 180 connected to 
the storage interface 176 which allows for additional 
memory devices to be connected to the digital copier. The 
flash memory 178 is used to store semi-static state data 
which describes parameters of the digital copier which 
infrequently change over the life of the copier. Such param 
eters include the options and configuration of the digital 
copier. An option interface 184 allows additional hardware 
Such as an external interface to be connected to the digital 
copier. 

0039. On the left side of FIG. 3, the various sections 
making up the digital copier are illustrated. Reference 
numeral 202 designates a Sorter and contains Sensors and 
actuators used to Sort the output of the digital copier. There 
is a duplexer 200 which allows a duplex operation to be 
performed by the digital copier and includes conventional 
Sensors and actuators. The digital copier includes a large 
capacity tray unit 198 which allows paper trays holding a 
large number of sheets to be used with the digital copier. The 
large capacity tray unit 198 includes conventional Sensors 
and actuators. 

0040. A paper feed controller 196 is used to control the 
operation of feeding paper into and through the digital 
copier. A Scanner 191 is used to Scan images into the digital 
copier and includes conventional Scanning elements Such as 
a light, mirror, etc. Additionally, Scanner Sensors are used 
Such as a home position Sensor to determine that the Scanner 
is in the home position and a lamp thermistor to ensure 
proper operation of the Scanning lamp. There is a printer/ 
imager 192 which prints the output of the digital copier and 
includes a conventional laser printing mechanism, a toner 
Sensor, and an image density Sensor. The fuser is used to fuse 
the toner onto the page using a high temperature roller and 
includes an exit Sensor, a thermistor to assure that the fuser 
is not overheating, and an oil Sensor. Additionally, there is an 
optional unit interface 188 used to connect to optional 
elements of the digital copier Such as an automatic document 
feeder, a different type of Sorter/collator, or other elements 
which can be added to the digital copier. 

0041 FIG. 4 illustrates details of the multi-port commu 
nication interface 166. The digital copier may communicate 
to external devices through a Centronics interface 220 which 
receives or transmits information to be printed, a SCSI 
interface 222, a conventional telephone interface 224 which 
connects to a telephone line 168A, an ISDN interface 226 
which connects to an ISDN line 168B, an RS-232 interface 
228, and a LAN interface 230 which connects to a LAN 170. 
A Single device which connects to both a Local Area 
Network and a telephone line is commercially available 
from Megahertz and is known as the Ethernet-Modem. 
0042. The CPU or other microprocessor or circuitry 
executes a monitoring process to monitor the State of each of 
the Sensors of the digital copier, and a Sequencing process is 
used to execute the instructions of the code used to control 
and operate the digital copier. Additionally, there is a central 
System control process executed to control the overall opera 
tion of the digital copier and a communication process used 
to assure reliable communication to external devices con 
nected to the digital copier. The System control process 
monitors and controls data Storage in a Static State memory 
such as the ROM 164 of FIG. 3, a semi-static memory such 
as the flash memory 178 or disk 182, or the dynamic state 
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data which is Stored in a volatile or non-volatile memory 
such as the RAM 162 or the flash memory or disk 182. 
Additionally, the Static State data may be Stored in a device 
other than the ROM 164 such as a non-volatile memory 
including either of the flash memory 178 or disk 182. 

0043. The above details have been described with respect 
to a digital copier but the present invention is equally 
applicable to other business office machines Such as a 
facsimile machine, a Scanner, a printer, a facsimile Server, or 
other busineSS office machines. Additionally, the present 
invention includes other types of machines which operate 
using a connection-mode or connectionless-mode of com 
munication Such as a metering System including a gas, water, 
or electricity metering System, Vending machines, or any 
other device which performs mechanical operations, has a 
need to be monitored, and performs a function. In addition 
to monitoring Special purpose machines, and computers, the 
invention can be used to monitor, control, and diagnose a 
general purpose computer. 

0044 FIG. 5 illustrates a flowchart containing a process 
which is performed for a new machine Such as a busineSS 
office device in order to have it properly recognized by 
diagnostic, monitoring, and control equipment. After Start 
ing, Step 250 has a user or device assign a name and address 
to the machine. In order for the device to transmit or receive 
communications, it is necessary to know where to Send the 
communication and from where the communication origi 
nates. Step 252 Stores the name and address in the Semi 
static state memory such as the flash memory 178 or the disk 
182 illustrated in FIG. 3. This information is used both for 
a connection-mode of communication via a telephone or 
ISDN line, a connectionless-mode of communication Such 
as using a conventional Internet electronic mail protocol, 
and also to have communication to the machine for ordinary 
purposes Such as using the digital copier/printer for printing 
jobs via the local area network. 

0.045 Once the information for the machine has been 
determined and then Stored in Step 252, it is necessary to 
register this information so that other devices will be able to 
access the machine. Therefore, the name and address of this 
device are registered in a mail Server, for example, which 
will send and receive electronic mail for the network to 
which the mail server is connected. It is also desirable to 
register the machine as part of the local area network. 
Further, the monitoring devices to which the machine trans 
mits messages are registered with the machine. Last, the 
machine is registered with a computer of a customer Service 
department or other remote monitoring, controlling and/or 
diagnosing computer in order for the remote device to 
properly monitor and be aware of the existence of the 
machine. Step 256 sends a message to a Service department 
or one of the other divisions illustrated in FIG. 1 in order to 
register the name, address, model number, Serial number, or 
other information and capabilities of the machine in the 
customer Service or another type of data base. 
0.046 FIG. 6 illustrates a flowchart for determining the 
Source of communication to the machine Such as a busineSS 
office device. After starting, step 260 determines if the input 
is for a System operation, or alternatively for a diagnosis, 
monitoring, or remote control operation. If the input is 
determined to be for the system in step 260, step 262 sets the 
input channel for ordinary System input processing. For 
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example, if the machine were a printer, the received infor 
mation would be used to produce a print job. If step 260 
determines that the input is not for the System but for control, 
monitoring, or diagnosis of the machine, Step 264 Searches 
for an appropriate application for the input. A typical appli 
cation would be a proceSS for monitoring or testing of the 
machine. Step 266 examines if the application which was 
Searched for is found and if it was not, an error is indicated. 
Otherwise, step 268 sets the input channel for the application 
input processing and the System is ready to process the 
incoming information. 

0047 FIG. 7 illustrates a data flow diagram which pro 
ceSSes incoming messages to and outgoing messages from a 
machine Such as the digital copier/printer. A direct connec 
tion proceSS 270 is used to proceSS incoming and outgoing 
communications in a connection-mode of communication 
Such as through a local area network, telephone line, or 
ISDN line. Incoming messages pass through buffer 274 to a 
parsing process 292 which performs parsing of incoming 
information in a known and conventional manner. The 
incoming information causes various actions Such as the 
actions illustrated in 294, 296 and 298 to occur. Some 
actions require that a message be returned and the returned 
message is illustrated by the arrows leading to buffer 300. 
An output message proceSS is performed which prepares an 
outgoing message to either the direct connection or connec 
tionless process. The direct connection proceSS passes 
through buffer 272 before passing through the direct con 
nection process 270. 

0048 For a connectionless-mode of communication, 
there is a connectionless input processor 276 and a connec 
tionless output processor 278. Incoming connectionless 
mode communications pass through buffer 280 and a 
decryption process is performed in Step 284. The decrypted 
information is stored in buffer 286 and passed to a conven 
tional parsing process 292. AS explained above, one or more 
of the actions 294, 296 and 298 are performed and outgoing 
messages pass through the buffer 300 to the output message 
process 302. Then, the connectionless-mode outgoing mes 
sages pass through a buffer 290, after which they are 
encrypted by the encryption process 288. The encrypted 
messages then pass through buffer 282 and are transmitted 
via the connectionless output process 278 over a connec 
tionless network Such as the Internet to their final destina 
tion. 

0049 Any type of a connectionless-mode of communi 
cation may be used by the present invention. An inexpensive 
and readily available medium through which connectionless 
messages may pass is the Internet processing electronic mail 
messages. The connectionless input and output processes 
may be according to any known Internet e-mail protocol 
such as used by the BSD Unix mail system which is 
incorporated into the SunOS 4.1.X. Also, other information 
describing Internet e-mail operations are readily available 
through various sources on the Internet itself. While the 
Internet provides an inexpensive manner of a connection 
leSS-mode of communication, the Internet electronic mail 
System may be slow or unreliable and therefore, in certain 
circumstances, instead of using a connectionless process, a 
direct connection proceSS as described below, is performed. 

0050 FIG. 8 illustrates a flowchart which may be used to 
implement the data flow diagram illustrated in FIG. 7. After 



US 2002/0007390 A1 

Starting, Step 340 determines if decryption is needed and if 
it is, a decryption routine is performed in step 342. Step 344 
then calls a parser which parses in a conventional manner 
and step 346 determines if any action needs to be taken. If 
it does, for example when information is to be transmitted 
back to the remote monitoring, diagnosis, or control device, 
step 348 calls the required routine. Step 350 determines if 
more processing is needed and flow returns back to Step 340 
for further processing. Otherwise, flow returns to the calling 
proceSS. 

0051 FIG. 9 illustrates a process performed within the 
machine which determines whether a connection-mode or a 
connectionless-mode of communication is needed. After 
Starting, Step 370 determines if an event requires commu 
nication and if it does not, flow returns to the calling process. 
If communication is needed, step 372 determines whether 
the event requires a connectionless-mode or a connection 
mode of transmission. Any type of high priority event for 
which immediate attention is needed or which the remote 
monitoring device would be interested in on an expedited 
basis is sent in a connection-mode of communication. This 
may be used when a hazardous connection exists within the 
machine or when Something in the machine needs immedi 
ate attention. For example, if a thermistor in the fuser unit 
Senses a high and unsafe temperature, a direct connection 
mode may be used. However, the transmission of a weekly 
or monthly report indicating the usage and a normal condi 
tion State in the machine can use the slower connectionless 
mode of communication. Additionally, when the connec 
tionless mode of communication is not properly functioning, 
the connection-mode of communication is used. For 
example, if an Internet e-mail message is not properly 
received by the monitoring device, a direct connection-mode 
of communication is used. The e-mail message may contain 
a request for acknowledgement of receipt and if an acknowl 
edgement is not received within a predetermined time (e.g. 
3-24 hours) then a connection-mode communication is used 
to re-transmit the message. Also, if a connection-mode of 
communication is not properly functioning, then the con 
nectionless-mode of communication may be used. 
0.052) If step 372 determines that an event does not 
require a connectionless-mode of communication, Step 376 
determines if the direct communication channel is ready. For 
example, it determines if the telephone or ISDN line is 
available. If it is, a direct communication proceSS is per 
formed in step 378 to transmit the appropriate information. 
If the direct channel is not ready, step 380 notifies the user 
through the operation panel that there is a problem with the 
telephone, ISDN, or other direct connection device or com 
munication medium. If step 372 determines that the event 
requires a connectionless-mode of transmission, Step 374 
calls a connectionless communication process. The proceSS 
of FIG. 9 then returns to the calling process. 

0.053 FIG. 10 illustrates a connectionless-mode of com 
munication initiated by the machine which is being remotely 
diagnosed, controlled, and monitored. Initially, the moni 
tored device transmits its identity in step 390. The monitored 
device then requests an analysis of the density information 
of the digital copier in step 394. The monitoring device 
analyzes the density information for the Specific digital 
copier corresponding to the transmitted identity in order to 
determine if the print density of the digital copier is too dark 
or too light. Step 396 then transmits the results of the density 
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analysis back to the monitored device. If the process of FIG. 
10 used a connection-mode of communication, the moni 
toring device would execute step 392 which acknowledged 
receipt of the identity information and step 394 would not be 
performed until the acknowledgement was received. How 
ever, in a connectionless-mode of communication, Step 392 
is not performed and the transmission of the identity would 
be immediately followed by the request for analysis. 

0054 As with the business office machine, the remote 
device for controlling, diagnosing, and monitoring the 
machine may initiate either a connection-mode or connec 
tionless-mode of communication. AS with the machine, 
when the remote monitoring device needs to Send urgent 
information or needs an urgent response from the machine, 
a connection-mode of communication is used. When time is 
not critical, the remote device may use a connectionless 
mode of communication. For example, if new control Soft 
ware needs to be downloaded to the business office machine 
due to a bug in the program in the busineSS office machine 
which causes a dangerous condition, a direct connection 
mode of communication will be used. Also, as described 
with respect to the monitored device, if the monitoring 
device experiences a problem with one of the modes of 
communication, one of the other modes may be used. 

0055 FIG. 11 illustrates a connection-mode of commu 
nication initiated by the monitoring device. Initially, Step 
400 requests the identity of the monitored device and the 
monitored device transmits its identity in step 402. In step 
404, the monitoring device verifies the identity and looks up 
the capabilities of the identified device in a data base. The 
data base describes various information of the monitored 
device or machine Such as Service history, optional equip 
ment, usage information, or other information. In Step 406, 
the monitoring device requests image density information 
from the monitored device. In step 408, the monitored 
device receives the request for image density information, 
determines the image density information (or looks up 
previously stored image density information) and transmits 
the image density information back to the monitoring device 
in step 408. In step 410, the monitoring device analyzes the 
received information (i.e., compares the received informa 
tion with information looked up in the data base) and 
determines that it is appropriate to change parameters of the 
monitored device. Step 412 requests parameters of the 
device to be changed and transmits an appropriate com 
mand. In Step 414, the monitored device changes its oper 
ating parameters in accordance with the received command. 

0056 FIGS. 12A through 12C illustrate various data 
base structures which may be used by the invention. FIG. 
12A illustrates a simple data base 440 containing the 
machine ID 442, the model number 444, the serial number 
446, a command level 448, and an address 450. The ID 442 
is a unique describer of the device and used to link various 
data bases describing the device Such as the data bases 
illustrated in FIGS. 12B and 12C. The command level 448 
indicates whether the machine can process simple or com 
plex instruction sets. The address 450 contains the connec 
tion and connectionless address information including the 
network address, phone number, name, and any other infor 
mation necessary to identify the machine. 

0057 Linked to the data base in FIG. 12A are the data 
bases in FIGS. 12B and 12C which respectively describe 
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attachment information and the history of the machine. The 
data base structure 460 illustrated in FIG. 12B is for 
attachments and options for machines contained in the data 
base of FIG. 12A and contains an ID field 462 which 
corresponds to the ID field 442 of FIG. 12A. The attachment 
ID field 464 indicates the type of optional attachments 
connected to the machine Such as a Sorter, automatic docu 
ment feeder, or other attachment. The attachment Serial 
number 446 is the serial number of the attachment connected 
to the machine. The attachment ID field may be linked to a 
database describing various features of the attachment data 
base. Other fields may be contained in the attachment and 
option data base 460. 

0.058. The history of the machine is stored in a separate 
data base illustrated in FIG. 12C. The data base structure 
470 again contains an ID field 472 which is used to link the 
various data bases. A date and time field 474 and an 
information field 476 is used to describe malfunctions or 
other special conditions and events within the machine 
including the date and time at which an event occurred. 

0059) The databases as illustrated in FIGS. 12A-12C are 
illustrative of the type of information which is Stored regard 
ing the machine. Even though illustrated as Separated data 
bases, the implementation of the data bases may include 
more or leSS data bases. Different departments within a 
company may maintain different databases describing infor 
mation about the various machines. The Service data base 
will be most complete about individual machines, contain a 
complete Service history of each machine, and may be Stored 
at a customer Service division. Separate manufacturing, 
engineering and marketing department data bases may be 
maintained and use the information generated from the 
machine. The different data bases may be linked through 
different fields. For example, the service data base may be 
linked to the manufacturing database through the Serial and 
model numbers. The manufacturing database and engineer 
ing data base may be linked through a version and model 
number, and the Service database and engineering database 
may be linked through model numbers. Any type of known 
data base Scheme may be used to maintain and Share 
information, as needed. 

0060 Separate analysis and decision software may be 
created which allows a user to make a specific inquiry into 
any one or more of the databases. The user may formulate 
any type of query and the databases Searched to produce the 
requested information. The analysis and decision Software is 
also used to generate monthly or other regular reports 
describing information of the machines and may generate an 
alert or other type of warning when a malfunction occurs. 

TABLE IA 

Monthly Report Message From Copiers 

Copy count and job count 
List of changed parts detected 
List of parameters changed 
Use of duplexing 
Use of reduction 
Use of enlargement 
Copy counts for various paper sizes 
Use of manual feed 
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0061 

TABLE IB 

Monthly Report Message From Printers 

Copy count and job count 
List of changed parts/supplies 
List of set up changes 
Use of duplexing if available 
Copy counts for various paper sizes 
Numbers of jobs for various printer 
languages such as PCL5 and Postscript 
Use of manual feed 

0062) 

TABLE 1C 

Monthly Report Message From Facsimile Machines 

Number of transmissions and receptions 
Number of pages sent 
Number of pages received 
Counts for special features such as speed 
dials 

0063 Tables 1A-1C illustrate monthly report messages 
which may be generated for copiers, printers, and facsimile 
machines. These monthly reports simply show the param 
eters, usage, and other information of the machines and of 
course may be different and include more or less informa 
tion, as desired. 

TABLE 2 

Communication Commands 

Operator Operands 

Set TV 
Get T 
Report TV 
Set List TV, TV2,..., TV 
Get List TT2, ..., T. 
Report List TV, TV2,..., T. V. 
Copy Memory To Memory Source Destination Num Byte 
Copy Memory To Disk Source Name Num Byte 
Copy Disk To Memory Name Destination 
Command Not Understood Operator and Operands 

T: Target, 
V: Value 

0064. Table 2 illustrates various communication com 
mands which may be used to implement the communication 
operations described herein. The left-side of the table con 
tains the operators and the right-side of the table contains the 
operands. In the table, T indicates a target which is a specific 
address, parameter, Sensor, or Stored data, and V is a value. 
The commands illustrated in Table 2 are the set command 
which allows a Specific address, parameter, or Stored data to 
be set to the value contained in V. Similarly, the get 
command allows Specific target information to be obtained. 
The report operator is included in a report from the moni 
tored machine of information requested by the get operator. 
The set list, get list and report list allow more than one 
target and value to be obtained, Set or generated using a 
Single operator. The illustrated copy commands allow infor 
mation to be copied from one memory address to another 



US 2002/0007390 A1 

memory address, from a memory address to a disk, and from 
a disk to a memory location. The command not understood 
operator indicates that a specific operator and/or operand(s) 
was not understood. 

TABLE 3A 

Commands to Copier 

get id: 
Set sorter yes; 
Set adf yes; 
get configuration; 
get A100; 
Set A100 FFAA; 
get copy count; 
get jam count; 
get last toner-change; 
Set boot A100: 

0065 

TABLE 3B 

Response from Copier 

report id AX301B3330; 
report configuration LIST (sorter yes, adf 

yes, large capacity tray no, .....); 
report A100 AABB; 
report A100 FFAA; 
report copy-count 9895; 
report jam count O; 
report last toner change 12Apr95; 

0.066 Table 3A illustrates commands which may be sent 
to a copier from a remote monitoring and diagnostic device 
and Table 3B illustrates the response from the copier after 
receiving the commands of Table 3A. After the get id 
command in Table 3A, the response from the copier is a 
report of the id which is AX301B3330;. The second line of 
Table 3B illustrates the use of “LIST. In this case, the 
configuration includes more than one target parameter and 
therefore, the group of target parameters and their value are 
preceded by the “LIST operator. The information in Tables 
3A and 3B has been created for illustrative purposes. By 
Setting the Sorter and automatic document feeder (adf) in the 
Second and third commands to the copier to be activated, no 
response from the copier is generated. In response to the get 
configuration command, there is a report generated from the 
copier in the Second response from the copier. Also illus 
trated in Tables 3A and 3B are the getting and Setting of a 
specific memory location A100. The last command in Table 
3A is the setting of boot to A100. This means that upon 
rebooting or reinitialization of the copier, the memory 
location A100 is to be read. 

0067. In addition to the machines accessing the Internet 
through a LAN, the machine can alternatively access the 
Internet through a telephone line or ISDN via an Internet 
access provider or a dial-up Service Such as America On 
Line. In this manner, a machine that is not connected to a 
network can Still use a connectionless mode of connection. 
In this case, the machine will have to periodically dial the 
Internet provider in order to receive incoming Internet 
e-mail messages. 
0068. This invention may be conventionally imple 
mented using a conventional general purpose digital com 
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puter program according to the teachings of the present 
invention, as will be apparent to those skilled in the com 
puter art. Appropriate Software coding can readily be pre 
pared by Skilled programmerS based on the teachings of the 
present disclosure, as will be apparent to those skilled in the 
Software art. The invention may also be implemented by the 
preparation of application specific integrated circuits or by 
interconnecting an appropriate network of conventional 
component circuit, as will be readily apparent to those 
skilled in the art. 

0069. The present invention also includes a computer 
program product which is a storage medium including 
instructions which can be used to program a computer to 
perform a process of the invention. The Storage medium can 
include, but is not limited to, any type of disk including 
floppy disks, optical disks, CD-ROMs, and magneto-optical 
disks, ROMs, RAMs, EPROMs, EEPROMs, magnetic or 
optical cards, or any type of media Suitable for Storing 
electronic instructions. 

0070 The above described system may used with con 
ventional machines including conventional busineSS office 
machines using add-on equipment constructed in accor 
dance with the present teachings and installed in or outside 
of the machine. 

0071 Obviously, numerous modifications and variations 
of the present invention are possible in light of the above 
teachings. It is therefore to be understood that within the 
Scope of the appended claims, the invention may be prac 
ticed otherwise than as specifically described herein. 

What is claimed as new and desired to be secured by Letters 
Patent of the United States is: 
1. A method for communicating between a monitored 

device and a monitoring device, comprising the Steps of 
determining information to be transmitted by the moni 

tored device, the information to be transmitted includ 
ing information from Sensors in the monitored device; 

determining a mode of communication between the moni 
tored and the monitoring device by determining if the 
information to be transmitted is to be transmitted using 
one of a connection-mode and a connectionless-mode 
of communication; 

transmitting the information by a connection-mode of 
communication from the monitored device to the moni 
toring device, when the Step of determining the mode 
of communication has determined that a connection 
mode of communication is to be used; and 

transmitting the information by a connectionless-mode of 
communication from the monitored device to the moni 
toring device, when the Step of determining the mode 
of communication has determined that a connection 
leSS-mode of communication is to be used. 

2. A method according to claim 1, wherein the Step of 
transmitting the information by the connectionless-mode of 
communication comprises: 

transmitting the information as an Internet electronic mail 
message over the Internet. 

3. A method according to claim 1, wherein the Step of 
transmitting the information by the connection-mode of 
communication comprises: 
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transmitting the information using one of a telephone line 
and an ISDN line. 

4. A method according to claim 1, wherein the Step of 
transmitting a message from the monitored device com 
prises: 

transmitting a message from a busineSS office device. 
5. A method according to claim 4, wherein the Step of 

transmitting a message from a busineSS office device com 
prises: 

transmitting a message from one of a copier, a facsimile 
machine, and a printer. 

6. A method according to claim 1, further comprising, 
performed before the determining or transmitting Steps, the 
Step of 

registering address information of the monitoring device 
So that connection-mode and connectionless-mode 
communications can be sent to the monitoring device 
by the monitored device. 

7. A method according to claim 1, further comprising the 
Step of 

encrypting the information to be transmitted when the 
Step of determining the mode of communication has 
determined that a connectionless-mode of communica 
tion is to be used. 

8. A method according to claim 1, further comprising the 
Step of 

receiving the connectionless-mode communication by the 
monitoring device through a firewall. 

9. A method according to claim 1, further comprising the 
Steps of: 

Storing the transmitted information in a data base; and 
sharing information in the data base between more than 

one department in a company. 
10. A method for communicating between a monitored 

device and a monitoring device, comprising the Steps of 
determining information to be transmitted by the moni 

toring device to the monitored device, the information 
including a request for a Status of the monitored device 
determined using Sensors within the monitored device; 
and 

transmitting the information by a connectionless-mode of 
communication from the monitoring device to the 
monitored device. 

11. A method according to claim 10, wherein the Step of 
transmitting the information by the connectionless-mode of 
communication comprises: 

transmitting the information as an Internet electronic mail 
message over the Internet. 

12. A method according to claim 10, wherein the Step of 
transmitting a message from the monitoring device com 
pr1SeS: 

transmitting a message to the monitored device which is 
a busineSS office device. 

13. A method according to claim 12, wherein the Step of 
transmitting a message to the busineSS office device com 
prises: 

transmitting a message to one of a copier, a facsimile 
machine, and a printer. 
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14. A method according to claim 10, further comprising 
the Steps of: 

receiving the transmitted information by the monitored 
device; and 

transmitting a connectionless-mode communication from 
the monitored device to the monitoring device contain 
ing Status information of the monitored device, in 
response to the transmitted information from the moni 
toring device. 

15. A method according to claim 10, wherein the trans 
mitting Step comprises: 

transmitting the information from the monitoring device 
to a plurality of monitored devices including the moni 
tored device. 

16. A method for communicating between a machine and 
a monitoring device, comprising the Steps of: 

determining Status information using at least one of a 
mechanical and electrical Sensor; and 

transmitting a connectionless-mode message from the 
machine to the monitoring device containing the Status 
information. 

17. A method according to claim 16, further comprising 
the step of: 

analyzing the Status information by the machine, 
wherein the Status information is transmitted using the 

connectionless-mode message when the Status infor 
mation is analyzed and determined to be within a 
Standard operating range. 

18. A method according to claim 17, further comprising 
the Steps of: 

determining Status information which is outside of normal 
operating parameters exists in the machine using at 
least one of the mechanical and electrical Sensor; and 

transmitting a connection-mode message from the 
machine to the monitoring device containing the Status 
information which is outside of the normal operating 
parameterS. 

19. A method according to claim 17, wherein the step of 
transmitting between the busineSS office machine and the 
monitoring device comprises: 

transmitting an Internet electronic mail message between 
a device Selected from the group consisting of a copier, 
a facsimile machine, and a printer, and the monitoring 
device. 

20. A method for communicating between a machine and 
a monitoring device comprising the Steps of 

receiving a connectionless-mode message from the moni 
toring device by the machine; 

analyzing the message by the machine; and 
performing an action by the machine in response to the 

message, after the message is analyzed. 
21. A method according to claim 20, wherein the analyZ 

ing Step includes: 
parsing the message; and 
determining an action which the message requests to be 

taken. 



US 2002/0007390 A1 

22. A method according to claim 21, wherein the Step of 
performing an action comprises: 

transmitting a response message from the machine to the 
monitoring device in response to the message. 

23. A method according to claim 22, wherein the Step of 
transmitting comprises: 

transmitting the response message which contains infor 
mation of the machine including information obtained 
from Sensors, when the received connectionless-mode 
message requests a value to be returned. 

24. A method according to claim 23, wherein the Step of 
transmitting comprises: 

transmitting the response message which is a connection 
leSS-mode message. 

25. A method according to claim 20, wherein the receiv 
ing Step comprises: 

receiving the connectionless mode message which is an 
internet electronic mail message. 

26. A computer program product having a computer 
readable medium having computer program logic recorded 
thereon for implementing communication between two 
devices, comprising: 
means for determining information to be transmitted by a 

first device; 

means for determining a mode of communication between 
the first and a Second device by determining if the 
information to be transmitted is to be transmitted using 
one of a connection-mode and a connectionless-mode 
of communication; 

means for transmitting the information by a connection 
mode of communication from the first device to the 
Second device, when the means for determining the 
mode of communication has determined that a connec 
tion-mode of communication is to be used; and 

means for transmitting the information by a connection 
leSS-mode of communication from the first device to a 
Second device, when the means for determining the 
mode of communication has determined that a connec 
tionless-mode of communication is to be used. 

27. A System for communicating between a monitored 
device and a monitoring device, comprising: 

Sensors within the monitored device which Sense infor 
mation to be transmitted to the monitoring device; 

means for determining a mode of communication between 
the monitored and the monitoring device by determin 
ing if the information to be transmitted it to be trans 
mitted using one of a connection-mode and a connec 
tionless-mode of communication; 

a connection-mode transmitter which transmits the infor 
mation by a connection-mode of communication from 
the monitored device to the monitoring device, when 
the means for determining the mode of communication 
has determined that a connection-mode of communi 
cation is to be used; and 

a connectionless-mode transmitter which transmits the 
information by a connectionless-mode of communica 
tion from the monitored device to the monitoring 
device, when the means for determining the mode of 
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communication has determined that a connectionless 
mode of communication is to be used. 

28. A System according to claim 27, wherein the connec 
tionless-mode transmitter comprises: 

a transmitter which transmits the information as an Inter 
net electronic mail message over the Internet. 

29. A System according to claim 27, wherein the connec 
tion-mode transmitter comprises: 

a transmitter which transmits the information using one of 
a telephone line and an ISDN line. 

30. A system according to claim 27, wherein the moni 
tored device is a business office device. 

31. A System according to claim 30, wherein the business 
office device is one of a copier, a facsimile machine, and a 
printer. 

32. A System according to claim 27, further comprising: 
means for registering address information of the moni 

toring device So that connection-mode and connection 
leSS-mode communications can be sent to the monitor 
ing device by the monitored device. 

33. A System according to claim 27, further comprising: 
means for encrypting the information to be transmitted 
when the means for determining the mode of commu 
nication has determined that a connectionless-mode of 
communication is to be used. 

34. A System according to claim 27, further comprising: 
a firewall, connected to monitoring device, through which 

connection-mode communications from the monitored 
device pass. 

35. A System according to claim 27, further comprising: 
a database which Stores the transmitted information; and 

means for Sharing information in the data base between 
more than one department in a company. 

36. A System for communicating between a monitored 
device and a monitoring device, comprising: 
means for determining information to be transmitted by 

the monitoring device to the monitored device, the 
information including a request for a status of the 
monitored device determined using Sensors within the 
monitored device; and 

a connectionless-mode transmitter which transmits the 
information by a connectionless-mode of communica 
tion from the monitoring device to the monitored 
device. 

37. A System according to claim 36, wherein the connec 
tionless-mode transmitter comprises: 

a transmitter which transmits the information as an Inter 
net electronic mail message over the Internet. 

38. A system according to claim 36, wherein the moni 
toring device is a busineSS office device. 

39. A system according to claim 38, wherein the business 
office device is one of a copier, a facsimile machine, and a 
printer. 

40. A System according to claim 36, wherein the moni 
tored device further comprises: 

a receiver which receives the transmitted information; and 
a transmitter which transmits a connectionless-mode 

communication from the monitored device to the moni 
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toring device containing Status information of the 
monitored device, in response to the transmitted infor 
mation from the monitoring device. 

41. A System according to claim 36, wherein the connec 
tionless-mode transmitter comprises: 

a transmitter which transmits the information from the 
monitoring device to a plurality of monitored devices 
including the monitored device. 

42. A System for communicating between a machine and 
a monitoring device, comprising: 

Sensors within the machine which Senses Status informa 
tion to be transmitted to the monitoring device; and 

a connectionless-mode transmitter which transmits the 
Status information by a connectionless-mode of com 
munication from the machine to the monitoring device. 

43. A System according to claim 42, further comprising: 
means for analyzing the Status information by the 

machine, 
wherein the Status information is transmitted using the 

connectionless-mode transmitter when the Status infor 
mation is analyzed and determined to be within a 
Standard operating range. 

44. A System according to claim 43, further comprising: 
means for determining Status information which is outside 

of normal operating parameters exists in the machine 
using Said Sensors, and 

transmitting a connection-mode message from the 
machine to the monitoring device containing the Status 
information which is outside of the normal operating 
parameterS. 

45. A System according to claim 43, wherein the connec 
tionless-mode transmitter comprises: 
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a transmitter which transmits the information as an Inter 
net electronic mail message over the Internet. 

46. A System for communicating between a machine and 
a monitoring device comprising: 

a receiver within the monitored device which receives a 
connectionless-mode message from the monitoring 
device; 

means for analyzing the message by the machine; and 
means for performing an action by the machine in 

response to the message, after the message is analyzed. 
47. A System according to claim 46, wherein the analyzing 

means includes: 

a parser which parses the message; and 
means for determining an action which the message 

requests to be taken. 
48. A System according to claim 47, wherein the means for 

performing an action comprises: 
a transmitter which transmits a response message from the 

machine to the monitoring device in response to the 
meSSage. 

49. A System according to claim 48, wherein the trans 
mitter comprises: 

a transmitter which transmits the response message which 
contains information of the machine including infor 
mation obtained from Sensors, when the received con 
nectionless-mode message requests a value to be 
returned. 

50. A system according to claim 49, wherein the trans 
mitter is a connectionless-mode transmitter. 

51. A System according to claim 46, wherein the receiver 
is an Internet electronic mail receiver. 

k k k k k 


