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(57) ABSTRACT 
A credit card transaction authorization method includes 
receiving information concerning a prospective remote credit 
card transaction with a credit card, obtaining location infor 
mation from a wireless network provider for a wireless ter 
minal that is associated with a cardholder of the credit card for 
the prospective credit card transaction, and correlating a loca 
tion of the wireless terminal with a registered purchasing 
location associated with the user. Authorization information 
for the prospective credit card transaction may be generated 
in response to a result of the correlation of the location of the 
wireless terminal and the registered purchasing location. 
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CREDIT CARD TRANSACTION METHODS 
EMPLOYING WIRELESSTERMINAL 

LOCATION AND REGISTERED 
PURCHASINGLOCATIONS 

CROSS-REFERENCE TO RELATED 
APPLICATION 

0001. This application is a divisional of and claims priority 
to copending U.S. patent application Ser. No. 1 1/651,891, 
filed on Jan. 10, 2007, the disclosure of which is incorporated 
herein by reference for all purposes as if set forth in its 
entirety. 

FIELD OF THE INVENTION 

0002 This invention relates to computer servers, methods 
and computer program products, and, more particularly, to 
credit card transaction authorization servers, methods and 
computer program products. 

BACKGROUND OF THE INVENTION 

0003 Credit cards are widely used for many consumer, 
commercial and other transactions. As used herein, the term 
“credit card” includes secured and unsecured credit cards, as 
well as debit cards and other stored value cards in various 
form factors, such as wallet-sized, keychain-sized, etc. 
0004. Unfortunately, with the proliferation of credit cards, 
credit card fraud has become all too common. A thief can steal 
a credit card or a credit card number, and then use it to 
purchase thousands of dollars of goods and services before 
the card is denied. Many measures have been provided to 
reduce the possibility of fraud, including card holder signa 
tures on the credit card, a picture identification on the credit 
card and/or the requirement for a separate picture identifica 
tion of a credit card user, security codes printed on the credit 
card, billing address verification, purchase pattern screening 
and/or other known techniques. Problems of credit card fraud 
may be compounded when the credit card number is used to 
make a remote purchase, such as an internet purchase or a 
purchase over the telephone. 
0005. A credit card authorization system is described in 
U.S. Pat. Nos. 6,612,488, 6,913,194 and 7,104,444, all to 
Suzuki, and all entitled Method and System to Prevent 
Fraudulent Payment In Credit/Debit Card Transactions, and 
Terminals. Therefor. As noted in the common Abstract of 
these three patents, during a transaction authorization process 
using a transaction terminal disposed in a credit transaction 
member store and connected with a host computer, user Vali 
dation or credit administration is carried out by using a por 
table communication terminal to input to the host computer 
identity information which has been previously registered in 
the portable communication terminal and/or location infor 
mation for the portable communication terminal. 
0006 Notwithstanding these and other measures, credit 
card fraud continues to be a problem. It is, therefore, desirable 
to provide additional measures that can reduce or prevent 
credit card fraud. Moreover, the additional security that is 
provided should be balanced with the convenience to the 
legitimate cardholder. 

SUMMARY 

0007. A credit card transaction server according to some 
embodiments of the invention includes a credit card transac 
tion interface that is configured to receive information about 
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a credit card transaction that is associated with a credit card, 
a wireless network interface that is configured to obtain loca 
tion information for a plurality of wireless terminals that are 
associated with a wireless network provider, and a credit card 
transaction authorization processor. The credit card transac 
tion authorization processor is configured to receive informa 
tion from the credit card transaction interface concerning a 
prospective remote credit card transaction with the credit 
card, to instruct the wireless network interface to obtain loca 
tion information from the wireless network provider for a 
wireless terminal that is associated with a registered card 
holder of the credit card, and to correlate a location of the 
wireless terminal with a registered purchasing location asso 
ciated with the registered cardholder. The credit card trans 
action authorization processor is further configured to gener 
ate authorization information for the prospective remote 
credit card transaction in response to a result of the correlation 
of the location of the wireless terminal and the registered 
purchasing location. 
0008. The credit card transaction authorization processor 
may be further configured to obtain additional authentication 
information concerning the prospective remote credit card 
transaction if the location of the wireless terminal does not 
correspond to the registered purchasing location. 
0009. The information concerning the prospective remote 
credit card transaction. may include a credit card number 
associated with the credit card and an IP address associated 
with a computer terminal from which the prospective remote 
credit card transaction was initiated, and the credit card trans 
action authorization processor may be further configured to 
retrieve a profile associated with the credit card number from 
a profile database in response to receiving the information 
concerning the prospective interact credit card transaction, 
the profile including a wireless terminal identification num 
ber associated with the wireless terminal and an identification 
of the registered purchasing location. The credit card trans 
action authorization processor may he further configured to 
obtain a geographic location associated with the IP address if 
the location of the wireless terminal does not correspond to 
the registered purchasing location, to compare the geographic 
location associated with the IP address with the location of the 
wireless terminal, and to obtain additional authentication 
information concerning the prospective remote credit card 
transaction if the location of the wireless terminal does not 
correspond to the geographic location associated with the IP 
address. 
0010. The information concerning the prospective remote 
credit card transaction may include a credit card number 
associated with the credit card and an IP address associated 
with a computer terminal from which the prospective remote 
credit card transaction was initiated, and the credit card trans 
action authorization processor may be further configured to 
retrieve a profile associated with the credit card number from 
a profile database in response to receiving the information 
concerning the prospective internet credit card transaction. 
0011. The profile associated with the credit card number 
may include a wireless terminal identification number asso 
ciated with the wireless terminal, an identification of the 
registered purchasing location, and an identification of an 
internet service provider associated with the registered card 
holder and with the registered purchasing location. The credit 
card transaction authorization processor may be further con 
figured to compare the IP address associated with the com 
puter terminal from which the prospective remote credit card 
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transaction was initiated with a domain associated with the 
internet service provider associated with the registered pur 
chasing location. 
0012. The credit card transaction authorization processor 
may be further configured to obtain additional authentication 
information concerning the prospective remote credit card 
transaction if the IP address does not correspond to the 
domain associated with the internet service provider associ 
ated with the registered purchasing location. In some embodi 
ments, the credit card transaction authorization processor 
may be further configured to reject the prospective remote 
credit card transaction if the IP address does not correspond to 
the domain associated with the internet service provider asso 
ciated with the registered purchasing location. 
0013 The credit card transaction authorization processor 
may be configured to selectively authorize the prospective 
remote credit card transaction if the profile indicates that 
multiple wireless terminals are associated with the registered 
cardholder of the credit card for the prospective remote credit 
card transaction and the location of at least one of the multiple 
wireless terminals corresponds to the registered purchasing 
location of the registered cardholder, and to selectively obtain 
authentication of the registered cardholder prior to authoriz 
ing the prospective remote credit card transaction if none of 
the locations of the multiple wireless terminals corresponds 
to the registered purchasing location of the registered card 
holder. 

0014 Some embodiments of the invention provide credit 
card transaction authorization methods. The methods may 
include receiving information concerning a prospective 
remote credit card transaction with a credit card, obtaining 
location information from a wireless network provider for a 
wireless terminal that is associated with a registered card 
holder of the credit card, and correlating a location of the 
wireless terminal with a registered purchasing location asso 
ciated with the registered cardholder. Authorization informa 
tion for the prospective remote credit card transaction may be 
generated in response to a result of the correlation of the 
location of the wireless terminal and the registered purchas 
ing location. 
0015 The methods may further include obtaining addi 
tional authentication information concerning the prospective 
remote credit card transaction if the location of the wireless 
terminal does not correspond to the registered purchasing 
location. Obtaining additional authentication information for 
the prospective remote credit card transaction may include 
transmitting an email message to an email address associated 
with the registered cardholder and receiving a response from 
the registered cardholder in response to the email message. In 
Some embodiments, obtaining additional authentication 
information for the prospective remote credit card transaction 
may include transmitting a request message to the wireless 
terminal that is associated with the registered cardholder of 
the credit card for the prospective credit card transaction, and 
receiving a response message via the wireless network inter 
face in response to the request message. Transmitting the 
request message may include transmitting the request mes 
sage via a wireless communication network associated with 
the wireless terminal and receiving the response message may 
include receiving the response message via the wireless com 
munication network and/or via the internet. Furthermore, 
obtaining additional authentication information for the pro 
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spective remote credit card transaction may include receiving 
additional authentication information via the credit card 
transaction interface. 

0016. The information concerning the prospective remote 
credit card transaction may include a credit card number 
associated with the credit card and an IP address associated 
with a computer terminal from which the prospective remote 
credit card transaction was initiated. The methods may fur 
ther include retrieving a profile associated with the credit card 
number from a profile database in response to receiving the 
information concerning the prospective internet credit card 
transaction, the profile including a wireless terminal identifi 
cation number associated with the wireless terminal and an 
identification of the registered purchasing location. The 
methods may further include obtaining a geographic location 
associated with the IP address if the location of the wireless 
terminal does not correspond to the registered purchasing 
location, comparing the geographic location associated with 
the IP address with the location of the wireless terminal, and 
obtaining additional authentication information concerning 
the prospective remote credit card transaction if the location 
of the wireless terminal does not correspond to the geo 
graphic location associated with the IP address. 
0017. The information concerning the prospective remote 
credit card transaction may include a credit card number 
associated with the credit card and an IP address associated 
with a computer terminal from which the prospective remote 
credit card transaction was initiated or a telephone number of 
a telephone used to initiate the prospective remote credit card 
transaction, The methods further include retrieving a profile 
associated with the credit card number from a profile database 
in response to receiving the information concerning the pro 
spective internet credit card transaction. The profile associ 
ated with the credit card number may include a wireless 
terminal identification number associated with the wireless 
terminal, an identification of the registered purchasing loca 
tion, and an identification of an internet service provider 
associated with the registered purchasing location and/or a 
telephone number associated with the registered purchasing 
location. The methods may further include comparing the IP 
address associated with the computer terminal from which 
the prospective remote credit card transaction was initiated 
with a domain associated with the internet service provider 
associated with the registered purchasing location or compar 
ing the telephone number of the telephone used to initiate the 
prospective remote credit card transaction with the telephone 
number associated with the registered purchasing location. 
0018. The methods may further include obtaining addi 
tional authentication information concerning the prospective 
remote credit card transaction if the IP address does not 
correspond to the internet service provider associated with 
the registered purchasing location or if the telephone number 
of the telephone used to initiate the prospective remote credit 
card transaction does not correspond to the telephone number 
associated with the registered purchasing location. In some 
embodiments, the methods may further include rejecting the 
prospective remote credit card transaction if the IP address 
does not correspond to the domain associated with the interne 
service provider associated with the registered purchasing 
location or if the telephone number of the telephone used to 
initiate the prospective remote credit card transaction does 
not correspond to the telephone number associated with the 
registered purchasing location. 
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0019. The methods may further include selectively autho 
rizing the prospective remote credit card transaction if the 
profile indicates that multiple wireless terminals are associ 
ated with the registered cardholder of the credit card for the 
prospective remote credit card transaction and the location of 
at least one of the multiple wireless terminals corresponds to 
the registered purchasing location of the registered card 
holder, and selectively obtaining additional authentication 
information concerning the prospective remote credit card 
transaction prior to authorizing the prospective remote credit 
card transaction if none of the locations of the multiple wire 
less terminals corresponds to the registered purchasing loca 
tion of the registered cardholder. 
0020. It will be understood that while various method 
embodiments of the invention have been described above, 
analogous server, system and computer program embodi 
ments also may be provided according to other embodiments 
of the invention. Moreover, the various embodiments of the 
invention that are described herein may be combined in vari 
ous combinations and Subcombinations. 
0021. Other systems, methods, and/or computer program 
products according to embodiments will be or become appar 
ent to one with skill in the art upon review of the following 
drawings and detailed description. It is intended that all Such 
additional systems, methods, and/or computer program prod 
ucts be included within this description, be within the scope 
of the present invention, and be protected by the accompany 
ing claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0022. The accompanying drawings, which are included to 
provide a further understanding of the invention and are 
incorporated in and constitute a part of this application, illus 
trate certain embodiment(s) of the invention. In the drawings: 
0023 FIG. 1 is a block diagram of wireless terminal loca 
tion based credit card authorization servers, systems, meth 
ods and/or computer program products according to various 
embodiments of the present invention. 
0024 FIGS. 2-6 are flowcharts of operations that may be 
performed for credit card transaction authorization according 
to various embodiments of the present invention. 

DETAILED DESCRIPTION OF EMBODIMENTS 
OF THE INVENTION 

0025. The present invention now will be described more 
fully hereinafter with reference to the accompanying figures, 
in which embodiments of the invention are shown. This 
invention may, however, be embodied in many alternate 
forms and should not be construed as limited to the embodi 
ments set forth herein. 
0026. Accordingly, while the invention is susceptible to 
various modifications and alternative forms, specific embodi 
ments thereof are shown by way of example in the drawings 
and will herein be described in detail. It should be understood, 
however, that there is no intent to limit the invention to the 
particular forms disclosed, but on the contrary, the invention 
is to cover all modifications, equivalents, and alternatives 
falling within the spirit and scope of the invention as defined 
by the claims. Like numbers refer to like elements throughout 
the description of the figures. 
0027. The terminology used herein is for the purpose of 
describing particular embodiments only and is not intended to 
be limiting of the invention. As used herein, the singular 
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forms “a”, “an and “the are intended to include the plural 
forms as well, unless the context clearly indicates otherwise. 
It will be further understood that the terms “comprises'. 
“comprising.” “includes” and/or “including when used in 
this specification, specify the presence of Stated features, 
integers, steps, operations, elements, and/or components, but 
do not preclude the presence or addition of one or more other 
features, integers, steps, operations, elements, components, 
and/or groups thereof. Moreover, when an element is referred 
to as being “responsive' to another element, it can be directly 
responsive to the other element, or intervening elements may 
be present. In contrast, when an element is referred to as being 
“directly responsive' to another element, there are no inter 
vening elements present. As used herein the term “and/or 
includes any and all combinations of one or more of the 
associated listed items and may be abbreviated as “1”. 
0028. It will be understood that, although the terms first, 
second, etc. may be used herein to describe various elements, 
these elements should not be limited by these terms. These 
terms are only used to distinguish one element from another. 
0029. The present invention is described below with ref 
erence to block diagrams and/or flowchart illustrations of 
methods, apparatus (systems and/or devices) and/or com 
puter program products according to embodiments of the 
invention. It is understood that a block of the block diagrams 
and/or flowchart illustrations, and combinations of blocks in 
the block diagrams and/or flowchart illustrations, can be 
implemented by computer program instructions. These com 
puter program instructions may he provided to a processor of 
a general purpose computer, special purpose computer, and/ 
or other programmable data processing apparatus to produce 
a machine, Such that the instructions, which execute via the 
processor of the computer and/or other programmable data 
processing apparatus, create means (functionality) and/or 
structure for implementing the functions/acts specified in the 
block diagrams and/or flowchart block or blocks. 
0030 These computer program instructions may also be 
stored in a computer-readable memory that can direct a com 
puter or other programmable data processing apparatus to 
function in a particular manner, such that the instructions 
stored in the computer-readable memory produce an article of 
manufacture including instructions which implement the 
function/act specified in the block diagrams and/or flowchart 
block or blocks. 

0031. The computer program instructions may also be 
loaded onto a computer or other programmable data process 
ing apparatus to cause a series of operational steps to be 
performed on the computer or other programmable apparatus 
to produce a computer-implemented process Such that the 
instructions which execute on the computer or other program 
mable apparatus provide steps for implementing the func 
tions/acts specified in the block diagrams and/or flowchart 
block or blocks. 

0032. Accordingly, the present invention may be embod 
ied in hardware and/or in Software (including firmware, resi 
dent Software, micro-code, etc.). Furthermore, the present 
invention may take the form of a computer program product 
on a computer-usable or computer-readable storage medium 
having computer-usable or computer-readable program code 
embodied in the medium for use by or in connection with an 
instruction execution system. In the context of this document, 
a computer-usable or computer-readable medium may be any 
medium that can contain, store, communicate, propagate, or 
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transport the program for use by or in connection with the 
instruction execution system, apparatus, or device. 
0033. The computer-usable or computer-readable 
medium may be, for example but not limited to, an electronic, 
magnetic, optical, electromagnetic, infrared, or semiconduc 
tor system, apparatus, or device. More specific examples (a 
non-exhaustive list) of the computer-readable medium would 
include the following: an electrical connection having one or 
more wires, a portable computer diskette, a random access 
memory (RAM), a read-only memory (ROM), an erasable 
programmable read-only memory (EPROM or Flash 
memory), and a portable compact disc read-only memory 
(CD-ROM). Note that the computer-usable or computer 
readable medium could even be paper or another suitable 
medium upon which the program is printed, as the program 
can be electronically captured, via, for instance, optical scan 
ning of the paper or other medium, then compiled, inter 
preted, or otherwise processed in a Suitable manner, if nec 
essary, and then stored in a computer memory. 
0034. It should also be noted that in some alternate imple 
mentations, the functions/acts noted in the blocks may occur 
out of the order noted in the flowcharts. For example, two 
blocks shown in Succession may in fact be executed Substan 
tially concurrently or the blocks may sometimes be executed 
in the reverse order, depending upon the functionality/acts 
involved. Moreover, the functionality of a given block of the 
flowcharts and/or block diagrams may be separated into mul 
tiple blocks and/or the functionality of two or more blocks of 
the flowcharts and/or block diagrams may beat least partially 
integrated. 
0035 FIG. 1 is a block diagram of credit card transaction 
servers, systems, methods and/or computer program products 
according to various embodiments of the present invention. 
Referring now to FIG. 1, a credit card transaction server 110 
includes a credit card transaction interface 112, a wireless 
network interface 119 and a credit card authorization proces 
sor 116. The credit card transaction server 110 may be 
embodied as one or more enterprise, application, personal, 
pervasive and/or embedded computer systems that are con 
nected via a wireless and/or wired, private and/or public 
network, including the Internet, 
0036. The credit card transaction interface 112 is config 
ured to receive information about credit card transactions that 
are associated with at least one, and possibly more, credit card 
issuers 120. The information about credit card transactions 
may be obtained directly from the credit card issuer(s) 120 
and/or from one or more merchants 130 that accept remote 
credit card payments, such as retailers that accept orders by 
telephone and/or the Internet. The information about the 
remote credit card transactions may be received from the 
credit card issuer(s) 120 over private and/or public wired 
and/or wireless communications links 122, and the informa 
tion about credit card transactions may be received from the 
merchant(s) 130 over private and/or public wired and/or wire 
less communications links 132. By receiving information 
about credit card transactions that are associated with a plu 
rality of credit card issuers, the credit card transaction server 
110 can provide an authorization clearinghouse for credit 
card transactions for multiple credit card issuers 120 and/or 
merchant(s) 130, to thereby potentially help reduce credit 
card fraud. However, in other embodiments, the server 110 
may service a single credit card issuer 120 and/or merchant 
130. 
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0037. Still continuing with the description of FIG. 1, the 
wireless network interface 114 is configured to obtain loca 
tion information for a plurality of wireless terminals 150 that 
are serviced by one or more wireless network providers 140. 
The location information may be obtained in response to a 
specific inquiry related to a prospective credit card transac 
tion and/or may be obtained periodically by the wireless 
network interface 114 polling the wireless network providers 
140 and/or by the wireless network providers 140 periodi 
cally providing the location information to the wireless net 
work interface 114. The wireless network providers 140 may 
communicate with the wireless network interface 114 over 
one or more private and/or public wired and/or wireless com 
munications links 142. The wireless terminals 150 may com 
municate with the wireless network providers 140 over one or 
more wireless links 152 using conventional wireless proto 
cols. As used herein, the term "wireless terminal' includes 
cellular and/or satellite radiotelephones with or without a 
multi-line display; Personal Communications System (PCS) 
terminals that may combine a radiotelephone with data pro 
cessing, facsimile and/or data communications capabilities; 
Personal Digital Assistants (PDA) that can include a radio 
frequency transceiver and a pager, Internet/intranet access, 
Web browser, organizer, calendar and/or a global positioning 
system (GPS) receiver; and/or conventional laptop and/or 
palmtop computers or other appliances, which include a radio 
frequency transceiver. By providing an interface to multiple 
wireless network providers 140, location information con 
cerning multiple wireless terminals that are registered to a 
given cardholder may be obtained, which can be used to 
reduce credit card fraud as will be described below. However, 
in other embodiments, the server 110 may query a single 
wireless network provider 140. 
0038. Although the server 110 is illustrated in FIG. 1 as a 
standalone system that is separate from the credit card issuer 
(s) 120, the merchant(s) 130 and the wireless network pro 
vider(s) 140, it will be appreciated that the server 110 could be 
operated by and/or located at a credit card issuer 120, a 
merchant 130, a wireless network provider 140 and/or at 
Some other location, such as a credit card authorization clear 
inghouse that provides credit card transaction authentication 
services for a plurality of credit card issuers and/or mer 
chants. 

0039 Still referring to FIG. 1, a remote credit card trans 
action may be initiated by a cardholder 160 placing a credit 
card order with a merchant 130 via a communication network 
170. For example, a cardholder 160 may initiate a remote 
credit card transaction with a merchant 130 by logging onto a 
website of the merchant 130 through a data communications 
network, Such as the Internet and transmitting the credit card 
number of a credit card 162 owned by the cardholder 160 to 
the merchant 130. A cardholder 160 may also initiate a remote 
credit card transaction with a merchant 130 by telephoning 
the merchant 130 through a wired and/or wireless telephone 
network. Accordingly, the communication network 170 illus 
trated in FIG.1 may include a data communication network 
Such as the Internet, or a telephone network Such as a public 
switched telephone network (PSTN) and/or a wireless tele 
phone network. In either case, while the cardholder 160 may 
not be physically present at a retail store operated by the 
merchant 130, the merchant 130 may know certain informa 
tion about the cardholder 160, such as the telephone number 
from which the cardholder 160 called the merchant 130 and/ 
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or a network address, such as an Internet protocol IP address, 
of a computer terminal from which the credit card order was 
initiated. 
0040. Upon receipt of a credit card order from a cardholder 
160, the merchant 130 may contact the credit card issuer 120 
associated with the credit card number provided by the card 
holder 160, or a proxy of the credit card issuer 120, such as a 
credit card authorization clearinghouse, in order to authorize 
the prospective remote credit card transaction. In some 
embodiments, the merchant 130 may contact the credit card 
transaction server 110 directly to obtain authorization of the 
prospective credit card transaction. 
0041. Still referring to FIG. 1, a credit card transaction 
authorization processor 116 in the credit card transaction 
server 110 communicates with the credit card transaction 
interface 112 and the wireless network interface 114. In some 
embodiments, the credit card transaction authorization pro 
cessor 116 is responsive to receipt of information concerning 
a prospective remote credit card transaction with one of the 
plurality of credit card issuers 120 received from the credit 
card issuer 120 or from a merchant 130 via the credit card 
transaction interface 112 in a credit card transaction authori 
Zation request. In particular, upon receipt of the credit card 
transaction authorization request, the credit card transaction 
authorization processor 116 may instruct the wireless net 
work interface 114 to obtain location information from one or 
more of the plurality of wireless network providers 140 for at 
least one wireless terminal 150 that is associated with a reg 
istered cardholder 160 of the credit card 162 for the prospec 
tive credit card transaction. 
0042. The information regarding the prospective credit 
card transaction may be received by the credit card transac 
tion interface 112 of FIG. 1 from the credit card issuer 120 
and/or from the merchant 130 that is associated with the 
transaction. The information that is received can include a 
transaction amount, a credit card number, a cardholder name, 
a merchant identification number and/or other conventional 
information concerning the transaction. The information may 
also include, for example, a network address, such as an IP 
address, of a computer terminal from which the remote credit 
card transaction was initiated, and/or a telephone number of a 
telephone from which the remote credit card transaction was 
initiated. 
0043. In particular, upon receipt of credit card transaction 
authorization request, the credit card transaction authoriza 
tion processor 116 may retrieve a profile from a local or 
remote profile database 117 that contains cardholder profile 
information associated with the credit card number provided 
in the request. The cardholder profile information may 
include, for example, one or more wireless terminal identifi 
ers, such as telephone numbers associated with wireless ter 
minals 150, the identities of one or more wireless network 
providers associated with the wireless terminals, an e-mail 
address associated with the cardholder, one or more regis 
tered purchasing locations associated with the credit card 
number, and/or one or more registered Internet service pro 
viders and/or telephone numbers associated with the regis 
tered purchasing locations. 
0044) Using profile information obtained from the profile 
database 117, the wireless network interface 114 can obtain 
location information for one or more wireless terminals 150 
associated with the cardholder by polling the wireless net 
work providers 140 and/or by searching pre-stored location 
information. 
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0045. The credit card transaction authorization processor 
116 is also configured to correlate a registered purchasing 
location identified in the profile information with the location 
(s) of the at least one wireless terminal 150, and to generate 
authorization information for the prospective credit card 
transaction based on the correlation of the registered purchas 
ing location and the location of the at least one wireless 
terminal. Accordingly, if it is determined that a wireless ter 
minal 150 associated with the cardholder/cardholder 160 is 
located Sufficiently close to a registered purchasing location 
stored in the cardholder profile associated with the credit card 
number identified in the credit card transaction authorization 
request, there may be an enhanced likelihood that the pro 
posed transaction is genuine, and that additional authentica 
tion may not be required. Many specific embodiments will be 
described in detail below. 
0046 Accordingly, in order to take advantage of the trans 
action authorization systems and/or methods according to 
embodiments of the invention, a cardholder may register cer 
tain information with the credit card transaction server 110. In 
particular, the cardholder 160 may register one or more credit 
cards 162 and one or more registered purchasing locations 
that are associated with the registered credit cards 162 of the 
cardholder 160. In addition, the cardholder 160 may register 
the identities of one or more wireless terminals 150 associ 
ated with the cardholder 160, and possibly the names of the 
wireless network providers 140 associated with the one or 
more wireless terminals 150. Furthermore, the cardholder 
may register the identities of one or more Internet service 
providers and/or telephone numbers associated with the reg 
istered purchasing locations. This information may be used as 
described below to provide enhanced security for remote 
credit card transactions. 
0047. The registered purchasing location may include a 
location at which the cardholder customarily initiates remote 
credit card transactions, such as the cardholder's home and/or 
office location. The registered purchasing location may be 
provided by the cardholder 160 as an address which may 
become converted by the credit card transaction server 110 
into longitude/latitude information. Geographical informa 
tion systems that are capable of converting addresses into 
longitude/latitude information, Such as Google R. Maps or 
MapQuest(R) are well known to those having skill in the art 
and need not be described further herein. 
0048 Many techniques may be used by a wireless network 
provider 140 to determine a location of a wireless terminal 
150. For example, the wireless terminal 150 may include a 
GPS or other location tracking circuitry therein. Alterna 
tively, triangulation techniques based on the wireless network 
cells to which a given wireless terminal 150 is communicat 
ing may be used. Other techniques also may be used. 
0049 Accordingly, a credit card transaction server 110 
according to Some embodiments of the present invention can 
service credit card transactions from multiple merchants 130 
and/or multiple credit card issuers 120, and can correlate a 
registered purchasing location of a cardholder 160 of a credit 
card 162 with the location of one or more wireless terminals 
150 that are registered to the cardholder 160 for the prospec 
tive credit card transaction. A location based credit card trans 
action authorization clearinghouse thereby may be provided 
that can process requests from multiple credit card issuers 
120 and multiple merchants 130, and can obtain location 
information from multiple wireless network providers 140. 
Moreover, added levels of fraud prevention may be provided 
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by obtaining location information for multiple wireless ter 
minals 150 of a given wireless network provider 140 or mul 
tiple wireless network providers 140 that are registered in a 
given cardholder profile. Accordingly, increased levels of 
fraud prevention may be provided. 
0050 FIG. 2 is a flowchart of operations that may be 
performed by a credit card transaction authorization proces 
Sor, such as the credit card transaction authorization proces 
sor 116 of FIG. 1, according to some embodiments of the 
present invention. Referring now to FIG. 2, at Block 210, a 
credit card transaction authorization request containing infor 
mation about a prospective credit card transaction for which 
authorization is requested is received. This information may 
be received by the credit card transaction interface 112 of 
FIG.1 from the credit card issuer 120 and/or the merchant 130 
that is associated with the prospective credit card transaction. 
The information that is received can include a transaction 
amount, a credit card number, a cardholder name, a merchant 
identification number and/or other conventional information 
concerning the transaction. The information may also include 
a network address, such as an IP address, of a computer 
terminal from which the remote credit card transaction was 
initiated, and/or a telephone number of a telephone from 
which the remote credit card transaction was initiated. 
0051 Referring to Block 220, in response to receiving 
information about the prospective credit card transaction, the 
credit card transaction authorization processor 116 may 
retrieve a cardholder profile from the profile database 117 that 
corresponds to the credit card number identified in the 
request. The cardholder profile information may include, for 
example, one or more wireless terminal identifiers, such as 
telephone numbers associated with wireless terminals 150 
that are associated with the cardholder, the identities of one or 
more wireless network providers associated with the wireless 
terminals, an e-mail address associated with the cardholder, 
one or more registered purchasing locations associated with 
the credit card number, and/or one or more registered Internet 
service providers and/or telephone numbers associated with 
the registered purchasing locations. 
0052 Referring now to Block 230, in response to receiv 
ing the information about the prospective transaction, the 
credit card transaction authorization processor 116 may 
direct the wireless network interface 114 to obtain location 
information for one or more wireless terminals 150 that were 
identified in the cardholder profile associated with the credit 
card number identified in the transaction authorization 
request. In order to obtain the location information, the wire 
less network providers 140 may be polled. The polling may 
take place via communication between the wireless network 
interface 114 and the wireless network provider 140 over 
links 142. It will also be understood by those having skill in 
the art that, in other embodiments, polling need not take 
place, but, rather, information concerning locations of wire 
less terminals 150 may be provided periodically by the wire 
less network providers 140 to the wireless network interface 
114, and pre-stored by the wireless network interface 114 
and/or the credit card transaction authorization processor 
116. 

0053. It also will be understood that embodiments of the 
invention can allow multiple wireless network providers 140 
to be polled or otherwise to provide location information. By 
allowing multiple wireless network providers 140 to provide 
location information, enhanced security may be provided. 
For example, when multiple wireless terminals 150 are asso 
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ciated with a given cardholder 160, the location of all of the 
wireless terminals 150 may be correlated with the registered 
purchasing location(s) identified in the cardholder profile for 
the prospective credit card transaction, Moreover, when wire 
less terminals 150 for a given cardholder 160 are provided by 
multiple wireless network providers 140, enhanced security 
authorization may be obtained to reduce the likelihood that a 
wireless terminal was registered with another network pro 
vider by a thief in order to foil or spoof the location based 
authorization. 

0054 Continuing with the description of FIG. 2, at Block 
240, when an identification of locations of the wireless ter 
minals 150 has been obtained from all of the wireless network 
providers 140, then at Block 240 the credit card transaction 
authorization processor 116 correlates the registered purchas 
ing location(s) stored in the cardholder profile and the loca 
tion(s) of at least one wireless terminal 150 identified in the 
cardholder profile to determine if the location of a least one 
wireless terminal 150 corresponds to a registered purchasing 
location stored in the cardholder profile. Many different 
embodiments of correlating the locations will be described in 
detail below. Finally, at Block 250, authorization information 
for the prospective credit card transaction is generated based 
on the correlation of the registered purchasing location with 
the location of the at least one wireless terminal 150. Many 
different embodiments of generating authorization informa 
tion will be described below. 

0055 According to some embodiments of the invention, 
enhanced authentication of prospective credit card transac 
tions may be performed if the location of a wireless terminal 
150 associated with the cardholder 160 does not correspond 
to a registered purchasing location associated with the credit 
card being used in the prospective credit card transaction. The 
location of a wireless terminal 150 may correspond to a 
registered purchasing location if it is determined that the 
location of the wireless terminal 150 is sufficiently close to a 
registered purchasing location Such that it is deemed to be at 
the registered purchasing location, The definition of “suffi 
ciently close' may always be the same or may vary depending 
upon the application, For example, it may required that the 
wireless terminal 150 is within 10 feet, or a minimum reso 
lution distance of the registered purchasing location, to 
ensure that the wireless terminal 150 is actually carried on the 
person of the cardholder 160. However, this distance may be 
relaxed by a given credit card issuer 120 or merchant 130, 
and/or may be relaxed based on a preference in the cardholder 
profile. 
0056 FIG. 3 illustrates certain operations 300 associated 
with correlating the location of a wireless terminal 150 with a 
registered purchasing location and, in response to the corre 
lation, generating authorization information for the prospec 
tive remote credit card transaction. As shown in FIG. 3, it is 
first determined whether or not a wireless terminal 150 iden 
tified in the cardholder profile is located at a registered pur 
chasing location (Block 316). As noted above, the wireless 
terminal 150 may be determined to be at the registered pur 
chasing location if the wireless terminal 150 is located no 
more than a threshold distance away from the registered pur 
chasing location. if it is determined that the wireless terminal 
150 is located at a registered purchasing location, then the 
transaction may be authorized (Block 320). However, if it is 
determined that the wireless terminal 150 is not located at a 
registered purchasing location, then additional authentication 
information may be obtained from the purchaser in order to 
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confirm that the proposed transaction is authorized (Block 
324). In some embodiments, if multiple wireless terminals 
150 are identified in the cardholder profile, additional authen 
tication information may be obtained if none of the wireless 
terminals 150 is located at a registered purchasing location. In 
other embodiments, if multiple wireless terminals 150 are 
identified in the cardholder profile, additional authentication 
information may be obtained if any one of the wireless ter 
minals 150 is not located at a registered purchasing location. 
0057 Additional authentication may be provided in a 
number of ways. For example, the credit card transaction 
authorization processor 116 may send a message to the wire 
less terminal 150 via the wireless communication system of 
the wireless network provider 140 providing the cardholder 
160 with an authorization code. The cardholder 160 may then 
provide the authorization code to the merchant 130, for 
example over the phone or via the Internet. The message may 
state, for example, “Please enter the following authorization 
code XXX’, and the authorization code may also be simul 
taneously transmitted to the merchant 130. Alternatively, or in 
addition, a message may be transmitted to a computer termi 
nal that was used to initiate the credit card transaction, and/or 
to an email address associated with the cardholder 160 that is 
stored in the cardholder profile, instructing the cardholder 
160 to perform additional acts to confirm authorization of the 
transaction, such as logging on to a website specified in the 
message. 

0.058. In some embodiments, the credit card transaction 
authorization processor 116 may send a message to the mer 
chant 130 through the credit card transaction interface 112, 
Such as a password that may be stored in the cardholder 
profile. The merchant 130 may then request the cardholder to 
provide the authentication password. 
0059. The additional authentication information is 
checked to see if it matches the expected information (Block 
328). If the additional authentication information provided by 
the cardholder 160 matches the expected information, for 
example if the cardholder 160 provides the correct password 
or code in response to a request by the merchant 130, then the 
transaction may be authorized (Block 320). Otherwise, the 
prospective credit card transaction may be rejected (Block 
332). 
0060 Operations 400A according to further embodiments 
of the invention are illustrated in FIG. 4A. In the operations 
400A, it is assumed that the prospective credit card transac 
tion is an Internet transaction that was initiated at a computer 
terminal, for example by logging on to a website of a mer 
chant 130. As shown therein, is first determined if a wireless 
terminal 150 associated with the cardholder 160 is located at 
a registered purchasing location (Block 416). If the wireless 
terminal 150 is determined to be located at a registered pur 
chasing location, the credit card transaction authorization 
processor 116 determines if a network address, such as the IP 
address, of a computer terminal from which the proposed 
credit card transaction was initiated (which was provided to 
the credit card transaction interface 112 along with the trans 
action authorization request), corresponds to the internet Ser 
Vice provider associated with the registered purchasing loca 
tion at which the wireless terminal 150 is located (Block 
418A). An IP address can be correlated with an Internet 
service provider by, for example, determining if the IP 
address falls within a domain, or set of IP addresses, admin 
istered by the service provider. As used herein, the term 
“domain can include the conventionally defined Internet 
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domain as well as any means of explicitly or implicitly speci 
fying or indicating or suggesting one or more addresses and/ 
or one or more sets of addresses, which for instance may 
include Sub-domains, networks, Sub-networks, address lists, 
address spaces, address sequences, etc. 
0061. If, in Block 418A, it is determined that the IP 
address of the computer terminal from which the prospective 
credit card transaction was initiated does correspond to the 
Internet service provider associated with the registered pur 
chasing location, then the transaction may be authorized 
(Block 420). However, if it is determined that the IP address 
does not correspond to the Internet service provider associ 
ated with the registered purchasing location, then additional 
authentication information may be obtained, as described 
above (Block 424). The additional authentication information 
may be checked (Block 428) and the transaction may be 
authorized (Block 420) or rejected (Block 432) based on the 
additional authentication information. 
0062 Operations 400B according to further embodiments 
of the invention are illustrated in FIG. 4B. In the operations 
400B, it is assumed that the prospective credit card transac 
tion is telephone transaction that was initiated, for example by 
a telephone call to a merchant 130. As shown therein, is first 
determined if a wireless terminal 150 associated with the 
cardholder 160 is located at a registered purchasing location 
(Block 416). If the wireless terminal is determined to be 
located at a registered purchasing location, the credit card 
transaction authorization processor 116 determines if the 
telephone number of the telephone from which the proposed 
credit card transaction was initiated (which was provided to 
the credit card transaction interface 112 along with the trans 
action authorization request), corresponds to the registered 
purchasing location at which the wireless terminal 150 is 
located (Block 418B). 
0063) If, in Block 418B, it is determined that the telephone 
number of the telephone from which the prospective credit 
card transaction was initiated does correspond to the regis 
tered purchasing location, then the transaction may be autho 
rized (Block 420). However, if it is determined that the tele 
phone number does not correspond to the registered 
purchasing location, then additional authentication informa 
tion may be obtained, as described above (Block 424). 
0064. The embodiments illustrated in FIGS. 4A and 4B 
may arise from a recognition that the cardholder 160 may be 
at a registered purchasing location (such as the cardholder's 
home or work location) while a thief is attempting to use the 
cardholder's credit card to make a remote purchase from 
some other location. However, if it is determined, in the case 
of an Internet purchase, that the IP address of the computer 
terminal from which the prospective credit card transaction is 
being initiated does not correspond to an Internet service 
provider associated with the registered purchasing location, 
or, in the case of a telephone purchase, that the telephone 
number of the telephone used to initiate the transaction does 
not correspond to the registered purchasing location at which 
the wireless terminal 150 is located, then it may be desirable 
to obtain additional authentication information before autho 
rizing the transaction. As in the embodiments described 
above, if the additional authentication information does not 
match, the transaction may be rejected (Block 432). 
0065 Operations 500 according to further embodiments 
of the invention are illustrated in FIG. 5. The operations 500 
are substantially similar to the operations 400A and 400B 
described in connection with FIGS. 4A and 4B, respectively, 
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except that if it is determined that the wireless terminal 150 is 
located at a registered purchasing location, but that the IP 
address of the computer terminal from winch the credit card 
transaction was initiated is not associated with the service 
provider associated with the registered purchasing location 
(or that the telephone number of the telephone from which the 
credit card transaction was initiated is not associated with the 
registered purchasing location), then it may be desirable to 
immediately reject the transaction (as indicated by the on 
page reference A in FIG. 5), since there may be a relatively 
high likelihood that the transaction is fraudulent. 
0066. Operations 600 according to still further embodi 
ments of the invention are illustrated in FIG. 6. As shown 
therein, if it is determined, at Block 616, that a wireless 
terminal associated with the cardholder 160 is not located at 
a registered purchasing location associated with the card 
holder 160, the credit card transaction authorization proces 
sor 116 may perform a geolocation of the IP address of the 
computer terminal from which the prospective credit card 
transaction was initiated. Geolocation of an IP address 
involves determining a geographic location of a computer 
terminal associated with an IP address. IP address geoloca 
tion is well known in the art and is provided by a number of 
service providers including, for example, Quova's Geopoint 
service. 
0067. An IP address may typically be geolocated to within 
at least a city, and possibly within a particular Subdivision of 
a city. While IP address geolocation may provide a relatively 
low degree of accuracy compared with, for example, GPS 
and/or other wireless location methods, it may be sufficient 
for purposes of determining if a wireless terminal associated 
with the cardholder 160 is located near the computer terminal 
from which the prospective credit card transaction was initi 
ated, since it may be less likely that a thief is using the card 
from a location near the legitimate cardholder. Accordingly, if 
it is determined that the wireless terminal 150 is located at or 
near the geolocation of the IP address (Block 622), then it may 
be further determined if the IP address corresponds to a ser 
vice provider associated with the cardholder (Block 618) and 
if so, the transaction may be authorized (Block 620). Other 
wise, additional authentication information may be obtained 
(Block 624) and used to determine whether or not the trans 
action should be authorized, as described above. 
0068. In some embodiments, an additional correlation 
may be made of cardholder credit card history. For example, 
the history of past credit card transactions for the credit card 
that took place prior to the prospective credit card transaction 
may be included in the correlation. Accordingly, credit card 
profiling that is conventionally used to determine authenticity 
of a transaction based on past buying habits of a cardholder 
and/or other concurrent transactions by the cardholder may 
be correlated with the location of the credit card transaction 
terminal and the location(s) of the wireless terminal(s) in 
generating the authorization information. 
0069. Some embodiments of the invention may arise from 
recognition that it may be desirable to provide a central credit 
card transaction server that is capable of communicating with 
multiple credit issuers, multiple merchants and/or multiple 
wireless network providers, to provide a location based credit 
card transaction authorization clearinghouse. However, other 
embodiments of the present invention may allow a given 
wireless network provider to provide location information for 
wireless terminals in its own system to a plurality of credit 
card issuers and/or merchants. Moreover, in other embodi 
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ments, the credit card transaction server may be operated by 
a given wireless network provider and the credit card trans 
action server may be configured to identify wireless phones of 
other wireless network providers that are registered to the 
cardholder of a card used for a prospective credit card trans 
action. There may be privacy issues and/or regulatory issues 
that may impact the Solicitation or transmission of customer 
identification information, but these issues may be overcome 
using appropriate encryption and/or pseudonyms. For 
example, in some embodiments, a pseudonym may be used to 
hash the personal information of a user of another wireless 
network provider. 
0070 Moreover, any of the embodiments that were 
described above may be conditioned on the cost of the item 
being purchased by the credit card transaction, by a metric of 
prior or concurrent credit card transactions and/or some other 
indications of a large potential fraud. In other embodiments, 
however, these factors may need not be considered, because it 
may be regarded as important to detectany fraud, big or Small. 
(0071. Furthermore, it will be appreciated that while 
embodiments of the invention have been described in connec 
tion with credit cards, no physical “card” is necessary for the 
implementation of the invention. Accordingly, embodiments 
of the invention may be used to reduce fraud in connection 
with the remote use of any financial account that is identified 
by a unique account number, including, for example, debit 
accounts, home equity accounts, revolving credit accounts, 
retail credit accounts, and the like, in which case references 
hereinto the “cardholder” refer to the owner of the account in 
question. 
0072. In the drawings and specification, there have been 
disclosed embodiments of the invention and, although spe 
cific terms are employed, they are used in a generic and 
descriptive sense only and not for purposes of limitation, the 
Scope of the invention being set forth in the following claims. 
What is claimed is: 
1. A computer-readable storage medium, for use at a credit 

card transaction server and in connection with a profile data 
base, having stored thereon computer-executable instructions 
that, when executed by a processor, cause the processor to 
perform operations, for authorizing a credit card transaction, 
comprising: 

receiving information concerning a prospective remote 
credit card transaction with a credit card and including a 
credit card number associated with the credit card and a 
telephone number of a telephone used to initiate the 
prospective remote credit card transaction; 

obtaining first location information corresponding to a first 
wireless terminal, of a plurality of wireless terminals 
associated with a registered cardholder of the credit 
card, the first location information indicating a location 
of the first wireless terminal; 

obtaining second location information corresponding to a 
second wireless terminal of the plurality of wireless 
terminals associated with the registered cardholder of 
the credit card, the second location information indicat 
ing a location of the second wireless terminal; 

correlating both the first location and the second location, 
of the first location information and the second location 
information, respectively, with a registered purchasing 
location associated with the registered cardholder, 

generating authorization information for the prospective 
remote credit card transaction in response to a result of 
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correlating the first location and the second location and 
the registered purchasing location; and 

retrieving a profile associated with the credit card number 
from the profile database in response to receiving the 
information concerning the prospective transaction does 
not correspond to the telephone number associated with 
the registered purchasing location. 

2. The computer-readable storage medium of claim 1, 
wherein the operations further comprise rejecting the pro 
spective remote credit card transaction in response to deter 
mining that the telephone number of the telephone used to 
initiate the prospective remote credit card transaction does 
not correspond to the telephone number associated with the 
registered purchasing location. 

3. The computer-readable storage medium of claim 1, 
wherein the operations further comprise processing the addi 
tional authentication information concerning the prospective 
remote credit card transaction in response to determining that 
the telephone number of the telephone used to initiate the 
prospective remote credit card transaction does not corre 
spond to the telephone number associated with the registered 
purchasing location. 

4. The computer-readable storage medium of claim 1, 
wherein: 

the authorization code comprises a second authorization 
code; 

the operations further comprises: 
sending a first authorization code from the credit card 

transaction server through the wireless network inter 
face to one of the wireless terminals; 

comparing the first authorization code with the second 
authorization code; and 

authorizing the transaction if the first and second autho 
rization codes match. 

5. The computer-readable storage medium of claim 1, 
wherein the operation of determining whether the locations of 
the plurality of wireless terminals correspond sufficiently to 
the registered purchasing location comprises determining 
whether every one of the plurality of wireless terminals is 
within a predetermined distance of the registered purchasing 
location. 

6. The computer-readable storage medium of claim 1, 
wherein the operation of determining whether the locations of 
the plurality of wireless terminals correspond sufficiently to 
the registered purchasing location comprises determining 
whether at least two of the plurality of wireless terminals is 
within a predetermined distance of the registered purchasing 
location. 

7. The computer-readable storage medium of claim 1, 
wherein: 

the operation of processing the authentication information 
comprises sending the authorization code to the card 
holder during the transaction; and 

the operation of processing the authentication information 
further includes sending the authorization code to a mer 
chant for the merchant to use in confirming that the 
cardholder possesses the authorization code. 

8. The computer-readable storage medium of claim 1, 
wherein the operation of processing the authentication infor 
mation comprises retrieving the authorization code from the 
profile database and sending the authorization code to a mer 
chant for the merchant to use in confirming that the card 
holder possesses the authorization code. 
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9. A credit card transaction server, for authorizing a credit 
card transaction, comprising: 

a processor; and 
a computer-readable medium being in communication 

with the processor having Stored thereon computer-ex 
ecutable instructions that, when executed by the proces 
Sor, cause the processor to perform operations: 
receiving information concerning a prospective remote 

credit card transaction with a credit card and includ 
ing a credit card number associated with the credit 
card and a telephone number of a telephone used to 
initiate the prospective remote credit card transaction; 

obtaining first location information corresponding to a 
first wireless terminal, of a plurality of wireless ter 
minals associated with a registered cardholder of the 
credit card, the first location information indicating a 
location of the first wireless terminal; 

obtaining second location information corresponding to 
a second wireless terminal of the plurality of wireless 
terminals associated with the registered cardholder of 
the credit card, the second location information indi 
cating a location of the second wireless terminal; 

correlating both the first location and the second loca 
tion, of the first location information and the second 
location information, respectively, with a registered 
purchasing location associated with the registered 
cardholder; 

generating authorization information for the prospective 
remote credit card transaction in response to a result 
of correlating the first location and the second loca 
tion and the registered purchasing location; and 

retrieving a profile associated with the credit card num 
ber from a profile database in response to receiving 
the information concerning the prospective transac 
tion does not correspond to the telephone number 
associated with the registered purchasing location. 

10. The credit card transaction server of claim 9, wherein 
the operations further comprise rejecting the prospective 
remote credit card transaction in response to determining that 
the telephone number of the telephone used to initiate the 
prospective remote credit card transaction does not corre 
spond to the telephone number associated with the registered 
purchasing location. 

11. The credit card transaction server of claim 9 wherein: 
the authorization code comprises a second authorization 

code; 
the operations further comprises: 
sending a first authorization code from the credit card 

transaction server through the wireless network inter 
face to one of the wireless terminals; 
comparing the first authorization code with the second 

authorization code; and 
authorizing the transaction if the first and second autho 

rization codes match. 
12. The credit card transaction server of claim 9, wherein 

the operation of determining whether the locations of the 
plurality of wireless terminals correspond sufficiently to the 
registered purchasing location comprises determining 
whether every one of the plurality of wireless terminals is 
within a predetermined distance of the registered purchasing 
location. 

13. The credit card transaction server of claim 9, wherein 
the operation of determining whether the locations of the 
plurality of wireless terminals correspond sufficiently to the 
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registered purchasing location comprises determining 
whether at least two of the plurality of wireless terminals is 
within a predetermined distance of the registered purchasing 
location. 

14. The credit card transaction server of claim 9, wherein: 
the operation of processing the authentication information 

comprises sending the authorization code to the card 
holder during the transaction; and 

the operation of processing the authentication information 
further includes sending the authorization code to a mer 
chant for the merchant to use in confirming that the 
cardholder possesses the authorization code. 

15. The credit card transaction server of claim 9, wherein 
the operation of processing the authentication information 
comprises retrieving the authorization code from the profile 
database and sending the authorization code to a merchant for 
the merchant to use in confirming that the cardholder pos 
sesses the authorization code. 

16. A method, for authorizing a credit card transaction, 
comprising: 

receiving, by a credit card transaction interface, informa 
tion concerning a prospective remote credit card trans 
action with a credit card, the information including a 
credit card number associated with the credit card and a 
telephone number of a telephone used to initiate the 
prospective remote credit card transaction; 

obtaining, by a wireless network interface, first location 
information corresponding to a first wireless terminal of 
a plurality of wireless terminals associated with a regis 
tered cardholder of the credit card, the first location 
information indicating a location of the first wireless 
terminal; 

obtaining, by the wireless network interface, second loca 
tion information corresponding to a second wireless ter 
minal of the plurality of wireless terminals associated 
with the registered cardholder of the credit card, the 
second location information indicating a location of the 
second wireless terminal; 

correlating, by a credit card transaction authorizing pro 
cessor, both the first location and the second location, of 
the first location information and the second location 
information, respectively, with a registered purchasing 
location associated with the registered cardholder, 

generating, by a credit card transaction authorizing proces 
Sor, authorization information for the prospective 
remote credit card transaction in response to a result of 
the correlation of the locations of the plurality of wire 
less terminals and the registered purchasing location; 

generating, by the credit card transaction authorizing pro 
cessor, authorization information for the prospective 
remote credit card transaction in response to a result of 
correlating the first location and the second location and 
the registered purchasing location; 

retrieving, by the credit card transaction authorization pro 
cessor, a profile associated with the credit card number 
from a profile database in response to receiving the 
information concerning the prospective remote credit 
card transaction, wherein the profile associated with the 
credit card number comprises a wireless terminal iden 
tification number associated with the first wireless ter 
minal of the plurality of wireless terminals, an identifi 
cation of the registered purchasing location, and an 
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identification of a telephone number associated with the 
registered purchasing location; 

determining, by the credit card transaction authorization 
processor, whether both (a) the first location, corre 
sponding to the first wireless terminal of the plurality of 
wireless terminals associated with the registered card 
holder, and (b) second location, corresponding to the 
second wireless terminal of the plurality of wireless 
terminals associated with the registered cardholder, 
relate sufficiently to the registered purchasing location; 

processing, by the credit card transaction authorization 
processor, in response to determining that both (a) the 
first location, corresponding to the first wireless terminal 
of the plurality of wireless terminals associated with the 
registered cardholder, and (b) the second location, cor 
responding to the second wireless terminal of the plu 
rality of wireless terminals associated with the regis 
tered cardholder, do not relate sufficiently to the 
registered purchasing location, additional authentica 
tion information concerning the prospective remote 
credit card transaction, wherein the additional authenti 
cation information comprises an authorization code; and 

comparing, by the credit card transaction authorization 
processor, the telephone number of the telephone used to 
initiate the prospective remote credit card transaction 
with the telephone number associated with the regis 
tered purchasing location. 

17. The method of claim 16, further comprising process 
ing, by the credit card transaction authorization processor, the 
additional authentication information concerning the pro 
spective remote credit card transaction if the telephone num 
ber of the telephone used to initiate the prospective remote 
credit card transaction does not correspond to the telephone 
number associated with the registered purchasing location. 

18. The method of claim 16, further comprising rejecting, 
by the credit card transaction authorization processor, the 
prospective remote credit card transaction if the telephone 
number of the telephone used to initiate the prospective 
remote credit card transaction does not correspond to the 
telephone number associated with the registered purchasing 
location. 

19. The method of claim 16, wherein: 
the authorization code comprises a second authorization 

code; and 
the method further comprises: 

sending, by the credit card transaction authorization pro 
cessor, a first authorization code through the wireless 
network interface to one of the wireless terminals; 

comparing, by the credit card transaction authorization 
processor, the first authorization code with the second 
authorization code; and 

authorizing, by the credit card transaction authorization 
processor, the transaction if the first and second 
authorization codes match. 

20. The method of claim 16, wherein determining, by the 
credit card transaction authorization processor, whether the 
locations of the plurality of wireless terminals do not corre 
spond sufficiently to the registered purchasing location, com 
prises determining whether every one of the plurality of wire 
less terminals is within a predetermined distance of the 
registered purchasing location. 
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