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(57) Abréegée/Abstract:

A network protection entity (100) for protecting a communication network against fraud messages includes: a physical interface

(101, FEO) comprising a connection trunk (T1) associated to the physical interface (FEO) for receliving a communication message
(102), wherelin the communication message (102) comprises a message source address (X) and a port number (
the communication message Is directed to a destination within the communication network; a storage (103) for storing an

P) and wherein

appropriate table (105) which appropriate table (105) I1s appropriate for indicating a dedicated source address (A) and a dedicated
port number (P1) for the physical interface (101, FEO) and the associated connection trunk (T1); and a processor (107) configured
to retrieve the dedicated source address (A) and the dedicated port number (P) from the storage (103) and to compare the
message source address (X) with the dedicated source address (A) and the port number (P) with the dedicated port number (P1),
wherein the processor (107) Is further configured to discard the communication message (102) If either the message source

address (X) differs from the dedicated source address (A) or the port number (
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(54) Title: NETWORK PROTECTION ENTITY AND METHOD FOR PROTECTING A COMMUNICATION NETWORK
AGAINST FRAUD MESSAGES

(57) Abstract: A network protection entity (100) for protecting a communic-
ation network against fraud messages includes: a physical mtertace (101,
FEO) comprising a connection trunk (T1) associated to the physical interface
(FEO) for receiving a communication message (102), wherein the communic-
ation message (102) comprises a message source address (X) and a port
number (P) and wherein the communication message 1s directed to a destina-
tion within the communication network; a storage (103) for storing an appro-
priate table (105) which appropriate table (105) 1s appropriate for indicating
a dedicated source address (A) and a dedicated port number (P1) for the
physical interface (101, FEO) and the associated connection trunk (T1); and a
processor (107) configured to retrieve the dedicated source address (A) and
the dedicated port number (P) from the storage (103) and to compare the
message source address (X) with the dedicated source address (A) and the
port number (P) with the dedicated port number (P1), wherein the processor
(107) 1s turther configured to discard the communication message (102) if
either the message source address (X) differs from the dedicated source ad-
dress (A) or the port number (P) differs from the dedicated port number (P1).
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Network protection entity and method for protecting a communication network

against fraud messages

TECHNICAL FIELD

The present disclosure relates to a network protection entity for protecting a
communication network against fraud messages and to a method for protecting a

communication network against fraud messages.

BACKGROUND

Fraud messages against communication networks have been steadily increased during
the last decades. Currently, there are about 195 countries or sovereign states worldwide
with a potential to grow in numbers as ethnical and political conflicts arise in the last
decades all over the globe. The number of both provider and destination networks is
continuously growing, as e.g. data clouds are partly started by new conglomerates. The
growth of mobile generated and/or destined IP-traffic will rise dramatically within the next
years. As security on hand held devices is very prone to attacks, many of the (new)
attacks occur in new fashions and on people and/or institutes which have a full trust in not
being the target of attacks on their account(s). Just in the last five years the rise of IP
criminality in Germany rose about 50 percent. Due to e.g. the existing HT TP-anonymity In
IPv4 respectively RFC 4941 for the privacy extensions of stateless IPvb addresses, no
‘guardians” are set nor an improvement may be expected. Neither transparency on |IP
addresses, nor a full working prevention or even tracking of |P criminality by national

prosecution is to be expected in the near future.

There is a need for better protection of communication networks against fraud messages

of criminal users.

SUMMARY

It is the object of the invention to provide such protection of communication networks

against fraud messages.
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This object is achieved by the features of the independent claims. Further implementation

forms are apparent from the dependent claims, the description and the figures.

The essential idea of the invention is to prevent IP and port frauds from attacking a
communication network by providing a network protection entity, e.g. a gateway or
provider edge-router of the communication network with collecting its own intelligence

which |IP addresses and port numbers of communication messages to a destination within

the receiving network (i.e. the above mentioned communication network for which the gateway
or provider edge-router is responsible) would typically enter the gateway or provider edge-
router on which interfaces and trunks. The specifics of these communication messages
may be stored Iin tables within storage of the network protection entity for detecting fraud
messages and avoiding these fraud messages to enter the communication network. The
tables may be renewed In time intervals to allow for alterations in dynamic IP address
configurations. The before mentioned tables will be set by sending out all possible
combinations of [P-addresses and port-numbers with a time-to-live field that is set to a
one, thus till the next hop. With this principle the network protection entity will set the
appropriate interface and trunk to each specific IP-address and port-number in its table.
All packets for one connection, I.e. IP-address with port-number of a source to an |P-
address and port-number of the destination always use the same route, both coming in

and going out.

When using such a set-up of the network protection entity or method by preference at the
provider’'s edge of his network, IP fraud performed in any anonymous way and thus hard
to get judged by an in most cases foreign prosecution, would die out as a way to send
damaging software such as viruses to unaware users, as all |IP-traffic which doesn’t come
in at the network protection entity’'s right interface and trunk will be dropped accordingly
and thus doesn’t enter the destination network for the traffic. When implementing these
network protection entities or corresponding methods in networks, maliciously intended |IP
transfers to other users can only be performed successfully by using real IP addresses
and ports. As such would be the case, every single damage, in any form, can be
investigated more easily and brought faster and with a higher positive likelihood to justice,

as Is now the case In general.

In order to describe the invention in detail, the following terms, abbreviations and

notations will be used:
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HPLMN:; Home Public Land Mobile Network
IP: Internet Protocol
1ISO: International Standardization Organization
ISP: Internet Service Provider
OSl: Open Systems Interconnection Model
PE: Provider Edge; the edge of a network
TTL: Time-To-Live

Methods and devices according to the disclosure may be configured to provide OSl-layer
2 inspection of data packets or data frames. The OSI layer 2 Reference Model (officially
known as ISO Standard 1984, 7498-1:1994 and CCITT standard X.200) was developed
by the Internet Architecture Board and drafted by the IETF. OSl-layer 2 specifies the data
link layer for a secure and free-of-failure transmission of datagrams. At this layer, data
packets are encoded and decoded into bits. It furnishes transmission protocol knowledge
and management and handles errors in the physical layer, flow control and frame
synchronization. The data link layer is divided into two sub layers: The Media Access
Control (MAC) layer and the Logical Link Control (LLC) layer. The MAC sub layer controls
how a computer on the network gains access to the data and permission to transmit it.

The LLC layer controls frame synchronization, flow control and error checking.

Methods and devices according to the disclosure may use an appropriate table (or simply
a table) for indicating a dedicated source address and a dedicated port number for the
physical interface and the associated connection trunk to a destination within the receiving
network. Appropriate means hereinafter that any table may be used that is appropriate or
suitable or adapted for storing a dedicated source address and a dedicated port number
for the physical interface and the associated connection trunk. The table may be ordered
as a dynamic array, as a simple table including columns and rows or as any other kind of
memory structure usable for that purpose. The table may be adapted for storing a
mapping of the dedicated source address and the dedicated port number to the physical

Interface and the associated connection trunk.

The following is written without the addition that a message sent to the receiving network

IS Intended for reception by an IP-address and port-number of the destination.
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All packets for one connection, I.e. |[P-address with port-number of a source to an IP-
address and port-number of the destination always use the same route, both coming in

and going out.

According to a first aspect, the invention relates to a network protection entity for
protecting a communication network against fraud messages, the network protection
element comprising: a physical interface and a connectivity-line with its possibly several
defined trunks associated to the physical interface and configured to receive a
communication message, the communication message comprising a message source
address and a port number. The network protection entity further includes a storage for
the storing of the before mentioned appropriate table, the appropriate table indicates only
one dedicated source address with port for the physical interface with a trunk of the
network protection entity; and a processor configured to retrieve the at least one allowed
source address with port number from the storage and to compare the message source
address and its port with the only one dedicated source |IP-address with dedicated port,
wherein the processor Is further configured to discard the communication message if the
message source address and port differs from the stored entrance entity of interface and
trunk to the specific IP-address and port, under which the datagram entered the network

protection entity.

This Iis achieved by providing the network protection entity, e.g. a gateway or router at the
provider's edge of the communication network with collecting its own intelligence on which
message source addresses and ports of communication messages would typically enter
the network protection entity on which physical interface and specific trunk. The specifics
of these communication messages are stored in the appropriate table within the storage of
the network protection entity for detecting fraud messages and avoiding these fraud
messages to enter the communication network simply by discarding communication
messages which message source address with port differs from the allowed source
address(es) with the appropriate port to the physical interface with a trunk of the network

protection entity stored in the appropriate table.

In one iImplementation form according to the first aspect, the processor is configured to
create the content of the appropriate table based on IP messages which it sent out to fill
the before mentioned table over the physical interface and trunk, in which the IP

messages sent out to fill it have a time-to-live field which is set to one.



10

15

20

25

30

39

CA 02980531 2017-09-21

WO 2016/155949 PCT/EP2016/053827

This provides the advantage that a trust relation may be initiated by storing only those
communications messages specifics in the appropriate table by sending the before
mentioned messages with a Time-To-Live (TTL) field set to one. At the other, the
receiving, end of the transmission a TTL=1 field indicates to the receiving node that the
message came in from the last hop to the node and with that the TTL= 1 becomes the
TTL= 0 and will be discarded.

In one iImplementation form according to the first aspect, the physical interface comprises
a connection trunk configured to receive the communication message; and the
appropriate table indicates the at least one allowed source |P-address with a specific port
for a combination of the physical interface and the connection trunk on which a such a

datagram should enter the network protection entity.

When the appropriate table stores allowed source |IP-addresses with the specific ports for
a combination of a physical interface and the associated connection trunk on that physical
interface, the detection and defense against fraud messages can be further improved
because a higher degree of configuration information is required. The attacker would In
extreme cases to cause damage(s) requires more information and insight into the specific
gateway/router configuration to generate fraud messages for only one specific attack in

whatever form over datagram that are able to pass the network protection entity.

In one iImplementation form according to the first aspect, the message source address of
the communication message comprises an IP-source address and a port number; and the
appropriate table indicates an allowed combination of an |P source address and a port

number for the combination of the physical interface and the connection trunk.

When the appropriate table stores allowed source addresses/port combinations for
existing combinations of physical interface/connection trunk combinations a still better
protection against fraud messages can be realized because a yet higher degree of
configuration information is required, as by preference only the destination network and its
administrators only have the here for required insights on a configuration of each network
protection entity. The attacker would have to know which source addresses and port
numbers are transmitted on which physical interfaces and connection trunks of a specific

network protection entity, in accordance to each different route through the internet as
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several routes from source to destination may exist. Therefore it is would become
extremely more difficult and would also consume extremely more time to generate fraud
messages that are able to pass the here described network protection entity solution to

prevent [P-fraud in the own network.

In one implementation form according to the first aspect, the message source address
with port of the communication message further comprises a network mask, a number of
bytes for maximum transmission unit and speed information; and the appropriate table
iIndicates an allowed combination of an IP source address; and port number for the

10  combination of the physical interface and the connection trunk. The e. g. network mask, a
number of bytes for maximum transmission unit and speed information, which are also in
the IP-header of a datagram aren't checked for the herein described IP-fraud prevention

method.

15  When the appropriate table allows only the specific stored parameters in the combinations
of source address, port number, network mask, number of bytes for maximum
transmission unit and speed information, etc. in an IP-header for specific combinations of
physical interface and connection trunk a very high degree of protection against fraud
messages can be realized because a large number of configuration information is

20  required in dependence with the possible connectivity-variants of possibly multi- network
protection entities. The attacker has to know by which routing which IP-source address
and port number, with further e. g. a network mask, number of bytes for maximum
transmission unit and speed are used for transmission on which combination of physical
iInterface and connection trunk at a specific network protection entity. Therefore it is very

25  difficult to generate fraud messages with the use of not correct source parameter that are

able to pass the possibly multi-network protection entities.

In one iImplementation form according to the first aspect, the processor is configured to
renew the appropriate table on a time interval basis in order to allow valid communication
30 messages which message source addresses are dynamically changed to enter the

communication network.

The tables may be renewed in time intervals to allow dynamic |P address configuration,
for example to allow DHCP configuration of IP addresses or to allow HT TP-anonymity in

35 IPv4 respectively RFC 4941 for the privacy extensions of stateless IPv6 addresses.
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In one Implementation form according to the first aspect, the processor is configured to
retrieve the message source address and port-number of the communication message

based on OSl-layer-2 inspection.

This provides the advantage that OSl-layer 2 (or data link layer) is a low layer in the ISO-
O3Sl Reference Model; therefore computational complexity for inspection of data packets
on that second layer is low. Hence, the computational complexity for the processor
implementing OSl-layer 2 inspection is low which results in a fast execution of each

iInspection in which the checking of the source address with port is performed.

In one Implementation form according to the first aspect, the processor is further
configured to set an alarm before discarding the communication message when the
message source |IP-address and/or port-number of the communication message differ(s)
from the interface and trunk-ID in its appropriate table to the way it came in the network

protection entity from the internet for a further transmission to its destination.

This provides the advantage that detection of a fraud message and its source address

with port can be protocolled and the aggressor may be backtracked.

In one iImplementation form according to the first aspect, the network protection entity
comprises a configuration interface for filling the appropriate table with configurable

values.

This provides the advantage that the appropriate table can be filled manually by an

operator or automatically upon request.

In one implementation form according to the first aspect, the network protection entity is

one of a gateway; resp. of a PE-router.

This provides the advantage that a gateway; resp. of a PE-router that is used for
managing a communication network can be used for implementing the network protection
entity. Hence, no new network elements have to be installed, but only an enhancement for

the here described feature should be implemented.
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According to a second aspect, the invention relates to a method for protecting a
communication network against fraud messages coming to the network, the method
comprising: receiving a communication message over a physical interface and trunk, the
communication message comprising a message source address with a port-number;
providing a appropriate table, the appropriate table indicating at least one allowed source
|IP-address with a specific port-number for the physical interface and trunk; retrieving the
at least one allowed source address from the appropriate table and comparing the
message source address with the at least one allowed source address; and discarding the
message If the message source address differs from the only one dedicated source

address with port for the physical interface with a trunk of the network protection entity.

Such a network protection method provides a better protection of the communication
networks against fraud messages of criminal users. This is achieved by providing an
appropriate table for collecting its own intelligence which message source addresses of
communication messages would typically be received on which physical interface and
trunk. The specifics of these communication messages are stored in the appropriate table
for detecting fraud messages and avoiding these fraud messages to enter the
communication network simply by discarding communication messages which message
source address and port-number differ from their entry in the network protection entity the
stored proper interface and trunk for the used IP-address and port-number of the

message Iin the appropriate table.

In one implementation form according to the second aspect, the method comprises:
providing the appropriate table based on IP-routing of sent messages over the appropriate
physical interface and trunk, in which IP messages have a time-to-live field which is set to

one.

This provides the advantage that a trust relation may be initiated by storing only those
communications messages specifics to the IP-routing in the appropriate table which were
gathered by sending identical messages in which the Time-To-Live (TTL) field was set to
a one. Such a TTL=1 field indicates to the receiving node that the message came in from
the last hop to the node and with that the TTL= 1 becomes the TTL= 0 and will be

discarded.
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In one iImplementation form according to the second aspect, the method comprises:
receiving the communication message over a connection trunk of the physical interface;
and providing the appropriate table indicating the at least one allowed source |IP-address
with a specific port for a combination of the physical interface and the connection trunk on

which a such a datagram should enter the network protection entity.

When the appropriate table stores allowed source IP-addresses with the specific ports for
a combination of a physical interface and the associated connection trunk on that physical
interface, the detection and defense against fraud messages can be further improved
because a higher degree of configuration information is required. The attacker would in
extreme cases to cause damage(s) requires more information and insight into the specific
gateway/router configuration to generate fraud messages for only one specific attack in

whatever form over datagram that are able to pass the protection method.

In one implementation form according to the second aspect, the method comprises:
receiving the communication message, the message source address of the
communication message comprising an IP source address and a port number; and
discarding the communication message if the |P source address and the port number
differ from an allowed combination of an |IP source address and a port number for a

combination of the physical interface and the connection trunk.

When the appropriate table stores allowed source addresses/port combinations for
existing combinations of physical interface/connection trunk combinations a still better
protection against fraud messages can be realized because a yet higher degree of
configuration information is required, as by preference only the destination network and its
administrators only have the here for required insights on a configuration of each network
protection entity. The attacker would has have to know which source addresses and port
numbers are transmitted on which physical interfaces and connection trunks of a specific
network protection entity, in accordance to each different route through the internet as
several routes from source to destination may exist. Therefore it is would become
extremely more difficult and would also consume extremely more time to generate fraud
messages that are able to pass the here described network protection entity solution to

prevent [P-fraud in the own network.
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Such a program code can be easily implemented on existing gateway resp. of a PE-router

and upgrade these devices to network protection entities according to the disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

Further embodiments of the invention will be described with respect to the following

figures, in which:

Fig. 1 shows a block diagram illustrating a network protection entity 100 for protecting a
communication network against fraud messages in an operating mode according to an

Implementation form;

Fig. 2 shows a block diagram illustrating the network protection entity 100 shown in Fig. 1
In @ configuration mode to gather the interface and trunk parameter to |P-addresses and

ports according to an implementation form;

Fig. 3 shows a 3-dimensional view of a gateway 300 as an implementation of a network

protection entity according to an implementation form;

Fig. 4 shows a block diagram illustrating a communication system 400 comprising a home
communication network protected by a network protection entity 100 against fraud

messages according to an implementation form; and

Fig. 5 shows a schematic diagram illustrating a method 500 for protecting a

communication network against fraud messages according to an implementation form.

DETAILED DESCRIPTION OF EMBODIMENTS

In the following detailed description, reference is made to the accompanying drawings,
which form a part thereof, and in which Iis shown by way of illustration specific aspects in
which the disclosure may be practiced. It is understood that other aspects may be utilized
and structural or logical changes may be made without departing from the scope of the
present disclosure. The following detailed description, therefore, is not to be taken in a

limiting sense, and the scope of the present disclosure Is defined by the appended claims.
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It is understood that comments made in connection with a described method may also
hold true for a corresponding device or system configured to perform the method and vice
versa. For example, if a specific method step is described, a corresponding device may
include a unit to perform the described method step, even if such unit is not explicitly
described or illustrated in the figures. Further, it is understood that the features of the
various exemplary aspects described herein may be combined with each other, unless

specifically noted otherwise.

In the following description, methods and devices for protecting communication networks
against fraud messages are described. The described devices and systems point at
functionalities, but may be named differently depending on e. g. manufacturer and
development-status of such nodes, may include integrated circuits and/or passives and
may be manufactured according to various technologies. For example, the circuits may
iInclude logic integrated circuits, analog integrated circuits, mixed signal integrated circuits,

optical circuits, memory circuits and/or integrated passives.

In the following description, methods and devices for exploiting the Time-To-Live message
fleld of communication messages, Iin particular IP messages are described. Time to live
(TTL) or hop limit is a mechanism that limits the lifespan or lifetime of data in a computer
or network. TTL may be implemented as a counter or a timestamp attached to or
embedded in the data. Once the prescribed event count or timespan has elapsed, data is
discarded. TTL prevents a data packet from circulating indefinitely. TTL further describes
a proximity relation between two network entities. A reduction of the TTL filed

characterizes a distance (in time or space) between two network entities.

Under the Internet Protocol (IP), TTL is an 8-bit field. In the IPv4 header, TTL is the 9
octet of 20. In the IPvb header, TTL is the 8th octet of 40. The maximum TTL value is 255,
the maximum value of a single octet. The time-to-live value can represent an upper bound
on the time that an IP datagram can exist in an Internet system. The TTL field is set by the
sender of the datagram, and reduced by every router on the route to its destination. The
purpose of the TTL field is to avoid a situation in which an undeliverable datagram keeps
circulating on an Internet system in order to provide a stable performance. Under |IPv4,

time to live iIs measured in seconds; every host that passes the datagram must reduce the
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TTL by at least one unit. In practice, however, the TTL field is reduced by one on every

hop. To reflect this practice, the field is renamed as hop limit in IPv6.

In the following description, methods and devices that are based on trunks or connection
trunks are described. Trunking is referred to as a method for providing network access to
many clients by sharing a set of lines or accesses instead of providing them individually. A
trunk may be defined as a permanent point-to-point communication line between two ports
of a communication entity, e.g. a gateway. In the context of Ethernet, the term Ethernet
trunking specifies carrying multiple VLANSs (virtual local area networks) through a single
network link through the use of a trunking protocol. To allow for multiple VLANs on one

link, frames from individual VLANs are identified.

Fig. 1 shows a block diagram illustrating a network protection entity 100 for protecting a
communication network against fraud messages in an operating mode according to an

Implementation form.

The network protection entity 100 includes a physical interface 101, FEO, a storage 103
and a processor 107. The physical interface 101, FEO is configured to receive a
communication message 102. The communication message 102 includes a message
source address X. The storage 103 is used for storing an appropriate table 105. The
appropriate table 105 indicates at least one allowed source address A for the physical
interface 101, FEO. The processor 107 is configured to retrieve the one or more allowed
source addresses A from the storage 103 and to compare the message source address X
with the one or more allowed source addresses A. The processor 107 Is further configured
to discard the communication message 102 if the message source address X differs from
the at least one allowed source address A. The processor 107 may create the appropriate
table 105 based on IP messages received over the physical interface 101, FEO, in which
IP messages a time-to-live field is set to one, e.g. as described below with respect to Fig.
2. The physical interface 101, FEO may include a connection trunk configured to receive
the communication message 102. The appropriate table 105 may indicate the at least one
allowed source address A for a combination of the physical interface 101, FEO and the

connection trunk.

The message source address X of the communication message 102 may include an [P

source address and a port number. The appropriate table 105 may indicate an allowed
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combination of an IP source address and a port number for the combination of the
physical interface 101, FEO and the connection trunk. The message source address X of
the communication message 102 may further include a network mask, a number of bytes
for maximum transmission unit and speed information. The appropriate table 105 may
iIndicate an allowed combination of an IP source address, a port number, a network mask,
a number of bytes for maximum transmission unit and speed information for the

combination of the physical interface 101, FEO and the connection trunk.

The processor 107 may renew the appropriate table 105 on a time interval basis in order
to allow valid communication messages 102 which message source addresses X are
dynamically changed to enter the communication network. The processor 107 may be
configured to retrieve the message source address X of the communication message 102

based on OSl-layer-2 inspection.

The processor 107 may set an alarm before discarding the communication message 102
when the message source address X of the communication message 102 differs from the
at least one allowed source address A. The network protection entity 100 may include a

configuration interface for filling the appropriate table 105 with configurable values.

The network protection entity 100 may be a gateway, a router or a PE router, for example.

The network protection entity 100 shown in Fig. 1 is illustrated in an operating mode, I.e.
one or more communication messages 102 arrive at the physical interface 101, FEO with
source address X and port P and the processor 107 checks if the source address X and
port number P of the communication message 102 is stored together with an identifier
FEO, 101 of the physical interface FEO and the connection trunk T1 in the appropriate
table 105 of the storage 103. If source address X and port P are stored in the table as an
allowed entry for the interface FEO and the connection trunk T1, then the communication
message 102 is allowed to enter the communication network (not shown in Fig. 1, see Fig.
4 for example), otherwise the communication message 102 is not allowed to pass and
may be discarded. The appropriate table 105 may include multiple source addresses and
port numbers that are allowed for respective physical interfaces and connection trunks,
e.g. address B with port P2 for physical interface FEO and connection trunk T2 or address
C with port P1 for physical interface FE1 and connection trunk T1. The appropriate table

105 may include multiple physical interfaces and multiple connections trunks per physical
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Interface, for example source address A and port P1 allowed for physical interface FEO
and trunk T1, source address B and port P2 allowed for physical interface FE1 and trunk
T2, source address C and port P1 allowed for physical interface FE1 and trunk T1, source
address D and port P3 allowed for physical interface GEO and trunk T1 as one example

depicted in Fig 1.

While Fig. 1 illustrates an operation mode of the network protection entity 100 where the
appropriate table 105 is existing and filled with allowed address information, Fig. 2
llustrates the configuration mode in which the network protection entity 100 gains

information for filling the appropriate table 1035.

Fig. 2 shows a block diagram illustrating the network protection entity 100 shown in Fig. 1
in a configuration mode according to an implementation form. The network protection
entity 100 shown in Fig. 2 corresponds to the network protection entity 100 shown in Fig.
1. Fig. 2 illustrates the exemplary configuration of the appropriate table 105 according to
an example. When a trust message 202 arrives at the physical interface 101, for example
an |P message which includes a message field, for example in a header of the |P
message, indicating a time-to-live equal to one, the network protection entity 100 assumes
that this message originates from the next network element, for example next hop router
or gateway, I.e. a safe network element that is not corrupted by a malicious attacker.
Hence the message source address of this trust message 202 is treated as a valid source

address that may be used for filling the appropriate table 105.

The processor 107 checks if a TTL message field is included In the trust message 202
and If such a trust relation exists, the source address A and port number P1 of the trust
message 202 is stored together with the identifier FEO of the physical interface 101 and
the connection trunk T1 in the appropriate table 105. If the Incoming message carries a
TTL=1, it will be discarded as the receiving node abstracts 1 from the TTL-value and can't

forward it anymore and it will be discarded.

Alternatively, other trust relations may be applied for checking if a message 202 originates
from a safe network element. For example even a TTL being equal to 2 or higher values
can be used if the network configuration is known. For example, if the message passes a
lot of routers in a non-anonymous network, such as an internet for example, the TTL value

can be increased by the number of known network elements a message has to pass
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before arriving at the physical interface 101. Instead of the TTL field other message fields
from the communication message may be used that provide a trust relation that cannot be

manipulated, e.g. based on a time stamp or a sequence number, etc.

Fig. 3 shows a 3-dimensional view of a gateway 300 as an implementation of a network
protection entity according to an implementation form. The gateway 300 is one exemplary
iImplementation example of a network protection entity 100 as described above with
respect to Figures 1 and 2. Other examples are PE-routers and other network entities with
a routing functionality at a network’s edge. The exemplary gateway 300 shown in Fig. 3
includes two fast Ethernet interfaces FEO 310, FE1 311, four serial interfaces 0/0 320, 0/1
321, 0/2 322, 0/3 323 of a first type, four serial interfaces 1/0 330, 1/1 331, 1/2 332, 1/3
333 of a second type and two management interfaces 341, 342. Of course any other

interface configuration may be implemented.

The gateway 300 of a communication network starts with collecting its own intelligence on
which IP-addresses with which ports messages arrive on which interfaces and trunks. The
specifics of these, e.g. disclosed through TTL=1 messages are stored in tables and
renewed In the tables in time intervals for future comparisons. Each packet is checked on
its way it enters the gateway with a specific IP-address and port. This is translated in the

interface and trunk on OSl-layer 2.

For example, the message source address field "142.213.32.1 1000 1500 80" may denote
an |IPv4-address 142.213.32.1 255.255.255.252 respectively 142.213.32.1/30 with speed
1.000 MB/s, maximum transmission unit (MTU) of 1.500 bytes and port 80.

The exemplary expression "FEO/9 access up” may denote the interface fast Ethernet 0/9
In upstream direction. The entry "FEO/22 trunk” or “channel-group 22 mode”™ may denote

the 22" trunk also referred to as channel group 22.

If these parameters together with specific IP-addresses and ports are set in the database
respectively the tables of the gateway (or PE-router), no access is granted to any alleged

|IP-addresses and port numbers, as they might come in on wrong interfaces and/or trunks.
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Fig. 4 shows a block diagram illustrating a communication system 400 comprising a home
communication network protected by a network protection entity 100 against fraud

messages according to an implementation form.

The communication system 400 includes a home communication network 420, e.g. a
HPLMN (Home Public Land Mobile Network) and a Home ISP (Internet Service Provider),
coupled by a network protection entity, e.g. a device 100 as described above with respect
to Figures 1 to 3, e.g. a gateway or router, to the World Wide Web 410 or to another
transport communication network. A plurality of foreign internet service provider (ISP)
networks 402a, 402b, 402c, 402x are coupled by corresponding gateways 404a, 404D,
404c, 404x to the World Wide Web 410 for enabling communication with the
communication network 420. Each of the foreign internet service provider (ISP) networks
402a, 402b, 402c, 402x includes a plurality of client terminals. In Fig. 4 the first foreign
internet service provider (ISP) network 402a includes the client terminals 403a, 4053,
407a; the second foreign internet service provider (ISP) network 402b includes the client
terminals 403b, 405b, 407b; the third foreign internet service provider (ISP) network 402c
includes the client terminals 403c, 405¢c, 407c; and the fourth foreign internet service
provider (ISP) network 402x includes the client terminals 403x, 405x, 40/x. However, any
other number of foreign internet service provider (ISP) networks and any other number of

corresponding client terminals can be applied.

In the communication system 400 one terminal, for example terminal 407X, represents the
malicious attacker that is sending a fraud message 430 with damaging content in |IP
packet string under the (exemplary) faked IP address 173.1.121.98 and the (exemplary)
port number 253 to a customer of the home communication network 420, I.e. to a
destination address of one of the client terminals 423, 425, 427, 429. The fraud message
430 passes the World Wide Web 410 and is transported to the network protection entity

100 which receives the fraud message 430.

Due to the configuration of the network protection entity 100 as described above with
respect to Figures 1 to 3, the IP packets under faked IP 1/3.1.121.98 and port number
253 arrive at the network protection entity 100 on a wrong interface and trunk, i.e., an
interface and trunk combination for which the IP address and port number
173.1.121.98/31 253) are not stored in the appropriate table. As a consequence the fraud

message 430 is dropped and it does not enter the home communication network 420.
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In an exemplary implementation, the appropriate table of the network protection entity 100
may include an IPv4-string under "142.213.32.1 1000 1500 80" arriving on the interface
FEO/9 with a channel group 22 trunk. The same interface with the identical trunk may also
stand for numerous other |P-addresses and ports. However, not all IP-addresses with
ports have an identical mapping in order to come to a balanced load on all interfaces and

trunks.

The alleged or faked IPv4-address IP 173.1.121.98 and port number 253 used by the
party who sent out the malicious content towards a client terminal of the home
communication network 420 will arrive from the internet 410 towards the network
protection entity 100, e.g. gateway through the interface FEQ/9 and the 22" trunk, which
aren't the values stored in its database, I.e. appropriate table for IP 173.1.121.98 with port
253. As the packet arrives on a wrong interfaces and/or trunk, the network protection
entity 100 or gateway drops the packet 430. As described above, the correct IP-address
and port may be 142.213.32.1 with port number 80, but not the faked 173.1.121.98 with

port number 253 under which it was sent.

Fig. 5 shows a schematic diagram illustrating a method 500 for protecting a

communication network against fraud messages according to an implementation form.

The method 500 includes receiving 501 a communication message over a physical
Interface, e.g. a physical interface 101 as described above with respect to Figures 1 and 2
or a physical interface 310, 311, 320, 321, 322, 323, 330, 331, 332, 333 as described
above with respect to Figure 3. The communication message includes a message source
address, e.g. a message source address X as described above with respect to Fig. 1 and
a port number, e.g. a port number P as described above with respect to Fig. 1. The
method 500 further includes: providing 502 an appropriate table, e.g. an appropriate table
105 as described above with respect to Figures 1 and 2, the appropriate table indicating a
dedicated source address and a dedicated connection trunk for the physical interface and
the trunk; retrieving 503 the dedicated source address including its specific (I.e. dedicated)
port from the appropriate table and comparing the message source address and the port
with the dedicated source address and the dedicated connection trunk, as described
herein; and discarding 504 the message if the message source address differs from the

dedicated source address or if the port number differs from the dedicated port number.
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The method 500 may include providing 502 the appropriate table based on IP messages
which were sent out over a physical interface and trunk, in which |P messages a time-to-
live field was set to one, e.g. as described above with respect to Fig. 2. The method 500
may include receiving 501 the communication message over a connection trunk of the
physical interface; and providing 502 the appropriate table indicating the dedicated source
address for a combination of the physical interface and the connection trunk, e.g. as
described above with respect to Fig. 1. The method 500 may include receiving 502 the
communication message, the message source address of the communication message
comprising an IP source address and a port number; and discarding 504 the
communication message if the IP source address and the port number differ from an
allowed combination of an IP source address and a port number for a combination of the
physical interface and the connection trunk, e.g. as described above with respect to

Figures 1, 2 and 4.

The methods, systems and devices described herein may be implemented as electrical
and/or optical circuit within a chip or an integrated circuit or an application specific
integrated circuit (ASIC). The invention can be implemented in digital and/or analogue

electronic and optical circuitry.

The methods, systems and devices described herein may be implemented as software in
a Digital Signal Processor (DSP), in a micro-controller or in any other side-processor or as

hardware circuit within an application specific integrated circuit (ASIC) of a Digital Signal
Processor (DSP).

The invention can be implemented in digital electronic circuitry, or in computer hardware,
firmware, software, or in combinations thereof, e.g. in available hardware of conventional
optical transceiver devices or in new hardware dedicated for processing the methods

described herein.

The present disclosure also supports a computer program product including computer
executable code or computer executable instructions that, when executed, causes at least
one computer to execute the performing and computing steps described herein, In
particular the method 500 as described above with respect to Fig. 5 and the techniques

described above with respect to Figs. 1 to 4. Such a computer program product may
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Include a readable storage medium storing program code thereon for use by a computer.
The program code may perform the method 500 as described above with respect to Fig.
5.

The following pertains to specific examples according to the invention.

Example 1 is a network protection entity for protecting a communication network against
fraud messages, the network protection element comprising: a physical interface
comprising a connection trunk associated to the physical interface for receiving a
communication message, wherein the communication message comprises a message
source address and a port number and wherein the communication message is directed
to a destination within the communication network; a storage for storing an appropriate
table which appropriate table is appropriate for indicating a dedicated source address and
a dedicated port number for the physical interface and the associated connection trunk;
and a processor configured to retrieve the dedicated source address and the dedicated
port number from the storage and to compare the message source address with the
dedicated source address and the port number with the dedicated port number, wherein
the processor is further configured to discard the communication message if either the
message source address differs from the dedicated source address or the port number

differs from the dedicated port number.

In Example 2, the subject matter of Example 1 may optionally include that the processor is
configured to create a content of the appropriate table based on IP messages sent out

over the physical interface, in which |IP messages a time-to-live field was set to one.

In Example 3 the subject matter of any one of Examples 1-2 may optionally include that
the appropriate table indicates the dedicated source address and the dedicated port

number for a combination of the physical interface and the associated connection trunk.

In Example 4, the subject matter of Example 3 may optionally include that the appropriate
table indicates an allowed combination of an |P source address and a port number for the

combination of the physical interface and the associated connection trunk.

In Example 5, the subject matter of Example 4 may optionally include that the message

source address and the associated port number of the communication message further
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comprise a network mask, a number of bytes for maximum transmission unit and speed
iInformation; and that the appropriate table indicates an allowed combination of an IP
source address and a port number for the combination of the physical interface and the

assoclated connection trunk.

In Example 6 the subject matter of any one of Examples 1-5 may optionally include that
the processor Is configured to renew the appropriate table on a time interval basis in order
to allow valid communication messages which message source addresses are

dynamically changed to enter the communication network.

In Example 7 the subject matter of any one of Examples 1-6 may optionally include that
the processor Is configured to retrieve the message source address and the port number

of the communication message based on OSl-layer-2 inspection.

In Example 8 the subject matter of any one of Examples 1-7 may optionally include that
the processor is further configured to set an alarm before discarding the communication
message when the message source address of the communication message differs from
the dedicated source address or when the port number of the communication message

differs from the dedicated port number.

In Example 9 the subject matter of any one of Examples 1-8 may optionally include a

configuration interface for filling the appropriate table with configurable values.

In Example 10 the subject matter of any one of Examples 1-9 may optionally include that
the network protection entity is one of a gateway or a router, in particular a provider-edge

router.

Example 11 is a method for protecting a communication network against fraud messages,
the method comprising: receiving a communication message over a connection trunk of a
physical interface, wherein the communication message comprises a message source
address and a port number and wherein the communication message is directed to a
destination within the communication network; providing an appropriate table which
appropriate table is appropriate for indicating a dedicated source address and a dedicated
port number for the physical interface and the connection trunk; retrieving the dedicated

source address and the dedicated port number from the storage and to comparing the
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message source address with the dedicated source address and the port number with the
dedicated port number; and discarding the communication message If either the message
source address differs from the dedicated source address or the port number differs from

the dedicated port number.

In Example 12 the subject matter of Example 11 may optionally include: providing the
appropriate table based on |IP messages sent out over the physical interface, in which IP

messages a time-to-live field was set to one.

In Example 13 the subject matter of any one of Examples 11-12 may optionally include:
providing the appropriate table indicating the dedicated source address and the dedicated

port number for a combination of the physical interface and the connection trunk.

In Example 14 the subject matter of Example 13 may optionally include: receiving the
communication message, the message source address of the communication message
comprising an IP source address and a port number; and discarding the communication
message If the IP source address and the port number differ from an allowed combination
of an |IP source address and a port number for a combination of the physical interface and

the connection trunk.

Example 15 is a computer program comprising a program code for executing the method

according to any one of Examples 11 to 14 when run on a computer.

While a particular feature or aspect of the disclosure may have been disclosed with
respect to only one of several implementations, such feature or aspect may be combined
with one or more other features or aspects of the other implementations as may be
desired and advantageous for any given or particular application. Furthermore, to the
extent that the terms "include”, "have", "with", or other variants thereof are used in either
the detailed description or the claims, such terms are intended to be inclusive in a manner
similar to the term "comprise”. Also, the terms "exemplary", "for example” and "e.qg." are
merely meant as an example, rather than the best or optimal. The terms “coupled” and
‘connected”, along with derivatives may have been used. It should be understood that
these terms may have been used to indicate that two elements cooperate or interact with
each other regardless whether they are in direct physical or electrical contact, or they are

not In direct contact with each other.
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Although specific aspects have been illustrated and described herein, it will be
appreciated by those of ordinary skill in the art that a variety of alternate and/or equivalent
iImplementations may be substituted for the specific aspects shown and described without
departing from the scope of the present disclosure. This application is intended to cover

any adaptations or variations of the specific aspects discussed herein.

Although the elements in the following claims are recited in a particular sequence with
corresponding labeling, unless the claim recitations otherwise imply a particular sequence
for implementing some or all of those elements, those elements are not necessarily

iIntended to be limited to being implemented in that particular sequence.

Many alternatives, modifications, and variations will be apparent to those skilled in the art
in light of the above teachings. Of course, those skilled in the art readily recognize that
there are numerous applications of the invention beyond those described herein. While
the present invention has been described with reference to one or more particular
embodiments, those skilled in the art recognize that many changes may be made thereto
without departing from the scope of the present invention. It is therefore to be understood
that within the scope of the appended claims and their equivalents, the invention may be

practiced otherwise than as specifically described herein.
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CLAIMS:

1. A network protection entity (100) for protecting a communication network against

fraud messages, the network protection element (100) comprising:

a physical interface (101, FEQO) comprising a connection trunk (T1) associated to
the physical interface (FEO) for receiving a communication message (102), wherein the
communication message (102) comprises a message source address (X) and a port
number (P) and wherein the communication message is directed to a destination within

the communication network;

a storage (103) for storing an appropriate table (105) which appropriate table (105)
IS appropriate for indicating a dedicated source address (A) and a dedicated port number

(P1) for the physical interface (101, FEO) and the associated connection trunk (T1); and

a processor (107) configured to retrieve the dedicated source address (A) and the
dedicated port number (P) from the storage (103) and to compare the message source
address (X) with the dedicated source address (A) and the port number (P) with the
dedicated port number (P1), wherein the processor (107) Is further configured to discard
the communication message (102) if either the message source address (X) differs from

the dedicated source address (A) or the port number (P) differs from the dedicated port
number (P1).

2. The network protection entity (100) of claim 1,

wherein the processor (107) is configured to create a content of the appropriate
table (105) based on |IP messages sent out over the physical interface (101, FEO), in

which |IP messages a time-to-live field was set to one.
3. The network protection entity (100) of claim 1 or 2,

wherein the appropriate table (105) indicates the dedicated source address (A)
and the dedicated port number (P) for a combination of the physical interface (101, FEO)

and the associated connection trunk (T1).

4. The network protection entity (100) of claim 3,
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wherein the appropriate table (105) indicates an allowed combination of an |IP
source address (X) and a port number (P) for the combination of the physical interface
(101, FEO) and the associated connection trunk (T1).

5. The network protection entity (100) of claim 4,

wherein the message source address (X) and the associated port number (P) of
the communication message (102) further comprises a network mask, a number of bytes

for maximum transmission unit and speed information; and

wherein the appropriate table (105) indicates an allowed combination of an IP
source address (X) and a port number (P) for the combination of the physical interface
(101, FEO) and the associated connection trunk (T1).

0. The network protection entity (100) of one of the preceding claims,

wherein the processor (107) is configured to renew the appropriate table (105) on
a time interval basis in order to allow valid communication messages (102) which
message source addresses (X) are dynamically changed to enter the communication

network.
/. The network protection entity (100) of one of the preceding claims,

wherein the processor (107) is configured to retrieve the message source address
(X) and the port number (P) of the communication message (102) based on OSl-layer-2

iInspection.
3. The network protection entity (100) of one of the preceding claims,

wherein the processor (107) is further configured to set an alarm before discarding
the communication message (102) when the message source address (X) of the
communication message (102) differs from the dedicated source address (A) or when the

port number of the communication message (102) differs from the dedicated port number
(P1).

9. The network protection entity (100) of one of the preceding claims, comprising:

a configuration interface for filling the appropriate table (105) with configurable

values.
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10. The network protection entity (100) of one of the preceding claims,

wherein the network protection entity (100) is one of a gateway or a router, in

particular a provider-edge router.

11. A method (500) for protecting a communication network against fraud messages,

the method (500) comprising:

receiving (501) a communication message over a connection trunk (T1) of a
physical interface (101, FEO), wherein the communication message comprises a message
source address (X) and a port number (P) and wherein the communication message is

directed to a destination within the communication network:

providing (502) an appropriate table (105) which appropriate table (105) is
appropriate for indicating a dedicated source address (A) and a dedicated port number (P)

for the physical interface (101, FEO) and the connection trunk (T1);

retrieving (503) the dedicated source address (A) and the dedicated port number
(P) from the storage (103) and to comparing the message source address (X) with the

dedicated source address (A) and the port number (P) with the dedicated port number
(P1); and

discarding (504) the communication message (102) if either the message source
address (X) differs from the dedicated source address (A) or the port number (P) differs

from the dedicated port number (P1).
12.  The method (500) of claim 11, comprising:

providing (502) the appropriate table based on IP messages sent out over the

physical interface (101, FEO), in which IP messages a time-to-live field was set to one.

13.  The method (500) of claim 11 or 12, comprising:

providing (502) the appropriate table indicating the dedicated source address (A)
and the dedicated port number (P) for a combination of the physical interface (FEO) and

the connection trunk (T1).

14.  The method (500) of claim 13, comprising:
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receiving (502) the communication message, the message source address of the

communication message comprising an IP source address and a port number; and

discarding (504) the communication message if the IP source address and the port
number differ from an allowed combination of an IP source address and a port number for

a combination of the physical interface and the connection trunk.

19. Computer program comprising a program code for executing the method of any

one of claims 11 to 14 when run on a computer.
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! receiving communication message with message source
o501 address and port number over connection trunk of
- physical interface

502 |
' providing appropriate table for indicating a dedicated

source address and a dedicated port number for the
physical interface and the connection trunk

retrieving the dedicated source address and the dedicated
. |port number from the appropriate table and comparing the
503 | message source address with the dedicated source
address and the port number with the dedicated port
number

discarding the message If the message source address
differs from the dedicated source address or the port
number differs from the dedicated port number

504

FIg. 5
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