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SECURING DATA TRANSMISSIONS BETWEEN PROCESSOR PACKAGES

BACKGROUND
1, Freld
The present disclosure pertains 10 the field of mformation processing, and more

particularly, to the field of security in information processing systems.

2. Description of Related At
Malicious attacks sre a serious threst 10 the security of information processing systems.
Many technigues have been developed to defend against these attacks, but more are needed as

informgtion processing system development continnes.

Brief Description of the Figures

The present invention is ilustrated by way of example and not mitation in the
accompanying figures.

Figure  iHaostrates a system in which data transmissions between processor packages may
he secured according to an embodiment of the present invention.

Figure 2 ilhustraies a processor according to an embodiment of the present nvention.

Figurg 3 tlustrates an encryption proxy agent according to an embodiment of the present
invention.

Figure 4 illustraies a method for securing data ransnussions between processor packages

according 1o an embodiment of the present invention.

Detatled Descripiion

Embodiments of an invention for securing data {ransmissions betwesn processor packages
are described. In this description, numerous specific details, sach as component snd system
configurations, may be set forth in order to provide a more thorough vnderstanding of the present
nvention. It will be appreciated, however, by one skilled in the art, that the wnvention may be
practiced without such specific detatls, Additionally, some well-known structurss, circuits, and
other features have not been shown m detail, to avoid unnecessarily obscuring the present
mveniion.

ELIESY

In the following description, references {0 “one embodiment,” “an embodiment,” “example
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embodiment,” “varipus embodimenis,” elc., indicale that the embodiment(s) of the mveniion so
described may inchade particular features, structurss, or characteristics, but move than ong
embodiment may and not every embodiment necessarily does include the particular featuves,
structures, or characteristics. Further, some enbodiments may have some, all, or none of the
features described for other embodiments.

Az used i the clamus, unless otherwise specified the wse of the ordinal adjectives “fist,”
“second,” “third,” etc. to describe an element mervely indicate that a particular instance of an
element or different instances of like elements are being referred to, and is not intended o imply
that the elements so described must be i & particular sequence, either temporally, spatially, in

ranking, or in any other manner.

Figure 1 illustrates system HI0, an information processing systent in which an embodiment
of the present invention may be present ansior operate. System 100 mgy represent iy type of

information processing system, sach ax a sevver, a desktop computer, a portable computer, a set-
top box, a hand-held device, or an embedded controd systemn. System 100 includes processor
package 114, inter-package hink 120, processor package 130, memory interface 140, system
memory 13, and information storage device 160, Processor package 110 and processor

g 136

b=

package 130 are coupled to each other through mter-package tink 120, Processor packa
and system memory 150 are coupled to each other through memory interface 148, Systems
gmbodying the present invention may include any number of each of these components and any
other components or other elements, such as information stovage devices, peripherals, and
mputiontput devices. Any or all of the other components or other elements in any system
embodiment, such as information storage device 160, may be connected, coupled, or otherwise
in communication with each other through any number of buses, point-to-poind, or other wived or
wireless interfaces or connections.

Processor package 110 may include one or more processors packaged within a single

Lot

package, each of which may include nmultiple dweads and/or nultiple execution cores, in any

combination, Each processor may be any type of processor, mchuding 8 general purpose
aucroprocessor, such as a processor in the Intel® Core® Processor Family, Intel® Atomat
Processor Family, or other processor family from Intel® Corporation, ov snother processor from
another company, of 3 special purpose processor of microcontrolier,

Processor package 110 includes caching agent 111, cache memory 112, memory controller
113, encryption proxy agent 114, and Hak unit 115, Caching agent 111 may represent any
processor as set forth above, which in this embodiment serves as a caching agent for purposes of
this description. Cache memory 112 may represent any one or more levels of cache memory in g

memory hierarchy of svstem 100, implemented it static random access memory of any other

3



WO 2014/098998 PCT/US2013/047279

memory iechnology. Cache memory 112 may wohude any combination of cache memaoties
dedicated to or shared among any one of more exacuiion cores of processars within processar
package 110 according to any known approaches to caching n information processing systems.

Encryption proxy agent 114 may include any logie, circuitry, or other hardwars to gxecute

LY

one or more encryption algorithms and the corresponding decryvption algorithms. Link wut 13
may inclade any cirowitry or other hardware with which processor package 110 may
conununicate another processor package in system 100 through a poini-to-point ink,
Inter~package hink 120 mav represent a point-to~-point imerface, which may be a point-io~
point link in an ierconnect fabric according to any system mtercomnect archifecture, such as
10 that of Intel® Quick Path Interconnect or an embodiment of a Figh Performance Intercommect
described m the co-pending U8, Patent application entitled Method, Apparatys, Sysiem fora
High Performance hiterconnect architecture, filed October 22, 2012, Serial No. 61/717.041,
which is incorporated herein by reference. Data, control mformation, or other mformation may
be transnutted or otherwise sent from processor packsge 110 1o processor package 130 i
15 packets according to the protocol of any such architecture.
Processor package 130 inclades home agent 131, cache memory 132, memory controtier
133, encryption proxy agent 134, and sk wnut 135, Home agent 131 may represent any
processor as set forth above, which in this embodiment serves as a home agent for purposes of
this descripiion. Cachie memory 132 may represent any one or more levels of cache memory ina
20 memory hierarchy of system 100, implemented in static random access memory or any other
memory technology. Cache memory 132 may include any combination of cache memories
dedicated o or shared among any one or move execulion cores or processors within processor
package 130 sccording to any known approaches to caching in information processing systams.

Encryption proxy agent 134 may include any logic, circuitry, or other hardware 10 execute

Tk
n

one or more encrypiion algorithms and the corresponding decryption algorithms and (o provide
the other functionglities deseribed below, Link unit 135 may inclade gy cirenitry or other
hardware with which processor package 130 may conunenicate with another processor package
n system 100 through a point-to-point link.

Memory interface 140 may represent any type of interface between a memory and a
30 processor. System memory 150 may include dynamic random access menory anddor any other
type of medium accessible by processor 1140 andfor 130, and may be used to store data andior
instructions used or generated by processor 110, processor 139, andfor any other components.
Memory mterface 1440 is shown between processor package 130 and systen memory 150;

however, system memory 150 may represent a portion of a larger system memory, where the

&

1
Fr

portion is locally attached to processor package 130 through memory interface 140, Swmdarly, a
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portion of the larger system memory may also be locally altached to provessor package 11

through memory mterface 140 and/or another memory misrface not shown, Informatica storage
device 160 may represent any type of non-volatile information storage device, such as flash
meory or & hard disk drive,

Figure 1 also tlustrates secure software modules 116 and 136, which may be secure
software or fitmware nonuing, executing, loaded, or otherwise present on or in caching agent 111
and home agend 131, respectively. Secure software module 116 may program encryption proxy
agent 114 with a cryplographic key, and secure software module 136 may program encryption
proxy agent 134 with the same or a comresponding cryptographic key |, such that encryption
proxy agent 134 may decrypt data encrypted by encryption proxy sgent |4, and vice versa.
Any type of cryplographic key or keys may be ased within the scope of the present invention,
Embodiments of the present invention may include using a fivst eryptographic key or other data
provided by a secore software modale to devive a second crvptographic key for encryption and
decryption.

Figure I iltustrates processor 200, an embodiment of which may serve as caching agent
111 and an embodiment of which may serve as home agent 131 in system DML Processor 200
may include instruction uni 210, execution unit 220, processor storage 230, processor control
anif 2440, and secure enclave uynit 250, Processor 200 may also include any other cirenitry,
structares, or logic not shown in Figure 2. For example, a cache memory, a memory controlier,
an encryption proxy agent, andfor a link unit that may serve as an embodiment of cache memory
112 or 132, memory confroller 113 or 133, encryption proxy agent 114 or 134, and link unat $15
or 135, respectively, mav be integrated on the substrate of processor 200,

Instruction unif 210 may represent any cirouilty, structure, or other hardware, such as an
mstraction decoder, for fetching, receiving, decoding, andior scheduling instructions. Any
mstruction format may be used within the scope of the preseni mvention; for example, an
imstruction may include gn opeode and one or more operands, where the opeode may be decoded
HHO ORe of more micro-insfructions or nucro-operations for execution by execution unit 226,

Execution unit 220 may inchude any cirewtry, structure, or other hardware, such as an
arithmetic unit, fogic wmt, Soating point unit, shifter, ete., for processing data and executing
imstructions, micro-nstructions, andfor nucro-operations.

Processing storage 230 may represent any type of storage usable for any purpose withia
processor 200; for example, it may include any nomber of data registers, nstruction registers,
status registers, configuration registers, control registers, other progranmmb‘ie or hard-coded
registers or register files, or any other storage siractures.

Processor controd wiit 240 may melude any logic, eircuitry, hardware, or other structures,
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inclading nuerocede, stale machine logic, or programmiable logic, to control the pperation of the
units and other elements of processor 200 and the wansfer of data withm, o, and out of
processor 200, Processor control unit 240 may cause processor 200 to perform or participate in
the performance of method embodiments of the present mnvention, such as the method
embaodiments described below, for example, by causing processor 200 o execute mstructions
recerved by msiruction wiit 210 and mucvo-instructions or micro-oparations devived from
instructions received by instruction unit 210,

Secure enclave anit 250 may represent any logic, circuitry, hardware, or other structuves
for creating and mainiaining a secured, protected, or 1solated environment, such as a secure
enclave as deseribed heren, in which an application or other software may run, execute, be
loaded, or otherwise be present within an information processing system such as system HHY
For purposes of this description, each instance of such an environment may be referred to g5 a
secore enclave, although embodiments of the present invention are not limited o those using 8
secure gnclave as the secured, protected, or isolated envivonment. In one embodiment. a secure
enclave may be created and maintained using instructions in the mstruction set of & processor
the Intel® Core® Processor Fanulby or other processor family from hatel® Corporation.

All or part of secure enclave urit 250 may be included withon any one or more other units

of processor 200, such as those corresponding to mstruction umit 210, execution wit 220,

processor storage 230, and processor control unit 240, Secure enclave anit 230 may include
encryption unit 232, which may include any logic, circutvy, or other hardware o execute one or
more encrypiion algorithms and the corresponding decryption algorithms, and may inchide logic,
circuitry, or other hardware shared with another encryption unit such as encryption prosy agemt
114 andior 134

Each secure enclave created within system 100 may be allocated a secure or protected
space within the system memory space supporiad by system memory 130 Securs memory 132
represents one or more such secure or protecied memory spaces, Each such memory space may
be created, allocated, and maimtained using known vivtual memory, secure enclave, or other
system memory addressing techniques such that the information within each such memory space
may at various times be stored within any combination of information storage device 160,
system memory 150, any of cache memories 112 and/or 132, any processor storage in caching
agent 110 and/or home agent 130 represented by processor storage 230, and/or any other
MEMOTY of storage area within information processing system 100,

Secure memory 152 may include one or more physically contignous ranges of memory
called processor reserved memory (PRM}. In one embodiment, a PRM is natirally aligned and

has a size that i1s an mteger power of two, System firmyware such as a basic input‘output system
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may reserve a PRM, for example by setiing a pawr of model-specific registers (MSRs),
collectively known as a PRM range register (PRMRR). In the embodiment of Figure 2, secure
enclave logic 250 may include PRMRR 254, embodiments of which may serve as PRMRR 116
andd PRMRR 136 1n Figure 1. PRMRR 116 may be used (o reserve PRM 154 for caching agent
T and PRMRR 136 may be used to reserve PRM 136 for home agent 131,

Secure enclave wnit 230 mayv also inchade access control unit 236, which may mclade any
logic, circuitry, hardware, or other structures o enforce logd and gccess restrictions using
PRMRR 254 such that the mformation within {he memory space of a secure enclave is accessible
only to the application ranning in that secure enclave. For examyple, the information on a
memory page allocated 1o a secure enclave may be encrypted by encryption anit 252 before
being stored in sysiam memory 136, mbormation storage device 160, or any other memory o
storage external to processor 200, While stored external to processor 200, the information is
pratected by encrvption and mtegrity check techniques. When the memory page 1s foaded into a
cache memory of a processor by an application or process running on that processor within the
secure enclave to which the page is allocated, 1t 1s decrypted by encryption umi 252, then the
unencrypied information is accessible only by an application or process runung within the
secure enclave.

Figare 3 iHastrates encryption proxy agent (EPA) 300, embodiments of which may serve
as an EPA 114 and EPA 134 in gystem 100, In one embodiment, the hardware in EPA 300 13
dedicated or unshared, which means that is not shared with the hardware in any processor
exgcution core on the same subsirate or m the same package. In other embodiments, hardware
may be shared between an EPA and one or more processor coves.

EPA 300 may mclude encryption unit 310 {o execute one of more sncryption alyorithms
and the corresponding decrvption algorithms. Any one or more crvptographic algorithms may
be used within the scope of the present inveniion. Encryption unit 310 may wmelude transmit ungt
312 to encrypt content to be trausmitted or otherwise sent, in one or more puackets, from one
processor package to another processor package divectly through a point-to-point link.
Encryption unit 310 may also inclade receive ynit 314 to decrvpt content received, m one or
more packets, from one processor package to another processor packsage directly through a point-
to-point Hnk, Encryption onit 31 may also include securs key storage 316 fo stove a
cryptographic key to be used to encrypt and decrypt content to be transmitted or otherwise sent,
in one of more packets, from one processor package 1o another processor package divectly
through a point-to-point link. Encryption unit 310 may also include key derivation unit 318 1o
derive a second cryplographic key from a first crypiographic key or other data received by EPA

306,

O
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EPA 300 may also mclude authentication wait 326 to authenticale data or tther miormation
ransmitted between processor packages divectly through a point-to-point huk. Any
authentication technique may be used within the scope of the present invention. Authentication
unit 320 may include transmit unit 322 {o genarate and append or otherwise provide
authentication metadata, such as a header or signature, to conient {0 be transnutted or otherwise
sent, i one or more packets, from one processer package (o another processor package directiy
through a poini-to-point link. Authentication unit 320 may also include receive unit 324 (o
verify the authenticity of content received, in one or more packets, by one processor package
from another processor package directly through a point-to-point link,

EPA 300 may also include veplay protection enit 330 to protect from replay attacks data or
other information transmitied between processor packages divectly through a pomt-to-point hnk.
Any replay protection technique may be usedt within the scope of the present invention. Replay
protection unit 320 may include transmit anit 332 1o generate and append or otherwise provide
replay protection information, such as a monotonic counter vitlue, random number, andior an
integrity check value, to content to be transmitted or otherwise sent, in one or more packets,
from one processor package to another processor package divectly through a pomi-to-point hink.
Replay protection anit 320 may also include receive unit 334 to verify replay protection
information of content received, in one or more packets, by one processor package from another
processor package directly through a point-to-point link.

EPA 300 mav also include EPA control unit 340, which may inclade any logie, carcuilry,
hardware, Grmware, other structures, nucrocode, state miachine logic, andfor progranumable logic
to control the operation of the wits and other elements of EPA 300, EPA control unit 340 may
ganse EPA 3 to perform or participate in the perfonmance of method embodiments of the
present invention, such as the method embodiments described below.

Figure 4 iastrates method 400 for securing data {ransmissions betwesn processor
packages gecording to an embodiment of the present invention. Although method embodiments
of the invention are not Hmited in this respect, reference may be made to elentents of Figwes 1,
2, and 3 to help describe the method embodiment of Figure 4.

In box 410, secure software modale 116 programs EPA 114 with a cryptographic key. In
hox 412, secuare software module 136 programs EPA 134 with the same or a corresponding
cryptographic key, such that EPA 134 may decrypt data encrypted by EPA 114, and vice versa.

Iz box 420 of method 400, the operation of a processor within processor package 110
penerates data to be stored in a frst memory address. In box 422, caching agent 111 performs a
cache request to determine whether the first memory address is within cache memory 112, In

box 424, the cache request misses because the first memory address is not within cache memory
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112, In box 426, n response 1o the missed cache request, 8 memory request 1o write the data to
system memory 130 is initiated.

In box 430, it 1s determined whether the memory request 1s g secure memory reguest or a
nON-SeCUre memory request. For example, It may be determined, asing PRMRR 116, whether
the first memory address s within the address range of secure memory 152, in which case the
memory reguest it 1s determined that the memory request 1§ a secure memory request. [l the
MEMOrY Tequest 15 a secure memory request, then method 400 continues in box 440, ifthe
MSMOTY fequest 1s 4 pon-secure memory request, then method 400 continues in box 432,

In box 432, the memory request is routed to link unit 115, In box 434, link unit 115
generates one or more packets, including the encrypied data, to be transmtted. From box 434,
method 400 continges to hox 432,

In box 440, the memory request 1s routed 0 EPA 114 Tn box 442, EPA 114 encrypts the
data. In box 444, EPA 114 appends authentication metadata to the encrypled data. In box 446,
EPA 114 appenads an anti-replay value to the encrypied data. In box 448, the memory request is
routed to link unit 115, In box 450, link unit 115 generates one or move packets, incloding
gonient representing the encrypted data, the authentication metadata, and the anti-replay valug, to
be transmatted.

In box 4352, the one or more packets are transmitted through inter-package hok 1200 In box
454, the one or more packets are received by hink untt 1350 In box 456, link unit 135 deternunes
that the one or more packels correspond o a memory request. In box 43§, i is determined
whether the memory request is a secure memaory request or a non-secure memory request. For
example, 1t may be determined, using PRMRR 136, whether the g memory requestis to an
address within the address range of secure memory 152, m which case it is deternuned that the
memory request is a secure memory request. I the memory request 1S 8 Secure MEmory request,
than method 400 continues in box 4640, I the memory request 13 8 NON-SECRre MAMOTY Tequast,
then method 400 coutinues in box 470,

Ir box 460, the memory request ix rowted o EPA 134, In box 462, EPA 134 uses the
authentication data to verify the anthenticity of the mentory request. In box 464, EPA 134 uses
the anti-replay value to veritfy that memory request is not associated with a replay attack. In box
466, EPA 134 decrvpls the encrvpted data,

In box 470, the memory request is routed to howe agent 131 In box 472, home agent 131
transtnits the memaory request 1o system memory 150,

In various embodiments of the present invention, the method illustrated in Figure 4 may be
performed i a different order, with itlustraied boxes combined or onnitted, with additional boxes

added, or with a combination of reordered, combined, omitted, or additional boxes. For
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example, boxes 444 andior 446 may be performed before box 442, such that the avthentication
metadaia andior the anti-replay value nway also be encrvpled. Furthermors, many other method
embodiments are possible within the scope of the present inventions, inclading an embodiment
securing a data trapsmission from a home agent 1o a cache agent, a data ansmission between
cache agenis, a data transmission between any other types of agents, and a data transnussion
corresponding to a read or other transaciion.

Embodiments or portions of embodiments of the present invention, as desenbed gbove,
may be stored on any form of a machine-readable mediom. For example, all or part of method
200 may be embodied in software or firmware instructions that are stored on a medium readable
by processor 200 andéor EPA 300, which when executed by processor 200 and/or EPA 300,
cause processer 2080 and/or EPA 300 to execute an embodiment of the present invention,  Also,
aspects of the present invention may be embodied i data stored on a machine-readable medium,
where the data represents a design or other information usable to fabricate all or part of
processoar 200 and/or EPA 300,

Thus, embodiments of an Invention for securing data trangmission between processor
packages have been described. While certain embodinents have been described, and shown in
the accompanying drawings, it is to be understood that such embodiments are merely 1Hustrative
and not restrictive of the broad vention, and that this invention not be limited to the specific
constructions and arrangements shown and described, since various other modifications may
oceur 10 those ordinarily skilled in the art upon studving this disclosure. In an ares of
technology such as this, where growth is fast and further advancements are not easily foresesn,
the disclosed embodiments may be readily modifinble in arrangement and detat] as facilitated by
gnabling technological advancements without departing from the principles of the pressnt

disclosare or the scope of the accompanying claims.
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What is claimed 1z
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. AR APPIrATUS COMPEISing:

an encryplion unit to encrypt first content o be transmitted from the appavatus 0 a

processor package directly through a point-to-point Hink.

The apparatus of claim 1, whevein the first content is to be transmitted in one or more packets.

The appavatus of claim 1, further comprising an authenticatton uni to append authentication

metadata to the first content,

The apparatus of claim 1, further comprising a replay protection unit o append an anti-replay

value to the first content.

. The apparatus of claim 1, wherein the encryption unit s also o decrypt second content

received from the processor package directly through the point-to-pont tink.

The apparatus of claim 3, wherein the authentication umit is also to verify the authentianty of

the second content.

The apparatus of claim 4, wherein the replay profection unit is also to protect the second

content from a replay aitack.

. The apparatus of clazm 1, further comprisig logie to determine that the first content 13

associgted with a secure memory request.

The apparatus of claim 1, further comprising a range register 10 be used to determine that the

first content 1s associated with a request o g secure memory.

. A method conpnismg:

encrypting within a first processor package content (o be transmitied from a first
processor package to a second processor package divectly through a point-to~-point

hink.

10
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14,

18

19

. The method of claim 10, further comprising deteriuning that the content is assoviated with a

secure memory request before encrypting the content.

. The mathod of claim 11, further comprising transnutting the enceypted conient through the

poini-to-point link in one or more packets,

. The method of claim 12, further comprising appending authentication metadata 1o the

conlent.

The method of claim 12, further comprising appending sm snti-replyy value to the content.

. The method of claim 12, further comprising decrvpting within the second processor package

the encrypied content.

. The method of clazm 12, further comprising using, within the second processor package, the

authentication metadata to verify the authenticity of the contant.

'. The method of claim 13, further comprising using, within the second processor package, the

anti~replay value to verify that receiving the content is not associated with a replay attack.

A system comprising:

a [ivst processor package;

a sgcond processor package:

a point-fo~point link betyveen the first processor package and the second processor package;

wherein the [frst processor package includes & fivst encryplion proxy agent (o encrypl content
to be trunsmuitied from the first processor package 1o the second provessor package
directly through the point-to-point link; and

wherein the second processor package ineludes a second encryption proxy agent to decrypt
the encrypted content received from the fivst processor package directly through the

point-to-point fink.

. The system of claim 13 wherein the fivsd processor package alse ncludes:

a caching agent; and
fogic to determine that the content is associated with a secure memory request from the

caching agent.
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26, The method of claim 18 wherein the second processor package also inchudes:
a home agent; and
logic to deternine that the decrvpted content is associatad with 3 secure memory request o

the home agent.
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