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(57) Abstract: Methods and apparatuses are presented for obfuscat-
ing the locations of terrestrial wireless transceivers, including wire-
less access points and femtocells. According to some embodiments, a
method may receive, by a mobile device, data for a terrestrial wire-
less transceiver, wherein the data includes location coordinates of the
terrestrial wireless transceiver, and wherein the location coordinates
include an error term. Additionally, the method may include determ-
ining the error term based on the data. Furthermore, the method may
include determining a corrected location of the terrestrial wireless
transceiver by removing the error term from the location coordinates.
In some instances, the data can further include a unique identitier as-
sociated with the terrestrial wireless transceiver, and wherein the er-
ror term is further determined based on the unique identifier.
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OBFUSCATING THE LOCATIONS OF ACCESS POINTS AND

FEMTOCELLS
BACKGROUND
16661} Field
8882} The present disclosure relates to location determination for mobile wireless

devices. Specifically, various techmiques are provided for obfuscating the locations of

terrestrial wireless transceivers, inchuding wireless aceess points and femtocells.
(6663} Background

{3884} Location determination for mobile wireless devices enable the current
location and optionally speed and heading of a mobile wireless device to be obtained
and the determined location to be provided to the wireless device {g.g., to an application
rurming on the wircless device or 1o the user of the wircless device) or o some external

third party.

3885} A number of software applications, websites, and other fimetionalities that
can be provided on or to a mebile device are beginning to use location-based services to
further enhance a user’s experience when using such a device. For example, a device
may access a particular website, such as a restaurant review website, and the website
may use information about the device’s current location in order to provide location-
specific content, such as reviews of nearby restaurants, to the device. Other applications
and websites may, for instance, use information abowt a device’s current location to
display relevant maps to a user, provide the user with information about local
businesses, provide navigation directions or inform the gser of a local weather forecast
or local traffic conditions. Certain applications and wcebsites may be dedicated to
providing location related content for indoor use, such as walking directions 1o reach a
particular gate in an airport, particular store n a shopping mall or particular room in an
office building. These apphcations and websites may rely on accurate location
information for a mobile device in order to reliably provide such location content in an
enviromment where small changes in location may have significant consequences for
location related content {e.g. in terms of providing content applicable to a user who is on

1
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one side or another of a wall or on one floor versus another floor of a multi-floor

building or just inside or just outside of a building).

[B866] By having more accurate location determination, more location-appropriate
functionality and/or information can be provided to the user. To help enable accurate
focation based scrvices (e.g. in an indoor enviromment}, a mobile device may be
provided (e.g. by a nctwork location servery with the known locations for various
wireless access points {(APs), base stations and/or femtocells that are nearby to the
mobile device and whose radio signals can be received and measored by the mobile
device to cnable the mobile device te estimate its own location. Examples of probloms
with provision of accurate AP, base station and femtocell locations in a vendor
competitive and/or operator competitive environment to all mobile devices inclode
providing costly or semsitive positioning information o mobile devices from
competitors, t0 mobile devices associated with other service providers, to mobile
devices whose users have not enrolled m an appropriate program, to mobile devices
whose vendors have not agreed to a privacy agreement, or to mobile devices whose
users have not paid a subscription fee. There may be privacy and security issues where
the venue owner may not want everyone to know the locations of the femiocells and
access points in the vemue. It may be preferred {e.g. by the provider of the AP, base
station and femtocell location data) that only certain mobile devices (c.g. mobile devices
whose home operator or vendor has a business relationship with the location data
provider) receive the full benefit of this accurate location data. In addition, other
location providers (e.g., location providers assoeiated with non-preferred mobile
devices) may be able to collect and use the accurate location data to populate their own
database with the collected AP, base station and femtocell locations and make use of
this stored data at a later time to provide a yival location service to that offered by the

original provider of this accurate location data.
BRIEF SUMMARY

6007} Various techniques are provided for obfuscating the locations of terrestrial

wircless transceivers, including access poinis and femtocells.

[6668] In some embodiments, a method s presented.  The method may inchide
receiving, by a mobile device, data for a terrestrial trapsceiver, whercin the data

5]
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inchudes location coordinates of the terrestrial transceiver, and wherein the location
coordinates include an error term. The method may alse include determining the crror
term based on the data, and detormining a corrected location of the torresirial transceiver

based on removing the ervor term from the location coordinates,

[669] In some ombodiments, the data further inchudes 2 unigue identifier associated
with the terrestrial transceiver, and the error term is further determined based on the
unique identifier.  In some embodiments, the umigue identifier comprises a MAC
address, and determining the error termy further includes: determining one or more
binary valucs using the MAC address; and multiplying the one or more binary values by
a known scaling factor to caleulate the error term. In some embodiments, the unigue
identifier comprises a cell ID, and determining the error term further inclodes:
determining onc or more binary vahlues using the cell 1D; and multiplying the one or

more binary values by 2 known scaling factor to calculate the error term.

(0818 In some ombodiments, the error term 18 determined based on transforming
bits in the location coordinates, based on a known ciphering key or known

transformation method.

{88113 In some embodiments, the data further includes a second location associated
with a sccond terrestrial transceiver, and determining the error term further comprises:
determining, by the mobile device, a mapping table, wherein the mapping table includes
association information about the tferrestrial transceiver and the second terresirial
transceiver; and calculating the error term based on the mapping table and the second
flocation, wherein the corrected location of the terresirial {ransceiver comprises the

second location based on the mapping table.

16612} In some cmbodiments, determining the error term further includes: receiving
information from a location server associated with the mobile device and a first server;

determining the error term based on the received information.

16613} In some embodiments, determining the error term further comprises:
recetving broadeast mformation from the terrestrial transceiver; and determining the

error term based on the broadeast information.
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(6014} In some embodiments, the data further includes a serving network 1D or a
provider 1D, and determining the error term is further based on the serving network 1D

or the provider 1D.

[3815] In some embodiments, determining the error term further includes: storing,
by the mobile device, a known ciphering koy; and sltering bits associated with the

received data, wherein the altering is based on the known ciphering key.

[B816] In some embodiments, a mobile device is presented. The mobile device may
melade memory, 8 transceiver configured to receive data for a terrestrial transceiver,
wherein the data includes location coordinates of the terresirial transceiver, and wherein
the location coordinates include an error term, and one or more processors configured
1o: determine the error term based on the data; and determine a corrected location of the

terrestrial transcetver based on removing the error term from the location coordinates.

8817} In some embodiments, one or more computer-readable media is presented.
The one or more compuier-readable media may store computer-executable instructions
that, when executed, cause one or more computing devices inchuded in a mobile device
to: receive data for a tervostrial transceiver, whergin the data includes location
coordinates of the terrestrial transceiver, and wherein the location coordinates include
an error term; determine the error term based on the data: and determine a corrected
location of the terrestrial transceiver based on removing the ervor term from the location

coordinates.

18818] In some embodiments, an apparatus is presented. The apparatus may nchude
means for receiving data for a tervestrial transcetver, wherein the data includes location
coordinates of the terresinial transceiver, and wherein the loecation coordinates include
an error torm; means for determining the error term based on the data; and means for
determining a corrected location of the terrestrial transceiver based on means for

removing the error term from the location coordinates.

16619} In some embodiments, another method is presented.  The methed may
mchide: receiving a request for location coordinates of a terrestrial tramsceiver;
providing, to a mobile device, the location coordinates of the terrestrial transceiver,

wherein the location coordinates include an error torm; and providing, to the mobile
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device, correction data, wherein the correction data 1s configured to generate a corrected
location of the terrestrial transceiver based on removing the error term from the location

coordinates.

(38281 In some embodiments, the error term is generated based on a unique
identifier associated with the terrestrial transceiver, and wherein the correction data
further includes the unique identifier.  In some embodunents, the unigue identifier
mchides a MAC address, and the error term is generated based further on: gencrating
one or more binary values using the MAC address; and multiplying the one or more
binary values by a known scaling factor to calculate the crror term. In some
embodiments, the wnigue identifier comprises a cell 1D, and wherein the crror term is
generated based forther on: generating one or more binary valoes using the cell ID; and
multiplying the one or more binary values by a known scaling factor to calculate the

Srroy term.

18821} In some embodiments, the error term is generated based on transtormoing bits

m the location coordinates, based on a known ciphering key.

18622} In some embodiments, the error term is generated based on: broadcast
mformation transmitied from the terrestrial transceiver; and generating the crror term

based on the broadcast information.

[3823] In some embediments, the correction data further includes a serving
network 1D or a provider 1D, and wherein the crror ferm is generated based further on

the serving network HD or the provider 1D,

16624} In some embodiments, the correction data further comprises a known
ciphering key; and the error term is generated based further on aliering bits based on the

known ciphering key.

18025] In some embodiments, another apparatas is presented.  The apparatus may
imchide a transceiver configured to: receive a request for location coordinates of a
terrestrial transceiver; provide, to a mobile device, the location coordinates of the
terrestrial transceiver, wherein the location coordinates include an ecrvor term; and

provide, to the mobile device, correction data, wherein the correction data is configured

(]
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10 generate a corrected location of the terrestrial transceiver based on removing the error

term from the location coordinates.

[B8826] In some emboediments, another apparatus is presented.  The apparatas may
mclade means for receiving a request for location coordinates of a terrestrial
transceiver; means for providing, to a mobile device, the location coordinates of the
terresivial transceiver, wherein the location coordinates include an error termy; and means
for providing, to the mobile device, correction data, wherein the correction data is
configured to generate a corrected location of the terrestrial transceiver based on

removing the error term from the location coordinates,

18427} In some embediments, one or more computer-readabic media is presented.
The one or more compuier-readable media may store computer-executable instructions
that, when executed, cause one or more computing devices to: receive a request for
location coordinates of a terrestrial transceiver; provide, to a mobile device, the location
coordinates of the terrestrial transceiver, wherein the location coordinates mclude an
error term; and provide, to the mobile device, correction data, wherein the correction
data is configured to generate a corrected location of the terrestrial transceiver based on

removing the error term from the location coordinates,
BRIEF DESCRIPTION OF THE DRAWINGS

[3828] A forther understanding of the nature and advantages of various
embodiments may be realized by reference to the following figures. In the appended
figures, similar components or features may have the same reference label. Further,
various components of the same type may be distinguished by following the reference
label by a dash and a sccond label that distinguishes among the similar components. If
only the first reference label is used in the specification, the description is applicable to
any one of the stmilar compounents having the same first reference label wrrespective of

the second reference jabel.

16629} FIG. 1 1s a block diagram illustrating an exemplary mobile device according

to some embodiments.

[8036] FIG. 2 18 a block diagram illustrating an exemplary terrestrial wireless
transceiver according to some embodiments.
)
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18031} FIG. 3 15 a block diagram illustrating an exemplary location server according

to some embodiments.

(6832} FI(. 4 15 an illustration of an example wireless network environment with a
home network and a serving network, showing an example relationship and context
between a mobile device, one or more terrestrial wireless transceivers and one or more

focation servers, according 1o seme crobodiments.

[6033] FIG. 5 is a system diagram of an example for obfuscating the locations of

terrestrial wireless transceivers, according to some embodiments,

16034} FIG. 6 is an excmplary flowchart for determining locations of ferrestrial
wirgless transceivers whose locations have been obfuscated, according to some

embodiments.

[8435] FIGS. 7 A-F are excmplary flowcharts for determining an error value,

according to some embodiments.

{8836} FIG. 8 s an excmplary flowchart for providing obfuscated location

information by a terrestrial wircless transceiver, according to some embodiments.
18437} FIG. 9 is an excmplary computer system of various embodiments.

DETAILED DESCRIPTION

[

[B8038] The word “exemplary” is used herein to mean “serving as an example,
mstance, or Hlustration.” Any embodiment or design described herein as “exemplary” is
not necessartly to be counstrued as preferred or advantageous over other embodiments or

designs.

(6638} Apparatuses, methods, systems and computer-readable medis  for
obtuscating the locations of terrestrial wircless transceivers, inclading access points,
femtocells, and base stations, are presented. As used herein, a “terrestrial transeeiver” or
“terrestrial wireless transceiver” may refer fo any ground-stationed (Lc. terresirial
hased} device configured to transmit information about Us location to a chient device
{e.g. a mobile device). The mformation pertaining to its location may include, for
example, ranging measurements to the client device, relative to the terrestrial wireless

~
/
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transceiver, and other types of data known to those with skill in the art. Non-limiting
examples of terrestrial wircless transceivers include access points, femto cells, base
stations, picocells, macrocells, Zighee™ transceivers, and Bluctooth™ transceivers.
Fendo cclis may be thought of as soall base stations, sometimes known as home base
stations or small cells, that support a small coverage area such as a home, office or part
of a building or venue and that may be instalied by users and not by a network operator.

Further deiails about terrestrial wireless transceivers will be discussed below.

16648} The techniques described herein may be used for mobhile device or client
access to various wircless communication networks such as Code Division Multiple
Access (CDMA) networks, Time Division Multiple Access (TDMA) networks,
Frequency Pivision Multiple Access (FDMA) networks, Orthogonal FDMA (OFDMA)
networks, Single-Carrier FDMA (SC-FDMA)} networks, ete. The terms “networks™ and
“systems” are often used mterchangeably. A CDMA network may foplement a radio
technology such as Universal Terrestrial Radio Access (UTRA), CDMAZOG0, ete.
UTRA includes Wideband-CDMA  (W-CEMA) and Low Chip Rate (LCR).
CDMAZ000 covers 15-2000, IS-95, 15-856 and High Rate Packet Data (HRPD)
standards. A TDMA network may implement a radio technology sach as Global System
for Mobile Conunumnications {(GSM). An OFDMA network may implement a radio
technology such as Evolved UTRA (E-UTRA}, IEEE 802.11, IEEE 802.16, IEEE
80220, Flash-OFDM®, ete. UTRA is part of Usniversal Mobile Telecommuuuication
System (UMTS). Long Term Evolution (LTE) 15 a radio access technology used by E-
UTRA. UTRA, E-UTRA, GSM, UMTS and LTE are described in documents from an
organization named “3rd Generation Partnership Project” (3GPF). CDMA2000 is
described in documents from an organization named “3rd Gencration Partoership
Project 27 (3GPP2). IEEE 802.11 networks are also known as WiFi networks or
wircless local area networks (WLANS3) and are defined in a family of standards from the
Institate  of Elecirical and Electronics Eungincers (IEEE). These various radio

technologies and standards are known in the art,

(0841} Various embodiments arc described hercin in connection with a mobile
device. A mobile device can also be called a system, subscriber unit, subscriber station,
mobile station, mobile, remote station, remote terminal, mobile device, user terminal,

terminal, mobile terminal, wircless device, wireless terminal, wireless comnumication

8



WO 2014/179224 PCT/US2014/035696

device, user agent, user device, Secure User Planc (SUPL) Enabled Terminal (SET) or
user equipment (UE). A mobile device or SET can be a cellular telephone, a cordless
telephone, a smartphone, a Session Initiation Protocol {SIP) phone, a wireless local loop
{(WLL) station, a personal digital assistant (PIDA}, a bandbeld device having wircless
connection capability, a computing device, a laptop, a tablet or other processing device
connected to or containing a modem, for example, a wireless modem. Maoreover,
various embodiments are described herein in connection with a base station. A base
station can be utilized for comuumicating with mobile device(s) via radio signals in
order to provide commumication, location and/or other services to mobile devices and
can alse be referred to as an aceess point, Node B, Evolved Node B (eNodeB), access
point base station, 8 WiFi, an access point, a Femtocell, home base station, home Node

B, home eNodeB or some other terminology.

8642} Aspects of the disclosure relate to location determination for mobile wireless
devices. dpecifically, various techniques are provided for obtfuscating the locations of

terrestrial wireless transceivers.

(60431 In some instances, a mobile device can estimate a position as 3 result of
receiving, measuring and/or decoding signals from terrestrial wirgless transceivers, and
may be assisted by data from a terrestrial comnunications systom. Such assistance data
may reduce a time required by the mobile device to acquire and possibly measure
positioning signals, and may include mformation to allow position calculation, such as
location of base stations or access points, transmission timing of or between base

stations.

16844} However, determining the locations of APs and femiocells or other terrestrial
wireless transceivers can be difficult, time consuming and costly to obtain by
conventional means. Conventional means can include: surveying using cither
instrumentation or accurate maps or buildiog plans; manually surveying the building;
using a GPS receiver inside cach terrestrial wireless tramsceiver; having users who
deploy a WiFi terrestrial wireless transceiver report a civie location 1o their network
operator; having uscrs measure and report a relative location in addition to a civic
focation when a civic location alone is imprecise; and measuring wircless signal

parameters of detected transceivers using drive-by vehicles, which can determine the

9
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location by using fingerprinting or irilateration techniques based upon the measured

signal parameters.

[B045] Alternatively, crowdsourcing location related measurements from mobile
devices, typically processed on a2 location related server can be a less expensive and
more accurate and reliable method of locating terrestrial wireless transceivers.
Crowdsourcing includes the method of using a server to combine measurcments relating
to the same terrestrial wirgless transceivers from many mobile devices to obtain

accurate focation information.

[846] For example, in mobile device crowdsourcing, a multitude of mobile devices
can cach send their current location and additional observed data to a location related
server. Examples of observed data can inchide received signal strength information,
transmission timing information for base stations {and/or APs and femtocells) or
between base stations (and/or APs and femtocells), round-trip-time (RTT)
measurements, or the like. The observed data can further be associated with a particular
source identifier for the signals for which measurements ave provided (e.g., a cell-
identifier (1D} of a base station, media access control (MAC) address of an access point)

and tagged with the mobile device’s current location, if available.

(88471 The crowdsourced information (e.g., base station, femtocell and/or access point
locations, basc station, fomtocell and/or access point estimated coverage arcas, base
station, femtocell and/or access point timing) can be stored in a database of the vendor
and/or operator. Additionally, even though an individusl UE-observed data may be

inaccurate, the consensus of the multitude of UEs may be more precise.

[6648] The obtained locations from either crowdsourcing or conventional means can
then be provided to the terrestrial wireless transceivers, and/or to location servers that
support location of UEs in the coverage of the terrestrial wireless transceivers, for
subsequent broadeast or point-to-point transter to mobile devices who may subsequently
use this information in order o position themsecives — ¢.g. by performing measuroments
of RTT and/or transmission timing for certain vearby torrestrial wircless transceivers

whose locations have been provided.

10
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[88451 The efforts to determine the locations of terrestrial wireless transceivers,
such as WiFT APs and Femtocells, may be taken advantage of by competitor vendors
and/or competitor service providers in the WiFi and cellelar industry, which may be
undesirable for the owners of such terrestrial wircless transceivers. For example, a
mobile device having a subscription to a competitor of the terrestrial wireless
transceiver owner may still utilize the determined locations of said terrestrial wireless
transceivers.  Similarly, competitor location providers may use freely the determined
focations of the terrestrial wireless tfransceivers, cven though they may not have
originally participated in the difficult and painstaking task of determining the locations
of the terrestrial wircless transceivers. In essence, a frecloading or free rider problem
may exist that enables vendors’ or service providers” efforts in determining the locations
of terrestrial wireless transceivers to be taken advantage of by other vendors or service
providers. Thus, it would be desirable to provide an advantage or benefit to “preforred”
users within the network who are associated with the vendor or service provider who

abtains the accurate locations for terrestrial wireless transceivers.

[6058] According t0 some ombodiments of the present invention, the location
mformation for APs and femtocells and other terrestrial wireless transecivers may be
obioscated when sent to mobile devices. The obfuscated information may be less
accurate than the original information though still usable to provide less precise location
services. For example, the obfuscated information may still support direction finding to
within say 50 meters of an ntended destination but not precise direction finding down
to say S meters. Mobile devices that may be considered preferred (e.g. whose home
operator or device vendor has a business relationship with the provider of the location
information) may be cnabled to obtain the original more precise location information in
various ways described further on herein. This additional capability may not be enabled
for non-preferred mobile devices. Non-preferred mobile devices may include mobile
devices from a different vendor and/or operator (e.g. a vendor or operator without a

business relationship with the provider of the location information).

(8851} Additionally, for mobile devices that may access different types of wireless
communication networks, location services may be supported using a location related
server that can be accessed from, and in some cases may be resident within, the wireless

network currently being accessed by the mobile device. The role of the location related

1



WO 2014/179224 PCT/US2014/035696

server may be to assist the mobile device by giving the mobile device additional data to
make appropriate location related measurements (e.g., measurements of radio signals
from access points, femtocells and/or other base stations in the serving wireless network
or measurcruends of various global navigation satellites) and to know the location of the
access points to which the measurements are being made from. Furthermore, in some
cascs, the location related server may compute the mobile deviee’s location based on
these measurements. In other cases, the location related server may provide the
focations of nearby access points, femtocells and/or other basc stations te cnable a
mobile device to compute an estimate of its own location based on measurements of
signals by the mobile devices from these nearby access points, femtocells and/or other
basc stations. In performing these roles, a location related server and/or mobile device
may need to rely on the availability of an accurate set of locations for APs, base stations
and/or ferntocells. If, in some instances the accurate locations are obfuscated for non-
preferred mobile devices and/or non-preferred location related servers, those devices
will calculate less accurate locations than preferred devices that have access to the
accurate locations. These descriptions and others will be discussed in more detail in

relation to the figures discussed below,

8453} FIG. 1 is a block diagram illustrating an exemplary mobile device 116,
according to some embodiments. The mobile device 116 may include one or more
wircless fransceivers 131 connected to the bus 101, The wireless receiver 131 may be
operable to receive a wireless signal 134 via antenma 132, The wireless signal 134 may
be transmitted via a wireless network. In some embodiments, the wircless network may
be any wircless network such as a wireless LAN (WLAN) such as WiFi, a Personal
Access Network (PAN), such as Bluctooth™ or Zighee™, or a cellular network (c.g. a
GSM, WCDMA, LTE, CDMAZ000 network), In some embodiments, antennas 132 and
172 may be the same antenna. Wireless transcoiver 131 via antenna 132 may be
configured 1o reccive various radio frequency (RF) signals 134 from onc or more
terrestrial wireless transceivers.  Mobile device 116 may be configured to obtain
mformation about its own lecation and/or of the locations of the terrestrial wireless
transceivers.  This information may come in various forms, including ranging
information, such as received signal strength indicator (RSSH measurersents, round trip
time (RTT) measurements, 2-dimensional or 3-dimensional coordinates, or other types
of formats known to those with skill in the art, for terrestrial wireless transceivers.
12
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Mobile device 116 may be configured to measure multiple sets of ranging information
for multiple terrestrial wireless transceivers in order to determine the location of mobile
device 116. Mobile device 116 may also be configured to decode and/or decrypt, via
the DSP 121 and/or general purpose processor 111, some or all of the information
provided by the terrestrial wireless transceivers, in the event that, for example, some
mformation {¢.g. location coordinates of a transceiver} was obfuscated as described later
herein. Mobile device 116 may be configured to process the wireless signals 134, in
whole ot in part, and Jor calculate the location of the mobile device 116, In some
embodiments, nuidtiple wireless transccivers 131 may be used for location
determination and/or communication. For example, in some cmbodiments, a WAN
transceiver, a WLAN transceiver and/or 2 PAN transceiver, or any combination of the
above, may be used for communication and/ov location purposes.  In some
embodiments, muoltiple transceivers of similar type such as multiple WAN {ransceivers
for the support of multiple air interfaces and/or multiple PAN interfaces such as for the
support of both Blactooth and Zigbee may be used for commumnication and/or location

PUIpOSES.

[B083] The location coordinates of terrestrial wircless fransceivers may have a key
role in enabling a mobile device 116 to determine its own location. By measuring an
RSSIL, RTT, time difference of arrival, pseudo range and/or some other characteristic for
a2 signal received from a terrestrial wircless fransceiver and by combining these
measurements with other similar measurements for other terrestrial wircless transceivers
and possibly with other measurements {(c.g. measgrements for GNSS satellites or
obtained from inertial sensors in the mobile device 116}, a mobile device 116 may be
able to calculate s current location and optionally #ts speed and heading. Such a
calculation may depend on the mobile device 116 knowing the accurate locations for all
terrestrial wireless transceivers for which measurements were made and used for the
focation calculation. I terrestrial wircless transceiver locations were provided 1o mobile
device 116 in an obfuscated manner (1.e. containing additional errors) and if mobile
device 116 is unable to remove these errors, then the resulting location estimate for
mobile device 116 may be less accurate. On the other hand, if mobile device can remove
the errors in any obfuscated locations for terrestrial wireless transceivers, then the

calculated location for mebile device 116 may be more accurate. This could be of

P
(8]



WO 2014/179224 PCT/US2014/035696

significant benefit to a preferred mobile deviee 116 that is able to remove errors from

obfuscated locations for terresirial wireless transceivers.

[B054] The moebile device 116 may also include a giobal navigation satellite system
{GNSS) receiver 171 capable of receiving GNSS signals 174 via a GNSS antenna 172
coupied to the GNSS receiver 171, The GNSS receiver 171 may also process, in whole
o1 in part, the GNSS radie signals 174 and usc the GNSS signals 174 1o determine the
focation of the mobile device 116, In some embodiments, general-purpose proccssor(s)
111, memory 161, DSP{(s} 121, and specialized processors (not shown) may also be
utilized to process the GNSS signals 174, in whole or in part, and/or calculate the
location of the mobile device 116, n conpumetion with GNSS receiver 171, The storage
of GNSS or other location signals may be done in memory 161 or other registers {not

shown).

[8655] The mobile device 116 may include DSP(s) 121 connecied to 2 bus 101,
general-purpose processor(s} 111 connected to the bus 101, and memory 161 connected
to the bus 101, In various embodiments, functions may be stored as one or more
mstructions or code in memory 161, such as on a computer-readable storage medium,
such as RAM, ROM, FLASH, or disc drive, and cxecuted by genecral-purposc
processor{s) 11, specialized processors, or DSP(s) 121, These functions may include
determining an accurate or corrected location of the mobile device 116, using the
mformation provided by terrestrial wireless transceivers, measuring signals from the
terrestrial wireless transceivers and removing any obfuscation information or error
terms in information provided by the terrestrial wireless transceivers. Memory 161 may
be a processor-readable memory and/or a computer-readable memory that stores
software code {programming code, instructions, etc.} configured to cause the general-
purpose processor(sy 111 and/or DSP{s) 121 1o perform the functions described. In

other embodiments, the functions described may be performed n hardware.

[8056] The mobile device 116 may be a cellphone, smartphone. PDA, tablet, laptop,
tracking device or some other wiveless supportable and moveable device and may be
referred to as a mobile torminal, mobile station (MS), terminal, device, wircless device,
user equipment (UE), SUPL Hoabled Terminal (SET), target device, target or by some

other name. The location of mobile device 116 may be referred to as a location estimate,
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position or position estimate and the operation whereby the location is obtained may be

referred to as location, locating, positioning or by some other name.

8087} The mobile devices may be supported by a variety of terrestrial wireless

transceivers such as, but not Himited to, wireless access points and femtocells.

16038} FI1G. 2 illustrates an exemplary ferrestrial wireless transceiver, according to
some embodiments. Here, terrestrial wireless transceiver 200 may include a GONSS
receiver 250, general-purpose processor(sy 210, memory 240, DSP(s) 220, a wireless
transceiver 230, a bus 201, and antenmnas 231 and 251, In some embodiments, antenmas
231 and 251 may be the same antenma.  Furthermore, in addition to the wireless
transceiver 23{(), terrestrial wircless transceiver 200 can further include a network
nterface (not shown) to communicate with a network {e.g., & network of a preferved
carrier, Internet, ete.). Memory 240 may alse contain a location encoder 241 that may
be configured o encode information pertaining to the location of torrestrial wircless
transceiver 200 and/or store the location of a previously encoded location of a terresirial
wireless transceiver, Terrestrial wireless transceiver 200 may be referred to as 4 Home
NodeB (HNB) or Home eMNode B (HeNB). Example terrestrial wireless transceivers
200 may inchide access peoints {c.g. WiFi access points), fomio cells, base stations,
picocells, macrocelis, Bluctooth™ transceiver, Zighee™ transceiver or other suitable

terrestrial wireless transceiver type.

[B059] In some embodiments, terrestrial wireless transceiver 200 may be equipped
with multiple antenna groups, not shown.  The multiple antennas may facilitate
communication with multiple mobile devices, such as mobile dovice 116, In some
embodiments, terrestrial wircless transceiver may communicate with preferred and non-
preferred mobile devices. As alluded to, above, a preferred mobile device may be a
device registered with a subscription aligned with the terrestrial wircless transceiver.
For cxample, the terrestrial wireless transceiver may be owned by the same company
that hcenses the subscription to preferred device 116 or that provides an application
{App) to preferred mobile device 116 or that provides location services to preferred
mobile device 116, A non-preferred device may be a device that does not possess the
saroe privileges or advantages as a preferred device. Various other conditions creating a
preferred and non-preferred tier readily apparent to those with skill in the art are within

the scope of the present disclosures, and embodiments are not so limited.
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[8064] FIG. 3 illustrates an exemplary location server 300, according to some
embodiments. Examples of location server 300 may inclade a crowdsourcing server,
location assistance server, Secure User Plane Location (SUPL) Location Platform {SLP)
as defined by the Open Mobile Alliance (OMA), or a subset of a larger server providing
various types of information to one or more terrestrial wireless transceivers. Location
server 300  may include a GNSS receiver 350, antenna 351, a general-purpose
processor{s) 310, memory 340, and a bus 301, Memory 340 may countain location
encoder 341 for encoding location information about various terrestrial wireless
transceivers, which may then be transmitted ultimately to client mobile devices, such as
mobile device 116, Furthermore, the server 300 can further include a network interface
{not shown} to communicate with 2 network., Location server 300 may also include
wireless transceiver 330, which may enable server 300 to transnut and receive signals
wirelessly via antenna 331. DSP 320 may also be included and may be configured to
process the wircless signals. In some embodiments, server 300 may be interconnected
to other devices and/or networks through wired means, not shown. Location server 300
may be configired to provide location information, obfuscation information, account
mformation, and other kinds of information pertinent to mobile devices and other
subscribers utilizing terrestrial wircless fransceivers and other devices in a wireless

network.

18861] In some embodiments, information regarding the method of encoding 1o use
for some or all mobile devices, which mobile devices an encoding technigue applies to,
cipher codes, and other encoding-related information may be provided by the location
server 300 to the terrestrial wircless transceiver 200. For example, different brands of
mobile devices or mobile devices from different carriers may require support of

different encoding schemes.

(6062} Referring to FIG. 4, example wireless environment 400 illustrates an
example scenario employing methods, apparatuses and systems according to the present
disclosures. FIG. 4 illustrates a mobile device 116 accessing one or more terrestrial
wireless transceivers 2007 and 2007, Mobile device 116 may be consistent with the
description in FIG. 1, for example. Terrestrial wireless transceivers 2007 and 2007 may
be consistent with the descriptions i FiG. 2, for cxample. Terresirial wircless

transceivers 2007 and 2007 cach may be one or more basce stations and/or access points,
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Terrestrial wircless transceiver 2007 may be commected to a home network 410 via wired
or wircless means. Terrestrial wireless transcetver 2007 may be connected to a serving
network 430 {c.g., a WCDMA, LTE or cdma2000 serving wireless network or some
local arca network cousisting of APs, bridges and routers that may or may not be
connected to the Internet) via wired or wireless means. Additionally, the serving
network 430 may in some scenarios be comnected to home network 410 for mobile
device 116 cither directly or via intermediate entitics and systems {not shown in FIG. 4)
such as the Internct. In some cases, serving network 430 and home network 410 may be
the same network. Additionally, a home location server 420 can be commected to or can
be part of the home network 410, Also, a serving network location server 440 may be
connected to or part of serving network 430, Home location server 420 and serving
network location server 440 may be consistent with the descriptions in FIG. 3, and may
gach be a location server, SUPL location platform (SLP), or other type of server

configured to store and/or provide location information.

{6863} Still referring to FIG. 4, Mobile device 116 may have a subseription to or be
within a preferred category or tier with home network 410 (which is why network 410 is
designated as the “home” network in this example). Transceiver 200" may therefore
provide preferred commumications to mobile device 116 from home network 410, The
preferred relationship may be based on a device operating on its home neiwork {c.g., a
Verizon device operating on a Verizon network) or may be based on a contractual or
business relationship such as whether a device 13 enrolled m a particular program or
service or whether a device is registered with a particular venwe. The preferred status
could also be based on other types of relationships or status, not mentioned above.
Mobile device 116 may then obtain accurate location sorvices from home location
server 420 in some sttuations — ¢.g., when directly accessing home network 410, In
contrast, for illustration purposes, the same mobile device 116 may not have a
subscription or may net be within a preferred category or tier with serving network 430,
Thus, if mobile device 116 s within range and communicates with terrestrial wireless
transceiver 2007, which 1s within the serving network 430, mobile device 116 may
obtain less accurate location services from serving network location server 440 via
serving network 430 in some seenarios. Additionally, non-preferred mobile device 122
may be within range of home network 410 but may not have a subscription or possess
preferred access to home network 410, Thus, non-preferred mobile device 122 may
17
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obtain less accurate location services from home network 410, In some embodiments,
exception can be made for emergency calls, where mobile device 116 in 8 non-preferred
network {e.g. serving network 430) or non-preferred mobile device 122 in home

network 410 may have access to the higher accuracy data.

64} In some instances, the terrestrial wircless transceiver 2007 may be operated
by a first service provider, while terrestrial wireless fransceiver 2007 may be operated
by a second service provider. The first and second service providers may each be a
wireless network operator, the owner or manager of some area {e.g. an indoor venue)
containing the terrestrial wireless transceivers 2007 and 2007, respectively, a local
communications service provider, a vendor for the terrestrial wircless transceivers 2007
and 2007, respectively, or some other entity. The first service provider may have some
business relationship with the home operator of the preferred mobile device 116 or with
& vendor for mobile device 116 (e.g. a vendor for the overall device or a vendor for a
component of the device such as an operating system or chipset in mobile device 116).
The first service provider may not have such a business relationship with respect to the
non-preferred mobile device 122 or serving network 430, In this scenario, the first
service provider operating the terrestrial wireless transceiver 2007 may obfuscate the
accurate location of terrestrial wireless transcetver 2007 when transmitting the location
to a non-preferred mobile device 122 roaming within home network 410, Similarly, the
second service provider may obfuscate the accurate location of terrestrial wireless
transceiver 2007 when transmitting the location to mobile device 116, which 15 2 non-
preferred device n relation to the second service provider. The first service provider
operating the terrestrisl wireless transceiver Z0{° may alse obfuscate the accurate
location of torrestrial wireless transceiver 2007 when transmitting the location fo
preferred mobile devices such as mobile device 116 if such transmoission may also be
received by non-preferred mobile devices such as mobile device 122 {(e.g. as may cccur
when the location of the terrestrial wireless transceiver 2007 is broadcast by torrestrial
wireless transceiver 2007 to a phuwality of mobile devices). However, the first service
provider may provide means, as described further on herein, to enable preferred mobile
devices such as mobile dovice 116 to obtain the accurate location of terresinial wircless

transceiver 2007,
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16865} In some embodiments, terrestrial wireless transceiver 2007 and/or 200 may
be a base station, or alternatively a femtocell, or alternatively an aceess point. In some
embodiments, mobile device 116 may be n communication with one type of terrestrial
wirgless transceiver, which may be in communication with an additional terrestrial
wireless transceiver of another or the same type, which may then be in conmnunication
with network 430 or 410, and so forth. In some embodiments, terrestrial wireless
transceiver 2007 may be the same or different type than terrestrial wirciess transceiver
2007 {e.g. one may be an access point, while the other may be a base station). In some
embodiments, the areas in which each of the terrestrial wireless fransceivers 2007 and

2007 may be accessed may overlap.

8866} Such location services may be supported using, for example, the SUPL
focation solution defined by OMA, and may include the fransfer of assistance data from
home location server 420 to maohile device 116 1o enable the mobile device to acquire
and measure radio signals from terrestrial wircless transceivers in the current serving
network, e.g. terrestrial wireless transceiver 2007 and/or from global navigation
satcHites (not shown in FIG. 4), such as satcllites belonging to the Global Positioning
System GPS) or other systems, such as the Furopean (alileo systemn or Russian
GLONASS system. Asgsistance data transferred from a location server to a mobile
device may also include the locations of nearby APs and/or base stations, such as the
focation of terrestrial wircless transceiver 200°. As previously menticned, the location
data may be accurate for preferred mobile device 116 and may be obfuscated for a non-
preferred mobile device or when mobile device 116 is on non-preferred serving network
430. The location data may instead be obfuscated for both a preferred mobile device and
a non-preferred mobile device with a preferred mobile device conabled (as described
later herein} to recover the accurate location data from the obfuscated location data. In
some embodiments (not shown in FIG. 4), home location server 420 may be connected
to serving network 430 rather than to home network 410 and may then function as a
Discovered SLP (D-SLP} in providing location service to SUPL enabled terminals
{SETs), which is one example of a mobile device. In some scenarios, locations of
terrestrial wircless transceivers may be provided to mobile devices 116 and 122 by
direct broadcast from the terrestrial wircless transceivers themselves — ¢.g. to reduce the
amoumt of point to point data transferred between a loeation server and each mobile

device 116. In such a case, the locations that arc broadcast may be obfuscated and thus
9
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less accurate than the terrestrial wircless transceiver locations that may be known to a
location server, e.g. home location server 420. Means to obtain the more accurate
terrestrial wireless transceiver locations may then be provided to preferred mobile

device 116 but not to non-preferred mobile device 122,

13867} Additionally, a location related server {e.g., home location server 420 or
serving network location server 440} may be used to assist a mobile device to make
appropriate location related measorements {e.g., measurements of radio signals from
base stations in the serving wireless network or measurements of various global
navigation satellites} and, in some cases, determine a location for the mobile device
from these measurements. In some other cases, the location related server 420 may
compute the mobile device’s location based on these measurements. In performing these
roles, a location related server and/or mobile device may need to rely on the availability

of an accurate set of terrestrial wireless transceiver locations.

(0868 In one or more arrangements, networks 410 and/or 430 can each include a
wireless network subsystem, which may include one or more systems and components
for providing wirgless telephony and data networks, such as one or more transmitier
systoms, receiver systems, gateways, switches, routers, controllers, registers, billing
conters, service centers, mobile switching centers, base station controllers, and/or other
systems and components. These systems and components may, for example, enable a
wireless network subsystem to control one or more terrestrial wireless transceivers, such
as terrestrial wireless transceiver 2007, which may transmit and receive radiofreguency
signals to and/or from one or more mobile devices on the network(s) provided by

wireless network subsystem,

(8069} In one or more arrangements, the network 410 and/or 430 can include a
broadband network gateway, which may tochude one or more systems and components
for providing wired telephony and data networks, such as onc or more gatoways,
switches, and/or routers, as well as one or more optical, coaxial, and/or hybrid fiber-
coaxial hincs, one or more satellite Hinks, one or more radio links, and/or other systems
and components, These systems and components may, for example, enable a broadband
network gateway to provide telephone services and/or data/Intornet access to one or

more user devices at various locations.
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16674 FIG. § illustrates an example scenario 500 of obfuscating the locations of
terrestrial wireless transceivers. For example, FIG. § shows the true location X of
terrestrial wireless transceiver 2007, an accurate location estimate L1 for tramsceiver
200° with a 5 meter error, and an obfuscated location estimate L2 with an overall error
of 25 meters that is obtained by adding an ervov term E to the accurate location estimate
L1. Preferred mobile device 116, being a preferred device within home network 410, i
able to determine the accuraie location L1 by determining the error term E and
removing it from the obfuscated location L2, whereas a non-preferred mobile device
122 can only obtain the less accurate location L2, Similarly, when mobile deviee 116 18
not on home network 410 but is on serving network 430, mobile device 116 may not
bave a preforred status like it does in home network 410, Subsequently, when trying to
obtain a location estimate of terrestrial wireless tramseciver 2007 while on serving
network 430, mobile device 116 may receive an obfuscated location L4, while the true
focation of terrestrial wirciess transceiver 2007 is at location y. Mobile device 116 may
be unable to inmprove its location cstimate of terrestrial wircless transeciver 2007 to, say,
a more accurate location L3, unlike those mobile devices that have preferred status in
serving network 430, This may be because mobile device 116 may not have the ability
to remove any orror term B that leads o obfuscated location 14 from more accurate

location L3,

16671} As illustrated in FIG. 5, a mobile device may receive data for terrestrial
wireless transceiver 200°. The data can mchude location coordinates of the terrestrial
wireless transceiver. Additionally, the location coordinates can include an error term.
Furthermore, preferred mobile device 116 can determine the error term based on the
data and may determine an accurate Jocation of ferrestrial wireless transcetver 2007 by

removing the error term from the location coordinates.

16672} For example, a location server {e.g., home location server 420), whose
primary role may be to support location for certain preferred mobile devices 116, may
obtain information on the locations of ceriain terrestrial wireless transceivers via
crowdsourcing or other conventional means and may disiribute this information to the
providers or operators of these terrestrial wireless transceivers who may then freely
provide the terrestrial wircless transceiver locations to 2l mobile devices via broadeast

from some or all of these terrestrial wireless transceivers. Non-preferred mobile device
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122 may then benefit from these terrestrial wireless transceiver locations to the same
degree as the preferred mobile devices 116. To avoid such equal benefit, an errvor term E
may be added {o any accurate location estimate such as L1 in FIG. § cither by the source
location server {e.g. hore lecation server 420) or by the operator of the terrestrial
wireless transceivers to which the accurate location estimate L1 is sent. This ervor
addition would ocour prior to broadeasting the location and hence the less accurate
{obfuscated) location L2 in FIG. § would be broadcast instead of the more accurate
focation L1. This effect of the location obfuscation may be sigmificant it the source
server (e.g. home location server 420) for accurate locations such as L1 is able to locate
terrestrial wireless transceivers to say 5 meters accuracy while competitor servers that
may be ao alternate source of terrestrial wircless transceiver locations for a now-
preferred mobile device 122 are Timited to say 25 or more meters accuracy. In this case,
a non-preferred mobile device 122 that receives the less accurate {(obfuscated) location
L2 may still obtain some benefit from this location in the form of various location
services {¢.g. for dircction finding and vavigation) and may not be able to obtain the
more accurate focation L1 or obtain a better location than L2 from other sources. A non-
preferred mobile device 122 may then receive some location service bot inferior to that
received by a preferred mobile device 116, In this same way, mobile device 116, while
being treated as preferred within home network 410, may experience a similar treatment
as mobile device 122 when mobile device 116 is on a non-preforred network, such as

serving neiwork 430,

(86873} By obfuscating terrestrial wireless transceiver locations via a deliberate
coarsening of the location coordinates, a non-preferred mobile device 122 may only
obtain the less accurate location. In ecssence, the additional error term E can be
miroduced into terrestrial wireless transceiver locations to deliberately coarsen the
location coordinates. Furthermore, in some embodiments, the orror term E may be
determined by a preferred mobile device 116 1o enable removal of the error and therchy
aceess the more accurate location, or in other words, deternuine a corrected location with
the error term removed. Additionally, there can be some randommness in how E is

calculated in order to make 1 harder for a non-preferred device to determine E.

[874] For exanmple, the location of torrestrial wirgless transceiver 2007 may be

coarsencd and then broadeast with a maximum explict accuracy of 25 meters even
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though the source accuracy available to the server may actoally be § meters (as in the
example in FIG. §). The 25 meter accuracy may still provide useful service to all mobile
devices (e.g., on a par with location services available using loss accurate locations
provided for other terrestrial wircless transceivers in other arcas and other venues) and
thus may not be regarded as impaired service by a non-preferred mobile deviee 122 or
by any application or wser for this device. Alternatively, the coarsening can be

overridden for E911 emergency purposes.

{8675} According to some embodiments, the coarsened terrestrial  wireless

transceiver focation can be obiained as:
Coarsened Location = Accurale Location + E.

16076} The E term can be an error that can be provided to, or determined by, a
preferred mobile device 116. Additionally, to make it harder for nou-preforred devices

to determing the E term, the E term can be different for cach AP,

18877] The crror term E can be random  and/or individually assigned per AP.
Exemplary methods of providing an error term 1o a preferred mobile device 116 to
enable removal from an obfuscated location may mchude: (i) provision from an AP or
femtocell by proprictary means; (it) provision from an associated standardized location
server {e.g., home location server 420); (i) provision using disguised information
contained within standard signaling sent to preferred mobile device 116 or possibly to
both preferred mobile device 116 and nowo-preferred mobile device 122; (iv) provision
from some server associated with the preferred mobile device 116 or (v) provision as
part of information or messaging used to convey the less accurate obfuscated location.
The error term(s) provided using ecach of these alternatives may be encrypted using
known methods to prevent other cantities (e.g. 8 non-preferred mobile device 122) from
obtaining the error termi(s). In the case of alternative (v) above, the crror term may be
encoded in some way within the obfuscated location coovdinates and/or within
associated information such as an address (c.g. a MAC address) for the AP to which the

obfuscated location applies.

[6678] A mobile device 116 or 122 may receive obfuscated AP location data and, in

the case of a preferred mobile device 116, may further receive additional data to remove

[
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focation errors terms. Either type of data may be sent to a mobile device via point to
point or broadeast means from a wireless transceiver {e.g. 200° or 2007 i FIG. 5) using
signaling messages and paramcters defined by IEEE 802.11 or may be sent by
embedding location related messages defined according to a different protocol such as
OMA LTE Positioning Protocol Extensions (LPPe) within 1EEE 802.11 messages.
Either set of data may originate from the sending transceiver or may originate from a
remote cntity (€.g, 8 location server such as a SUPL SLP) that may have transferred the
data to the sending traunsceiver for onward transfer via either point to point ot broadcast
means t0 a mobile device. In some alternative embodiments, either set of data may be
sent by a remote entity such as a SUPL SLP to a mobile device using such protocols as

SUPL User planc Location Protocol {ULP) and/or LPPe.

184791 FIG. 6 illustrates an cxemplary method 600 for receiving obfuscated
focations of torrestrial wireless transceivers {c.g., terrestrial wircless transceiver 200,
2007, 2007 and for recovering the accurate locations from the obfuscated locations at a

preferred mobile device.

[3888] At 605, a mobile device can receive data from a ierrestrial wireless
transceiver (e.g., terrestrial wireless transceiver 200} — ¢.g. via broadeast using MBMS
or 1EEE 802.11 supported WiF1 broadeast. The mobile device can alse reccive the
focation of the AP or femtocell from the AP or Femtocell. Alternatively, the mobile
device can also receive the location of the terrestrial wireless transceiver from a location
server such as an SLP or PDE, therefore the obscuring can bappen at different locations.
The data can include location coordinates of the transmitting access point and possibly
location coordinates of other nearby access points. The location coordinates for cach
access point can include an crror term. The cxemplary method dlustrated by FIG. S can
be an cxample of obfuscating the locations of terrestrial wireless transceiver 200 by
adding an error term E to the location coordinates. As previously mentioned, the error
term B can be random and/or individually caleolated and assigned per AP. Exemplary
methods of providing the error term to the mobile devices can include the alternatives

(1) to (v} described previously herein.

16681} At 610, the mobile device can determine the crror term based on the data
recetved in 6035, In some instances, the error term E can be determined based on a

unique identifier (e.g., MAC address, cell ID, network ID, provider ID) for the
24
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terrestrial wireless transceiver that provides the data i 605 and may inclade the use of
transformation, permutation, and/or scaling in the determination. FIGS. 7A-F further

describe examples of determining the error term E based on these methods.

(6082} At 615, the mobile device can determine an accurate location of the
terrestrial wireless transceiver by removing the error term from the location coordinates
received in 605, By removing the error term B, which can be determined at 610, from
the coarsened Iocation, preferred mobile device 116 can deternune the accurate location
of a terrestrial wireless transceiver, e.g. transceiver 2007, In some embodiments, the
mobile device may be consistent with the descriptions in FIG. 1. Thus, the methods
desecribed in flowchart 600 may be implemented by any and all of wireless receiver 131,
processor 111, DSP 121 and memory 161, according to implementations readily

apparent to those with skill in the ar.

{8083} FIGS. 7A-F illustratc exemplary moethods for determining the error term E,
as previousty discussed at 610. The steps i FIGS. 7A-F may be performed i any
combination and/or in any order or individually. The exemplary methods in FIGS. 7A-F
may be performed by a preferred mobile device 116 to determine the error term E in
association with performing the method 600 in FIG. 6 to obtain accurate location
coordinates from obfuscated location coordinates. Some of the methods in FIGS. 6 A-F
may also be performed by a location server, access point or fomtocell or by some other
entity to determine an error term E in order to convert accurate location coordinates for
an AP or femtocell into less accurate obfuscated location coordinates. In this case, any
reference in the description below 1o the use of data received by a mobile device would
be replaced by use of the same data known already by the location server, AP, femtocell
o1 other entity that is obtaining the error term. The determination of the ervor term E for
the focation of a particular AP or fentocell by a preferred mobile device 116, location
server, AP, femtocell or other entity nuwst necessarily produce the same error value in
order to allow an original accurate location to be recovered from an obfuscated location.

Henee the same method and same data may be used in the determination.

1684 At 708 in FIG. 7A, in one or more arrangements, the data received at 605
can inchide a unique identifier associated with the access point that provides the data,
and wherein the error term is further determined based on the unique identifier. Unique

identifiers can inclode, but are not limited to, the MAC address of terresirial wireless
s
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transceiver, ¢.g., an access point, the cell D of a terrestrial wireless transceiver 204,
c.g., a femto cell, the provider ID or the network ID for the provider or network,
respectively, for the access point or ferntocell. Additionally, the unique identifier may
be 2 combination of other identifiers that may not all be umigue; for example,

SID/NIDY/BSID where just SID or just BSID may not be unique.

18885] For example, the error term E may be determived from some function of the
address and/or D of a terrestrial wireless transceiver {e.g., the 48 bit MAC address fora
WiFi AP). For example, this determination may include use of a known scaling factor
{c.g., such as 25 meters) which can be hardeoded in the mobile device or downloaded
by the mobile device from a server. The determination may include 8 hashing or
ciphering of some or all bits in the terrestrial wireless transceiver address or ID — e.g.,

employing a secret ciphering key known only to a preferred mobile device 116.

(8086} Since a location is normally a 2 or 3 dimensional quantity (c.g., latitude,
longitude and optionally altitude), the error term E may need to be 2 or 3 dimensional -
e.g., may need to comprise 2 or 3 separate scalar valucs. The separate scalar values may
be obtained via separate ciphering or transformation of bits. For example, the separaie
scalar values of the error term E may be obtained from some ciphering or
transtorroation of bits in the address or identity for the terrestrial wireless transceiver —
e.g., with high order bits ciphered, hashed and/or otherwise transformed and then used
as an error term for longitede and low order bits ciphered, hashed and/or otherwise

transformed and then used as an error term for latitude.

130871 To ilfusirate this example, the method may determine the error term E based
on the MAC address of a terrestrial wircless transceiver and the scaling factor. The error
term E can be removed from the coarsened location of the terrestrial wireless transceiver

to determine the accuorate location of the terrestrial wireless transceiver.

3888} In some instances, when the error term is determined based on a unique
identificr corresponding to a MAC address, the method may determine one or more
binary values ustng the MAC address and multiply the one or more binary values by a
known scaling factor in order to deternuine the error term. For example, separate error
terms may be determined using the MAC address for an x-coordinate (e.g.,
corresponding to longitude) and for a y-coordinate {(e.g., corresponding to latitude). In
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one example, all the even bits of the MAC address may be used to determine the errvor
term B in the x-coordinate, while all the odd bits of the MAC address may be used to

determine the error term E in the y-coordinaie,

[3889] Additionally, a z-coordinate may be determined using the MAC address,
according to an embodiment. For exampie, the Oth,3rd, 6th, bits and so on in the MAC
address may be used to deterorine the x-coordinaie, the 1st, 4th, 7th bits and so on may
be used to determine the y-coordinate, and the Ind, 5th, 8th bits and so on may be used

to determine the z coordinate.

[3098] As an example, assume that the 48 bit MAC address of an AP in
hexadecimal form is 8CAS00000000 and that the sct of even bits are used to determine
an error term for an x-coordinate and the set of odd bits are used to determine an error
term for a y-coordinate. The sct of even bits in hexadecimal form is ACO000 and the set
of odd bits is 230000 (where even bits arc assumed to start at the highest order bit).
Each of these bit strings can be converted to a signed hinary {or hexadecimal) fraction
between -1 and (3¥¥23 — 1)/2%%23 by treating each string as a two’s complement integer
which is then divided by 2%%23. This fraction can then be multiplied by a scaling factor
such as 25 meters. The result using the even bits is -16.4 meters and using odd bits is
6.8 meters. The accurate x-coordinate (when converted o a representation o meters)
may then be obfuscated by subtracting 16.4 meters while the accurate y coordinate may
be obfuscated by adding 6.8 meters. This obfuscation may be performed by a source
location server {e.g. SLP 142) or by an AP before broadcasting the obfuscated location.
The recipient preferred mobile device 116 may determine the same crrors terms using
the MAC address of the AP and perform the reverse addition or subtraction to obtain the
accurate coordinates. A non-preferred mobile device 122 may not be aware of the
obfuscation operation and not be able fo obtain the accurate location coordinates.
However, the obfuscation example here may be finther extended vsing ciphering {or
some other transtformation of bits). For example, the 48 bits in the MAC address of the
AP may first be mapped to a different set of 48 bits making usc of a ciphering key
known to the AP and to a preferred mobile device 116 but not to 2 non-preferred mobile
device 122, After the bits in the MAC address have been ciphered, the bits may be used
to determine error terms for x and v coordinates using odd and oven bits as just

described.
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18091} In another embodiment, the error term E may be obtained from ciphering of
the bits making up a cell ID in the case of a terrestrial wireless transcetver 200, When
the unique identifier is a cell ID, the method may further determine onc or more binary
values using the cell 1D and multiply the one or more binary values by a known scaling
factor in order to determine the error term. The determination may be similar to or the

same as that described above for determining an error term from an AP MAC address.

18092} In another embodiment, the identifier may be the serving network 1D or
provider 1D associated with an access point or femtocell. The network ID or provider ID
may be included in the determination of location for terrestrial wireless transceivers. For
example, determining the error term E may be based on the serving network 1D or the
provider ID. The serving network ID or provider ID may be obtainable by a mobile
device {c.g. may be broadcast by an AP or Femtocell) and may be a sequence of
decimal digits, a binary string, a sequence of characters or some other identifier that can
be converted 1o a bit string (e.g. 1n the case of a sequence of decimal digits by
converting the resulting decimal nomber into binary or in the case of a sequence of
characters by cocoding cach character in binary and then converting the sequence of
binary values into a single bit string). fn some cases, a binary 32 bit or 128 bit 1P
address assigned to a mobile device by a serving network may contain a fixed network
{or network and host) portion that can be used as a network [D. Similar technigues
previously discussed in relation to other unique identifier {e.g., MAC address} may then
be used to determine the error term F using the bit string obtained from the network 1D
or provider ID. Since the network 1D or provider 1D may be the same for many APs
and/or femtocels, an orror term determined in this manner may be the same for many
APs and/or femtocells which may allow a non-preferred mobile device 122 or other
non-preferred entity (e.g. a location server) to infor the error term from the repetition of
nearly the same overall error value in many obfuscated AP and/or Femtocell locations.
To overcome this potential Hmitation, the network 1D or server 1D may be combined

with other data such as certain bits 1 an AP MAC address or Femtoceli cell 1D,

(6083} At 710 in FiG. 7B, in one or more arrangements, the orror term E may
further be determined based on a transformation. For example, the error term E may be
determined by transforming bits in the location coordinates provided (e.g. via broadeast)

by an AP or Feovocell. Tn some instances, the transtormation may include transforming
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fower order bits associated with a precision in the location coordinates equal to the
magnitude of error to be introduced {e.g., of say 25 meters). For example, when the
precision of a binary encoded location x coordinaie or y coordinate is exactly | meter at
the least significant bit level, the lowest order 6 bits may encede a portionofthex or v
coordinate in the range 0 to 63 meters {where ¢ meters may be encoded by binary
(00000 and 63 meters by binary 111111) These 6 least significant bits may then be
converted to a different set of 6 biis via some known but non-disclosed transformation
or using ciphering to introduce an crror term whose expected or typical value may
represent a portion of the coordinate equal to around 31 meters (or approximately half
the coordinate range encoded by the 6 bits). For example, in the case of transforming
just the 2 lowest order bits the following transformation may be used in a mobile device
to recover the original accurate location: 0G-210, G1-»11, 10-301, 1§-300. The
corresponding transformation needed to produce the error initially (e.g. at server or AP)
would be the reverse of this namely: 00> 11, 01210, 10200, 11201, In ancther
embodiment, least significant bits may be ciphered in 2 manner dependent on other bits
and/or a known secret kev and/or the AP address or cell ID. Ciphering and
transformation of bits may be synonymous in some tmplementations and, for N (N>=1)
least significant bits, may cmploy a mapping of N bit strings to N bit strings where the
mapping is equivalent to a permutation of the 2%*N possible binary values in order to be
reversible. The benefit of using a transformation is that additional data beyvond the
already provided location coordinates may not be needed except possibly for a ciphering
key that may be configured n advance in a preferred mebile device 116, Note that when
a transformation is used, the error term E may only be implicitly determined since the
transformation may convert directly between accurate and obfuscated location

coordinates.

1603941 When the determination is done by transformation, determining the error
torm moay further include storing, by the mobile device, a known ciphering key and
altering bits associated with the received data, wherein the altering is based on the

known ciphering key.

[6085] At 715 i FIG. 7C, i one or more arvangements, the error term E may
further be determined based on a permutation. For example, the data may further

nclude a sccond location associated with a sccond aceess point, and the mobile device
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may further determine a mapping table, where the mapping table includes association
imformation about the first access point and the second access point. Additionally, the
method may further calculate the error term based on the mapping tablc and the sccond
location. For example, the accurate location of the first access point may be the second

location based on the mapping table.

[8496] According to some eombodiments, locations of terrestrial  wircless
transceivers 200 may be obfuscated by permuting the real locations of the terrestrial
wireless transceivers. In some instances, permuting may be accomphished using a
permutation matrix among vearby APs such that cach AP actually transmits the location
of another nearby AP location. The pernutation matrix may be synonymous with a
mapping table and may be deternuined by a preferred mobile device 116 as described

below.

16697} For example, in a three APs {e.g., AP A, AP B, AP ) scenario where cach
AP sends its own location in an obfuscated form, AP A can send the location of AP B,
AP B can send the location of AP C, and AP C can send the location of AP A, In the
permuting example described, AP A, AP B and AP C may be in close proximity to cach
other resulting in location errors that are not extreme. Furthermore, while the exemplary
method is shown with three APs, in sonme cmbodiments, the perowmting can be
accomplished with any number of APs , base stations and/or femtocells. For example, in
one embodiment, an AT may provide the accurate location for terrestrial wireless
transceiver 200, and vice-versa. In still other embodiments, an AP may provide the
location of a base station, terrestrial wireless transceiver 200 may provide the location
of the AP, and the base station may provide the location of terrestrial wireless
transceiver 200. The permutation can be accomplished as long as two or more

pernuxtated locations are broadeasted.

(6098} The permmitation can be known to the preferred mobile device 116 and/or
determined using properties of various terrestrial wircless transceivers 200, Permuting
locations may be valid when preferred mobile device 116 1s able to receive a complete
sct of terrestrial wireless transceiver locations from a server {e.g., home location server
420}, and/or combination of other terrestrial wireless transceivers in the network, For

example, a complete set of AP locations can be contained n one message or in a
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sequence of associated messages sent at the same time. In this case, propertics of either

the locations or the AP MAC addresses may be used to determine the permutation.

[B8399] For example, if there are n (1) APs and the longitude coordinates of the
APs when ordered from extreme West to East are LI, L2 ... Ln, corresponding to APs
1, 2 ... n, respectively, before permutation, then the pernmitation may be to assign the
focation of AP 1 to AP 3, the location of AP 2 10 AP 4 and so on. Based on this
example, the permutation can assign the location of AP n-1 to AP 1 and the jocation of
AP n to AP 2. Similar permuitation methods can be used based on the latitude
coordinates of the APs. In order to ¢btain the correct AP locations, a preferred mobile
device 116 would perform the reverse permutation from the AP locations received
which in the previous example could be to first order the APs from West to East with
regard to their longitude coordinates in the form 1%, 2%, .. n*. The mobile device would
then recover the focation of AP 1* from the provided location of AP 3%, the location of
AP 2* from the provided location of AP 4% and so on up to recovering the location of
AP o-1* from the provided location of AP 1% and the location of AP n* from the

provided location of AP 2%,

184160} In ancther embodiment, the latitude, longitude and possibly altitude
coordinates of a set of APs may be pernwted independently of one another, For
example, if there are n (n>1) APs with longitude coovdinates L1, L2 ... Ln when
ordered from west t0 cast and latitude coordinates LAY, LAZ ... LAZ when ordered
from south to north, the longitude coordinates may be permuted using a perowtation P1
and the latitude coordinates may be permuited using a permountation P2, For example, Pl
may assign L1 to the AP with longitude L3, L2 {0 the AP with longitude Ld etc. as in
the carlier cxample, and P2 may assign LAT to the AP with latitude LA3, LA2 to the
AP with latitude L.A4 etc. Although Pl and P2 are similar permutations, they may be
independent because the ordering of the n APs according to longitude may be different
to and independent of the ordering of the APs according to latitude. In other examples,

P1 and P2 may be dissimilar peromutations.

(3101} Alternatively, according to another embodiment, when the MAC addresses
ordered from lowest o highest binary value are MACH, MAC2, ... MACn, which
corresponds to APs 1, 2, ... n, respectively, before pernutation, then the permutation

may tustead be to assign the location of AP .1t AP 2, the location of AP 2 to AP 3 and
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so on up to assigning the location of AP n to AP 1. The reverse permutation performed
at a preferred mobile device 116 to recover the correet AP locations may be to order
APs according to their MAC addreosses as above and to assign the provided location of

AP 210 AP 1, the provided location of AP 310 AP 2, etc.

18182} In some other cmbodiments, location coordinates may be permuted using
propertics of both the location coordinates and MAC addresses. For example, latitude
coordinates may be pernuited among a set of n {(w>1} APs using an ordering of the n
APs based on their MAC addresses, whereas longitude coordinates may be permuted
amoung the n APs using an ordering of the APs based on their longitude coordinates {or

based on their latitude coordinates).

16163} In some instances, a combination of both error term and permutation
methods may be possible (e.g., use of an error term for APs with few or no nearby

neighbors, and use of permotation when many APs are nearby to each other).

6184} While several exemplary methods are shown, a person skilled in the art may
utilize other known permutation methods to coarsen the location of the APs and use

similar permutation matrix o determine the error value E.

(6105 At 720 in FI1G. 7D, in one or more arrangements, determining the errvor ferm
may further melade receiving information from a location server associated with the
preferred mobile device 116 and determining the error term based on the received
information. For example, the location server may be home location server 420. The
information may comprise the error term itself or information from which the eror term
can be determined or determined in part — ¢.g. a ciphering key. Additionally, the
mformation may indicate for which terrestrial wireless transceiver locations have been
obfuscated, thereby enabling a preferred mobile device 116 to determine when to apply

the method 600 of FIG. 6.

{8166} According to some embodiments, in order for a preferred mobile device 116
to rchably know when terrestrial wireless transceiver location coordinates had been
cearsened or obfuscated, a provider ID for the terrestrial wireless transceiver locations

may also be provided. The provider ID may be provided by a location server {¢.g., home

location server 420) or by any type of ferrestrial wireless transceiver along with an
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understanding that the terrestrial wireless transceiver locations associated with some

provider 1Ds have been coarsened or obfuscated.

8187} For exarmpie, preferred mobile device 116 may be configured {e.g., by home
focation server 420, by a manufacturer of mobile device 116 or by a manufacturer of a
component of mobile device 116) with a set of preferred provider IDs and may be
informed by a location server {e.g., home location scrver 420) of a preferred provider 1D
associated with provided AP locations. Additionally, a particular part of a configured
provider 1D (e.g., a certain initial or final character for a provider ID that is expressed as
a character string} may be assigoed to indicate whether or not terrestrial wircless
transceiver locations have been obfuscated. Furthermore, the configured provider ID
may indicate the method of obfuscation (e.g., error term E derived using ciphering, error

term B derived from MAC addresses).

(6168} In some other embodiments, a preferred mobile device 116 may be informed
by a location server {(c.g. home location server 420) that obfuscation of terrestrial
wireless transceiver locations are being used at a certain location — e.g. within a certain
shopping mall or in a certain airport — and that the preferred mobile device 116 needs to
employ a method such as method 600 in FIG. 6 to obtain the accurate terrestrial wircless
transceiver lecations. The location server may indicate the location at which obfuscation
is being used In various ways such as (i) using a geographic arca description for the
location (e.g. a circle, ellipse or polygon), (1) by indicating a WiFi Service Set
Iderdification (SSI1D) or set of S51Ds that are broadeast from APs whose locations have
been obfuscated, (i) by indicating an address or identifier for a location server local to
the area that a preferred mobile device 116 may become aware of or interact with within
the arca and/or {iv) by indicating the addresses of some terrestrial wircless transceivers

that are within the area.

[6169] According to some cmbodiments, an uncertainty for a provided terrestrial
wireless transceiver location could be included with the terrestrial wircless transceiver
location (e.g. that is broadcast by the terrestrial wireless tfransceiver to which it applies)
with an understanding that a small uncertainty {c.g., 5 meters) signifies no coarsening or
obfuscation of the location whereas a larger uncertainty (c.g., 23 meters or more)
significs potential coarsening or obfuscation. In the latter case, a preferred mobile

device 116 that receives the location may determine whether obfuscation was actually
33



WO 2014/179224 PCT/US2014/035696

used asing one the methods described carlier — ¢.g. using a provider 1D, The benefit of
enabling accurate {(non-obfuscated) locations to be provided and indicated via a small
uncertainty is that improved location service may then be provided to all mobile devices
{(i.c. preferred and non-preferred mobile devices) at certain locations that are deemed
mportant for all users — e.g. such as in the immediate vicinity of a gate at an abrport or

nearby to a fire exit in a large building.

(6114} At 725w FIG. 7E, in one or more arrangements, determining the error term
can further mclude receiving broadeast mformation from the torrestrial wireless
transceiver and determining the crror term based on the broadeast information. The
broadcast information may inchide one or more of the obfuscated location of the
terresirial wirgless transeetver, the address (e.g. MAC address) of the terrestrial wircless
transceiver, a provider 1D for the terrestrial wireless transceiver location, a network D,
obfuscated focations for other (c.g. nearby) ferrestrial wircless transceivers, addresses
{e.g. MAC addresses}) for other (e.g. nearby) terrestrial wircless transceivers, cell IDs for
{e.g. nearby} femtocells and/or other nformation. A preferred mobile device 116 that
receives this information may use it to help determine an error ferm in a provided
obtfuscated location for the broadcasting terrestrial wireless transceiver and/or for
another {e.g. nearby) AP or femtocell as described previously with respect to steps 705

through 720.

(8111} At 730 1 FIG. 7F, in one or more arrangements, determining the error ferm
can further melude storing, by the mobile device, a known ciphering key and altering
bits associated with the received data, wherein the altering is based on the known
ciphering key. The ciphering key may be configured in or provided to a preferred
mobile device 116 by a location server {e.g. home location server 420) and may be used
to help determine an error term using an AP address or femtocell cell 1D as described
carlier for step 705, or help derive an ervor term from lecation coordinates {e.g. less

significant bits in location coordinates) as deseribed for step 710,

(6112} As illustrated in FIGS. 7A-F, the deternmunation of the error value can be
based on any of the combination of the techniques described 1n 705, 710, 715, 720, 725

and/or 730,
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16113 It should be noted that while the methods described previously with
reference to FIGS. 5, 6, and 7TA-F may be used to provide more accurate locations for
terrestrial wircless transceivers to a preferred mobile device 116 than (o a non-preferred
mobile device 122, the same methods may be used to provide more accurate locations
for other entitics such as Blustooth APs, infrared beacons, satellite positioning system
{SPS} pseudolites such as associated with the Global Positioning System (GPS) and
other wireless transmitters and beacons. Furthermore, the methods may also be used to
provide more accurate locations 1o a preferred mobile device 116 for other tiems such ag
points of interest on a map, particular locations in a town, city or inside a building. In
such cases, obfuscated locations may be provided to all mobile devices (e.g. via
broadeast) that cach contain an orror ferm with a preferred mobile device 116 being
enabled by the methods deseribed previcusly to determine and remove the error term in

order to determine more accurate locations.

(6114} Referring to FIG. 8, flowchart 800 illustrates an example method for
providing an obfuscated location of a terrestrial wireless transceiver to a mobile device,
along with means for the mobile device to remove the error term and determine a
corrected location. Examples of a mobile device include any of the descriptions about a
mobile device discussed hercin, including, for example, FIG. 1. At block 8035, the
method may include receiving a request for location coordinates of a terrestrial wircless
transceiver. The location coordinates may be cousistent with any of the descriptions
about location coordmates for a terrestrial wireless transceiver, including that the
location coordinates may be expressed in two or three dimensions using any suitable
covrdinate system and may inchide an indication of the crror in the location coordinates.
Examples of terrestrial wireless transceivers may joclude APs, fomto colls, and base
stations, and may be consistent with any of the descriptions about terrestrial wireless
transceivers or terrestrial wireless transceivers described herein, the two terms of which
arc used interchangeably herein. In some tmplementations, biock 805 may not occur and
loeation coordinates may be provided 1o a mobile device without the need for a request

{¢.g. may be broadcast to all mobile devices).

(6115 At block 810, the location coordinates of the terrestrial wireless transceiver
may be provided to the mobile device, wherein the location coordinates include an error

term.  The error term may produce an obfuscated location of the terrestrial wireless
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transceiver, 1t a mobile device tries to calculate the position of the terrestrial wireless
transceiver without removing the error term.  Examples and fixther details aboot the
error term may be consistent with any of the examples of descriptions of an error term
described within the present disclosures, including, for cxample, the descriptions in

FiGs. 4, 5, 6, and 7A-F.

{8116} At block 815, correction data may be provided to the mobile device, wherein
the correction data, when applied properly 1o the location coordinates, is configured to
generate a corrected (i.e. more accurate) location of the terrestrial wireless transceiver
based on romoving the crror ferm from the location coordinates.  Examples of the
correction data may be consistent with the types of data described n FIGs, 7TA-F that are
used to remove or account for the error term. For example, the correction data may
inclade a unique identifier {e.g. MAC address of AP, cell 1D of fenutocell, or provider
I or network ID), data associated with a fransformation and consistent with the
descriptions in FIG. 7B, data associated with a permutation and consistent with the
descriptions in FEG. 7C, information received from a location server and consistent with
the descriptions in FIG. 703, broadeast information that is consistent with the
descriptions in FIG. 7E, and/or a known ciphering key consistent with the descriptions
m FIG. 7F. In some mnplementations, the correction data in block 815 may be part of
information concerning location coordinates sent in block 810 — ¢.g. may be an address
for the terrestrial wircless transceiver such as a MAC address that is included within a

message sent in block 8§10 that may alse carry location coordinates.

(8117} In some embodiments, the method of FIG. 8 may be implemented by the
terrestrial wireless transceiver ftself. For example, the terrestrial wireless transcetver
may transmit its location coordinates while including the crror term, and may also
iransmit the correction data. In some embodiments, the terresirial wireless transceiver
itself may generate the corvection data.  [n other embodiments, a location server
associated with and/or within the same network as the terrestrial wireless transceiver
may generate the correction data, which may then be ransmitted to the terrestrial
wireless fransceiver of to some other transceiver through wireless or wired means,
which may then be transmitted to the mobile device. Examples of a location server may
include any of the descriptions about location servers discussed herein, including, for

example, FIG. 3. In some cmbodiments, the location server may also provide the
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focation coordinates of the terrestrial wircless transceiver. The location server may
transmit the location coordinates to the terrestrial wireless transceiver or to some other

transceiver, which may then provide the location coordinaies to the mobile device.

[B#118] An example of a computing system in which varioos aspects of the

disclosure may be impicmented is now described with respect to FIG. 9. The computing

wransceivers 200, 2007, 2007, and location servers 300 and 420, as referenced herein
elsewhere. According to one or more aspects, 8 computer system as illostrated in FIG. ©
may be incorporated as part of a computing device, which may mplement, perform,
and/or execute any and/or all of the features, methods, and/or method steps described
herein. For example, computer system 900 may represent some of the components of a
mobile device. The mobile device can be connected to a wircless nterface and/or a
network inderface. A mobile device may be any computing device with an input sensory
unit, such as a camera and/or a display unit. Examples of a mobile device include but
are not Himited to video game consoles, tablets, smart phones, and mobile devices. In
one ershodiment, the system 900 is configured to foplement the mobile device 116
described above. FIG. 9 provides a schematic illustration of one embodiment of a
computer system 900 that can perform the methods provided by various other
embodiments, as described herein, and/or can function as the host computer system, a
remote kiosk/terminal, a point-of-sale device, a mobile device, a set-top box, and/or a
computer system. FIG. 9 1s meant only to provide a generalized illustration of various
components, any and/or all of which may be utilized as appropriate. FIG. 9, therefore,
broadly illustrates how individual system elements may be toplemented in a relatively

separated ot relatively more integrated manner.

18119} The computer system 900 is shown comprising hardware elements that can
be electrically coupled via a bus 905 {or may otherwise be in communication, as
appropriate}. In one embodiment, the bus 905 can be used for the processor 111 to
communicate between cores and/or with the memory 161, The hardware clemenis may
include one or more processors 910 {e.g., processor 111,), including without limitation
one or more general-purpose processors and/or one or more special-purpose processors
(such as digital signal processing chips, graphics acceleration processors, and/or the

fike); one or more nput devices 915, which can include without limitation a camera, a
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mouse, a keyboard, a touch sensitive screen and/or the like; and one or more output
devices 920, which can include without limitation a display unit, a printer and/or the

like.

8126} The computer system 800 may further include {and/or be in commmonication
with) one or more non-transitory storage devices 925, which can comprise, without
fimitation, local and/or network accessible storage, and/or can include, without
Bnitation, memory 161, a disk drive, a drive array, an optical storage device, a solid-
state storage device such as a random access memory (“RAM™) and/or a read-only
memory {(“ROM™), which can be programmable, flash-updateabie and/or the like. Such
storage devices may be configured to implement any appropriate data storage, including

without Hmitation, various file systems, database structures, and/or the like,

16121} The computer systermn 900 might also inclade a communications subsystem
930, which can include without limitation a modem, a netwosk card (wireless or wired),
an intrared comnumication device, a wircless communication device and/or chipset
{such as a Bluctooth® device, an 802.11 device, a WiFi device, a WiMax device,
cellular communication facilities, etc.), and/or the hke. According to one embodiment of
the present invention, the receiver 131 and GNSS receiver 171 can be cxamples of
communication subsystem 930, The commumnications subsystem 930 may permit data to
be exchanged with a network (such as the network described below, to name one
example), other computer systems, and/or any other devices described herein. In many
embodiments, the computer system 300 may further comprise a non-transitory working
memory 935, which can include a RAM or ROM device, as described above. According
to one ewbodiment of the present nvention, the memory 161 can be an example of a

nop-transitory working memory 935,

(8122} Commumications subsystem 930 may be linked to an antenna sobsystem 950
which may comprisc a single antenna, multiple antennas or an antenna array and may
correspond to antenna 132 and/or 172 1o the mobile device 116, Anterma subsysiem
may be used to communicate wirelessly — e.g. according to signaling for G3SM,
WCDMA, LTE, CBMAZ000 and/or WiFi IEEE 802.11 ~ by cntitics such as preferred
mobile device 116, non-preferred mobile device 122, location server 300 and/or
terrestrial wireless transceiver 200, Such wireless communication may enable veception

of obfuscated locations and other information by 2 preferred mobile device 116,
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According to some embodiments, communication subsystem 930 and antenna
subsystemn 950 can be used as a tfransceiver 955 to commumnicate wirelessly (e.g.,
receive/iransmit data) by entities (e.g., preferred mobile device 116, non-preferred

mobile device 1272, terrestrial wireless transceiver 200 and/or location server 300).

11231 The computer system 900 also can comprise software clements, shown as
being currently located within the working memory 935, including an operating system
946, device drivers, executable lbraries, and/or other code, such as one or more
application programs 945, which may comprise computer programs provided by various
embodiments, and/or may be desigoed to implement methods, and/or configure systems,
provided by other embodiments, as described herein. Merely by way of example, one or
more procedures deseribed with respect to the method(s) discossed above, for example
as described with respect to FIGS. 6, 7A-F and 8, might be implemented as code and/or
mstructions exceutable by a computer (and/or 2 processor within a computer); in an
aspect, then, such code and/or instructions can be used to configure and/or adapt a
general purpose computer (or other device} to perform one or more operations in

accordance with the described methods.

184124] A sot of these instructions and/or code might be stored on a computer-
readable storage medium, such as the storage device(s) 925 described above. In some
cases, the storage medium might be incorporated within a computer system, such as
computer system 900. In other embodiments, the storage medium might be separate
from a computer syster {e.g., 2 removable medium, such as a compact disc), and/or
provided in an installation package, such that the storage medium can be vsed to
program, configire and/or adapt 8 general purpose computer with the instructions/code
stored thercon, These instructions might take the form of executable code, which is
exccutable by the computer system 900 and/or might take the form of source and/or
mstallable code, which, upon compilation and/or installation on the computer system
800 {e.g., using any of a variety of gencrally available compilers, installation programs,

compression/decompression utilities, ete.) then takes the form of executable code.

(3125} Substantial variations may be made in accordance with specific
requirements. For example, customized hardware might also be used, and/or particular

clements might be implemented in hardware, software {(inchiding portable software,
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such as applets, ctc.}, or both, Further, connection to other computing devices such as

network input/output devices may be employed.

68126} Some embodiments may employ a computer systemn {such as the computer
system 900} to perform methods in accordance with the disclosure. For example, some
or all of the procedures of the described methods may be performed by the computer
system 900 in response 10 processor 210 executing one or more sequences of one or
more instructions {which might be incorporated inte the operating systerm 240 and/or
other code, such as an application program 945) contained in the working memory 935.
Such instractions may be read indo the working memory 935 from another computer-
readable medium, such as one or more of the storage device(s) 925. Merely by way of
example, execution of the sequences of instructions contained in the working memory
935 might cause the processor{s) 910 to perform one or more procedures of the methods
described herein, for exampic one or more of the clements of the method described with

respect to FIGS. 6, TA-F, and &,

{8127} The terms “machine-readable medium” and “computer-readable medium,”
as used herein, refer to any wedium that participates in providing data that causes a
machine to operate in a specific fashion. In an embodiment implemented using the
computer system 900, various computer-readable media might be fnvelved in providing
mstractions/code to processor(s) 910 for execution and/or might be used to store and/or
carry such instructions/code {e.g., as signals). In many implementations, a computer-
readable medium is a physical and/or tangible storage medium. Such a mediumn may
take many forms, including but not limited to, non-volatile media, volatile media, and
transmission media. NMon-volatile media inchide, for example, optical and/or magaetic
disks, such as the storage device(s) 925. Volatile media include, without limitation,
dyremic memory, such as the working memory 935, Trarsmission media include,
without limitation, coaxial cables, copper wire and fiber optics, including the wires that
comprise the bus 9085, as well as the various components of the communications
subsysiemn 930 {and/or the media by which the communications sabsystem 930 provides
compumication with other devices). Hence, transmission media can alse take the form
of waves (including without Bmitation radio, acoustic and/or hight waves, such as those
generated during radio-wave and infrared data communications). According o some

embodiments, the location servers 300, 420, terrestrial wireless transceiver 200, non-
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preferred mobile device 122 and/or preferred mobile device 116 can wutilize a

communication subsystem 930 to communicate with each other,

[#128] In one or more examples, the functions described may be implemented in
hardware, software, firmware, or any combination thereof. If implemented in software,
the functions may be stored on or iransmitted over as one or more instructions or code
on & computer-readable medium. Computer-readable media may include computer data
storage media. Data storage media may be any available media that can be accessed by
OnE OF MOre compUiers Of ONe OF MOre Processors to retrieve instructions, code and/or
data structures for implementation of the techniques described in this disclosure. “Data
storage media” as used hercin refers to manufactures and does not refer to transitory
propagating signals. By way of example, and not Hmitation, such computer-readable
media can comprise RAM, ROM, EEPROM, CD-ROM or other optical disk storage,
magnetic disk storage, or other maguoetic storage devices, flash memory, or any other
medium that can be used to store desired program code in the form of mstructions or
data structures and that can be accessed by a computer. Disk and disc, as used herein,
includes compact disc (CD), laser dise, optical dise, digital versatile disc (DVD), floppy
disk and blo-ray disc where disks usually reproduce data magnetically, while discs
reproduce data optically with lasers. Combinations of the above may also be incladed

within the scope of computer-readable media.

(8129} The code may be executed by one or more processors, such as one or more
digital signal processors (D8Ps), general purpose wdcroprocessors, application specific
ntegrated circuits {ASICs), field programmable logic arrays {(FPGAs), or other
equivalent integrated or discrete logic circaitry. Accordingly, the term “processor,” as
used herein may refer to any of the foregoing structure or any other structure suiiable for
implernentation of the techuiques described herein. In addition, in somc aspects, the
functionality described herein may be provided within dedicated hardware and/or
software modudes configored for encoding and decoding, or incorporated in a combined
codec. Also, the techniques could be fully mplemented in one or more circuits or logic

clements.

16134 The techmigues of this disclosure may be mplemented in a wide variety of
devices or apparatuses, including a wireless handset, an integrated circuit (IC) or a set of

ICs (e.g., a chip set). Varipus components, modules, or onits are described in this
41
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disclosure fo emphasize functional aspects of devices configured to perform the
disclosed technigues, but do not pecessarily require realization by different hardware
units. Rather, as described above, various units may be combined in a codec hardware
unit or provided by a collection of interoperative hardware units, inchuding one or more
processors as described above, In conjunction with suitable software and/or firmware

stored on computer-readable media.

16131} Various examples have been described. These and other examples are within

the scope of the following claims.
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WHAT IS5 CLAIMED i8:

I. A method comprising:

receiving, by a mobile device, data for a terrestrial transceiver, wherein the
data includes location coordinates of the terrestrial transceiver, and wherein the location
coordinates include an error term;

determining the error ferm based on the data; and

determining a corrected location of the terresirial transceiver based on

removing the error term from the location coordinates.

2. The method of claim 1, wherein the data further inchides 3 unique
identificr associated with the tervestrial transceiver, and wherein the crror term is further

determined based on the unigque identifier.

3 The method of claim 2, wherein the unique identifier comprises a
MAC address, and wherein determining the error term further comprises:

determining ong or more binary values using the MAC address; and

multiplying the one or moere binary values by a known scaling factor to

calculate the error term.

4. The method of claim 2, wherein the unique 1dentifier comprises a cell
1D, and wherein determining the error term further comprises:

determining one or more binary values using the cell ID; and

multiplying the one or moere binary values by a known scaling factor to

calculate the error term.

S. The method of claim 1, wherein the error term 1s determined based on
transforming bits in the location coordinates, based on a known ciphering key or known

transformation method.,

6. The method of ¢laim 1, wherein the data further includes a second
location associated with a second terrestrial transceiver, and wherein determining the error
term further comprises:

determining, by the mobile device, a mapping table, wherein the mapping
table includes association information about the terrestrial transceiver and the second

terresirial transcetver; and
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calculating the error term based on the mapping table and the second loeation,
wherein the corrected location of the terrestrial transceiver comprises the

second location based on the mapping table.

.

The method of claim 1, wherein determining the error term further
COmMpPTISes:

receiving information from a location server associated with the mobile device
and a first server;

deternyining the error term based on the roceived information.

8. The method of claim 1, wherein determining the error term further
COMPTiSes:
receiving broadeast information from the terrestrial transceiver; and

determining the error term based on the broadeast information.

9. The method of claim 1, wherein the data forther includes a serving
network 1D or a provider 1D, and wherein the determining the ervor term is further based on

the serving network HD or the provider 1D,

10. The method of claim 1, wherein determining the ervor term forther
comprises:

storing, by the mobile device, a known ciphering key; and

altering bits associated with the received data, whercin the altering 1s based on

the known ciphering key.

11, A mobile device comprising:

MEemoTy;

a transceiver configured to receive data for 8 terrestrial transceiver, wherein
the data includes location coordinates of the terresirial transceiver, and wherein the location
coordinates include an error term; and

one or more processors contigured to:

determine the error term based on the data; and
determine a corrected location of the terrestrial transceiver based on

removing the error term from the location coordinates.
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12, The mobile device of claim 11, wherein the data further includes a
umique 1dentificr associated with the terrestrial transceiver, and wherein the ervor term s

further determined based on the unique identifier.

3. The mobile device of claim 12, wherein the vmique identifier s a MAC
address, and wherein the one or more processors further configured to:

deternyine one o more binary values using the MAC address; and

multiply the one or more binary valoes by a known scaling factor to calaudate

the error term.

14. The mobile device of claim 12, wherein the vmique identifier
comprises a cell 1D, and wherein the one or more processors 1s further configured to:

determine one o more binary values using the cel 1D and

multiply the one or more binary valoes by a known scaling factor to calaudate

the error term.

15. The mobile device of claim 11, wheremn the error term is determined
by transforming bits in the location coordinates, based on a known ciphering key or known

transformation method.

6. The mobile device of claim 11, wherein the data further includes a
second location associated with a second terrestrial transceiver, and wherein the one or more
processors 1s further configured to:

determine a mapping table, wherein the mapping table includes association
imformation about the terrestrial fransceiver and the sceond ferrestrial transceiver; and

caleulate the error term based on the mapping table and the second location,

wherein the corrected location of the terrestrial transceiver comprises the

second location based on the mapping table.

17. The mobile device of ¢laim 11, the one or more processors further
configured to:

receive information from a location server associated with the mobile device
and a first server;

determing the error term based on the received information.
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18, The mobtle device of claim 11, wherein the transcetver further
configured to receive broadeast information from the terrestrial transceiver, and wherein the
one of more processors is further configured to:

determing the ervor term based on the broadeast information.

19, The mobile device of claim 11, wherein the data further inchudes a
serving network 1D or a provider 2, and wherein the determining the orror term 18 further

based on the serving network 1D or the provider ID.

20.  The mobile device of claim 11, wherein the memory s configured to
store a known ciphering key, and wherein the one or more processors is further configured to:
alter bits associated with the received data, wherein the altering is based on the

kunown ciphering key.

21, One or more computer-readable media sioring computer-exccutable
instructions that, when executed, cause one or more computing devices included in a mobile
device to:

receive data for a terrestrial transceiver, wheremn the data includes location
coordinates of the terresirial transceiver, and wherein the location coordinates inchude an
SEroT terny,

determine the error term based on the data; and

determine a correcied location of the terrestrial transceiver based on removing

the error term from the {ocation coordinates.

22 An apparatus conmprising:

means for receiving data for a terrestrial transceiver, wherein the data inchades
focation coordinates of the terrestrial fransceiver, and wherein the location coordinates
include an error term;

means for determining the creor term based on the data; and

means for determining a corrected location of the terrestrial transceiver based

on means for removing the error term from the location coordinates.

23. The apparatos of claim 22, wherein the data further includes a unigue
identifier associated with the terrestrial fransceiver, and wherein the error term 18 further
determined based on the unique identifier.
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24, The apparatus of claim 23, wherein the unique identifier comprises a
MAC address, and wherein the means for determining the error term further comprises:

mecans for determining one or more binary values using the MAC address; and

means for multiplying the one or more binary values by a known scaling

factor to calculate the error term.

25. The apparatus of claim 23, wherein the unique identifier comprises a
cell 1D, and wherein the means for determining the crror term further comprises:

rocans for determining one or more binary values using the celi D) and

means for multiplying the one or more binary values by a known scaling

factor to calculate the error term.

26.  The apparatus of clabm 22, wherein the error term is determined based
on transforming bits in the location coordinates, based on a known ciphering key or known

trapsformation method.

27. The apparatos of claim 22, wherein the data further includes a second
focation associated with a second terrestrial transceiver, and wherein the means for
determining the error term further comprises:

means for determining, by the mobile device, a mapping table, wherein the
mapping table inchudes association information about the terrestrial transceiver and the
second terrestrial transcetver; and

means for calculating the error term based on the mapping table and the
second location,

wherein the corrected location of the terrestrial transceiver coraprises the

second location based on the mapping table.

28. The apparatos of claim 22, wheren the means for determining the error
term further comprises:

means for receiving information from a location server associated with the
mobile device and a first server;

means for determining the error term based on the received information.

29. The apparatos of claim 22, wherein the means for determining the error

term further comprises:
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means for receiving broadcast information from the terrestrial transceiver; and

means for determining the crror term based on the broadeast information.

30. The apparatus of claim 22, wherein the data further includes a serving
network 10 or a provider 1D, and wherein the determindng the error term is further based on

the serving network 1D or the provider ID.

3L The apparatus of claim 22, wherein the means for determining the crror
term further comprises:

means for storing a known ciphering key; and

means for altering bits associated with the received data, whercin the altering

ig based on the known ciphering key.,

32, A method comprising:

receiving a request for location coordinates of a terresinial transceiver;

providing, to a mobile device, the location coordinates of the terrestrial
transceiver, wherein the location coordinates include an error term; and

providing, to the mobile device, correction data, wherein the correction data is
contigured to generate a corrected location of the terrestrial transeciver based on removing

the error term from the location coordinates.

33. The method of claim 32, wherein the error term 1s gencerated based on a
unique identifier associated with the terrestrial fransceiver, and wherein the correction data

further tucludes the unigque idendifier.

34, The method of claim 33, wherein the unique identifier comprises a
MAC address, and wherein the error term 1s generated based further on

generating one or more binary values using the MAC address; and

multiplying the one or more binary values by a known scaling factor to

calculate the error term.

35. The method of claim 33, wherein the unique identifier comprises a cell
1D, and wherein the error term is generated based further on:

generating one or more binary values using the cell ID; and

multiplying the one or more binary values by a known scaling factor to

calculate the error term.
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36, The method of claim 32, wherein the orror term is generated based on

transforming bits in the location coordinates, based on a known ciphering key,

37, The method of claim 32, wherein the error term 1s generated based on:
broadeast information transmitted from the {errestrial transceiver: and

gengrating the error torm based on the broadeast information,

&

38. The method of claim 32, wherein the correction data further includes a
serving network 1D or a provider 1D, and wherein the crror term is generated based further on

the serving network H3 or the provider 1D,

34, The method of claim 32, wherein the correction data further comprises
a known ciphering key; and
the error term is generated based further on altering bits based on the known

ciphering key.

40.  An apparatus comprising:
a transceiver configured to:
receive a request for location coordinates of a terrestrial transceiver;
provide, to a mohile device, the location coordinates of the terrestrial
transceiver, wherein the location coordinates include an error term; and
provide, 1o the mobile device, correction data, wherein the correction
data is configured to generate a corrected location of the terrestrial transceiver based

on removing the error torm from the focation coordinates.

41. The apparatos of claim 40, wherein the error term is generated based
on 3 unique identifier associated with the terrestrial transceiver, and wherein the correction

data further inchudes the unigue identifier.

42, The apparatus of claim 41, wherein the unique identifier comprises a
MAC address, and wherein the error term 1s generated based further on:

generating one or more binary values using the MAC address; and

multiplying the one or more binary values by a known scaling factor to

calculate the error term.
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43, The apparatus of claim 41, wherein the unigue identifier comprises a
cell 1D, and wherein the error term is generated based further one

gencrating onc or more binary values using the cell ID; and

multiplying the one or moere binary values by a known scaling factor to

calculate the error term.

44.  The apparatus of claim 40, wherein the error term 1s generated based

on transforming bits in the location coordinates, based on a known ciphering key.

45, The apparatus of clatm 40, wherein the error torm is generated based
o
broadcast information iransmiited from the ierrestrial transceiver; and

gonerating the crror term based on the broadeast information,

46. The apparatos of claim 40, wherein the correction data further includes
& serving network T or a provider 1D, and wherein the error term is generated based further

on the serving network 1D or the provider ID.

47, The apparatos of claim 40, wherein the correction data further
comprises a known ciphering key; and
the crror term is generated based forther on altering bits based on the known

ciphering key.

48. An apparatus conmprising:

means for receiving a request for location coordinates of a tervestrial
transceiver;

means for providing, to a mobile device, the location coordinates of the
terrestrial transcetver, wherein the location coordinates include an error term; and

means for providing, to the mobile device, correction data, wherein the
correction data is configured to generate a corrected location of the terrestrial transceiver

based on removing the error term from the location coordinates.

49, One or more computer-readable media sioring computer-exccutable
instructions that, when executed, cause one or more computing devices to:

receive a request for location coordinates of a terrestrial transceiver;

S{
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provide, to a mobile device, the location coordinates of the terrestrial
transceiver, wherein the location coordinates include an error term; and

provide, to the mobile device, correction data, wherein the correction data is
configured to generate a corrected location of the terrestrial fransceiver based on removing

the error term from the location coordinates.
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