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FORENSIC SYSTEM, FORENSIC METHOD, 
AND FORENSIC PROGRAM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This U.S. non-provisional patent application is a 
continuation of U.S. patent application Ser. No. 13/514,966, 
filed Jun. 8, 2012 which claims priority to U.S. National 
Phase Application of PCT International Application PCT/ 
JP2011/057141, filed Mar. 24, 2011, which claims priority to 
Japanese Patent Application No. 2010-075960, filed Mar. 29, 
2010, the disclosure of which is incorporated herein by ref 
erence in its entirety. 

BACKGROUND 

0002 1. Technical Field 
0003 Embodiments of the inventive concept relate to a 
forensic system, method, and program, and in particular, to a 
forensic system, method, and program for collecting digital 
document information relating to litigation. 
0004 2. Background Art 
0005 Conventionally, when a crime or a legal conflict 
relating to a computer Such as unauthorized access or leakage 
of confidential information or other so-called “forensic' 
events occur, a means or a technique for collecting and ana 
lyzing devices, data, or electronic records required for inves 
tigation into the cause of or to otherwise clarify legal evi 
dences thereof have been proposed. 
0006 Particularly, in civil litigation in United State of 
America, since such a procedure as eIDiscovery is required, 
both a plaintiff and a defendant involved in the litigation must 
submit all related digital information as evidences. They also 
need to Submit digital information recorded in computers 
and/or servers as evidentiary material as well. 
0007 Due to the rapid development and spreading of 
information technologies, most information that is being pro 
duced in today’s world is being produced or otherwise repli 
cated by computers, such that massive amounts of digital 
information are generated, even within the same company. 
0008. Therefore, in the preparation work of gathering evi 
dentiary material for submission to a court of law or other 
party, mistakes can occur where even confidential digital 
information, which is not necessarily related with the litiga 
tion, is nevertheless inadvertently submitted together with the 
evidentiary materials, which can cause legal waiver issues 
and other problems. 
0009. In recent years, techniques related to forensic sys 
tems have been proposed in JP-A-2006-178521 and JP-A- 
2007-148731. JP-A-2006-178521 discloses a forensic sys 
tem where identification of a wrongdoer can be performed 
efficiently by a method which allows testimony to evidentiary 
conservation, whereby reliability of the identification is 
robust against human factors. 
0010 JP-A-2007-148731 discloses a forensic system 
where a forensic related system performs an ex-post han 
dling, such as identification of a criminal, in connection with 
a legal action or determination Such as an amount of loss 
compensation in an information damage insurance system, 
which pays insurance coverage due to leakage of personal 
information. 
0011. However, the conventional forensic systems of 
JP-A-2006-178521 and JP-A-2007-148731 disclose that in 
the collection of digital document information related with a 
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specific individual, they may specify accessible digital docu 
ment information by the individual to collect all the informa 
tion. However, due to the broader access right, a vast amount 
of information is eventually collected. 
0012. Further, when all the information set with an access 
right to the individual is collected, if the individual’s position 
is higher within an organization, the access right tends to be 
set broader, so that an enormous amount of electronic docu 
ments, which are not related with the litigation and which 
were not actually browsed by the individual are eventually 
collected. 
0013 As a result, too much work and cost are required for 
analyzing and evaluating documents to find only the docu 
ments that are related with the individual from the vast 
amounts of collected information. 

SUMMARY 

0014. The inventive concept provides a forensic system, 
method and program for analyzing digital information which 
was accessed by an individual related with litigation without 
analyzing all of the digital information to which the indi 
vidual may have an access right. 
0015. In an aspect of the inventive concept, there is pro 
vided a forensic system which acquires digital information 
recorded on a plurality of computers or a server to analyze the 
acquired digital information. The forensic system may com 
prise: a digital information acquiring unit configured to 
acquire digital information containing digital document 
information composed of a plurality of document files, to 
acquire user information about users using the plurality of 
computers or the server, and to acquire access history infor 
mation which shows a fact that the users accessed a document 
file recorded in the server; a recording unit configured to 
record therein digital information acquired by the digital 
information acquiring unit; a display unit configured to dis 
play the recorded digital information; a specific-individual 
selecting unit configured to select, via the display unit, a 
specific individual from at least one user contained in the user 
information; a digital document information extracting unit 
configured to extract only digital document information 
which was accessed by the specific individual based on the 
access history information related with the selected specific 
individual; an additional information setting unit configured 
to set, via the display unit, additional information indicating 
whether or not document files in the extracted digital docu 
ment information are each related with litigation; and an 
output unit configured to output a document file related with 
the litigation based on the additional information. 
0016. The term “access history information' means infor 
mation showing that a user which uses any of a plurality of 
computers accessed the digital document information 
recorded in the server. For example, access history informa 
tion may include a user ID indicating who the user is, and 
access information indicating when and which digital docu 
ment information the user has accessed. 
0017. The term “digital information acquiring unit' 
means a unit which may acquire digital information recorded 
in a plurality of computers or servers. For example, a method 
for acquiring the digital information may include a method 
for copying digital information recorded in the computers or 
the server in an electronic medium to copy the digital infor 
mation in a forensic system via the electronic medium, and/or 
a method for connecting the computers or the server and the 
forensic system to each other via a network line to copy 
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digital information recorded in the computers or the server in 
the forensic system, thereby performing preservation of digi 
tal information. Moreover, the digital information acquiring 
unit may include a unit to acquire second digital information 
including second digital document information, second user 
information, and second access history information, the sec 
ond digital information being recorded in a second server 
which is different from the above-described server. The 
forensic system of the inventive concept may be a system 
which can use not only the above-described digital informa 
tion but also the second digital information to extract the 
second digital document information based on the second 
access history information. 
0018. In one aspect of the inventive concept, the forensic 
system may further comprise a text information extracting 
unit configured to extract text information for each of the 
plurality of document files from the recorded digital docu 
ment information; a keyword selecting unit configured to 
select a keyword; and a searching unit configured to search a 
document file including the selected keyword based on the 
extracted text information, wherein the additional informa 
tion setting unit is configured to set additional information to 
the searched document file. 
0019. In one aspect of the inventive concept, the forensic 
system may further comprise a data converting unit config 
ured to convert recorded document files in the digital docu 
ment information in the recording unit into a predetermined 
data format, wherein the document files converted by the data 
converting unit are processed with the same data format as the 
converted data format in a period before it is outputted by the 
output unit. 
0020. In another aspect of the inventive concept, the foren 
sic system may further comprise a statistical data producing 
unit configured to produce statistical data represented by data 
size for each data format of the acquired digital document 
information, or statistical data represented by data size for 
each data format of the searched digital document informa 
tion. 
0021. Further, the forensic system of the inventive concept 
can comprise a clock unit which, when digital information is 
newly acquired, is configured to clock a time and date of the 
acquisition of the digital information, the digital information 
further including folder information saving the digital docu 
ment information, wherein the digital information acquiring 
unit is configured to acquire the digital document information 
and the folder information which were produced after a time 
and date previously clocked by the clock unit, and is config 
ured to acquire user information and access history informa 
tion related with the acquired digital document information 
and folder information. 

0022. The term “server” may mean one or more servers, or 
a combination of a plurality of servers. Further, for example, 
the server may include at least two of a mail server, a file 
server, and a document managing server. 
0023 The configuration of the forensic system may 
include a plurality of servers, where the digital information 
extracting unit and the searching unit are separated to the 
various servers, respectively, and the separate servers of the 
forensic system are further connected to each other via a 
network. 
0024. The forensic system of the inventive concept can be 
provided with a plurality of additional information setting 
units where additional information can be set by different 
operators. 
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0025. The term "display unit may mean a display device 
to display digital information. Further, the term “displays the 
recorded digital information' may mean displaying all of the 
user information, the digital document information, and the 
access history information, displaying at least one of these, or 
displaying at least one attribute (e.g., names of users, names 
of document files, individuals which conducted access, 
access time, and/or document files). 
0026. The term “output unit may mean any suitable unit 
to output or otherwise produce digital document information. 
For example, the output unit may be a printer or a device to 
produce a digital document file. 
0027. In another aspect of the inventive concept, there is 
provided a forensic method for acquiring digital information 
recorded on a plurality of computers or a server to analyze the 
acquired digital information. The method may comprise: 
acquiring digital information containing digital document 
information composed of a plurality of document files, 
acquiring user information about users using the plurality of 
computers or the server, and acquiring access history infor 
mation which shows a fact that the users accessed a document 
file recorded in the server, recording the acquired digital 
information; displaying the recorded digital information; 
selecting a specific individual from at least one user contained 
in the user information; extracting only digital document 
information which was accessed by the specific individual 
based on the access history information related with the 
selected specific individual; setting additional information 
indicating whether or not document files in the extracted 
digital document information are each related with litigation; 
and outputting a document file related with the litigation 
based on the additional information. 
0028. In one aspect of the inventive concept, there is pro 
vided a non-transitory forensic program for acquiring digital 
information recorded on a plurality of computers or a server 
to analyze the acquired digital information, for causing a 
computer to execute: a function of acquiring digital informa 
tion containing digital document information composed of a 
plurality of document files, acquiring user information about 
users using the plurality of computers or the server, and 
acquiring access history information which shows a fact that 
the users accessed a document file recorded in the server, a 
function of recording the acquired digital information; a func 
tion of displaying the recorded digital information; a function 
of selecting a specific individual from at least one user con 
tained in the user information; a function of extracting only 
digital document information which was accessed by the 
specific individual based on the access history information 
related with the selected specific individual; a function of 
setting additional information indicating whether or not 
document files in the extracted digital document information 
are each related with litigation; and a function of outputting a 
document file related with the litigation based on the addi 
tional information. 

0029. The above-described summary of the inventive con 
cept does not necessarily include all of features or combina 
tions of the inventive concept. Further, sub-combinations of 
these features may constitute additional embodiments of the 
inventive concept. 
0030. According to the forensic system, method, and pro 
gram of the inventive concept, by selecting a specific indi 
vidual, extracting only digital document information which 
was accessed by the specific individual based on access his 
tory information about the selected specific individual, set 
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ting additional information indicating whether or not docu 
ment files in the extracted digital document information are 
each related with litigation, and outputting a document file 
related with the litigation based on the additional information, 
the operators can extract only the digital document informa 
tion which was accessed by the specific individual and ana 
lyze and evaluate the same without evaluating all of the digital 
document information within a range of an accessible right 
possessed by the specific individual who is related with the 
litigation. 
0031. The present system may extract only the digital 
document information related with the specific individual 
among the flood of digital document information, thereby 
achieving word load reduction for evidentiary material prepa 
ration associated with the litigation. 
0032. According to the present forensic system, method, 
and program of the inventive concept, the second digital 
information recorded in the second server can be used, so that 
when the second digital document information is extracted 
based on the second access history information, the operators 
can extract only digital document information which was 
accessed by the specific individual from digital document 
information recorded in the second server, and analyze and 
evaluate the same without evaluating all of the digital infor 
mation recorded in a plurality of servers. 
0033 According to the present forensic system, the 
method, and program of the inventive concept, the text infor 
mation extracting unit, the keyword selecting unit, and the 
searching unit are further provided, where, when the addi 
tional information setting unit sets additional information to 
the searched document file, the operator(s) can narrow down 
only some of the digital document information recorded in 
the server which was accessed by the specific individual, and 
a population of digital document information which is poten 
tially related with the litigation, using a predetermined 
search. 
0034. According to the present forensic system, method, 
and program of the inventive concept, when a document file 
converted by the data converting unit is processed with the 
same data format as the converted data format in a period 
before it is outputted by the output unit, the operator(s) can 
reduce a wasteful step Such as data format conversion in the 
course of a processing flow, and they can exclude a risk of 
quality degradation of the digital document information. 
0035. Further, according to the forensic system, method, 
and program of the inventive concept, when the statistical 
data producing unit is provided, since statistical data can be 
visualized and provided to the operator(s), the operator(s) can 
grasp the labor required for litigation preparation in an early 
Stage. 
0036 Further, according to the forensic system, method, 
and program of the inventive concept, when the digital infor 
mation acquiring unit acquires digital document information 
and folder information which were produced after a time and 
date previously clocked by the clock unit, and it acquires user 
information and access history information related with the 
acquired digital document information and folder informa 
tion, the operator(s) can perform difference collection of digi 
tal information, which can reduce the load for acquiring the 
same digital information from Such a device as the server 
redundantly each time. 
0037 According to the forensic system, method, and pro 
gram of the inventive concept, when the digital information 
extracting unit and the searching unit are separated into vari 
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ous servers of a forensic system, respectively, the processing 
capacity of the whole system can be improved by distributing 
calculation steps of respective processing units to the respec 
tive servers. 

0038. The forensic system, method, and program may fur 
ther include a plurality of additional information setting units. 
The additional information setting units may set additional 
information by different operators, thereby enabling a plural 
ity of individuals to evaluate digital document information as 
a preparatory work for Submitting evidentiary material to a 
court of law at an early stage. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0039 FIG. 1 is a block diagram showing a forensic system 
in a first embodiment of the inventive concept; 
0040 FIG. 2 is a diagram showing a flow of a forensic 
system service of the inventive concept; 
0041 FIG. 3 is a flow chart showing a present forensic 
process of the forensic system of the inventive concept; and 
0042 FIG. 4 is a block diagram showing a forensic system 
in a second embodiment of the inventive concept. 

DETAILED DESCRIPTION 

0043 Embodiments of the inventive concept will be 
described below with reference to the drawings. 
0044 FIG. 1 is a block diagram showing a forensic system 
1 in an embodiment of the inventive concept. The forensic 
system 1 shown in FIG. 1 may acquire digital information 
recorded in a plurality of computers (PC2 to PC5) and server 
10 to analyze the acquired digital information. The forensic 
system 1 is provided with digital information acquiring unit 
20. The digital information acquiring unit 20 may acquire 
digital information 25 including digital document informa 
tion composed of a plurality of document files 27 and/or user 
information 29 about users using the plurality of computers 
(PC2 to PC5) or server 10. The digital information acquiring 
unit 20 may also acquire access history information 28 show 
ing the fact that the users accessed document files (e.g., 27) 
recorded in the server 10. The recording unit 30 may record 
the digital information (e.g., 25) acquired by the digital infor 
mation acquiring unit 20. The display unit 40 may display the 
recorded digital information. The specific-individual select 
ing unit 50 may select, via the display unit 40, a specific 
individual from users contained in the user information 29. 
The digital document information extracting unit 60 may 
extract only digital document information which was 
accessed by the specific individual based on access history 
information related with the selected specific individual. An 
additional information setting unit 70 may set, via the display 
unit 40, additional information showing whether or not docu 
ment files in the extracted digital document information are 
each related with litigation. The output unit 120 may output a 
document file related with the litigation based on the addi 
tional information. 

0045. The control unit 160 may include the display control 
device 45, digital document information extracting unit 60, 
text information acquiring unit 80, managing unit 85, search 
ing unit 100, data converting unit 110, statistical data produc 
ing unit 130, clock unit 140, and/or CPU 150. 
0046. Further, forensic system 1 may include a keyboard, 
amouse or a data input device Such as a touch panel, if display 
unit 40 has a touch panel function. The data input devices may 
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include specific-individual selecting unit 50, additional infor 
mation setting unit 70, and keyword selecting unit 90. 
0047. Further, forensic system 1 may include a keyboard, 
a mouse or other Suitable data input device (not shown). 
Alternatively or in addition, the display unit 40 can include a 
touch panel having a touch panel function. The data input 
device may include or be connected to the specific-individual 
selecting unit 50, additional information setting unit 70, and/ 
or keyword selecting unit 90. The specific individual-select 
ing unit 50, additional information setting unit 70, and key 
word selecting unit 90 may be separate data input devices, or 
alternatively, a sole or combined data input device. Further, 
the output unit 120 may be, for example, a recording device 
for recording data in an electronic medium or on other physi 
cal media Such as paper via a printer. 
0048. The forensic system 1 shown in FIG.1 may execute 
a forensic program stored in an external storage device (not 
shown) on CPU 150 of the computer. The forensic program 
may be stored in a recording medium such as CD-ROM, or 
distributed via a network such as the Internet, and/or may be 
installed in one or more of the PCs or the server 10. 
0049. In the first embodiment described below, the foren 
sic system 1 can be a personal computer or associated with a 
personal computer. The forensic system 1 may be a server or 
a portable data assistance type of computer device. In another 
embodiment, the forensic system 1 may be a system configu 
ration of a network type. 
0050. The digital information acquiring unit 20 may 
acquire digital information recorded in computers PC2 to 
PC5 or server 10 used by one or more users. For example, the 
digital information acquiring unit 20 may copy digital infor 
mation 25 recorded in computers PC2 to PC5 or server 10 to 
an electronic medium such as USB, CD, or DVD. The unit 20 
may further copy the digital information 25 to the forensic 
system 1 via the electronic medium. 
0051. The digital information acquiring unit 20 may pre 
serve or otherwise collect the recorded digital information in 
computers PC2 to PC5 or serer 10 via network in the case 
where the forensic system 1 and computers PC2 to PC5 or 
server 10 are connected to the network. 
0052. The digital information acquiring unit 20 may col 
lect recorded second digital information including second 
digital document information, second user information and 
second access history information in a second server different 
from the server 10. 
0053. In this case, the forensic system 1 may extract sec 
ond digital information and the digital information from 
server 10. The forensic system 1 may extract second digital 
document information using the second access history infor 
mation recorded in the second server. 
0054 The forensic system 1 may further include a text 
information extracting unit 80, which may extract text infor 
mation from each of a plurality of document files 27. The 
forensic system 1 may further include a keyword selecting 
unit 90, which may select a keyword, and searching unit 100, 
which may search a document file 27 including the selected 
keyword based on the extracted text information from the 
recorded digital document information. 
0055. The additional information setting unit 70 may set 
additional information to the document file searched by the 
searching unit 100. 
0056. The forensic system 1 may further include a data 
converting unit 110. The unit 110 may convert and normalize 
digital documents, of digital document information recorded 
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by unit 30, to a common format. The document file that is 
converted by the data converting unit 110 may be processed 
without further converting until being outputted from the 
output unit 120. 
0057 The forensic system 1 may further include a statis 
tical data producing unit 130. The unit 130 may produce 
statistical data represented by or otherwise based on data size 
for each data format of the acquired digital document infor 
mation, and/or statistical data represented by or otherwise 
based on data size for each data format of the digital docu 
ment information searched by the searching unit 100. 
0058. The forensic system 1 may include a clock unit 140 
to determine time and/or date when the digital information is 
acquired. The digital information may include folder infor 
mation or other hierarchy information indicating where the 
digital document information is stored. The digital informa 
tion acquiring unit 20 may acquire only the digital document 
information and folder information, which were produced 
after a time and date previously clocked by clock unit 140. 
The unit 20 may acquire only user information and access 
history information related with the acquired digital docu 
ment information and/or folder information. 
0059. The digital information may include the digital 
document information, the user information, the access his 
tory information, and/or the folder information. The clock 
unit 140 may calculate a time and/or date of the digital infor 
mation, which has been acquired by the digital information 
acquiring unit 20. The display unit 40 may display content 
according to an instruction of the display control unit 45 
included in the control unit 160. 
0060. The digital information acquiring unit 20 may selec 
tively acquire, from computers PC2 to PC5 or server 10, 
digital document information and folder information pro 
duced in a period from the (n-1)" to n' (e.g., n-2,3,...) 
acquiring point. The digital information acquiring unit 20 
may further acquire the user information and access history 
information related with the acquired digital document infor 
mation and the folder information. The server 10 may include 
at least one server. For example, the server 10 may include a 
plurality of servers. Moreover, the server 10 may include at 
least two or more of a mail server, a file server, and a docu 
ment management server. 
0061 The forensic system 1 may be used simultaneously 
by different operators. The additional information setting unit 
70 may include a plurality of data input devices. The plurality 
of display units 40 may correspond in number to the plurality 
of additional information setting units 70. A plurality of 
operators may set additional information through the plural 
ity of additional information setting units 70 while simulta 
neously evaluating digital document information. 
0062. The output unit 120 may output digital document 
information. For example, the output unit 120 may be a 
printer or other suitable recording device, which records digi 
tal information on an electronic medium. 
0063 FIG. 2 illustrates a service flow to explain a proce 
dure for performing preparatory work for Submission of evi 
dentiary materials to a court of law using the forensic system 
1. Reference is now made to the various elements of FIGS. 1 
and 2. 
0064. When a crime or a legal conflict relating to a com 
puter Such as unauthorized access or leakage of confidential 
information or other so-called “forensic' events occur, it is 
necessary to collect and analyze devices, data, and/or elec 
tronic records, which are needed for investigation into the 
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causes or to otherwise clarify legal evidences thereof. For 
example, pertaining to civil litigation in the United States of 
America, since such a procedure as eIDiscovery is required, 
both a plaintiff and a defendant involved in the litigation must 
submit all of related digital information as evidences. They 
also need to Submit digital information recorded in computer 
(s) and/or server(s) as evidences. 
0065. The forensic system 1 may be used to preserve the 
digital information recorded in the computers, for example 
PC2 to PC5 and server 10, in order to evaluate digital infor 
mation related with the litigation, thereby conducting prepa 
ratory work to submit evidentiary materials to court of law. 
Thereafter, the forensic system 1 may register the preserved 
digital information in a database such as recording unit 30, 
and analyze the digital information to classify the same based 
on the keyword searching or filtering. The recording unit 30 
may be included in one of the computers and/or servers con 
nected to or otherwise included in or associated with the 
forensic system 1. 
0066. The forensic system 1 may provide the classified 
digital information on the display unit 40. Moreover, the 
operator(s) may review the data and set additional informa 
tion to the digital document information via the additional 
information setting unit 70. 
0067. The control unit 160 may include preservation and 
analysis functions, processing functions, analysis functions, 
search function, operators reviewing functions, and/or pro 
ducing functions. For example, the preservation and analysis 
function of the control unit 160 may include a case manage 
ment function (i.e., a function of managing unit 85), which 
allows data management for each case. In addition, the con 
trol unit 160 may include a file analysis function (i.e., a 
function of searching function 100), which allows analysis of 
the kind of file and/or a possession amount thereof for each 
target individual and/or evidentiary material. In addition, the 
control unit 160 may cause an analysis of a file to be per 
formed or searched. Also, the control unit 160 may cause a file 
kind selection and/or extraction function to be performed 
(i.e., a function of the digital document information extract 
ing unit 60), which allows selection of file type to be searched/ 
browsed. Additionally, the control unit 160 may cause a pres 
ervation function to be performed (i.e., a function of the data 
converting unit 110), which allows preservation of the 
selected file as a separate file. 
0068. Further, the processing analysis and search function 
of control unit 160 may have a full-text search function and a 
frequently-appearing word and phase top-extraction function 
(i.e., functions of the searching unit 100). The full-text search 
function may be compatible with multi-language, allows 
AND, OR, and NOT searches by Boolean operation, and/or a 
grouping search. In addition, the full-text search function 
may have a highlight display function of a searched word or 
phrase and/or a conversion function to metadata. Further, the 
full-text search function may have an advanced search func 
tion Such as neighborhood search. The frequently-appearing 
word and phase top-extraction function is for extracting a 
frequently-appearing word or phrase within certain digital 
document information. 

0069. The review function of the control unit 160 may 
include, for example, an e-mail family browsing processing 
function (i.e., a function of searching unit 100), which allows 
collective browsing of an e-mail family. In addition, the con 
trol unit 160 may include a free-design tag function (i.e., a 
function of searching unit 100), which allows search for 
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material provided with one evaluation or a plurality of evalu 
ations as additional information based on the evaluation(s). 
Further, the control unit 160 may include a free-design book 
mark function (i.e., a function of searching unit 100), which 
allows book-mark search for material set with a hierarchy 
structure book-mark. Also, the control unit 160 may include a 
free-input comment column (i.e., a function of the managing 
unit 85) including a comment column in which any number of 
characters can be inputted. In addition, the control unit 160 
may include a simultaneous browsing function for the above 
described plurality of operators to evaluate digital document 
information. Further, the control unit 160 may include an 
access right control function (i.e., a function of the managing 
unit 85), which allows setting of such rights as an access right, 
manager right, or browsing-only right, or the like, for each 
case, for each account of a browser when performing review. 
Moreover, the control unit 160 may include a writing-within 
document memo function (i.e., a function of the managing 
unit 85), which allows writing within a document without 
changing the text of the digital document information. In 
addition, the control unit 160 may include a case management 
function (i.e., a function of the managing unit 85), which 
allows display of the number of review-completed documents 
(e.g., in terms of a percentage). 
0070 The control unit 160 may also include an e-mail 
threading function (i.e., a function of the managing unit 85). 
which displays e-mail threads (such as returning, forwarding, 
and the like) collectively. Furthermore, the control unit 160 
may include a mail analysis display function (i.e., a function 
of statistical data producing unit 130), which displays trans 
missions and receptions of mails graphically. In addition, the 
control unit 160 may include a similar document display 
function (i.e., a function of the managing unit 85), which 
performs automatic classification of similar documents such 
as draft or old-version documents, and may cause the docu 
ments to be displayed. Further, the control unit 160 may 
include a similar document difference highlight function (i.e., 
a function of the managing unit 85), which highlight-displays 
only a portion of a difference between similar documents. 
Also, the control unit 160 may include a previous and next 
texts-search hit portion display function (i.e., a function of the 
searching unit 100), which displays only the Surrounding area 
of a word or a phrase hit by searching. 
0071. The production function of the control unit 160 may 
include various output functions. The output functions can be 
performed by the output unit 120 according to an instruction 
from managing unit 85. The output can be an XML output of 
Such information including, for example, an actual file, meta 
information, tag information, comma-separated value (CSV) 
information, and/or various other suitable load file outputs. 
Additional functions can include a batch printing function 
(i.e., a function where output can be performed by the output 
unit 120 according to an instruction from the managing unit 
85), which prints the selected digital document information. 
0072 The forensic system 1 may produce acquired data in 
an electronic medium using the output unit 120. For example, 
the forensic system 1 may record data in an electronic 
medium with a common data format by a recording device. 
0073. A procedure for performing preparatory work for 
Submission of evidentiary materials to a court of law using the 
forensic system 1 will be described in detail with reference to 
the flowchart shown in FIG. 3. 
0074 The digital information acquiring unit 20 may 
acquire digital information 25 including digital document 
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information 27 in a common format such as Word(R) format, 
PDF format, PPT format, and/or Excel(R) format, may acquire 
user information 29 about users who used the computers PC2 
to PC5 or server 10, and may also acquire access history 
information 28 indicating the user and above-mentioned digi 
tal document information recorded in the server 10 (ST1). 
0075. The access history information 28 indicates a fact 
that the user who used computers PC2 to PC5 accessed the 
digital document information 27 recorded in the server 10 via 
network. For example, the access history information 28 may 
include a user ID indicating who a user is, which digital 
document information the user accessed, and/or when the 
user accessed the digital document information. 
0076 Explanation is made assuming that the number of 
computers (e.g., PC2 to PC5), which users utilized is four. 
However, it will be understood that the number of PCs is not 
limited to four, and any suitable number of computers can be 
used. The digital information acquiring unit 20 may record 
the acquired digital information to recording unit 30 (ST2). 
0077. The display unit 40 can display the digital informa 
tion (e.g., the digital document information, the access his 
tory information, the user information, and/or information 
showing only title of the digital information) via the control 
unit 160 (ST3). For example, according to an instruction from 
the display control unit 45, the display unit 40 may display all 
of the user information, the digital document information, 
and/or the access history information. In addition, the display 
unit 40 may display attribute information (e.g., a name of a 
user, a file name of a document file, an individual who con 
ducted access, an access time, and/or a document file). 
0078. By way of another example, using a confirming a 
screen of the display unit 40, the operator(s) may login to the 
forensic system 1 and further produce a case, which is a unit 
of the uppermost data group in the database of the forensic 
system 1. Further, while using the confirming screen of the 
display unit 40, the operator(s) may set a connection destina 
tion of a server corresponding to the recording unit 30 in 
which the digital information has been recorded. The operator 
(s) may further manage the association between the server 
and the recording unit 30. In some embodiments, a plurality 
of recording units 30 are present. 
007.9 Further, while using the confirming screen of the 
display unit 40, the operator(s) may set a custodian (i.e., a 
data-holding target individual or a user) and management 
thereof. In addition, while using the confirming screen of the 
display unit 40, the operator(s) may produce target digital 
document information (i.e., a middle data group unit in the 
database of the forensic system 1), or target information 
collected and preserved, and may control the status thereof. 
While using the confirming screen of the display unit 40, the 
operator(s) may make a connection of the custodian to the 
target information-collected and preserved. For example, 
while using the confirming screen of the display unit 40, the 
operator(s) may preset which custodian was related with the 
litigation to a plurality of targets composed of the digital 
document information acquired from the computers PC2 to 
PC5 or server 10. While using the confirming screen of the 
display unit 40, the operator(s) can select one or a plurality of 
targets to be analyzed. Thus, the control unit 160 can acquire 
the digital information recoded in the recording unit 30 to 
analyze the digital information by the various functional 
units. 
0080. The forensic system 1 may include the statistical 
data producing unit 130, which produces statistical data rep 
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resented by or otherwise based on data size for each data 
format of the digital document information recorded in 
recording unit 30, or statistical data represented by or other 
wise based on data size for each data format of the digital 
document information searched by searching unit 100. 
I0081 For example, while using the confirming screen of 
the display unit 40, the operator(s) can selectacustodian to be 
analyzed and a predetermined path (e.g., directory) from a 
target corresponding to the custodian to display a list of an 
analysis result of the number of files and a size for each 
custodian. Further, while using the confirming screen of the 
display unit 40, the operator(s) can display the list of the 
analysis result of the number of files and a size for each path 
(e.g., directory) as a chart. Further, while using the confirming 
screen of the display unit 40, the operator(s) can display the 
analysis result of the number of files and a size for each path 
(e.g., directory) as a list. Further, while using the confirming 
screen of the display unit 40, the operator(s) can display the 
list of the analysis result of the number of files and a size for 
each file type as a chart. Further, while using the confirming 
screen of the display unit 40, the operator(s) can display the 
list of the analysis result of the number of files and a size for 
each file type. 
I0082 Moreover, while using the confirming screen of the 
display unit 40, the operator(s) can display the list of the 
analysis result of the number of files and a size for each file 
type as a chart. Further, while using the confirming screen of 
the display unit 40, the operator(s) can display the list of the 
analysis result of the number of files and a size for each file 
type of only a text-searchable file as a chart. The text-search 
able file is a file where text information can be preliminarily 
extracted from the digital document information recorded in 
the recording unit 30 by the text information acquiring unit 
80. 

I0083) Next, the operator(s) can select a specific individual 
(e.g., custodian) from users contained in the user information 
of the digital information recorded in the recording unit 30 
using the specific-individual selecting unit 50 (ST4). While 
using the confirming screen of the display unit 40, the opera 
tor(s) can select a case, custodian, and/or target. 
I0084. When the operator(s) review or otherwise evaluate 
the digital document information where an access right has 
been set to a custodian, if the individual’s rank is higher 
within an organization, the access right can be set broader, so 
that numerous electronic documents, which are not related 
with the litigation and which were not actually browsed by the 
individual, are eventually collected. In Such case, a problem 
can occur where significant labor and cost are needed to 
perform the analysis in order to find only documents related 
with the individual from an enormous amount of collected 
information. 
I0085. To avoid such a problem, the digital document infor 
mation extracting unit 60 can also extract only the digital 
document information which was accessed by the selected 
specific individual (e.g., custodian) based on the access his 
tory information related with the selected specific individual 
(ST5). 
I0086 For example, when the operator(s) select Mr. Koh 
(e.g., personal name of a custodian), only the document file 
which was accessed by Mr. Kohis extracted within the digital 
document information within the selected target. By using the 
access history information, the operator(s) can extract the 
document file (e.g., browsed, edited, or produced), which was 
actually accessed by Mr. Koh. The access history information 
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shows a fact that a user, which used either of a plurality of 
computers, accessed the digital document information 
recorded in the server. For example, the access history infor 
mation may include a userID showing who the user is, and the 
access history information may include access information 
showing which digital document information the user 
accessed and when the user accessed the digital document 
information. Since the ID information at Mr. Koh's utilization 
time of the computer or the server, and the access history 
information about Mr. Koh, are preliminarily recorded in 
recording unit 30, the operator(s) can extract the digital docu 
ment file which was accessed by Mr. Koh by taking a corre 
spondence relationship between Mr. Koh's ID and the docu 
ment file which was accessed by Mr. Koh. 
I0087. The example of Mr. Koh has been described, but 
when a plurality of custodians such as Mr. Otsu (e.g., personal 
name of another custodian) in addition to Mr. Koh are 
selected, the digital document information extracting unit 60 
can extract a document file related with the plurality of cus 
todians. 
0088 As described above, when the operator(s) have set a 
relationship between the target and the custodian, only a 
document file which was accessed by the custodian who was 
actually selected by specific-individual selecting unit 50 
within the target which was determined to be related and 
selected as the custodian at the target unit is consistently 
extracted. 
0089 Moreover, the operator(s) can search according to 
the function of searching unit 100, while using the confirming 
screen of the display unit 40. Further, the display control unit 
45 function allows the operator(s) to perform simple brows 
ing, while using the confirming screen of the display unit 40. 
The simple browsing allows the operator(s) to grasp the con 
tents of the digital document information quickly and effi 
ciently. 
0090 The operator(s) may set additional information to 
the extracted document files in the digital document informa 
tion to indicate whether or not each of the document files is 
related with the litigation (ST6). Specifically, the operator(s) 
may add a tag for each document file depending on its rela 
tionship with the litigation. The tag (e.g., additional informa 
tion) may include “hot” for a file related with the litigation, 
“responsive” for one which may potentially be related with 
the litigation, and/or “not responsive” for one which is not 
related with the litigation. More specifically, the operator(s) 
may input a tag by clicking a file row in a batch list. 
0091. The operator(s) may use the output unit 120 to out 
put the document file related with the litigation based on the 
additional information. For example, the operator(s) may out 
put only a document file attached with “hot” or may output 
document files attached with “hot” and “responsive.” among 
other possibilities and combinations. The output unit 120 may 
output a document file related with the litigation based on the 
additional information (ST7). 
0092. The forensic system 1 may include or otherwise be 
associated with a plurality of servers. The forensic system 1 
may include digital information extracting unit and a search 
ing unit. The digital information extracting unit and searching 
unit may be separated into the various servers to form the 
forensic system 1. The separated forensic systems may be 
connected via a network. 
0093. By way of another example, a second embodiment 
will be described with reference to FIG. 4. The forensic 
system 1 may have a system configuration of a network type 
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as shown in FIG. 4. The second embodiment of the inventive 
concept of the forensic system 1 may include processing units 
similar to those of the forensic system 1 explained in the first 
embodiment of the inventive concept. The processing units 
are located separately in a plurality of servers. The servers are 
connected to each other via a network. Therefore, the servers 
may be located within the country, and the servers may be 
located in a distributed manner regardless of home and/or 
abroad. 
0094. The display units 40 may be provided on clients PC 
170 to PC 172. The display response of the display units 40 
can be improved by collecting data transmissions and recep 
tions in a virtual client/server in a bundle between a plurality 
of clients (e.g., PCs) and a user interface (UI) server. 
0.095 Thus, the forensic system 1 may be configured by 
the computer in a similar fashion as the first embodiment, or 
alternatively, the forensic system 1 may be configured by the 
system of the network type similar to the second embodiment. 
0096. According to the forensic system 1, the specific 
individual selecting unit 50, additional information setting 
unit 70, and/or keyword setting unit 90 can correspond to the 
data input device provided in each of clients PC 170 to PC 
172. 
0097. By selecting a specific individual, sorting only digi 

tal document information which was accessed by the specific 
individual based on the access history information about the 
selected specific individual, extracting the Sorted digital 
document information, setting additional information indi 
cating whether or not the document files in the extracted 
digital document information are each related with the litiga 
tion, and outputting the document file related with the litiga 
tion based on the additional information, the forensic system 
1 makes it possible to extract and analyze only the digital 
document information which was accessed by the specific 
individual without evaluating all of the digital document 
information within the range of the access right possessed by 
the specific individual, when the individual is involved in the 
litigation. 
0098. Accordingly, the operator(s) can extract only the 
digital document information related with the specific indi 
vidual among the flood of digital document information, 
thereby achieving a workload reduction for evidentiary mate 
rial preparation in connection with the litigation. 
0099. The forensic system 1 can use the second digital 
information recorded in the second server, and when extract 
ing the second digital document information based on the 
second access history information, the forensic system 1 may 
extract, analyze and evaluate only some of the digital docu 
ment information recorded in the second server, which was 
accessed by the specific individual without evaluating all of 
the digital information recorded in the plurality of servers. 
0100. According to the forensic system 1, the text infor 
mation extracting unit 80 and searching unit 100 are pro 
vided, and when the additional information setting unit 70 
sets additional information to the searched document file, the 
operators can narrow down only some of the digital document 
information recorded in the server which was accessed by the 
specific individual, and a population of the digital document 
information, which is potentially related with the litigation, 
using a predetermining search. 
0101. According to the forensic system 1, when the docu 
ment file converted by the data converting unit 110 is pro 
cessed with the same data format as the converted data format 
in a period before it is outputted by the output unit 120, the 
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operator(s) can reduce a wasteful step such as data format 
conversion in the course of the processing flow, and they can 
exclude a risk of quality degradation of the digital document 
information. 
0102) According to the forensic system 1, when the statis 

tical data producing unit 130 is further provided, statistical 
data can be visualized and provided to the operator(s), so that 
labor required for litigation preparation can be grasped early 
and efficiently. 
0103) Further, according to the forensic system, method, 
and program of the inventive concept, when the digital infor 
mation acquiring unit 20 acquires only the digital document 
information and folder information, which were produced 
after the time and date previously clocked by the clock unit, 
and acquires only the user information and the access history 
information related with the acquired digital document infor 
mation and the folder information, the operator(s) can per 
form a difference collection of the digital information, which 
can reduce the load for acquiring the same digital information 
from Such a device as the server redundantly each time. 
According to the forensic system 1, when the digital infor 
mation extracting unit 60 and searching unit 100 are separated 
into different servers of the forensic system, respectively, a 
processing capacity of the whole system can be improved by 
distributing calculation steps of respective processing units to 
the respective servers. 
0104. According to the forensic system 1, when simulta 
neous utilization by a plurality of operators is possible, the 
additional information setting unit 70 allows different opera 
tors to set additional information, so that the operators can 
perform a preparatory work at an early stage by a plurality of 
individuals making a determination about whether or not 
digital document information is evidentiary material to a 
court of law. 

0105. The embodiments of the inventive concept have 
been described above, but the technical scope of the inventive 
concept is not limited to the scope described in the above 
described embodiments. It is apparent that various modifica 
tions or improvements can be applied to the above-described 
embodiments. It is apparent from the description of the scope 
of claims that an aspect which has been applied with Such a 
modification or improvement can also be included in the 
technical scope of the inventive concept. 
0106 Further, forensic systems 1 of the first embodiment 
and the second embodiment may be configured by combining 
the respective whole systems or respective processing units of 
the respective forensic systems 1. 

1. A forensic system configured to acquire digital informa 
tion recorded on a plurality of computers or a server to ana 
lyze the acquired digital information, the forensic system 
comprising: 

a digital information acquiring unit configured to acquire 
digital information containing digital document infor 
mation composed of a plurality of document files, to 
acquire user information about users using the plurality 
of computers or the server, and to acquire access history 
information which shows a fact that the users accessed a 
document file recorded in the server; 

a recording unit configured to record therein digital infor 
mation acquired by the digital information acquiring 
unit; 

a display unit configured to display the recorded digital 
information; 
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a specific-individual selecting unit configured to select, via 
the display unit, a specific individual from at least one 
user contained in the user information; 

a digital document information extracting unit configured 
to extract only digital document information which was 
accessed by the specific individual based on the access 
history information related with the selected specific 
individual; 

an additional information setting unit configured to set, via 
the display unit, additional information indicating 
whether or not document files in the extracted digital 
document information are each related with litigation; 
and 

an output unit configured to output a document file related 
with the litigation based on the additional information. 

2. The forensic system according to claim 1, wherein 
the digital information acquiring unit is configured to 

acquire second digital information including second 
digital document information, second user information 
and second access history information, the second digi 
tal information being recorded in a second server differ 
ent from the server; and 

the forensic system is configured to use not only the digital 
information but also the second digital information, and 
to extract the second digital document information 
based on the second access history information. 

3. The forensic system according to claim 1, further com 
prising: 

a text information extracting unit configured to extract text 
information for each of the plurality of document files 
from the recorded digital document information; 

a keyword selecting unit configured to select a keyword; 
and 

a searching unit configured to search a document file 
including the selected keyword based on the extracted 
text information, wherein 

the additional information setting unit is configured to set 
additional information to the searched document file. 

4. The forensic system according to claim 1, further com 
prising: 

a data converting unit configured to convert the document 
file in the digital document information recorded by the 
recording unit to a predetermined data format, wherein 

the document file converted by the data converting unit is 
processed with the same data format as the converted 
data format in a period before being outputted by the 
output unit. 

5. The forensic system according to claim 1, further com 
prising: 

a statistical data producing unit configured to produce sta 
tistical data represented by data size for each data format 
of the acquired digital document information or statisti 
cal data represented by data size for each data format of 
the searched digital document information. 

6. The forensic system according to claim 1, further com 
prising: 

a clock unit which, when newly acquiring digital informa 
tion, is configured to clock a time and date of the acqui 
sition of the digital information, the digital information 
further including folder information saving digital docu 
ment information, wherein 

the digital information acquiring unit is configured to 
acquire the digital document information and the folder 
information which were produced after a time and date 
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previously clocked by the clock unit, and is configured 
to acquire user information and access history informa 
tion related with the acquired digital document informa 
tion and the folder information. 

7. The forensic system according to claim 1, wherein 
the forensic system further includes a plurality of servers, 
the digital information extracting unit and the searching 

unit are separate from the servers, respectively, and 
the separate digital information extracting unit, the search 

ing unit, and the plurality of servers are connected to 
each other via a network. 

8. The forensic system according to claim 1, wherein 
the forensic system is configured to be simultaneously used 
by a plurality of operators, and 

the additional information setting unit is configured to set 
additional information by different operators. 

9. The forensic system according to claim 1, wherein 
the output unit is either one of a printer and a digital 

document producing device. 
10. A forensic method for acquiring digital information 

recorded on a plurality of computers or a server to analyze the 
acquired digital information, the method comprising: 

acquiring digital information containing digital document 
information composed of a plurality of document files, 
acquiring user information about users using the plural 
ity of computers or the server, and acquiring access 
history information which shows a fact that the users 
accessed a document file recorded in the server; 

recording the acquired digital information; 
displaying the recorded digital information; 
Selecting a specific individual from at least one user con 

tained in the user information; 
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extracting only digital document information which was 
accessed by the specific individual based on the access 
history information related with the selected specific 
individual; 

setting additional information indicating whether or not 
document files in the extracted digital document infor 
mation are each related with litigation; and 

outputting a document file related with the litigation based 
on the additional information. 

11. A recording program recording therein a forensic pro 
gram which acquires digital information recorded on a plu 
rality of computers or a server to analyze the acquired digital 
information, for causing a computer to execute: 

a function of acquiring digital information containing digi 
tal document information composed of a plurality of 
document files, acquiring user information about users 
using the plurality of computers or the server, and 
acquiring access history information which shows a fact 
that the users accessed a document file recorded in the 
server; 

a function of recording the acquired digital information; 
a function of displaying the recorded digital information; 
a function of selecting a specific individual from at least 

one user contained in the user information; 
a function of extracting only digital document information 

which was accessed by the specific individual based on 
the access history information related with the selected 
specific individual; 

a function of setting additional information indicating 
whether or not document files in the extracted digital 
document information are each related with litigation; 
and 

a function of outputting a document file related with the 
litigation based on the additional information. 
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