w ©2213/@2797 A1 | I 0N OO O A0 AR R

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

~

(19) World Intellectual Property Ny
Organization
International Bureau

20 June 2013 (20.06.2013)

(10) International Publication Number

WO 2013/090797 Al

WIPO | PCT

(51)

21

(22)

(25
(26)
(30)

(71)

(72)

International Patent Classification:
HO4W 8/20 (2009.01) HO4W 4/12 (2009.01)

International Application Number:

PCT/US20 12/069870 (81)

International Filing Date:
14 December 2012 (14.12.2012)

Filing Language: English
Publication Language: English
Priority Data:

61/570,680 14 December 201 1(14.12.201 1) us

Applicant: VISA INTERNATIONAL SERVICE ASSO-
CIATION [US/US]; P.O. Box 8999, M1-12SE, San Fran-
cisco, California 94128 (US).

Inventor: CARLSON, Mark; 153 Miramontes Avenue,
Half Moon Bay, California 94109 (US).

(84)

(74) Agents. JOHNS, Athena C. et a; Kilpatrick Townsend &

Stockton LLP, Two Embarcadero Center, 8th Floor, San
Francisco, CA 941 11 (US).

Designated States (unless otherwise indicated, for every
kind d national protection available): AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, HI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP,
KR, KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD,
ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI,
NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU,
RW, SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ,
T™, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA,
ZM, ZW.

Designated States (unless otherwise indicated, for every
kind d regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, Sz, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,

[ Continued on nextpage]

(54) Title:

Store verification data for enfing
account
804

l

wand fram the
device

Send request for verification data
(e the user's robile device
808

l

Heceive verification message
inchuding verification data from the
usar's mobiie device
510

Lack online accaunt for the user
214

User account remaing unjocked
516

FiG. §

ONLINE ACCOUNT ACCESS CONTROL BY MOBILE DEVICE

(57) Abstract: Systems and methods for controlling access to
an online account are described. An access control message
including an action to be performed on an online account can
be sent from a mobile device to a server. A user verification
query message can be sent to the mobile device. A user veri-
fication response message can be received from the mobile
device. The user verification response message can include
verification information that is different from login informa-
tion for the online account. The user verification response
message can be verified by comparing the verification inform-
ation to stored information. If the user verification response
message is successfully verified, the action indicated in the ac-
cess control message can be performed on the online account.



w o 2013/090797 Ai. [l Il Ao ORIl 40w ool

EE, ES H. PR GB, GR HR HU IE IS T, LT, LU, before the expiration d the time limitfor amending the
LV, MC, MK, MT, N, NO, PL, FT, RO, RS SE S, claims and to be republished in the event d receipt d
SM, TR), OAPl (BF, BJ CF, CG, Cl, CM, GA, GN, GQ, amendments (Rule 48.2(h)

GW, ML, MR, NE, SN, TD, TG)
Published:
—  with international search report (Art. 21(3))



WO 2013/090797 PCT/US2012/069870

ONLINE ACCOUNT ACCESS CONTROL BY MOBILE DEVICE

CROSS-REFERENCES TO RELATED APPLICATIONS

[0001] The present application is a PCT application of and claims priority to U.S.
Provisional Application No. 61/570,680, filed on December 14, 201 1 (Attorney
Docket No.: 79900-822787), the entire contents of which are herein incorporated by

reference for all purposes.

BACKGROUND

[0002] Online accounts for e-mail, social networks, financial account management,
and online shopping are increasingly ubiquitous. When an online account is
established, a customer typically provides login information such as a username and

password combination that is used by the customer to gain access to the account.

[0003] An online account may be compromised, allowing an unauthorized user to
gain access to the account. For example, if an unauthorized user discovers the login
information for an account, the unauthorized user may enter the login information to
access the account. The unauthorized user may use the account to engage in
activity that is damaging to the customer who holds the online account. For
example, the unauthorized user may send e-mail from an customer's e-mail account
to the customer's e-mail contacts. If an unauthorized user gains access to an
enrollee's social network account, the unauthorized user may post unwanted content
to the social network account. Unauthorized access to an online account associated
with a financial account can be particularly dangerous as the unauthorized user may

make unauthorized purchases using the financial account.

[0004] When an unauthorized user gains access to the login information for
accessing an account, it may be difficult for the customer to regain control of the
account. The customer may be required to make a call to the online account
provider or visit a physical location of the online account provider to access the
account again. These requirements may inconvenience the customer, particularly if
the customer is left without access to the account for an extended period of time

while taking steps to regain control of the account.
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[0005] Embodiments of the invention solve these and other problems.

BRIEF SUMMARY

[0006] Techniques are described for controlling access to an online account with a
mobile device. An online account user can send a message, such as an SMS

message, indicating an action to take on the account.

[0007] One embodiment is directed to a method for controlling access to an online
account. An access control message can be received from a mobile device. The
access control message can include an action to be performed on an online account.
The online account may be accessible using login information. A user verification
guery message can be sent to the mobile device. A user verification response
message can be received from the mobile device. The user verification response
message can include verification information that is different from the login
information for the online account. The user verification response message can be
verified by comparing the verification information to stored information. If the user
verification response message is successfully verified, the action indicated in the

access control message can be performed.

[0008] Another embodiment is directed to a mobile device. The mobile device can
include a processor and a computer readable medium coupled to the processor.
The computer readable medium may include code executable the processor. The
code may be operative to send an access control message to a server. The access
control message can include an action to be performed on an online account. The
online account can be accessed using login information. A user verification query
message can be received from the server. The mobile device can send a user
verification response message to the server. The user verification response
message may include verification information that is different from the login
information for the online account. If the user verification response message is
verified by the server, the action indicated in the access control message may be

performed on the online account.

[0009] A further embodiment is directed to a system for controlling access to an
online account. The system can include a processor and a computer readable

medium coupled to the processor. The computer readable medium can include code
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executable the processor. The code may be operative to receive an access control
message from a mobile device. The access control message can include an action
to be performed on an online account. The online account can be accessed using
login information. A user verification query message may be sent to the mobile
device. A user verification response message may be received from the mobile
device. The user verification response message can include verification information
that is different from the login information for the online account. The user
verification response message can be verified by comparing the verification
information to the stored information. If the user verification response message is
verified, the action indicted in the access control message can be performed on the

online account.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] FIG. lis an illustrative block diagram of a system for controlling access to

an online account.

[0011] FIG. 2 shows an illustrative flow chart for unlocking and locking an online

account.

[0012] FIG. 3 shows an illustrative flow chart for using an access control message

to lock and unlock a device.

[0013] FIG. 4 shows an illustrative message exchange including a request for a

user verification response message.

[0014] FIG. 5 shows an illustrative flow chart for access control of an online

account including verification.

[0015] FIG. 6 shows an illustrative block diagram of a computer system.

DETAILED DESCRIPTION

[0016] Systems and methods are described for controlling access to an online
account. The online account can include login information used for accessing the
account. If a user wishes to disable or enable the ability for the online account to be

accessed with the login information, the user may send an access control message
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to a server. For example, the user may use a mobile device such as a cellular
phone to send a message such as an SMS to the server. The access control
message may include a command, such as "lock" or "unlock." The access control

message may be received by a server capable of controlling the online account.

[0017] The mobile device may subsequently receive a user verification query
message. For example, the server may send a user verification query message to
the mobile device. The user verification query message may include a request for
the user to enter verification information, such as the last four numbers of a social

security number or other personal information.

[0018] The user may send a user verification response message from the mobile
device in response to the user verification query message. The user verification
response message may include verification information responsive to a query in the

user verification query message.

[0019] When the user verification response message is received from the mobile
device, the verification information may be compared to stored verification
information. For example, the server may receive the user verification response
message and compare verification information from the message to verification
information stored in the server in association with the online account. If the
received verification information matches the stored verification information, the
server may perform the action specified in the access control message. For
example, if the access control message included a "lock" command, the server may
lock the online account. Locking the online account may render the online account
inaccessible. For example, it may not be possible to login to the online account
using the login information associated with the online account while the online
account is locked. If the user subsequently sends an access control message
including an "unlock” command, the online account may be unlocked. For example,
when the online account is unlocked, it may be possible to login to the online

account using the login information.

[0020] Terms used to describe embodiments herein can be understood with

reference to the descriptions provided below:

[0021] An "online account” can be any account that can be used via a connection
to a network such as the Internet. Examples of online accounts include e-mail,

instant message, voice communication, social network accounts, customer accounts
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associated with one or more merchants, media accounts (associated with
applications for managing stored media, receiving streamed media and/or
downloading media, etc.), game accounts, and accounts associated with various
other services such as money transfer services. In some embodiments, an online
account can provide tools related to a financial account, such as a bank account,
credit card account, debit card account, loan management account, bill payment

management account, etc.

[0022] When an online account is created, a user may be prompted to provide login
information. "Login information" may include a password and an identifier such as a
username, e-mail address, or other user identification. The login information may be
selected by or assigned to the user. When login information is correctly entered in

an interface for an online account, access to the online account may be granted.

[0023] *"Verification information" can be information used to verify that an authorized
user is taking action with respect to an online account. In some embodiments,
verification information is information associated with a mobile device. For example,
verification information can include identifying information for a device, such as a
Mobile Subscriber Integrated Services Digital Network (MSISDN) number or other
telephone number associated with the device, International Mobile Subscriber
Identity (IMSI) number, International Mobile Station Equipment Identity (IMEI)
number, media access control (MAC) address, internet protocol (IP) address, or
other device identification. In some embodiments, verification information includes
personal information, such as the last four numbers of a user's social security
number, a mother's maiden name, city of birth, etc. A user may be prompted to
provide verification information when an account is established, or a user may elect
to or be prompted to provide verification information at a later time. Verification
information can be entered by the user and stored by a server in association with an
online account. In a preferred embodiment, verification information is identifying
information for a device other than the device used to create the online account. For
example, a user can enter a telephone number associated with the user's cellular
phone when the user establishes the online account using a personal computer.
Alternatively, verification information about a user may be determined from sources
other than user input. In some embodiments, verification information can be
acquired from a mobile device during a mobile device registration process. For

example, an application executing on a server or on a mobile device may be capable

5
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of determining verification information for a mobile device and transmitting the
verification information to a server for storage in association with a user's online
account. Verification information can also be a code generated by an online account
server, an encrypted message or cryptographic hash generated by a mobile device,
or a message generated by a signed application of a mobile device. Other forms of

identification and information may be used as verification information.

[0024] A "mobile device" can include any device capable of sending and receiving
electronic communications through a network. For example, a mobile device may be
a cellular telephone, media player, tablet, laptop computer, or other device. The
mobile device may be capable of communicating with a cellular network, local area
network, the internet or other network via a wired or wireless connection. Wireless
connections may occur via 3G, EDGE, WiFi, or other mobile communication
technologies or short range communication technologies such as WiFi, Bluetooth, or
other wireless protocols. Typically, a mobile device is configured to be carried by a

user.

[0025] A "message" can be information transmitted from the mobile device and
received by a server. For example, the message may be a short message service
(SMS) communication, an e-mail, an instant message, or a message originated by
an application of the mobile device, such as a digitally signed application configured

to validate an online account.

[0026] A digital signature may be applied to data to demonstrate the authenticity of
the data. For example, an encryption algorithm such as an RSA algorithm may be
applied to an application to be installed on mobile device. The digital signature may
allow the mobile device to determine that the application to be installed on the mobile
device (e.g., the executable file) is authentic and unaltered. In some embodiments,
an encryption algorithm may be applied to a message sent by the mobile device.

For example, key stored on the mobile device, such as a private key, may be used to
sign the message. A key stored on online account server, such as a public key, may
be used to allow the server to determine that the message is authentic and

unaltered.

[0027] FIG. 1shows an illustrative block diagram of a system for controlling access
to an online account, according to an embodiment. The system 100 can include

mobile device 102. Mobile device 102 may be configured to exchange messages
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with online account server 104. For example, mobile device 102 may be

communicatively coupled to online account server 104 via a network connection.

[0028] Online account server 104 may be a server operated by an online account
provider for providing online account functionality to users. Alternatively, online
account server 104 may be operated by a partner of the online account provider for

providing verification services.

[0029] Online account server 104 may be communicatively coupled to one or more
online account databases 106. Login information, verification information, and other
data associated with an online account may be stored on one or more online account
databases 106. In some embodiments, online account server 104 communicates
with another server that is communicatively coupled to one or more online account
databases 106. When online account server 104 communicates with online account
databases 106 through another server, the other server may be configured to

perform an action on an online account.

[0030] Online account server 104 may include validation module 108. Validation
module 108 may be a set of instructions stored on data storage element 110 and
executed by a processor 112 of online account server 104 for receiving an access
control message from a mobile device. Processor 112 may be communicatively
coupled to data storage element 110. Validation module 108 may be further
configured to send a user verification query message to mobile device 102 and
receive a user verification response message from mobile device 102. Validation
module may also be configured to verify a user verification response message, for
example, by comparing verification information of the verification response message
to stored verification information. Verification information may be stored on a data
storage element 110 of online account server 104 or on online account database
106. If validation module 108 does not recognize a device, the user can be provided
with an alert that the user verification response message was not successfully

verified.

[0031] Data storage element 110 can store additional modules having instructions
that can be executed by the processor to perform various functions for an online
account system. It will be recognized that these modules could be alternatively
stored and executed on a server communicatively coupled to online account server

104 and/or online account database 106.
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[0032] For example, data storage element 110 can store an enrollment module
120. Enroliment module 120 can provide a user with a form having fields in which
the user can input information such as username, password, contact information and
other information pertinent to a particular online account. The form may be
displayed on mobile device 102 or another device communicatively coupled to online
account server 104. In some embodiments, enrollment module 120 can be
configured to register mobile device 102. For example, enrolilment module 120 may
request that a user input identifying information for a mobile device, such as a phone
number associated with the mobile device. Enrollment module 120 may alternatively
obtain identifying information from the mobile device without requiring user input, for
example, by interacting with one or more applications executed by mobile device 102
to obtain information such as a MSISDN number and/or IMSI. The identifying

information may be used as verification information.

[0033] In afurther example, data storage element 110 can store online account
access module 122. Online account access module 122 can provide logic for
granting and denying access to an online account. For example, if an access control
message has been received by online account server 104 from mobile device 102
and the access control message indicates that access to the online account should
be disabled (a "locked" state), online account access module 122 may prevent the
account from being accessed even when login information for the online account is
correctly entered. Similarly, if an access control message is received indicating that
access to the online account should be disabled (an "unlocked" state), online
account access module 122 may allow access to the online account when login
information is correctly entered. In some embodiments, the online account access
module executes an action indicated by an access control message only after a user
verification response message has been received from mobile device 102 and

verification information in the user verification response message has been verified.

[0034] In other embodiments, the online account access module 122 can include a
verification code generation module. The verification code generation module can
generate a verification code each time an access control message is received from
mobile device 102. A user verification query message including the generated code
can be sent from online account server 104 to mobile device 102. The online
account access module may execute an action indicated by an access control

message only if a user verification response message sent from mobile device 102
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to online account server 104 includes the generated code, as verified by validation
module 108. In further embodiments, the user can provide the code in addition to
login information on an attempt to access the online account if the account was

previously locked, deactivated, suspended, etc.

[0035] In some embodiments, an application 114 is stored on a data storage
element 116 of mobile device 112 and is executed by a controller 118
communicatively coupled to data storage element 116. For added security,

application 114 may be a digitally signed application.

[0036] Data storage elements 110 and 116 may be computer readable media such
as a memory or hard drive. A computer readable medium can include a fixed disk or
a system memory, disk drives, optical storage devices, solid-state storage device
such as a random access memory ("RAM") and/or a read-only memory ("ROM"),
which can be programmable, flash-updateable and/or the like. The computer-
readable medium of 110 (optionally, in combination with database 106 and other
data storage devices) can provide remote, local, fixed, and/or removable storage
devices plus storage media for temporarily and/or more permanently containing,

storing, transmitting, and retrieving computer-readable information.

[0037] Online account server 104 may also comprise software elements, including
an operating system and/or other code, such as an application program (which may
be a client application, Web browser, mid-tier application, RDBMS, etc.). It will be
appreciated that alternate embodiments of online account server 104 may be used in
system 100. For example, elements shown as software might be implemented in

hardware.

[0038] A user may wish to use an online account access control feature to maintain
an online account in a "locked" state and to "unlock" an account only when the user
is actively using the online account. An implementation of this use of online account

access control is illustrated with reference to FIG. 2.

[0039] FIG. 2 shows an exemplary use of system 100 to unlock and lock an online
account in accordance with an embodiment. At operation 200, an online account
can be established for a user. The online account may have associated login
information. At operation 202, an access control message can be received by online
account server 104 from mobile device 102. The access control message may

include an action to be performed on an online account, such as an "unlock" action

9
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enabling access to the online account. For example, the message may be an SMS
including the word "unlock." Online access module 122 of online account module
104 may enable access to an online account associated with mobile device 102 in
response to receiving the access control message, as indicated at operation 204.
For example, online access module 122 may search stored data, such as data
stored at data storage element 110 or online account database 106, for an online
account associated with the identifying information of mobile device 102 (such as a
phone number of mobile device 102). When access to the online account is
enabled, the user may login to the account using login information associated with
the online account such as username and password. The user may login to the
account from mobile device 102 or from another device. In some embodiments, the
account is unlocked for a pre-established period of time. Alternatively, a user may

send a subsequent command to lock the account.

[0040] At operation 206, an access control message including a "lock" action may
be received by online account server 104 from mobile device 102. The lock action
may indicate that the user wishes to disable access to the online account. At
operation 208, online access module 122 of online account module 104 may disable
access to an online account associated with mobile device 102. For example, online
access module 122 may search stored data for an online account associated with
the identifying information of mobile device 102. When access to the online account
is disabled, no user will be able to access the online account using the login

information.

[0041] 1t will be recognized that the access control messages to "unlock” and "lock"
the online account as described with reference to FIG. 2 could be sent in reverse
order, i.e., the online account could be locked for a period of time and subsequently
unlocked. In some embodiments, when access to the online account is disabled
("locked"), the user may login to the account using login information associated with
the online account, but no updates to the online account may be made. In other
embodiments, when access to the online account is disabled, an online account that
is viewable by other users (e.g., a social networking account) is no longer visible to
other users. It will be recognized that an account may be enabled and/or disabled in

various ways in response to receiving an access control message.

[0042] In some embodiments, an access control message can be used to change a

functionality of a device. For example, it may be desirable to lock a device, such as

10



WO 2013/090797 PCT/US2012/069870

a wireless router, for a period of time when a user does not wish for the device to be
used (e.g., a parent may wish to curtail usage of the internet by a child during a

particular period of time).

[0043] FIG. 3 shows an illustrative use of an access control message to lock and
unlock a device. At operation 302, mobile device 102 can send an access control
message to a device such as a wireless router. The access control message can
include an action to be performed on the wireless router. For example, the action
could be a "lock" action that prevents the wireless router from transmitting
information. At operation 304, the wireless router can disable transmissions in
response to the received access control message. The wireless router may
determine whether identifying information (e.g., a phone number) for the mobile
device 102 from which the access control message was received matches identifying
information stored in a memory of the wireless router. In some embodiments, the
device can be locked for a pre-established period of time. Alternatively, a user can
transmit an unlock command when the user is ready for the device to be re-enabled.
At operation 306, mobile device 102 can send an access control message to the
device including an "unlock" action to be performed on the wireless router. At
operation 308, in response to receiving the access control message, the wireless
router can re-enable transmissions. It will be recognized that the access control
messages to "lock" and "unlock" the device as described with reference to FIG. 3
could be sent in reverse order, i.e., the device could be unlocked for a period of time

and subsequently locked.

[0044] A user may be concerned about the potential for an access control message
appearing to originate from the user's mobile device to be sent from an unauthorized
user. For example, an unauthorized user may be able to generate a message
including identifying information from the user's mobile device although the message
from the unauthorized user is actually generated by a different device. To provide
added security, the online account server 104 may send a message to the user's
mobile device prompting mobile device 102 to provide a response message. In this
way, even if an access control message is generated form an unauthorized device, a
prompt for additional security information sent to an authorized device can be used
to ensure that no action will be taken based on an access control message

generated from an unauthorized device.

11
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[0045] FIG. 4 shows an illustrative message exchange including a request for a
user verification response message, in accordance with an embodiment. Mobile
device 102 can send an access control message 400 to online account server 104.
The access control message 400 can be an SMS, instant message, e-mail, message
generated by an application (such as a signed application) of mobile device 102, or
other message. The access control message 400 can include an action to be
performed on an online account. For example, the action can be one or more of:
preventing a user from accessing the online account with login information for the
online account, enabling a user to access the online account using login information
for the online account, disabling editing of information associated with the online
account, enabling editing of information associated with the online account, disabling
transmitting e-mail from the account, enabling transmitting e-mail from the account,
disabling public access to the online account (e.g., a social networking account),
enabling public access to the online account, and so on. In some embodiments, a
text command, such as "lock" or "unlock" can be included in an SMS sent to a phone
number for routing to an online account server. In other embodiments, a user may
select a command from a user interface of an application and the application may
generate a message (e.g., an SMS or other message format) including information

representative of the command.

[0046] When online account server 104 receives access control message 400,
online account server 104 can generate user verification query message 402 and
send user verification query message 402 to mobile device 102. User verification
guery message 402 may be an SMS, e-mail, instant message or other message
receivable by mobile device 102. User verification query message 402 may include
a request for the user to provide verification information, such as personal
information known to the user (e.g., last four digits of the user's social security
number, mother's maiden name, user's place of birth, etc.) In some embodiments,
user verification query message 402 may include a code generated by online
account server 104. In various embodiments, the user verification query message
402 is a message receivable by a verification application (e.g., signed application
114) of mobile device 102 that is configured to determine identifying information

about mobile device 102 (e.g., MSISDN and/or IMSI).

[0047] When mobile device 102 receives user verification query message 402,

mobile device 102 may send a user verification response message 404 to online

12
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server 104. For example, if user verification query message 402 requests
verification information, the user may enter the verification information into a
message such as an SMS, or enter input into an application interface of an
application configured to send a message. The message is sent as user verification
response message 404 to online server 104. If user verification query message 402
requests that the user respond with a code included in user verification query
message, the user can enter the code in a message such as an SMS and send the
message to online server 104. In some embodiments, a verification application of
mobile device 102 may send a user verification response message to online account
server 104 automatically (i.e., without requiring user input). The user verification
response message 404 may include a cryptographic hash value, such as a hash of
identifying information of mobile device 102 and additional information such as a
current date and/or time. When online account server 104 receives user verification
response message 404, validation module 108 may compare information in the user
verification response message 404 to verification information stored in data storage
110 (and/or verification information stored in online account database 106 or on
another server associated with the online account). For example, validation module
may search for validation information stored in association with identifying
information of mobile device 102, such as the phone number of mobile device 102.
If the user verification response message 404 can be verified, e.g., based on a
match between received verification information and stored verification information,

one or more actions indicated in access control message 400 may be taken.

[0048] FIG. 5 shows an illustrative use of system 100 for online account access
control including verification, according to an embodiment. At operation 502, an
online account can be established for a user. The online account may have
associated login information, such as a user name and password usable by a user to
access the online account. At operation 504, verification information can be stored
in association with the online account. For example, a user may be prompted to
provide verification information when creating an online account or subsequent to
creating an online account, or a user may wish to establish verification functionality
after an online account has been created. Verification information is typically
information that is different from the login information. Verification information can
include one or more of identifying information for mobile device 102, personal

information known by the user, etc. In some embodiments, verification information is
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generated by online account server 104 when an access control message is
received by the online account server. In afurther embodiment, verification
information can be generated by mobile device 102 when a user verification query

message is received by the mobile device.

[0049] At operation 506, an access control message can be received by online
account server 104 from mobile device 102. The access control message may
include an action to be performed on an online account, such as a "lock" action for
disabling access to the online account. For example, the message may be an SMS

including the word "lock."

[0050] At operation 508, online account server 104 may send a user verification
guery message to mobile device 102. The query message may be an SMS asking
the user to provide verification information. At operation 510, online account server
104 may receive a user verification response message from mobile device 102. The
user verification response message may be an SMS including verification

information entered by the user.

[0051] At decision diamond 512, validation module 108 of online account module
104 may determine whether verification information in the user verification response
message is valid. For example, validation module 108 may determine wither the
received verification information matches verification information stored in data
storage 110 of online account server 104, in online account database 106, or in
another storage location. If the verification information in the user verification
response message is determined to be valid, online account access module 122 of
online account server 104 may perform the action indicated in the access control
message. For example, if the action is a "lock" action, online account access module
122 may lock the online account, as indicated at operation 514. If the verification
information in the user verification response message is not determined to be valid,

the online account may remain unlocked, as indicated at operation 516.

[0052] In some embodiments, verification is performed by determining if a user
currently has an active status in an application or an online account other than the
online account for which an access control message is sent. For example, online
account server 104 may receive an access control message for an e-mail account
from a user of mobile device 102 and online account server 104 may be able to

determine if the user currently has an active status in an instant messaging account.
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If online account server 104 determines that the user has an active status in the
instant messaging account, online account server 104 may execute the action
indicated in the access control message. In other examples, online account server
104 may validate the access control message by determining whether a user has an
active status in an application other than the online account, such as an e-mail
account, social network account, validation application, or other account or
application. Online account server 104 may determine an active status via
communications with mobile device 102, via an application executing on online
account server 104, or via communication with another server with which the

application or account is associated.

[0053] Referring now to FIG. 6, an exemplary computer system according to one
embodiment is illustrated. The system may be used to implement any of the
computer systems described above (e.g., online account server, online account
database, mobile device, etc.). The subsystems shown in FIG. 6 are interconnected
via a system bus 602. Additional subsystems such as a printer 604, keyboard 606,
fixed disk 608 (or other memory comprising computer readable media), monitor 610,
which is coupled to display adapter 612, and others are shown. Peripherals and
input/output (1/0O) devices, which couple to 1/O controller 614 (which can be a
processor or other suitable controller), can be connected to the computer system by
any number of means known in the art, such as serial port 616. For example, serial
port 616 or external interface 618 can be used to connect the computer apparatus to
a wide area network such as the Internet, a mouse input device, or a scanner. The
interconnection via system bus allows the central processor 620 to communicate
with each subsystem and to control the execution of instructions from system
memory 622 or the fixed disk 608, as well as the exchange of information between
subsystems. The system memory 622 and/or the fixed disk 608 may embody a

computer readable medium.

[0054] It should be understood that the present technology as described above can
be implemented in the form of control logic using computer software (stored in a
tangible physical medium) in a modular or integrated manner. Based on the
disclosure and teachings provided herein, a person of ordinary skill in the art will
know and appreciate other ways and/or methods to implement the present

technology using hardware and a combination of hardware and software
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[0055] Any of the software components or functions described in this application,
may be implemented as software code to be executed by a processor using any
suitable computer language such as, for example, Java, C++ or Perl using, for
example, conventional or object-oriented techniques. The software code may be
stored as a series of instructions, or commands on a computer readable medium,
such as a random access memory (RAM), a read only memory (ROM), a magnetic
medium such as a hard-drive or a floppy disk, or an optical medium such as a CD-
ROM. Any such computer readable medium may reside on or within a single
computational apparatus, and may be present on or within different computational

apparatuses within a system or network.

[0056] The above description is illustrative and is not restrictive. Many variations of
the technology will become apparent to those skilled in the art upon review of the
disclosure. The scope of the technology should, therefore, be determined not with
reference to the above description, but instead should be determined with reference

to the pending claims along with their full scope or equivalents.

[0057] One or more features from any embodiment may be combined with one or
more features of any other embodiment without departing from the scope of the

technology.

[0058] A recitation of "a", "an" or "the" is intended to mean "one or more" unless

specifically indicated to the contrary.
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WHAT Is CLAIMED Is:

1. A method for controlling access to an online account, the
method comprising:

receiving an access control message from a mobile device, wherein
the access control message includes an action to be performed on an online
account, wherein the online account is accessed using login information;

sending a user verification query message to the mobile device;

receiving a user verification response message from the mobile device,
wherein the user verification response message includes verification information that
is different from the login information for the online account;

verifying the user verification response message, wherein the verifying
includes comparing the verification information to stored information; and

if the user verification response message is verified, performing the
action on an online account, wherein the action is based on the access control

message.

2. The method of claim 1, further comprising verifying the mobile
device, wherein the verifying includes comparing an identifier of the mobile device to

a plurality of stored identifiers.

3. The method of claim 2, wherein the identifier of the mobile
device includes at least one of a Mobile Subscriber Integrated Services Digital
Network (MSISDN) number and an International Mobile Subscriber Identity (IMSI).

4, The method of claim 1, wherein at least one of the access
control message, the user verification query message and the user verification

response message is a short message service (SMS) message.

5. The method of claim 1, wherein the user verification response

message includes a cryptographic hash value.

6. The method of claim 1, wherein at least one of the access
control message, the user verification query message and the user verification

response message is generated by a signed application.

7. The method of claim 1, wherein the action is preventing access

to the online account using the login information for the online account.
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8. The method of claim 1, wherein the action is enabling access to

the online account using the login information for the online account.

9. The method of claim 1, wherein the action is disabling editing of

information associated with the online account.

10. The method of claim 1, wherein the action is disabling

transmitting e-mail from the account.

11. The method of claim 1, further comprising:
enrolling the online account; and

registering the mobile device in association with the online account.

12. A mobile device, comprising:
a processor; and
a computer readable medium coupled to the processor, wherein the
computer readable medium includes code executable by the processor, the code
operative to:
send an access control message to a server, wherein the
access control message includes an action to be performed on an online account,
wherein the online account in accessed using login information;
receive a user verification query message from the server; and
send a user verification response message to the server,
wherein the user verification response message includes verification
information that is different from the login information for the online account;
wherein if the user verification response message is verified by the

server; the action is performed on the online account.

13.  The mobile device of claim 12, wherein at least one of the
access control message, the user verification query message and the user
verification response message is a short message service (SMS) message.

14.  The mobile device of claim 12, wherein the code is further
operative to generate a cryptographic hash value to include in the user verification

response message.

18



O X 9 N kWD =

[\ I e e T e T e Y Y Y
[ N e e e Y N S I =)

—_ W N

w N

WO 2013/090797 PCT/US2012/069870

15.  The mobile device of claim 12, wherein at least one of the
access control message, the user verification query message and the user

verification response message is generated by a signed application.

16. A system for controlling access to an online account, the system
comprising:
a processor; and
a computer readable medium coupled to the processor, wherein the
computer readable medium includes code executable by the processor, the code
operative to:
receive an access control message from a mobile device,
wherein the access control message includes an action to be performed on an
online account, wherein the online account is accessed using login
information;
send a user verification query message to the mobile device;
receive a user verification response message from the mobile
device, wherein the user verification response message includes verification
information that is different from the login information for the online account;
verify the user verification response message, wherein the
verifying includes comparing the verification information to stored
information; and
if the user verification response message is verified, performing
the action on an online account, wherein the action is based on the

access control message.

17.  The system of claim 16, wherein the code is further operative to
verify the mobile device, wherein the verifying includes comparing an identifier of the

mobile device to a plurality of stored identifiers.

18. The system of claim 16, wherein the identifier of the mobile
device includes at least one of a Mobile Subscriber Integrated Services Digital
Network (MSISDN) number and an International Mobile Subscriber Identity (IMSI).

19. The system of claim 16, wherein at least one of the access
control message, the user verification query message and the user verification

response message is a short message service (SMS) message.
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20. The system of claim 16, wherein the action is preventing access

to the online account using the login information for the online account.

21. The system of claim 16, wherein the action is enabling access to

the online account using the login information for the online account.

22.  The system of claim 16, wherein the action is disabling editing of

information associated with the online account.

23.  The system of claim 16, wherein the action is disabling

transmitting e-mail from the account.
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