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In password protection access, a nominated telephone number Is used as the user identity associated with the protected
iInformation. If the user needs to change his password, he makes a call from the nominated telephone to a change password
service, which automatically retrieves the calling line identity from the signalling information of the incoming call, prompts for a
new password, receives the new password from the user, and records the new password In place of the previous password.
There Is no Involvement of system administration personnel, and no consequent delay while a manual reset of the user's
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PASSWORD PROTECTION

This invention relates to password protection and particularly, but not

exclusively, to a method of updating a password Dby direct user input from 2
5 telephone. In this application, the terms updating and changing are used
Synonyinously.

European Patent Application EP O 862 104 A {Casio Computer Cn., LLd.)
discloses an authentication systemn in which a user's terminal device gslores the
user's username and his password, and for each access altempt autherlication is

10 based upon the username and password read out of the store in the lerminal device
and sent to the authentication server, This avoids the need for the uscr to remember
his username and password. There is also disclosed the use ¢f Lhe telephone number
of the lerminal device as the user's username, and obtaining this lelephone number
from the incoming access attempt call. Thus, in this case only the user’'s password

15 is required to be read from the store in the terminal device and sent o the
aduthentication server.

Eurcpean Patent Application EP O 541 435 A (Fujitsu Limitedt) ﬁi:adcws BT
authentication system in which a caller provides a username and a password, which
are checked. |f they match an existing entry, the telephone nurber Ffrom which that

20 currenl access attempt is being made is obtained from the incuming call, stored for
use with thce next access attempt for that username, and comparied with 1he
corresponding telephone number stored for the previous access attempt. If there is
no match, a warning message is played and the caller is requested to enter a second
password. This system helps to prevent fraudulent use ol a person’'s usermame and

25 password from a telephone different from the one that the person normally usos.

Eurcpean Patent Application EP 0 745 924 A {ATA&T) discluses o mothoed of
authenticating user terminal access to ijervice pm\fidar by means of a service
bureau. The service bureau sets up a new user terminal {or ﬁasxword authenticated
access by encrypting the calling line identity (CL!) associated with that uscor's

30 terminal, which the service bureau obtains from a network-based automatic number
\dentification (ANl unit, and sending the encrypted CLI to the user's terminal for
Storage as a password. When the user desires access to the service provider, he

makes a call from his user terminal to the service bureau, which encrypls the CLI of
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that call, sutomatically retrieves the password stored in the user's Lenmmal and,
upon finding a match between the retrieved password and the newly encrypted CLI,
permits access to the service pravider,
The service bureau is programmed for automatically changing the password
5 stored in the user's terminal. This change is effected following normal authentication
of a3 user terminal by the service bureau re-encrypting the CLI using a different
encryption key, and sending the newly-encrypted CLi to the user's terminal to be
stored for use instead of the previously stored password. '
Japanese Patent Application JP 07 128511 A (Nippan lelegraph and
10 Teclephone Corporation) discloses a method of changing a user’'s pussword in which
the user contacts the password change service {(PCS3}) from a talephone previously
designated to the PCS, gives his user ID, and then enters a new password. The PCS
looks up the user's 1D in its database and retrieves the designated telephone number
associated with that user's ID. The PCS makes a call to that designated lelephone
15 number and requests the user to enter the password again, The PCS compares this

second entered password with the first entered password, and upon a match writes

the password to its gdatabase in association with that user's |0,

In accordance with a first aspect of the present invention, there is provided
a method of password update for a password protected access sysiumn having a

20 password store in which each entry is constituted by a respective nclwork terminal

identity slore and an associaled respactive password store, the melhod comprising
the steps of:

receiving at a password update service a call fromn a netwark terminal;

retrieving by the password update service from signalling informsation of thal

25 received call the identity of the network terminal from which that call was macie;
accessing the password store in accordance with the retrieved nelwork
terminal identity; and 73
characterised by the steps of:
upon locating an entry whose stored network tecrninal wienily nsatchey that

30 retrieved network terminal identity, playing an announcement 1o thao caller requesting

the entry of a8 password at that network terminal; and

Empf.zeit:03/07/2001 1551/ Empf .nr.2156 P.012
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upon receipt at the password update service of a password enlered i
response to that request, writing that received password into the associated

respective password store of the located entry.
An advantage of a method of the present invention is the avaidance of
O manual password resetting procedures performed by system adnunistration
personnel. Another advantage is that it is a quick and simpic one-step password
entry procedure that does not involve any call-back 10 a designatad number, and
thus avoids any problems that would arise should that designated niumber have
special call handling set, such as divert, which would result in thal call not being
10 delivered 10 the designated number.

In accordance with a second aspect of the present invention, there is
provided a password protected access system having 3 password store in which
each eniry is constituted by a respective network lerminal identity stare and an
associaled respective password store, and including a pussword upclate system

15 rcomprising:

means for recsiving a cail fram a network terminal:

means for retrieving from signalling information of thal reccived call the
identity of the network terminal from which that call was made; and

means for accessing the password store in accordance with the retrieved

20 network terminal identity: and
characterised by:

means responsive 10 a successful location of an entry whose storeyd network
terminal identity matches that retrieved network tarminal idenuity, for playing an
announcement to the caller requesting the entry of s password Al thaat network

25 terminal; and

means responsive to receipt of a password entered in rcsponse to that
request, for writing that received passwo ) into the associated respective password
store of the located entry.

In accordance with a third aspect of the present invention, there is provided

30 a method of registering a new user of 3 password protected access systern having
password store in which each entry is constituted by a respective network terminal
identity store and an associated respective password store, the method comprising

the steps of:
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receiving at a password management service a call frorn a network terminal;

retriaving by the password management service from signalkng information
of thal received call the identity of the network terminal from which that call was
Mmade;

S accessing the password store in accordance with the retrieved natwark

terminal idantity;

upon failure to locate an entry whose stored network terminal identity
matches that retrieved network tarminal identity, making a new enlry in respect of
that retrieved network tarminal identity; .

10 playing an announcement to the caller requesting the untry of a password at

that network terminal; and

upon receipt at the password management service of a password enlered in
response to that request, writing that received password inte the assouciated
respeclive password store of the newly made entry.

15 In accordance with a fourth aspect of the presant invention, there is
provided a password protected access system having a password store in which
each entry is constituted by a respective network terminal identity store and an
associated respoective password store, and including a passwaoard 1vanagement
system comprising:

20 means for receiving a call from a network terminal;

means for retrieving from signalling information of that received call the
idenlily of the natwork terminal from which that call was l_'nade; and

means for accessing the password store in accordance with the relricved
network terminal identity; and

25 charactarised by:

means responsive to an unsuccessful location ol an entiy whose stored
network terrminal identity matches thatéetrieved network terminal iddentity, for
Mmaking 3 new entry In respect of that l:etrieved network terminal identity and for
riggering the playing of an announcement to the caller requesting the entry of a

30 password at that network terminal: and
means responsive to receipt of a password entered in response to that
request, for writing that received password into the associated respective password

store of the newly made entry.
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In accordance with a fifth aspect of the present invention, there is provided
a method of user authentication in a password protected acows:s system having a

password store in which each entry is constituted by a respective usucr-nominated

network terminal identity and an associated respective password, the method

Gl

comprising the steps of;
in response to receipt at the password protected access system of a call
from a calling user at a network terminal, requesting the calling user 1o enter at thar
network terminal his nominated terminal identity and password:
receiving the entered terminal identity and password;
10 accessing the password store in accordancce with the received snlered
tarminal tdentity: and

upon locating an entry whose stored network Jlerminal dentity and
associated password match the receivcd entered terminal identity anc password,
authenticating that calliing user,

15 | Specific embodiments of the present invention will now be described by way
of example with reference to the drawing in which Figure 1 shows component parts
ol 3 password change service of the present invention.

By way of background to the present invention, it is knnwn for password

protected access to, for example, a remote database holding a user’s personul
20 information, to be performed by user providing a user identily luser ID or useriD),

also called a username, to identify the particular stored information whicly the user is

requesting access to, a.nd a password, The user identity is commonly i sot of letters,

often the initials of the user's names, e.g. dje or rgb. The provided password is

compared with a passward previously provided by the user and stored in association
25 with the user identity, and, if there is a match, the user is granted .access.

In this known arrangermnent, if the user forgets his password, he has Lo
contact the system administrator re::po/r);ible for the database, provide suflicient
proof of his identity, and requaest a reset.t;t‘ his passwurd. The system administriator
has to elfect a change of the recorded password to a nominal password, for axampla

30 “"password”, and notify the user of that nominal password. The user can thereafter
access his information using that nominal password, but for security reasons usually
performs a change password procedure to change that nominal passwnrd 10 one

which 48 more secure. In this change password procedure, the user is askad to enter

Enpf .zei t:03/07/2001 18013 emPf .nr .o 156 P05
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the existing password, then his newly chosen password, and, for confirmation, to

enter the new password again.
In the present invention, the user identity is not in the form ot the user's
initials, but is @ nominated network terminal identity, which in this embaodunent s a
5 telephone number, and this will usually be the number of tha user's home or work
telephone. Herein the terms nominated telephone number and nominated telephone

are used synonymously and interchangeably.
For normal access, the user calls the password proteclion systarn from any
telephane, and when prompted for a user identity he enters the nominated telephone
10 number via the keypad, or spsaks it if there is an interugctive voice response unit
(IVR) at the password protection system. The user will then be prampted = the
usual manner for entry of his password, which, likewisc, he enters via the keypad or
the IVR.
if the user has forgotten his password, he makes a call from the 1elephone
15 corresponding to the nominated number, i.e. the nominated telephone, to a
password change service of the password protection systern. On receipt at the
passwourd protection system of the incoming call fromm the user, Whe signalling
information is examined and the content ol the calling line identity field (CLI) is
retrieved, and the user is prompted 10 enter a new password, via keypad ar the IVR.
20 This new password is then stored in placo of the previously stored password i
association with the user identity in the form of the retrieved CLI, i.¢. the norminated
teiephone number.
This password change procedure avoids the ineflficient use of systom
administration personnel, the delay to the user when such system audiinistration
25 personnel perform a manual change, and the risk that the uscr fails to change from
the numinal password, which is inherently insecure, 10 8 mure sccoure password,
In a specific embodiment shov)grx in Figure 1, the password protected
information is a electronic personal telepﬁ‘d;:\e or email address book remotely stored
on o database 10, accessed via a data network 12, such as the Inkermncet or a
30 corporate intranet, and a server 14,
The user activates a computer 16 at any suitable site, and launches a
prowser in known manner to access the server 14. He receives from the server 14

an access page having text boxes for the entry of a user identlity and a password.

Empf.zeit:03/07/2001 16118 Empf .nr .2 156 P.OI6
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Using the keyboard, the user enters the nominated telephone number for the user

identity, and Lhe current password., The server 14 performs a comparison of the
antered password with the stored password associated with that user identity, and

upon i match permits the yser access 10 his address book,

wl

If the user has forgotten his password, or it someone has managead 1o obtain
access o the user's nominuated telephone, say his work telephone 20, and change
Lhhe password, then the user makes a call from his nominated relephone 20, via u
lelecphone network, for example a private telephone network 22, to 4 predetermined
destinanion terminal number at a CTl system 24 operiating a chinge password
10 service.

As shown in the Figure, Lhe change password service is operaled by a CTi
system 24 which is at a geographically separate location trom the sorver 14. In
vanants, tThe CT] syslem 24 operating a change password service can be local to Lhe
server 14, or that tunction can even he made integral with the server 14.

15 In the present embodiment, the CTI system 24 will send the user’s dentity
(CLI} and new password to the database 10. Thus in this specific ecmbodunent, the
CTl system 24 constitutes imcans for receiving a call from a network terminal and for
retnieviny from signalling information of the call the identity of tha network terminal
from which that call was made, means fur receiving from that network terminal

20  mfiormation representative of a password, and means for updating a currenl
password stored In association with thal network terminal identily by replacing il
wilh said informaltion representative of a password. In a variant, the CTI system 24
sends the user's identity (CLH and new password to the database 10 via Whe server
14,

25 lhe change password service, also referred 1o in 1his respect 3as a password
management service, is also responsible for establishing a new user area in the
databusc. A new user makes a call lo(ﬁsc change password service, and upon
prompling for a telephone number enters a telephone number, and upon prampling
for @ password the user cither enters a password or, it the user chousus not Lo

30 provide a password at this initial arca set up stage, terminates the user ared set up

procedure in some appropriate manner, e.g. by going on hook or entering "#" on the

keypad. This entering of a telephone number by the user constitures dircet provision

ot o natwork terminal identity by the user. The change password searvice now
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communicates with the database 10 and requests the allocatiuon of o new user area,
i.c. 3 rtelephone number store and an associated password store, and provides that
entered telephone number to the database 10, together with the entered password,
if provided by the user at this stage.

5 It the user enters a password at the password promp(, Lthe database 10 sets
a Password Set flag assoctated with that newly established uscr are:. If the user did
not enter a password at the password prompt, the content of the password store in
that user area remains filled with null characters, and thc Password Set flag remains
reset. The establishing of a new user area can alternatively be poerformed by system

10  administration personnel upon receipt of the required information from a new user
via, tor example, the postal service. Once a new user area has boeen estabhshed, the
user then updates the latest recorded password in his araa using the mmethod of the
present invention by making a call to the change password swurvice fram the
nominated telephone. 1t will be understood that the latest recorded password can he

15 any of: null characters when the user has set up a new area but hus not providec a
password; or an initially provided password; or the password anlered at the lalest
vwse of the change password service.,

In a variant, the new user grea can be set up via the user’'s computer 16 by
downloading 3 set up page from the server 14, entering the nominated ielephone

20 number and, if required at this stage, a8 password, in respeclive texl entry boxes,
and clicking on a submit button in known manner. This cntering ol a talephone
number by the user constitutes direct provision of a network terminal identily by the
user.

In a further variant, since the change password service rutricves a Cli from

Z3 an incoming call, the user can indicate to the change password service, by entering
¥ on the telephones keypad, that he wishes that CLI to be used as the nominated
telephone number. This utilising by the{,jhange password service of the CLI n
response o a command (“#"}) from the user constitutes indirecl provision of a
network terminal identity by the user. The change pussword service will respond by

30  requesting the user to enter a password. If the user is merely setting L) 8 NBW Lser
area and intending to defer providing a password, he need not supply a password at

this time, and can indicate this by again entering #.
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Whereas It is imost convenient far the nominated telephone number to be the
relephone where the user is most likely to be located when he neads to call the

change password seorvice, it need not be so. As an exarnple of a dilferent procedure,

a user may nominate the telephone number of a trusted person, s.q. his father, ltving

5 in 3 completely different area to where he works, possibly even a different country.
The present invention will still work, provided that the calling line identity is
delivered. The user now calls his trusted person, gives him a new password and asks
him to call the change password service and enter the new password when
prompted.

10 It will now be appreciated that the present invention is concerned with 7

password change facility in a password protected access for human users, where
those users have usaer idantities in the form of network terminal identity (also
refarrad to as a network address). When a user desires access to a required target,
e.g. a remote database such as mentivned above, he dials the normil access number

15 four the protection system from any terminal in the network, and provides ta rhe
protection system his user identity and password by voice or key input. he
protection system uses that provided identity to locate the user's ontry and checks
the provided password against the stored password. The user doecidas when e
wants to chunge his password, and dials the special number for the password

20 change service of the protectiun system. It is this change service that obiains the
ClLl ol the call and upon receipt of the new password entered by the user
inmediately stores that newl_v received password in association with that CLI. The
provedure of the present invention is easy and quick, avoids any necd to use known
update procedures, and whenever the user wishes to update his passworel, whether

2% because he has forgotten it, or because he thinks that its security has beert
compromised and he wishes to update it for security reasons, or because he thinks
lhat he might have entered his intended nej password incorrectly, or whataver, the
user only has 1o repeat the simpie method of the present invention.

The present invention distinguishes from the abovementioned A1& I

30 disclosure which is not concerned with human user authentication, but wilh
authentication of an actual terminal equipment by ensuring that the termin:s
equipment is attached to the network termination corresponding with its Crigial

registration. The AT&T authentication system prevents a terminal equipment from

Empf .zei t:03/07/2001 18118 Empt.nr.:156 P.013
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being taken to a different network termination, i.e. telephone linc, but it does not
provide any protection against a different human user activating the tarmina
equipment; it does Not require the yser to provide any personal identity, but merely
encrypts the number provided by the network ANI equipment, i.e. the CLI; and it
S requires the terminal equipment to store that encrypted CLI as a password retrievable
from the terminal equipment upon command by the authentication system.
Furthermore, it is the authentication system, and not the user, that decides when 10
replace the stored encrypted CLI in the terminal equipment, that decides the ncw'
encryplion key, that generates the replacement password rather than receiving the
10 raplacement password from a user.
The present invention distinguishes from the abovementioned Casio Computer
Co. disclosure which is concerned with capturing a user's originally submitted
password, storing it with his username within his terminal device, uand instead of
using a §lep of raquesting the user to enter his password and username, reads out
15  the stored password and username. In this way, there is no username or passwort
entered by the user at each access atternpt, and therefore no passibility of the user

forgetting his details and having 1o contact authentication personne! for pAassword

reset (update).

The present invention distinguishes from the aboverentioned Nippon
20 Tclegraph and Telephone Corporation disclosure which is concerner) wilh

authenticating a password update attempt by a combinalion of dialback security, i.e.

rmaking contact with the user by calling him back on a telephone number known to

be secure, and requesting a3 second entry of the new password.

Unless the context clearly requires otherwise, throughout the daescription and
Z5 the claims, the words "comprise”, “comprising” and the like are to be canstrued in

an inclusive as opposed to an exclusive or exhaustive sense: that is to sdy, in the

~ ’ ‘ -
‘I

sense of "including, but nat limited to".
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CLAIMS

1. A merthod of password update for a password protected access system
having a password store in which sach entry is constituted by a respactive network
> terminal identity store and an associatad respective password store, the method
comprising the steps of:
receiving at a password update service a call from a network teroinatl;
retrieving by the password update service from signalling intormation of that
received call tha identity of the network tarminal from which thal call was made:
10 accessing the password store in accordance with the retrieved network
termminal identity: and
characterised by the steps of:
upon locating an entry whose stored network terminal identity marchas 1hat
reineved network terminal identity, playing an announcernent to the caller GV TS HTY
15 the entry ol a passwaord at that network terrminal; and
upon receaipt at the password update service of a passwond entered in
response to that request, writing thal received password mto the associated

respective password store of the located entry.

20 2, A password protected access system having a password store in which
cach antry is constituted by a respective netwark terminal identily store and an
associaled respective password store, and including a password update systam
Comprisingg;

means for receiving a call from a network terminal;

29 means for retrieving from signalling information of thal received call the

iddeniity ot the network terminal from which that call was made: and

means for accessing the passwq;j store In accordance with 1he retrieved
nelwork terminal identity: and
;'.f'i:.irur.:terisad by:

20 Mcans responsive o a successfy! location of an entry whose storer nelvwork
termunil identity matches that retrieved nctwork terininal identity, for playing an

annauncerment to the caller requesting the entry of & password at thal natwork

terminal: and
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maans responsive to receipt of a password entered in response to that
request, for writing that reccived password into the associated respective password

store of the located entry.

3. A method of registering a new user of a password protected access system
having A password store in which each entry is constituted by a respective network
tarminal identity store and an associated respective password store. the method
compnsing the steps of:

receiving at a password management service a call from a network tenmnal;

retricving by Lhe password management servica from signalling intarmation
of that received call the identity of the network terminal from which that call was
trtache:;

accessing the password store in accordance with the retrievad network
lerrtunal identity;

upon faillure to locate an entry whose stored netwark terminal idantity
matches That retrieved network terminal identity, making a new antry in raspect of
that relnieved network terminal identity:

playing an announcement 10 the caller requesting the eniry ol a password at
that network terminal; and

Mpon receipt st the password management service of a password cnlered in
response 1o that request, writing that received password into Lhe associated

respeclive password store of the newly made entry.

q, A password protected access system having a password store iy which
cach entry is constituted by a respective network terminal identity store and an
associated respecltive password store. and including a password manayement
system comprising: e

means for receiving a call from a network terminal;

means for retrieving from signalling information of that received call the:
identity of the network terminal from which that call was made:’ and

means for accessing lhe password store in accordanco with the retrieved

netwark terminal identity; and

characterised by:
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medans responsive to an unsuccessful location of an entry whose stored
network terrinal identity matchaes that retrieved network terminal identity, {or
making a new entry in respect of that retrieved network terminal identity untd for
tnggering the playing of an announcement to the callar raquesting the cntry of a
password at that network terminal: and

means responsive to receipt of a password entered in respanse to that
request, for writing that received password into the assaciated respactive password

store of the newly made entry,

. A method of user authentication in a password protectec access system
having a password store in which each antry is constituted by a respective user-
namimated network lerminal identity and an associated respective password, the
melhod comprising the steps of: |

N responsc o receipl at the password protected access systern of a call
lramy o galling user at a nelwork terminal, requesting the calling user to cnter 81 1hat
network terminal his nominated terminal identity and passworg:

recsiving the entered terminal identity and password;

accessing the password store in accordance with the received entered
terminal identity: and

upon lecating an enlry whose stored network lermimal  icdentity  and
associated password match the regeived entered terminal identity and password,

authenticating that calling user.

6. A method of password Update for a4 password protectad access system, Lhe

method being as claimed in claim 1 and substantially as hereinbiefore described with

reterence W the drawing,

J

/. A password protected access system as claimed in claim 2, and

subslantially as hereinbefore described with reference to the drawing.
8. A method of registering a new user of a password protected access system,

the method being as claimed in claim 32 and substantially as hereinbefore tdescribed

with reference to the drawing.
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9. A password protected access system as claimed in claim 4, and

substantially as herginbefore described with referance to the drawing.

10. A method ot user authenticalion in a password protocted access system,

3
the method being as claim in claim 5 and substantially as hereinbefure described
with reference to Lthe drawing.
-
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