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BACKGROUND OF THE INVENTION

1.  FIELD OF THE INVENTION

The present invention relates to the field of electronic license

distribution systems.

2. BACKGROUND ART

In a non-networked environment, licensing of computer software can
be accomplished on a user-by-user basis. That is, a license may be authorized
based on the number of physical copies of a computer software program (e.g.,

application, operating system, etc.) purchased by a user.

In a networking environment, one physical copy of a software program
can be licensed for use by multiple users. In this case, the number of users, or
connections, is not based on the number of physical copies of a software
program. One copy of a software program to execute in a network
environment can be licensed for a certain number of users or connections.
Thus, licensing in a non-network environment cannot be used to license

software in a network environment.

In a network environment, an existing server contains software (e.g.,
operating system and application software) that may need to be upgraded. For

example, a new version of software may become available. Further, it may
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become necessary to upgrade the number of connections allowed for a software

program.

A prior art licensing scheme in a network environment addresses the
licensing of network software (e.g., server's operating system). Figure 6A is a
diagram illustrating network software including a “burned in” license. The
diagram shows that software 610 comprises executable portion 610A and
license 610B, wherein the license 610B becomes a permanent part of software
610. This licensing system encrypts a serial number and application number.
The encrypted result is placed in a specific location on the network server.
Under this scheme, the encrypted serial and application numbers become a

permanent part of the server (i.e., are "burned in").

In another prior art method, software distribution using Compact Disc
Read-Only Memory (CD ROM) has become increasingly popular because of a
CD ROM's capacity and durability. Figure 6B is a prior art diagram illustrating
storage of executable 620 on a CD ROM that has no intrinsic value. License 622
that contains value may be distributed together with software 620 or separately.
Because of its storage capacity, a CD ROM can be used to store multiple
products (e.g., software applications) and licensing schemes. Thus, for
example, it is possible for a manufacturer offering an extensive product line to
distribute its product line using the CD ROM media. Unless the products are
protected in some manner, all of the products shipped are accessible to a
purchaser that may not have purchased the entire line. Thus, it is necessary to
implement a scheme to disable the products shipped on CD ROM. Further, to
enable those products that are purchased. The license 622 may be obtained
electronically or otherwise when the licenses are too numerous or complex or

both to be verbally from a licensing center.
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SUMMARY OF THE INVENTION

The present invention allows for the distribution of electronic licenses.
The present invention can be used in a network or non-network environment
to facilitate product licensing and upgrades. Further, the present invention
accommodates the use of compact disc read-only memory (CD ROM) product
distribution. The present invention provides the ability to disable
electronically distributed material. Further, the present invention provides
the ability to license use of the material by some entity in the distribution

chain.

The present invention protects multiple electronic licenses by disabling
the license; it requires an enabler key to enable a license for use. The present
invention reduces the cost of electronic distribution by providing the ability to
distribute multiple products, product versions, product features, and licenses
that are unusable prior to the execution of an enablement procedure. An
application may still be able to execute; it may be able to be upgraded
dynamically by the addition of the necessary license(s). Thus, it is essentially
the execution of particular licensable functions, features, etc., that are enabled

by the present invention.

Thus, the present invention provides the ability to take advantage of the
benefits of CD-ROM, or any other (high capacity or otherwise), distribution
media. For example, a generic distribution CD-ROM can be manufactured for a
wider enduser base. The generic CD-ROM can contain multiple products,
product features, and product versions. The CD-ROM can be shipped to an
enduser interested in purchasing one or more products, product features, and

product versions. The enduser can contact a fulfillment entity to purchase
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products contained on the distribution CD-ROM. In return, the consumer
receives enabling information that can be used with enablement software
operating on the enduser's computer system to enable the purchased
product(s). The enabling information may comprise the complete license or
the information needed to create a complete license. Information that the user
provides, such as user’s name, may become part of the enabling information.
Thus, the personalized information may be used to identify the licensor, for

example.

The present invention provides the ability to delay the choice of product
or product version until installation or pre-installation. The present
invention can be used with a network server product that limits connection
access electronically using connection-stratified server connection licenses or

connection-stratified server executable files.
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BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a flow diagram illustrating a LicenseDistribution overview;

5 Figure 2 is a flow diagram illustrating a disableLicenseSets process;

Figure 3 is a flow diagram illustrating a setsToDistributionMedia

process;

10 Figure 4 is a flow diagram illustrating a licenseEnable process;

Figure 5 is a flow diagram illustrating an overview of the distribution

process of the present invention;.

15 Figures 6A and 6B are diagrams illustrating prior art licensing schemes;

and

Figure 7 is a diagram illustrating the licensing scheme of the present

invention.
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DETAILED DESCRIPTION OF THE INVENTION

A method and apparatus for electronic license distribution is described.
In the following description, numer:us specific details are set forth in order to
provide a more thorough description of the present invention. It will be
apparent, however, to one skilled in the art, that the present invention may be
practiced without these specific details. In other instances, well-known

features have not been described in detail so as not to obscure the invention.

The present invention employs a scheme for creating, extracting,
transferring, enforcing, and managing electronic licenses as described in U.S.
Patent application number 08/192,166, filed on February 4, 1994, entitled
"METHOD AND APPARATUS FOR ELECTRONIC LICENSING" and assigned
to the assignee of the present invention. The licenses created using this

scheme consist of a clear text portion and an encrypted portion.

Figure 5 illustrates an overview of the distribution process of the
present invention. After an electronic license has been created and a portidn
of the license encrypted, the present invention disables the license for
distribution. A license is disabled (i.e., doubly-encrypted) using a special
encryption algorithm that is applied to the encrypted portion of a license. An
enabler key is created during the encryption process. The enabler key may
comprise a serial number, number of connections (i.e.,, number of network
connections allowed at one time), major and minor product version
identifiers, ten random numbers, and three checksum values. The enabler key
is stored in a enabler key database that is shipped to a fulfillment agent (e.g., an

extractor or other member of the distribution chain).



10

15

20

WO 95/27354 PCT/US94/07504

-7-

During disablement, a checksum is generated based on information in
the license and the enabler key. Further, the doubly-encrypted portion of a
license is again encrypted using an extractor's password. An extractor's
password is a unique value assigned to an extractor (e.g., Manufacturer,

Original Equipment Manufacturer or another reseller).

Disabled licenses are shipped to the extraction agent. Using its
extractor's password, an extractor can decrypt the extractor encryption from the
license. The result of this process is a disabled (i.e., doubly-encrypted) license.
Disabled licenses are packaged with the product(s) and license(s) and shipped to
an installer (i.e., enduser or other installer). An installer can select the product
and licensing combination(s). Using this selection, the installer obtains the
enabler key from the fulfillment agent. The installer uses the enabler key to
enable the desired product licensing selection. The product and license can
then be installed on an enduser's system. Alternatively, the license may
distributed without disablement when it is not necessary to do so. A license
(containing enabling information) may be distributed without disabling it
when all licenses can be communicated by a fulfilling entity, e.g., by a voice
operator. Thus, for example, the license may be distributed without
disablement when it is not too large for a voice operator to fulfill
(communicate) it in its entirety at once in a short time and in a manner that is

simple for the enduser to receive and understand.

The present invention can be used to provide the ability to distribute
one or more product and licensing combinations on a single distribution
media (e.g., Compact Disc-Read Only Memory, "CD-ROM"). Figure7is a
diagram illustrating the licensing scheme of the present invention that

provides flexible distribution. The diagram illustrates software (i.e.,
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executable) 620 and license 720. The valuable, complete license 720 may
comprise incomplete license 710 that has no value. An enable key 712 that has
no value may be procured electronically or by voice operator. Because licenses
are disabled and cannot be enabled with an enabler key, the products supplied
on a CD-ROM are protectable. A product becomes operable only when a
enabler key is obtained from a fulfillment entity. Thus, the present invention
provides the ability to reduce the costs of distribution by allowing multiple

product distribution with a single distribution.

Another application for the present invention involves the distribution
of demonstration versions of a product. Before, a demonstration distribution
contained only a demonstration version of a product. Using the present
invention, a demonstration distribution may contain both demonstration and
production versions of products. Initially, a demonstration version is enabled,
and a production version is disabled. After assessing the product using the
demonstration version, an enduser may purchase the production version,
obtain an enabler key, and (using an enablement routine) enable the

production version. Thus, only one distribution was needed.

Figure 1 illustrates a LicenseDistribution overview flow. At block 102,
disableLicenseSets is invoked to disable one or more sets of electronic licenses.
At block 104, license set extraction files are provided to an extractor. At block
106, setsToDistributionMedia is invoked to receive, extract and transfer
electronic licenses to a final distribution media (e.g., CD-ROM). Further, a
decryption process is performed using an extractor's password. At block 108,
licenseEnablement is invoked to decrypt the disabled portions of the license.
At block 110, the enabled license is copied to a secure directory of a computer

system on which the license is to be used. At block 112, processing ends.



10

15

20

WO 95/27354 PCT/US94/07504

LICENSE DISABLEMENT

Once license sets (i.e., one or more licenses) are created, the present
invention provides the ability to disable the licenses to further protect the
licenses. In the present invention, disablement includes the generation of a
random number using a random number generator. In the preferred
embodiment, a random number generator provided in Borland Inc.'s
Application Program Interface (API) library is used. However, any random
number generator may be used with the present invention without departing
from the scope of the present invention. The random number generated
identifies an offset within an encrypted portion of a license. For example, a
license having 320 positions comprises 160 positions for the clear text portion

and the remaining 160 positions for the encrypted portion.

The encrypted value found at the offset within the encrypted area is
encrypted a second time using the random number as the encryption key. The
random number is appended to an Enabler key and added to a checksum. This
process can be repeated multiple times. For example, if this double-encryption
technique is performed ten times, ten locations within the encrypted portion

of a license can be doubly-encrypted.

After a license is disabled using this double-encryption technique, the
encrypted portion of the license is again encrypted using an extractor's (e.g.,
reseller's) password and RSA's Bsafe RC2 secret key encryption algorithm.

This can be used to protect the licenses while in transit to the extracting agent.
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The final checksum comprised of information from the license and the
random numbers generated during disablement is broken up into byte-size
pieces and stored at multiple locations in the enabler key. The checksum can
be broken down to any number of byte-size pieces and stored in the same
number of locations within the enabler. Further, the enabler key and license
information (e.g., serial number, number of connections, major product
version, and minor product version) are stored as a record in an enabler key

database.

An enabler key database comprising enabler keys is supplied to a
fulfillment agent. Given licensing information, a fulfillment agent can supply
an enabler key to an enduser or installation agent for use in the enablement
process; the licensing information may comprise product numbers and the
number of connections, for example. That ié, a fulfillment agent can access the
enabler key database using the licensing information supplied by the
installation agent or enduser and extract the enabler key associated with the
desired license. Once the fulfillment agent supplies the enabler key, the
customer can execute an enablement procedure on the installation computer

system and, using the enabler key, enable the desired license.

The double-encryption process can be performed on each license in a
license set. A license set can contain multiple licenses, each licensing some
number of connections for a given product or version of a product. As each
license in a set is disabled using the above technique, it can be put in a buffer.
Once all of the licenses in the set have been processed, the license set can be
appended to a license inventory extraction database file. Each inventory
extraction database file is given a unique name that identifies the different

versions of license sets contained in a particular database file. License
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inventory extraction database files are distributed to an extractor (i.e., reseller

or manufacturer).

Statistical information associated with the license set creation session
can be appended to a sessions database. Such information includes a session
identifier, a starting serial number, a number of licenses created, a last serial
number, a manufacturer identifier, license flags, and an extractor password.
Any value may be used to identify a session. For example, the session
identifier can be initialized to a time that a session is begun. This value can be
represented by the total number of seconds since 1980. Any other value can be

used to identify a session.

The first serial number used on the first license set is retained in the
starting serial number field. The number of licenses created indicates the total
number of license sets created in the session, or batch. The last serial number
used in the last set of licenses created in the session is retained in the last serial
number field. A manufacturer identifier value indicates the identification

number of the extracting agent for whom the license sets were created.

License flags indicate the license flags that were set in each license in set.
License flags can be used to provide licensing information such as type of
license and required, associated licenses. The password used with the RC2
encryption on the encrypted area of the server connection license is stored in

the extractor password field.

Figure 2 illustrates a disableLicenseSets process flow. In block 202, an
electronic license, i.e., a server connection license, is obtained from storage. In

block 204, a checksum is generated using a serial number, number of
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connections, i.e., network connections, and product version number values.
In block 206, a random number is generated, which is added to the checksum

generated in block 204.

The checksum includes of the number of connections allowed by a
license, the serial number of the license, and the major and minor product
version numbers. For example, a version number "3.01" comprises a major
product number "3" and a minor product number "01". The serial number is
the same for every license in each license set within each product or product
version. The number of connections can vary based on the product, version of
the product, and/or the manufacturer's licensing policy. Further, a series of

random numbers are included in the final checksum value for a license.

At blocks 208 and 210, a value in the encryption area of the electronic
license and at the position indicated by the random number is encrypted. At
decision block 212 (i.e., "locations encrypted?”), when all locations (e.g., ten
positions) have not been disabled, processing continues at block 206 to disable
the remaining positions. When all locations are disabled, processing

continues at block 214.

At block 214, the checksum is split into byte-size pieces, and each byte is
placed at different locations within an enabler key. An enabler key is used to
enable a disabled license. An enabler key includes the serial number, number
of connections, and major and minor product version numbers associated
with a license. Further, the enabler key includes the randomly generated
number(s) that identify the disabled locations within the encrypted portion of

the license. At block 216, the enabler key, serial number, number of
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connections and product version number (i.e., major and minor version

numbers) are retained in memory.

At block 218, the doubly-encrypted portion of the license is encrypted
using an extractor's password. At block 220, the license is written to a license
set area in memory (e.g., Random Access Memory, RAM). At decision block
222 (i.e., "more stratifications in set?"), when there are additional licenses in
the license set (e.g., licenses allowing a different number of connections),
processing continues at block 202 to get the next license in the license set.
When all of the licenses in a set have been processed, processing continues at

block 224 to copy the license set stored in memory to an extraction database file.

At block 226, the enabler key(s) associated with the license(s) in the
license set are written to an enabler key database file. At block 228, information
related to this session can be written to a sessions database. At decision block
230 (i.e., "more stratifications in set?"), when additional license sets are to be
created, processing continues at block 202 to get a next license. When

additional license sets are not created, processing ends at block 232.
DISTRIBUTION

Inventory extraction database files are transferred to an extracting agent.
The extracting agent can incorporate the inventory extraction database files to
extracting agent's inventory extraction database. Licenses can be extracted from
the extracting agent's inventory extraction database to a final distribution
media for transmittal to a purchaser. The number of different types or

versions of license sets and the format (e.g., multiple types of licenses on the
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same distribution media) used in placing them on the final distribution media

(e.g., floppy diskette and CD-ROM).

During extraction, a license is read into memory. The license's
encrypted area is decrypted using Bsafe's RC2 secret key decryption algorithm.
The license is stored in a file on the distribution media. The name of the file
indicates the number of connections allowed by the license. Subdirectories can
further be used to segregate multiple types or version of a product's licenses
placed on the same distribution media. The subdirectory names can be used to
represent license set's types and versions. A license set type can reflect a

product or a product version.

Disabled licenses can be shipped to an extraction agent (e.g., reseller or
manufacturer). An extractor can extract and transfer license sets to a final
distribution media for shipment (e.g., to an enduser or installation agent).
Figure 3 illustrates a setsToDistributionMedia process flow. At block 302, the
disabled licenses shipped to an extraction agent are added to the extraction
agent's license extraction database file. At block 304, a final distribution media
format can be determined based on the extraction agent's identification value

in a license in a license set.

At decision block 306 (i.e., "multiple versions or types of server
connection licenses on same media?"), when multiple versions or types of
licenses are included on the same distribution media, processing continues at
block 308 to create subdirectories to store the multiple licenses. Processing
continues at block 310. When multiple versions or types of licenses are not

included, processing continues at block 310.
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At block 310, licenses are extracted from the license extraction database,
and the extractor's encryption is stripped off each license in a set using a
decryption algorithm and the extractor's password. At block 312, the license set
is written to the final distribution media. At decision block 314 (i.e., "more
sets?"), when additional license sets are intended on the same distribution
media, processing continues at decision block 306 to process the remaining
license sets. When additional license sets are not intended on the same

distribution media, processing ends at block 316.

LICENSE ENABLEMENT

A licensing final distribution media is packaged with the product(s) for
which it is associated and shipped to an installer. The licenses contained in the
final distribution media must be enabled and installed to license a product for
use. Thus, an enabling procedure must be executed to enable a license. The
enabling procedure requires the enabler key to decrypt the encrypted portion of
the license. The enabler key is available to the installer from a fulfillment

agent upon payment of the purchase price of a product.

An enablement process executing on the system which the license is to
be installed prompts an installer to select a product type and version and the
desired features, etc. (e.g., one for a single-user system or multiple connections
for a network environment). The version or product name, serial number,
and the selected number of connections is displayed for verification. The
product type, serial number, and number of connections are communicated by

the installer to a fulfillment agent.
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A fulfillment agent accesses the enabler key database using the product
type, serial number, and number of connections information. Once the
enabler key associated with this combination of information is extracted from
the enabler key database by the fulfillment agent, and communicated to the

installer.

The installer inputs the enabler key information to the enabling process.
The enabling process performs a checksum using the enabler key to verify that
the correct enabler key was given. The checksum further verifies that the
correct enabler key values were entered by the installer in the correct order.
Upon verification, the license is enabled using the offsets contained in the
enabler key to decrypt the license. The enabled license can be copied to some

media for later installation or be installed.

Figure 4 illustrates a licenseEnable process flow. At block 402, license
selection information is obtained. At block 404, an enabler key obtained from a
fulfillment agent is obtained. At block 406, a checksum is generated using
license information. At decision block 408 (i.e., "checksums match?"), when
the checksum in the enabler key does not match the newly-calculated
checksum, processing continues at decision block 412. At decision block 412
(i.e., "try again?"), when another attempt to validate an invalidated license is
warranted (e.g,, when a license was invalidated on the first attempt and
multiple attempts are desired) processing continues at block 404 to prompt for
the reentry of the enabler key. When another attempt to validate the license is

not warranted, processing ends at block 414.
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When, at decision block 408, the checksums match, processing continues
at block 410 to enable the selected license using the random number value

contained in the enabler key. Processing ends at block 414.

Thus, the present invention provides secure fulfillment, i.e., it provides
the ability to distribute product and license packages such that a product and
associated license are disabled from unauthorized use. Multiple packages can
be distributed on a single distribution media thereby reducing the cost of
distribution. The ability to distribute multiple packages on a single
distribution media further provides the ability to utilize distribution media
with increased capacity (i.e., CD-ROM). Selection of a product and
corresponding license can be delayed until immediately prior to installation on
an enduser's computer system. One or more products and associated licenses
can be selected and an enabler key obtained. Enablement of a license and
product requires the use of a process (i.e., an enablement process) executing on
a computer system. The enablement process uses the enabler key to enable the

license.

Thus, a method and apparatus for electronic license distribution has

been provided.
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CLAIMS

1. A method of electronic license distribution comprising the steps
of:

creating an electronic license independent of creation of a product to
which said electronic license is associated, said electronic license comprised of a
clear text portion and an encrypted portion;

distributing said electronic license to a purchaser of said product; and

enabling said electronic license.

2. The method of claim 1 further including the step of disabling said

electronic license.

3. The method of claim 2 wherein said disablement step comprises
the steps of:

generating in a computer system a random number, said random
number identifying a position within said encrypted portion of said electronic
license;

encoding a value at said position within said encrypted portion using
said randorh number as an encoding key;

storing said random number in an enablement key.

4. The method of claim 1 wherein said enablement step comprises
the steps of:

extracting, by an enablement process executing in a computer system an
offset, said offset representing a location of a value within said encrypted
portion of said electronic license;

decoding said value at said offset using said offset as a decoding key.
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5. A method of electronic licensing distribution comprising the
steps of:

creating a plurality of electronic license sets, each of said electronic
license sets associated with one of said plurality of products, each electronic
license set comprised of a plurality of electronic licenses ;

disabling said plurality of electronic licenses in said plurality of
electronic license sets;

transferring electronic copies of a plurality of products to a final
distribution media;

transferring electronic copies of said plurality of electronic license sets to
said final distribution media;

distributing said final distribution media to an enduser.

6. The method of claim 5 further including the steps of:

selecting by said enduser one of said plurality of products;

selecting by said enduser one of said plurality of electronic licenses;

obtaining by said enduser an enabler key from a fulfillment agent based
on said one of said plurality of products and said one of said plurality of
electronic license;

executing in a computer system an enablement process to enable said

one of said plurality of electronic licenses.

7. The method of claim 6 further including the step of installing

said one of said plurality of electronic licenses in said computer system.
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8. The method of claim 6 wherein said enablement process
comprises the steps of:
extracting, by said enablement process executing in a computer system,
an offset, said offset representing a location of a value within an encrypted
5 portion of said one of said plurality of electronic licenses;

decoding said value at said offset using said offset as a decoding key.



WO 95/27354 PCT/US94/07504

1/6

[ LicenseDistribution J

(702

disableLicenseSets

f 104

SHIP LICENSE SET
EXTRACTION FILES
10 OFEM

106
¢

setsToDistributionMedia

(708

licenseEnablement

10
| (!

COPY ENABLED
LICENSE TO FINAL
INSTALLATION

112
C

=

FIG. 1



WO 95/27354

FIG. 2

[ disab/eLicenseSez‘sJ

202 ~N

GET NEXT CREATED
SERVER CONNECTION
LICENSE

f'204

ADD SERIAL NUMBER,
NUMBER OF CONNECTIONS,
AND PRODUCT VERSION
NUMBER INTO CHECKSUM

- ( 206

GENERATE A RANDOM
NUMBER AND ADD T0
CHECKSUM

Vs 208

GO TO THE OFFSET
INDICATED BY THE
RANDOM NUMBER INTO
ENCRYPTED PORTION
OF THE LICENSE

)

ENCRYPT DATA AT THE
LOCATION USING AN
XOR ALGORITHM

\- 210

212

LOCATIONS
ENCRYPIED?

PLACE CHECKSUM INTO
THREE LOCATIONS IN
THE ENABLER KEY

PCT/US94/07504

216~
WRITE ENABLER KEY AND
THREE IDENTIFYING ELEMENTS

TO THE ENABLER KEYS
RECORD MEMORY AREA

|

218~ ENCRYPT THE ENCRYPTED

PORTION OF THE LICENSE
WITH AN OEM TRANSIT
PASSWORD

WRITE LICENSE TO THE

220~  LICENSE SET AREA IN

MEMORY AFTER VALIDATING
THE LICENSE

222

MORE
STRATIFICATIONS
N SET?

YES

224

COPY ENTIRE LICENSE
SET T0 THE EXTRACTION
DATABASE FILE

226 ~N

COPY ENABLER KEYS TO THE
ENABLER KEY DATABASE FILE

‘ ~ 228

RECORD BATCH (SESSION)
INFORMATION 'IN
SESSIONS DATABASE

CREATE
MORE LICENSE
SETS?

YES

32
Q-Z

=)




WO 95/27354

3/6

[sets ToD/sz‘r/but/'onMediaJ

|

302~_

ADD NEW LICENSE SETS T0
THE EXTRACTION DATABASE
FILE FOR LICENSE SETS

J04~] DISTRIBUTION MEDIA FORMAT

DETERMINE FINAL

FROM THE OEM ID IN THE
FIRST LICENSE IN THE SET

MULTIPLE
VERSIONS OR TYPES OF
SERVER CONNECTION LICENSES
ON SAME MEDIA?

NO

YES

PCT/US94/07504

J08

CREATE APPROPRIATE

SUBDIRECTORY

EXTRACT AND STRIP OFF OEM

310-"| TRANSIT ENCRYPTION FROM

FACH LICENSE IN THE SET

!

WRITE COMPLETE SET T0

319-~1 CORRESPONDING LOCATION

ON FINAL DISTRIBUTION

MEDIA

J14

YES

FIG. 3




WO 95/27354 PCT/US94/07504

4/6

= FIG. 4

\

402~_| GET USER SERVER LICENSE
SELECTION INFORMATION

!
404~ GFT ENABLER KFY

\

406~ VALIDATE CHECKSUM FOR
SELECTED LICENSE

410

ENABLE SELECTED LICENSE
USING OFFSETS OF ENABLER KEY

YES

TRY AGAIN?

5

4747 ‘

)




PCT/US94/07504

WO 95/27354

¢ Ol

JOVMOVd L1INA0dd
A

\l y719vNI /

- . INISNFIT OGNV LONG0Yd STSNINT LdAYINT
S NouvTIVISN ISNFOIT AT YTIVNT ATddNS ININIVINOD STOVNOVd V34D MOLOVAIXT ONY F18YSIa
SNOLLHOE (FLAHONT
dN-4001 ONY 131 V310 40
NOLAHITA INITEYNT FSYEVIYD ATY YT18VNT NOLdAYIIA HOLOVYLX INILSISNOD FSNFIT FLY3HO
STTVISHT INFOY INGWTIH T INFIV INIIVIIXT SFILIVATNA
/l SISNIIN \
a718vsia

SAD HF18YNT




WO 95/27354

6/6

PCT/US94/07504

q LICENSE
~ |~ SOFTWARE 610
i WITH "BURNEG IN”
61041 EXECUTABLE LICENSE
FIG. 6A rrorur
LICENSE
EXECUTABLE N
L 620
FIG. 6B rrorarr
FIG. 7 VALUABLE COMPLETE
LICENSE 720
s A \
INCOMPLETE
LICENSE
EXECUTABLE
\ ST L |
710
620 v —
NO VALUE NO VALUE

712



INTERNATIONAL SEARCH REPORT in. tional application No.
PCT/US94/07504

A.  CLASSIFICATION OF SUBJECT MATTER
IPC(5) :HO4L 9/Q0

Us CL :380/4
According to Internationai Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minunum documentation searched (classification system followed by classification symbols)

U.S. -~ 380/9.23.25.46.49.50

Documentation scarched other than minimum documentation to the extent that such documents are mcluded in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C.  DOCUMENTS CONSIDERED TO BE RELEVANT

Catcgory* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X US, A, 5,103,476 (WAITE ET AL) 07 APRIL 1992. 1-2
SEE ENTIRE DOCUMENT

X US, A, 5,222,134 (WAIE ET AL) 22 JUNE 1993. 1-2
SEE ENTIRE DOCUMENT

A Us, A, 5,287,408 (SAMSON) 15 FEBRUARY 1994. 1-8

D Further documents are listed in the continuation of Box C. D See patent family annex.

* Special cutegories of cited documents: T later d blished after the i ional filing date or prority

e . . . date and not in conflict with the pplication but cited to und: d the
A document defining the generai state of the art which is not connidered principle or theory underlying the invention

10 be pant of particular relevance

°X* document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to invoive an mventive step
when the document is taken alone

kT earlier document published on or after the international filing date

N document which may throw doubts on priority claum(s) or which is
ciied to establish the publication date of her citation or other X . R . X
special reason (as specified) Y document of particular relevance; the cinimed invention cannot be
considered to involve an inventive step when the docwnent is
“0* document referring to an oral disclosure. use. exhibition or other combined with one or more other such d such bination
means being obvious 1o a person skilled in the art
o ducumnent published prior to the wtemnational filing date but luter than =g * document member of the same patent family
the priority date claimed
Date of the actual completion of the international search Date of mailing of the international search report

18 AUGUST 1994 SEP 02 1994

Name and mailing address of the ISA/US offiger
Commussioner of Patents and Trademarks .
Box PCT RNARR EARL GREGORY

Washingion. D.C. 20231
Fucsunile No. (703) 305-3230 Telephone No. (703) 308-0479

Forim PCT/ISA/210 (second sheet)(July 1992)«



	Abstract
	Bibliographic
	Description
	Claims
	Drawings
	Search_Report

