
(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2011/0289585 A1 

US 20110289585A1 

Zaitsev (43) Pub. Date: Nov. 24, 2011 

(54) SYSTEMS AND METHODS FOR Publication Classification 
POLICY-BASED PROGRAM (51) Int. Cl. 
CONFIGURATION G06F 9/00 (2006.01) 

G06F2L/00 (2006.01) 
(75) Inventor: Oleg V. Zaitsev, Moscow (RU) (52) U.S. Cl. ........................................... 726/24; 713/100 

(57) ABSTRACT 
(73) Assignee: Kaspersky Lab ZAO 

Disclosed are systems, methods and computer program prod 
ucts for adaptive policv-based configuration of programs. An 

(21) Appl. No.: 13/034,257 example E. SIS SE from ONE system 
configuration and performance information and rating system 

(22) Filed: Feb. 24, 2011 performance based on the collected information. The method 
further includes selecting based on the performance rating an 

Related U.S. Application Data operational policy for a computer program. The policy speci 
fies program settings and limits of system resource utilization 

(63) Continuation of application No. 12/892,678, filed on by the program. The method further includes monitoring 
Sep. 28, 2010, now Pat. No. 7,917,954. system resource utilization during program execution on the 

computer system to determine whether system resource uti 
lization exceeds the limit specified in the operational policy. If 

(30) Foreign Application Priority Data the system resource utilization exceeds the specified limit, the 
method selects another policy specifying different program 

May 18, 2010 (RU) ................................ 2O101 19565 settings and a different limit of system resource utilization. 

Select Predefined 
Operational Policy 

Monitor Resource Utilization 

Resource Utilization 
Exceeds Policy Limit? 

Yes 

Select Another 
Predefined Policy 

More Predefined Policies? 
Yes 

w Collect System 
Configuration and Resource 

Utilization information 

Create Custom Policy 

31 O 

340 

Continue Using 
Existing Policy 

360 

370 

380 

  

  

  

  

    

  

    

    

  



US 2011/0289585 A1 Nov. 24, 2011 Sheet 1 of 6 Patent Application Publication 

| -61-I 

Výz). I sfiu?as 

  

  

  

  

  

  

  

  
  
  

  



Patent Application Publication Nov. 24, 2011 Sheet 2 of 6 US 2011/0289585 A1 

Obtain System Configuration 210 
and Performance information 

Compute Performance Rating 220 
for Computer Component(s) 

230 
Perform Fuzzification 

- 240 

Apply Fuzzy Logic Rules 

250 
Perform Defuzzification 

260 
Classify Computer System 

Fig. 2 

  

  

    

  

  



Patent Application Publication Nov. 24, 2011 Sheet 3 of 6 US 2011/0289585 A1 

Select Predefined 310 
Operational Policy 

320 
Monitor ReSource Utilization 

340 

NO Continue Using 
Existing Policy 

Yes 

Select Another 350 
Predefined Policy 

330 

Resource Utilization 
Exceeds Policy Limit? 

360 
More Predefined Policies? 

Yes 

No 

Collect System 370 
Configuration and Resource 

Utilization information 

380 
Create Custom Policy 

Fig. 3 

  

    

  

    

  

  



Patent Application Publication Nov. 24, 2011 Sheet 4 of 6 US 2011/0289585 A1 

/ 400 

OA Table of Policies for an Application 11 

Policy Program Settings Resource Utilization 

Policy 1 Settings 111A CPU/RAM/HDD/NET 

Policy 2 Settings 112A. CPU/RAM/HDD/NET 

Policy 3 Settings 113A CPU/RAM/HDD/NET 

Policy 4 Settings 114A CPU/RAM/HDD/NET 

Fig. 4 

  



US 2011/0289585 A1 Nov. 24, 2011 Sheet 5 of 6 Patent Application Publication 

009_/ 

G -61 

Jeales XIowleN J??nduOO XOOqe?ON J??nduIOO quello u??L sselo Je?nduOO 

  



US 2011/0289585 A1 

9909eqed uuelfiold 

Nov. 24, 2011 Sheet 6 of 6 

| 55 SueXeedS?7 
pueO So??de 19 

Patent Application Publication 

    

  

  

  

  

  

  

  

  



US 2011/0289585 A1 

SYSTEMS AND METHODS FOR 
POLICY-BASED PROGRAM 

CONFIGURATION 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation of U.S. applica 
tion Ser. No. 12/892,678, filed on Sep. 28, 2010, which claims 
benefit of priority under 35 U.S.C. 119(a)-(d) to a Russian 
Application No. 20101 19565, filed on May 18, 2010, both of 
which are incorporated by reference herein in their entirety. 

TECHNICAL FIELD 

0002 The present disclosure relates generally to the field 
of computer Science and, in particular, to systems, methods 
and computer program products for adaptive policy-based 
program configuration for improving computer performance 
and resource utilization. 

BACKGROUND 

0003 Generally, modern computer applications are very 
resource intensive because they interact extensively with 
hardware and Software components of computer systems on 
which they run. Despite the fact that developers constantly 
improve operation of these applications and their interaction 
with computer systems, the demand for system resources 
continues to grow steadily as the complexity of these appli 
cations increases. An example of resource-demanding appli 
cations is antivirus applications. Antivirus applications inter 
act extensively with system's software and hardware 
components during system scans for malicious software, 
Such as viruses, worms, spyware and other types of malware 
that threatens security of the computer system. 
0004 Some computer applications, including many anti 
virus applications, allow user to adjust various application 
settings in order to control execution of program tasks. These 
changes to the application settings may affect system 
resource utilization, including processor, memory, hard drive 
and network utilization. In some instances, changes to the 
application settings may overload the computer system and 
impair its performance. Accordingly, there is a need for a 
technique for assessing effects of different program settings 
on a computer system and for dynamically adjusting program 
settings in order to improve system resource utilization. 

SUMMARY 

0005 Disclosed herein are systems, methods and com 
puter program products for adaptive policy-based program 
configuration. In one example embodiment, a method com 
prises collecting from a computer system configuration and 
performance information for one or more computer system 
components, including hardware and Software components. 
The method further includes rating performance of the com 
ponents of the computer system based on the collected con 
figuration and performance information. The performance 
rating of the component may be computed as a function of the 
component's performance characteristic and one or more 
technical characteristics. The component's performance rat 
ing may be adjusted by a weighting coefficient to account for 
the relative costs between different components of the com 
puter system, interoperability between different system com 
ponents, or effect of the computer's operating system on the 
performance of system components. The method further 
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includes computing an overall performance rating of the com 
puter system by, for example, applying fuZZylogic rules to the 
performance ratings of the individual system components. 
0006. The method further includes selecting based on the 
system performance rating one of a plurality of predefined 
operational policies for a program to be executed on the 
computer system. The operational policy specifies program 
settings and limits of system resource utilization by the pro 
gram on the computer system. The method further includes 
monitoring system resource utilization by the program being 
executed on the computer system to determine whether sys 
tem resource utilization exceeds the limit specified in the 
selected operational policy. If the system resource utilization 
exceeds the specified limit, the method selects another policy 
specifying different program settings and a different limit of 
system resource utilization. If the system resource utilization 
exceeds the limits specified in all predefined operational poli 
cies, the method creates in real-time a custom operational 
policy for the program. The custom policy specifies different 
program settings that minimize resource utilization on the 
computer system. 
0007. The above simplified summary of example embodi 
ments of the invention serves to provide a basic understanding 
of such embodiments. This Summary is not an extensive over 
view of all contemplated aspects of the invention, and is 
intended to neither identify key or critical elements of all 
embodiments nor delineate the scope of any or all embodi 
ments. Its sole purpose is to present some concepts of one or 
more aspects in a simplified form as a prelude to the more 
detailed description that follows. To the accomplishment of 
the foregoing and related ends, the one or more embodiments 
comprise the features hereinafter fully described and particu 
larly pointed out in the claims. The following description and 
the annexed drawings set forth in detail certain illustrative 
features of the one or more embodiments. These features are 
indicative, however, of but a few of the various ways in which 
the principles of various aspects may be employed, and this 
description is intended to include all Such aspects and their 
equivalents. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0008. The accompanying drawings, which are incorpo 
rated into and constitute a part of this specification, illustrate 
one or more example embodiments of the invention and, 
together with the detailed description serve to explain the 
principles and implementations of the embodiments. 
0009 
0010 FIG. 1 illustrates a schematic block diagram of a 
system for adaptive policy-based program configuration in 
accordance with one example embodiment. 
0011 FIG. 2 illustrates a methodology for adaptive 
policy-based program configuration in accordance with one 
example embodiment. 
0012 FIG. 3 illustrates a methodology for adaptive 
policy-based program configuration in accordance with 
another example embodiment. 
0013 FIG. 4 illustrates a data structure for storing policy 
information in accordance with one example embodiment. 
0014 FIG. 5 illustrates a data structure for storing policy 
information in accordance with another example embodi 
ment. 

In the drawings: 
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0015 FIG. 6 illustrates a schematic block diagram of a 
computer system in accordance with one example embodi 
ment. 

DETAILED DESCRIPTION OF EXAMPLE 
EMBODIMENTS 

(0016 Example embodiments are described herein in the 
context of systems, methods and computer program products 
for adaptive policy-based program configuration. Those of 
ordinary skill in the art will realize that the following descrip 
tion is illustrative only and is not intended to be in any way 
limiting. Other embodiments will readily suggest themselves 
to those skilled in the art having the benefit of this disclosure. 
Reference will now be made in detail to implementations of 
the example embodiments as illustrated in the accompanying 
drawings. The same reference indicators will be used to the 
extent possible throughout the drawings and the following 
description to refer to the same or like items. 
0017 FIG. 1 illustrates a schematic block diagram of a 
system for adaptive policy-based program configuration in 
accordance with one example embodiment. System 100 
includes one or more computers 105, each having a plurality 
of applications 110 and associates settings 111, 112, etc. 
Computer 105 may be a home PC, a notebook, a thin or thick 
client office computer, a gaming PC, an application server or 
other type of programmable machine. Computers 105 may be 
connected into a local area network (not shown). Applications 
110 may include computer programs, scripts, codes, plug-ins 
and other types of computer-executable instructions. In one 
example embodiment, application 110A includes an antivirus 
program. Program settings 111, 112, etc. are used to control 
operation of applications 110. In case of an antivirus program, 
program settings include malware scanning settings, such as 
day/time setting indicating start of malware scan, scan dura 
tion setting, hardware scan settings, software scan settings 
and other. 

(0018. In one example embodiment, system 100 further 
includes one or more local software agents 120. Software 
agent 120 may be implemented as a stand-alone program, as 
a script or other type of executable, compilable or interpret 
able instructions. Software agents 120 may be directly 
deployed on computers 110 or other network devices con 
nected via network to computers 105. Software agents 120 
performs the following functions: collecting system configu 
ration information from computers 105, monitoring system 
resource utilization during execution of applications 110 on 
computers 105, and adjusting program setting 111, 112, etc. 
in order to improve system resource utilization and overall 
performance of computer(s) 105. 
0019. In one example embodiment, system 100 also 
includes a rating engine 130 and a rating database 140. Rating 
engine 130 and database 140 may reside on a separate net 
work device, such as a local or remote application server. 
Alternatively, rating engine 130 and database 140 may be 
deployed on the same system or the same network as software 
agent 120. In one example embodiment, rating engine 130 
performs the following functions: deploying software agent 
120 on computer(s) 105, receiving computer configuration 
and resource utilization information from the software agent, 
rating performance of computer(s) 105, classifying the com 
puter(s) 105 based on its performance rating. In one example 
embodiment, database 140 contains fuzzy logic rules for 
determining performance rating of computer(s) 105. 
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0020. In one example embodiment, system 100 also 
includes a policy engine 150 and policy database 160. Policy 
engine 150 and database 160 may reside on a separate net 
work device, such as a local or remote application server. 
Alternatively, policy engine 150 and database 160 may be 
deployed on the same system or the same network as Software 
agent 120. In one example embodiment, policy engine 150 
performs the following functions: maintaining predefined 
computer classifications, maintaining predefine operational 
policies specifying program settings for applications 110, and 
generating custom operational policies for computer(s) 105. 
In one example embodiment, database 160 contains pre 
defined operational policies for applications 110 for various 
computer classes, as well as custom policies. 
0021. In one example embodiment, system 100 may fur 
ther include a remote server 170 hosted by a provider of the 
policy-based configuration service. Remote server 170 pro 
vides software upgrades as well as updated information about 
new software and hardware components, fuzzy logic rules, 
computer classifications, operational policy definitions and 
other information. It should be noted that depicted system 
configuration is not limiting, other software and hardware 
components as well as databases may be used in various 
embodiments. 

0022. In one example embodiment, software agent 120 
may be configured to auto start upon boot-up of computer 
105. Alternatively, agent 120 may be activated by the com 
puter user, system administrator, rating engine 130, policy 
engine 150 or one of the applications 110, such as an antivirus 
application. Once activated, agent 120 begins collecting from 
computer(s) 105 system configuration information, including 
hardware and software information. Hardware configuration 
information may include, but is not limited to information 
about CPU, operating memory, hard disk drive(s) and net 
work interfaces. The software configuration information may 
include, but is not limited to the information about operating 
system, software applications, programs, scripts and pro 
cesses running on computer(s) 105. Software agent 120 may 
also collect other system information, such as registry data, 
that indicates which applications, programs and processes are 
running on computer 105. Software agent 120 then forwards 
the collected system configuration information to rating 
engine 130 and policy engine 150. 
0023. In one example embodiment, performance rating 
engine 130 conducts performance analysis and rating of com 
puter(s) 105. FIG. 2 illustrates an example performance rat 
ing algorithm implemented by rating engine 130. As shown, 
at step 210, rating engine 130 obtains from software agent 
120 configuration information about computer(s) 105, such 
as information about computer's CPU, operating memory, 
hard disk drive (HDD), network interface(s) and operating 
system (OS). CPU information may include, for example, 
number of processor cores, operational frequency, processor 
architecture, and its performance statistics. Information about 
operating memory may include RAM's size and bandwidth. 
Information about hard disk drive may also include its size 
and bandwidth. Network information may include its type. 
e.g., wired or wireless, and actual bandwidth. Performance of 
each system component, such as its actual bandwidth, may be 
measured by a benchmark and diagnostic utility, such as HD 
Tune, PCMark Vantage, 3DMark Vantage or other system 
analysis software utilized by engine 130. 
0024. To rate overall system performance, at step 220, 
rating engine 130 computes individual performance ratings 
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for components of computer(s) 105. Generally, the higher are 
the technical characteristics and performance of a system 
components, the higher is its performance rating. For some 
system components, rating engine 130 may use only one 
technical characteristic to rate performance of component of 
computer(s) 105. For example, operating memory's perfor 
mance may be rated based only on its size, which is measured 
in Megabytes. Network interface's performance may be rated 
based on its actual bandwidth, which is measured in Megabits 
per second. For other system components, rating engine 130 
may compute performance rating as a function of several 
different technical characteristics. For example, CPU's per 
formance may be rated as a function of a coefficient of the 
number of its cores multiplied by its operating frequency and 
further multiplied by a coefficient of its architecture. HDD's 
performance may be rated as a function of its size multiplied 
by a coefficient of its actual measured bandwidth. Other func 
tions and coefficients may be used in various embodiments. 
0025. It should be noted that performance ratings of indi 
vidual system components are highly relative and depend on 
various factors selected by rating engine 130. In one example 
embodiment, rating engine 130 may account for relative 
"cost of one system component with respect to other system 
components. For example, CPU time may have lower “cost 
because modern multi-core processors with high operating 
frequencies (several Gigahertz) perform resource-intensive 
computational operations very fast, but access time to a hard 
disk drive, which provides data to the CPU, may have a much 
higher "cost” because HDDs usually have much smaller 
bandwidth (several Megabytes per second). This may cause 
processor-memory bottleneck during execution of certain 
tasks by applications 110 that impairs overall system perfor 
mance. In another example, rating engine 130 may also 
account for known or likely interoperability problems 
between various system components that may affect overall 
system performance. Yet in another example, rating engine 
130 may also account for affects of operating system on the 
overall system performance, because different operating sys 
tems control system resource allocation differently. To 
account for the effects of these and other factors, rating engine 
130 may applying various weighting coefficients to the per 
formance ratings of individual system components and/or to 
the overall performance rating of computer 105. 
0026. As indicated above, based on the weighted perfor 
mance ratings of individual system components, rating 
engine 130 may compute an overall system performance rat 
ing for computer(s) 105. In one example embodiment, overall 
system performance rating may be expressed as a string of 
weighted performance rating coefficients of individual sys 
tem components, which can be expressed in the following 
format: CPU/RAM/HDD/Network. For example, for a com 
puter having the following technical characteristics: Pentium 
43 Ghz/512 Mb/500 GB 7200 RPM/10 Mbit/s, the overall 
system performance rating may be expressed as follows: 
3000/512/63000/10000. In this overall system performance 
rating, CPU performance rating coefficient 3000 represents 
Pentium 43 Ghz; RAM performance rating coefficient 512 
represents 512 Mb of memory; HDD performance rating 
coefficient 65000 represents a 500 GB hard disk drive (this 
rating has been weighted by a coefficient of 1.3 to account for 
lower “cost of data access time due to high RPM of this hard 
disk drive); and network performance rating coefficient 
10000 represents 10 Mb/s Ethernet. In another example, for a 
computer having the following configuration: Core i7 2.66 
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Ghz/4096 MB/SSD 160 GB/30 Mbit/sec, the overall system 
performance rating may be expressed as follows: 10000/ 
4096/200000/30000. In this overall system performance rat 
ing, CPU performance rating coefficient 10000 represents 
2.66 GZ Core i7 processor (this rating was weighted by coef 
ficient of 3.5 account for multi-core and hyper-threading 
technologies utilized in this processor, which significantly 
increases its performance); RAM performance rating coeffi 
cient 4096 represents 4096 MB of RAM; HDD performance 
rating 200000 represents 160 GB HDD (this rating was 
weighted by a coefficient of 12.5 to account for very low 
“cost of access time to the data stored on a solid-state drive); 
network rating 30000 represents 10Mbit/sec optical network 
interface. 

(0027. With reference to FIG. 2, at steps 230-250, rating 
engine 130 may uses fuZZy logic to determine overall system 
performance rating based on performance ratings of indi 
vidual system components in accordance with one example 
embodiment. In particular, at step 230, rating engine 130 
performs fuZZification—translation of non-fuzzy quantitative 
performance rating(s) of individual components CPU/RAM/ 
HDD/Network to fuzzy logic linguistic variables. For 
example, linguistic variable for individual component perfor 
mance rating may have five associated linguistic values. Such 
as “very low”, “low”, “average”, “high”, and “very high”. 
0028 Next, at step 240, rating engine 130 applies fuzzy 
logic rules to the linguistic values of performance ratings of 
individual system components. These rules are stored in data 
base 140 and frequently updated to account for newly devel 
oped and commercially available computer components. In 
one embodiment, rating engine 130 may apply component 
specific fuzzy logic rules to determine a fuZZylogic values for 
the overall system performance rating variable. The fuzzy 
logic rules may have an IF-THEN format. For example, com 
ponent-specific fuzzy logic rules may state “IF processor 
rating is high THEN overall system performance rating is 
high” or “IF operating memory is very low THEN overall 
system performance rating is very low. In another embodi 
ment, rating engine 130 may apply composite fuzzy logic 
rules that account for several different performance ratings. 
For example, composite fuZZy logic rules may state “IF pro 
cessor rating is very high AND operating memory is high 
AND hard disk drive rating is high AND network rating is 
medium THEN overall system performance rating is high” or 
“IF processor rating is very high AND operating memory is 
medium AND hard disk drive rating is high AND network 
rating is high THEN overall system performance rating is 
medium'. Therefore, the fuzzy logic rules provide fuzzy logic 
values, such as “very low”, “low”, “average”, “high”, and 
“very high, for the overall system performance rating vari 
able. 
(0029. Next, at step 250, rating engine 130 performs 
defuZZification—translation of fuzzy logic linguistic values 
to non-fuZZy quantitative values, which represent the overall 
system performance rating(s) for computer(s) 105. The com 
plex process of calculating the output value takes into account 
what fuZZylogic rules were applied at Step 240, what degree 
of affiliation between performance ratings of individual sys 
tem components and other criteria known in the art. In one 
example embodiment, rating engine 130 may apply Mamdani 
and Sugeno fuZZy logic algorithms along with centroid 
defuzzification techniques. It should be noted that other 
known defuZZification algorithms and techniques may be 
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used in alternative embodiments to calculate the overall sys 
tem performance rating(s) for computer(s) 105. 
0030 Finally, at step 260, rating engine 130 may classify 
computer(s) 105 into one of several predefined computer 
classes based on overall performance rating of each computer 
105. The computer classification may include, but is not lim 
ited to the following classes of computer systems: thin client 
computer, notebook computer, thick client computer, gaming 
computer and network server. In particular, rating engine 130 
may classify computers having very low performance rating 
of 1000, such as think client computers, weak office PCs, 
tablet computers, netbooks, PDAs, mobile phones, as thin 
client computers. Computers having low performance rating 
of 2000 may be classified as notebook computers. Computers 
having medium performance rating of 3000, such as thick 
client computer and home or office PCs, may be classified as 
thick client computers. Computers having high performance 
rating of 4000 may be, classified as powerful gaming PCs. 
Computers having very high performance rating 5000 may be 
classified as powerful network servers. It should be noted that 
this classification is not limiting and fewer or more classes of 
computer systems may be created in alternative embodiments 
to allow greater or lower degree of granularity of system 
classifications. 

0031. Once computer(s) 105 have been classified, rating 
engine 130 may pass computer classification information to 
policy engine 150, which may select an appropriate opera 
tional policy for application(s) 110. FIG. 3 illustrates an 
example policy selection algorithm implemented by policy 
engine 150. As shown, at step 310, policy engine 150 selects 
an operation policy for application(s) 110 from a set of pre 
defined operational policies. Policies specify program set 
tings 111, 112, etc. that optimize performance of computers 
(s) 105 by liming system resource utilization by applications 
110. Relationship between program settings and system 
resource utilization may be illustrated in the following 
example of an antivirus program. For example, activation of 
HIPS (Host-Based Intrusion Prevention System) settings of 
antivirus program 110A significantly loads processor of com 
puter 105, while full antivirus scan of a hard disk drive sig 
nificantly loads computer's disk system. Therefore, in the first 
case, processor utilization will be significantly increased and, 
in the second case, had disk drive utilization will be increased. 
Accordingly, to optimize performance of the computer sys 
tem on which antivirus program executes, policy engine 150 
may control settings of the antivirus program using different 
operational policies that limit system resource utilization by 
the antivirus program, while assuring maximum possible 
antivirus protection of the computers system 105. 
0032 FIG. 4 depicts an example embodiment of a policy 
table 400 for application 110A, such as an antivirus applica 
tion. Different applications will have different policy tables. 
Table 400 includes several different policies specifying dif 
ferent program settings and limits of system resource utiliza 
tion by application 110A. For example, antivirus program 
settings may include, but not limited to, day/time setting 
indicating start of malware scan by the antivirus program 
110A, duration of the scan settings, hardware scan settings, 
and Software scan settings. System resource utilization limits 
may be represented in the following format: 
CPU/RAM/HDD/NET, where parameter CPU repre 
sents limit of processor utilization, RAM represents limit of 
operating memory utilization, HDD represents limit, of hard 
disk drive utilization, and NET represents limit of network 
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utilization by application 110A. Limits of system resource 
utilization for different policies may be expressed as percent 
ages of total resource utilization. For example, policy 1 may 
specify that system resource utilization limits are 20%/15%/ 
20%/25%. Policy 2 may specify that system resource utiliza 
tion limits are 35%/25%/25%/30%. Policy 3 may specify that 
resource utilization limits are 55%/50%/45%/55%. There 
fore, operational policy 3 is more intensive policy than opera 
tion policy 2, and policy 1 is the most relaxed policy, because 
it results in light resource utilization. 
0033. In one example embodiment, different operational 
policies may apply to different classes of computers. FIG. 5 
depicts another example embodiment of a policy table 500 for 
application 110A, such as an antivirus application. As shown, 
table 500 includes four different policies associated with 
different classes of computers. As described in example 
above, operational policy 1 imposes light load on computer 
105 (e.g., resource utilization 20%/15%/20%/25%), because 
only a few basic functions of the antivirus program are acti 
vated under this policy with negligible effect on system per 
formance. At the other end of the spectrum, policy 4 imposes 
the heaviest load on computer 105 (e.g., resource utilization 
65%/75%/70%/65%), because all functions of the antivirus 
program may be activated under this policy with a significant 
effect on system performance. However, as noted above, dif 
ferent classes of computer systems have different perfor 
mance characteristics and handle different processing loads. 
For example, weaker computer systems, such as thin client 
computers and notebook computers, may only support light 
processing loads specified by policies 1 and 2, while more 
powerful computer systems, such as gaming PCs and network 
servers, may support much higher processing loads specified 
by policies 3 and 4. Accordingly, having classified computer 
(s) 105 into different performance classes, as shown in table 
500, policy engine 150 may select the most suitable opera 
tional policy for applications 110 running on computer(s) 
105. 

0034. In one example embodiment, policy engine 150 is 
configured to automatically select the most stringent opera 
tional policy for the system class with which computer 105 is 
associated in order to maximize the number of tasks per 
formed by the application(s) 110. In case of antivirus appli 
cation, the most stringent operation policy provides the most 
thorough antivirus scan of the entire computer 105, which 
results in the highest level of system protection against 
viruses. In another example embodiment, policy engine 150 
may utilize fuzzy logic to select the most appropriate opera 
tional policy for application(s) 110. In particular, fuzzy logic 
rules may be used to assess the tasks performed by the appli 
cation and their effect on system performance, and to select 
appropriate program settings that would not overload com 
puter(s) 105. 
0035. Again with reference to FIG.3, once the appropriate 
policy has been selected for application 110 running on com 
puter 105, policy engine 150 instructs software agent 120, at 
step 320, to apply the selected policy to the application 110 
and begin to monitor System resource utilization by applica 
tion 110 to assure that resource utilization is within limits 
specified by the selected policy. Ifat step 330, software agent 
120 determines that system resource utilization does not 
exceed the limit specified in the selected policy, at step 340, it 
continues to execute the existing policy. However, if system 
resource utilization begins to exceed the specified limits, 
software agent 120 may instruct policy engine 150 to select 
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another predefined policy at step 350. Thus, if policy 3 was 
originally selected, policy engine 150 may provide policy 2. 
which has less intensive system utilization requirements and 
in which some functions of the software may be deactivated 
or performed during different time, so as to decrease load on 
computer system 105. In case of the antivirus application, a 
new policy may limit antivirus scan to certain sectors of hard 
disk drive, therefore limiting load on that system component. 
In addition, the new policy may specify that certain antivirus 
scans must be performed during off hours, such as at night, 
when this scan does not interfere with activities of system 
users during the day. 
0036 Having selected a new policy for application 110, 
Software agent 120 continues to monitor system resource 
utilization by the application, and, if it determines that system 
resource utilization does not exceed the new limit specified in 
the selected policy, it continues to execute the new policy. 
However, if system resource utilization begins to exceed the 
specified limits again, Software agent 120 may instruct policy 
engine 150 to select another predefined policy. If at step 360, 
it is determined that no more predefined policies are available 
for the computer class within which computer 105 was 
assigned, software agent 120 may collect all available system 
configuration and resource utilization information about 
computer 105 and forward it to policy engine 150. Policy 
engine 105 in turn uses the collected information to create a 
custom policy for application 110. Such as an antivirus pro 
gram. In one example embodiment, policy engine 150 may 
contact remote server 170 to request administrator's assis 
tance in generation of custom operational policies for appli 
cation 110, which will improve system performance. 
0037 FIG. 6 depicts an exemplary computer system 5, 
which can be used to implement computer 105, in accordance 
with one example embodiment. It should be noted that com 
puter system 5 may also be used to implement a desktop 
computer, a workstation, a laptop computer, an application 
server or other type of data processing device. As depicted, 
computer system 5 includes CPU 15, system memory 20, 
hard disk drive(s) 30, optical drive(s) 35, serial port(s) 40, 
graphics card 45, audio card 50 and network card(s) 55 con 
nected by system bus 10. System bus 10 may be any of several 
types of bus structures including a memory bus or memory 
controller, a peripheral bus and a local bus using any of a 
variety of known bus architectures. CPU 15 may include 
Intel(R) Core 2 Quad 2.33 GHZ processor or other type of 
microprocessor. 
0038 System memory 20 includes a read-only memory 
(ROM) 21 and random access memory (RAM) 23. Memory 
20 may be implemented as in DRAM (dynamic RAM), 
EPROM, EEPROM, Flash or other type of memory architec 
ture. ROM 21 stores a basic input/output system 22 (BIOS), 
containing the basic routines that help to transfer information 
between the components of computer system 5. Such as dur 
ing start-up. RAM 23 stores operating system 24 (OS), such 
as Windows(R Vista R) or other type of OS, that is responsible 
for management and coordination of processes and allocation 
and sharing of hardware resources in computer system 5. 
System memory 20 also stores applications and programs 25 
that are currently running on the computer 5, including an 
antivirus application and various other programs. System 
memory 20 also stores various runtime data 26 used by the 
applications and programs 25. 
0039 Computer system 5 may further include hard disk 
drive(s) 30, such as 500 GB SATA magnetic hard drive, and 
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optical disk drive(s) 35 for reading from or writing to a 
removable optical disk, such as a CD-ROM, DVD-ROM or 
other optical media. Drives 30 and 25 and their associated 
computer-readable media provide non-voltile storage of com 
puter readable instructions, data structures, applications and 
program modules/subroutines that implement algorithms and 
methods disclosed herein. Although the exemplary computer 
system 5 employs magnetic and optical disks, it should be 
appreciated by those skilled in the art that other types of 
computer readable media that can store data accessible by a 
computer 5. Such as magnetic cassettes, flash memory cards, 
digital video disks, RAMs, ROMs, EPROMs and other types 
of memory may also be used in alternative embodiments of 
the computer system. 
0040 Computer system 5 further includes a plurality of 
serial ports 40, such as Universal Serial Bus (USB), for con 
necting data input device(s) 75. Such as keyboard, mouse, 
touchpad and other. Serial ports 40 may be also be used to 
connect data output device(s) 80. Such as printer, Scanner and 
other, as well as other peripheral device(s) 85, such as exter 
nal data storage devices and the like. Computer system 5 may 
also include graphics card 45, such as nVidiaR) GeForce?R GT 
240M or other video card, for interfacing with a monitor 60 or 
other video reproduction device. Computer system 5 may 
also include an audio card 50 for reproducing sound via 
internal or external speakers 65. In addition, computer system 
5 may include network card(s) 55, such as Ethernet, WiFi, 
GSM, Bluetooth or other wired, wireless, or cellular network 
interface for connecting computer system 5 to network 70, 
Such as the Internet. 

0041 As used in this application, the terms “system.” 
“component.” “agent” and the like are intended to include a 
computer-related entity, such as but not limited to hardware, 
firmware, a combination of hardware and Software, software, 
or Software in execution. For example, a component may be, 
but is not limited to being, a process running on a processor, 
a processor, an object, an executable, a thread of execution, a 
program, and/or a computer. By way of illustration, both an 
application running on a computing device and the comput 
ing device can be a component. One or more components can 
reside within a process and/or thread of execution and a 
component may be localized on one computer and/or distrib 
uted between two or more computers. In addition, these com 
ponents can execute from various non-transitory computer 
readable medium having various data structures stored 
thereon. The components may communicate by way of local 
and/or remote processes such as in accordance with a signal 
having one or more data packets, such as data from one 
component interacting with another component in a local 
system and/or across a network, Such as the Internet with 
other systems. 
0042. In various embodiments, the algorithms and meth 
ods described herein may be implemented in hardware, soft 
ware, firmware, or any combination thereof. If implemented 
in Software, the functions may be stored or transmitted as one 
or more instructions or code on a non-transitory computer 
readable medium. Computer-readable media includes both 
computer storage media and communication media including 
any medium that facilitates transfer of a computer program 
from one place to another. A storage medium may be any 
available media that can be accessed by a computer. By way 
of example, and not limitation, Such computer-readable 
media can comprise RAM, ROM, EEPROM, CD-ROM or 
other optical disk storage, magnetic disk storage or other 
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magnetic storage devices, or any other medium that can be 
used to carry or store desired program code in the form of 
instructions or data structures and that can be accessed by a 
computer. Also, any connection may be termed a computer 
readable medium. For example, if software is transmitted 
from a website, server, or other remote source using a coaxial 
cable, fiber optic cable, twisted pair, digital subscriber line 
(DSL), or wireless technologies such as infrared, radio, and 
microwave, then the coaxial cable, fiber optic cable, twisted 
pair, DSL, or wireless technologies such as infrared, radio, 
and microwave are included in the definition of medium. Disk 
and disc, as used herein, includes compact disc (CD), laser 
disc, optical disc, digital versatile disc (DVD), floppy disk 
and Blu-ray(R) disc where disks usually reproduce data mag 
netically, while discs usually reproduce data optically with 
lasers. Combinations of the above should also be included 
within the scope of computer-readable media. 
0043. In the interest of clarity, not all of the routine fea 
tures of the implementations described herein are shown and 
described. It will be appreciated that in the development of 
any such actual implementation, numerous implementation 
specific decisions must be made in order to achieve the devel 
oper's specific goals, such as compliance with application 
related constraints, and that these specific goals will vary 
from one implementation to another and from one developer 
to another. Moreover, it will be appreciated that such a devel 
opment effort might be complex and time-consuming, but 
would nevertheless be a routine undertaking of engineering 
for those of ordinary skill in the art having the benefit of this 
disclosure. 
0044) Furthermore, it is to be understood that the phrase 
ology or terminology used herein is for the purpose of 
description and not of limitation, such that the terminology or 
phraseology of the present specification is to be interpreted by 
the skilled in the art in light of the teachings and guidance 
presented herein, in combination with the knowledge of the 
skilled in the relevant art(s). Moreover, it is not intended for 
any term in the specification or claims to be ascribed an 
uncommon or special meaning unless explicitly set forth as 
Such. The various embodiments disclosed herein encompass 
present and future known equivalents to the known compo 
nents referred to herein by way of illustration. Moreover, 
while embodiments and applications have been shown and 
described, it would be apparent to those skilled in the art 
having the benefit of this disclosure that many more modifi 
cations than mentioned above are possible without departing 
from the inventive concepts disclosed herein. 
What is claimed is: 
1. A method for adaptive policy-based program configura 

tion, the method comprises: 
collecting from a computer system configuration and per 

formance information for one or more computer system 
components; 

rating performance of the computer system based on the 
collected information; 

determining based on the performance rating of the com 
puter system an operational policy of a program to be 
executed on the computer system, wherein the opera 
tional policy specifies program settings and a limit of 
system resource utilization by the program; 

monitoring system resource utilization during execution of 
the program on the computer system to determine 
whether system resource utilization exceeds the limit 
specified in the operational policy; and 
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if the system resource utilization exceeds the specified 
limit, selecting for the program another operational 
policy specifying different program settings. 

2. The method of claim 1 further comprises repeating the 
steps of monitoring system resource utilization and selecting 
another operational policy until the system resource utiliza 
tion does not exceed the specified limit. 

3. The method of claim 1 further comprises if the system 
resource utilization exceeds the specified limits, creating in 
real-time a custom operational policy for the program, 
wherein the custom policy specifies different program set 
tings that minimize system resource utilization by the pro 
gram. 

4. The method of claim 3, wherein rating performance of 
the computer system comprises: rating performance of a 
component of the computer system as a function of the com 
ponent's performance characteristic and one or more techni 
cal characteristics. 

5. The method of claim 4 further comprises adjusting per 
formance rating of the component of the computer system by 
a weighting coefficient to account for the relative costs of 
different components of the computer system, interoperabil 
ity between different components of the computer system, or 
effect of an operating system on performance of different 
components. 

6. The method of claim 5 further comprises rating perfor 
mance of the computer system by applying fuzzy logic rules 
to the adjusted performance ratings of system components. 

7. The method of claim 6, wherein program settings 
include malware scan settings, wherein the scan settings 
include: day/time setting indicating start of malware scan, 
scan duration setting, hardware scan settings, and Software 
Scan settings. 

8. A system for adaptive policy-based program configura 
tion comprises: 

a memory configured to store a plurality of predefined 
operational policies for a program, wherein the policy 
specifies program settings and a limit of system resource 
utilization by the program; and 

a processor coupled to the memory, the processor being 
configured to 
collect from a computer system configuration and per 

formance information for one or more computer sys 
tem components; 

rate performance of the computer system based on the 
collected information; 

determine based on the performance rating of the com 
puter system an operational policy of a program to be 
executed on the computer system; 

monitor system resource utilization during execution of 
the program on the computer system to determine 
whether system resource utilization exceeds the limit 
specified in the operational policy; and 

if the system resource utilization exceeds the specified 
limit, select for the program another operational 
policy specifying different program settings. 

9. The system of claim 8, wherein the processor being 
further configured to repeat monitoring system resource uti 
lization and selecting another operational policy until the 
system resource utilization does not exceed the specified 
limit. 

10. The system of claim 9, wherein the processor being 
further configured to create in real-time a custom operational 
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policy for the program, wherein the custom policy specifies 
different program settings that minimize system resource 
utilization by the program. 

11. The system of claim 10, wherein to rate performance of 
the computer system the processor being further configured 
to rate performance of a component of the computer system as 
a function of the component's performance characteristic and 
one or more technical characteristics. 

12. The system of claim 11, wherein the processor being 
further configured to adjust performance rating of the com 
ponent of the computer system by a weighting coefficient to 
account for the relative costs of different components of the 
computer system, interoperability between different compo 
nents of the computer system, or effect of an operating system 
on the performance of different components. 

13. The system of claim 12, wherein the processor being 
further configured to rate performance of the computer sys 
tem by applying fuzzy logic rules to the adjusted performance 
ratings of system components. 

14. The system of claim 13, wherein program settings 
include malware scanning settings, wherein the scanning set 
tings include: day/time setting indicating start of malware 
scanning, Scan duration setting, hardware scan settings, and 
Software scan settings. 

15. A computer program product embedded in a non-tran 
sitory computer-readable storage medium, the computer 
readable storage medium comprises computer-executable 
instructions for: 

collecting from a computer system configuration and per 
formance information for one or more computer system 
components; 

rating performance of the computer system based on the 
collected information; 

determining based on the performance rating of the com 
puter system an operational policy of a program to be 
executed on the computer system, wherein the opera 
tional policy specifies program settings and a limit of 
system resource utilization by the program; 

monitoring system resource utilization during execution of 
the program on the computer system to determine 
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whether system resource utilization exceeds the limit 
specified in the operational policy; and 

if the system resource utilization exceeds the specified 
limit, selecting for the program another operational 
policy specifying different program settings. 

16. The medium of claim 15 further comprises instructions 
for 

repeating the steps of monitoring system resource utiliza 
tion and selecting another operational policy until the 
system resource utilization does not exceed the specified 
limit; and 

if the system resource utilization exceeds the specified 
limits, creating in real-time a custom operational policy 
for the program, wherein the custom policy specifies 
different program settings that minimize system 
resource utilization by the program. 

17. The medium of claim 16, wherein instructions for 
rating performance of the computer system comprise instruc 
tions for rating performance of a component of the computer 
system as a function of the component's performance char 
acteristic and one or more technical characteristics. 

18. The medium of claim 17 further comprises instructions 
for adjusting performance rating of the component of the 
computer system by a weighting coefficient to account for the 
relative costs of different components of the computer sys 
tem, interoperability between different components of the 
computer system, or effect of an operating system on the 
performance of different components. 

19. The medium of claim 18 further comprises instructions 
for rating performance of the computer system by applying 
fuZZy logic rules to the adjusted performance ratings of sys 
tem components. 

20. The medium of claim 19, wherein program settings 
include malware scanning settings, wherein the scanning set 
tings include: day/time setting indicating start of malware 
scanning, Scan duration setting, hardware scan settings, and 
Software scan settings. 

c c c c c 


