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(57) ABSTRACT 

A method for identifying participants of a collaborative 
network is disclosed. The participants communicate over a 
larger electronic network wherein not all members may be 
participating in the collaborative Session. The method begins 
by determining a unique Session identifier for only the 
participants of the collaborative network. Next, a message 
having the Session identifier is sent to all members of the 
network by an inquiring participant of the collaborative 
network. Only participants that have the Session identifier 
respond to the inquiring participant. Finally, communication 
is established between the participants that responded to the 
message and the inquiring participant. In this regard, a 
collaborative network is formed including the inquiring 
participant. 
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METHOD FOR DISCOVERING AND 
DISCRIMINATING DEVICES ON LOCAL 

COLLABORATIVE NETWORKS TO EACILITATE 
COLLABORATION AMONG USERS 

BACKGROUND OF THE INVENTION 

0001. The present invention generally relates to identi 
fying members of a collaborative network and more par 
ticularly to a method of identifying members in a peer-to 
peer network without the use of a central Server. 
0002. In a peer-to-peer network or system, users would 
like to collaborate using their computing devices in a public 
or private collaboration Session without the use of a Server. 
Collaboration may involve the transfer of files, sending 
messages, or other forms of data between two or more 
computing devices of the network. During collaboration, the 
computing devices share a physical network with other 
devices who the users may wish to Selectively include or 
exclude from their Sessions. 

0.003 Typically, a network has a central designated server 
that can identify users and the current network addresses or 
device identifiers of their devices which are currently 
logged-in as well as the Session identifiers which are used to 
distinguish Specific collaboration Sessions. A collaboration 
Session may correspond to an active group of collaboration 
participants or a team of participants in a virtual room/ 
physical location for collaboration. When the user logs in, 
the central Server can provide the user's computing device a 
list of network addresses for the other devices who share the 
Same Session identifier and exclude those who are not in the 
desired Session. 

0004. Without a central server, it is extremely difficult to 
maintain an accurate accounting of the participants in the 
collaborative Session. The computing device of the user does 
not have access to a central list which can be used to identify 
participants. There is no central mechanism for the addition 
and removal of participants. Accordingly, the computing 
device of the user will not be able to quickly and easily 
contact all members of the collaborative Session because 
they are not identifiable to the user. 
0005 The Jini architecture provides an infrastructure for 
defining, advertising and finding Services on a network 
where Services are defined by Java interfaces or classes. 
Advertisement is done using a lookup Service, which is a 
place for Services to advertise their presence on a network. 
Generally devices use Jini protocols to find lookup Servers, 
then query found lookup Servers using Jini to find Services 
which may exist on other network devices. Accordingly, the 
lookup Service may not exist on the same device as the 
services advertised, nor does the Jini itself provide infor 
mation that can be used for collaboration. 

0006 Another type of location protocol is UPnP which is 
Similar to the Jini protocol. UpnP uses multicast messaging 
to request the existence of Services. Only those Servers that 
can provide a requested Service or that know of Servers who 
can provide Such a Service respond. The individual collabo 
rative Services do not respond. Accordingly, in order to 
utilize the UpnP service, a server must be present on the 
network. 

0007 U.S. Pat. No. 6,069,896 entitled “Capability 
Addressable Network And Method Therefor” describes the 
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connection protocol for members in a peer-to-peer network. 
The 896 patent addresses the problems associated with 
trying to connect and authenticate other peers on a peer-to 
peer network. However, the 896 patent does not disclose 
how to identify and locate other peers when collaboration 
between peers is necessary. Furthermore, the connection 
protocol described by the 896 patent is extremely band 
width intensive Such that it would not be suitable for the 
identification of collaborative devices on a peer-to-peer 
network. 

0008 Similarly, U.S. Pat. No. 6,282,183 entitled 
“Method For Authorizing Couplings Between Devices. In A 
Capability Addressable Network” discloses the methods and 
protocols for authorizing coupling between devices in a 
capability-addressable network. However, the 183 patent 
does not disclose how peers can be quickly and easily 
identified on the network. In fact, the 183 patent discloses 
how a device accesses network Services. 

0009. The present invention addresses the above-men 
tioned deficiencies in identification of users in a peer-to-peer 
network by providing a method in which a user can identify 
the network addresses of other users without the use of a 
central Server. Accordingly, the present invention allows 
collaboration between computing devices where the net 
work address (Such as an IP address) and devices used by a 
user are not known in advance and may change. 

BRIEF SUMMARY OF THE INVENTION 

0010. In accordance with the present invention, there is 
provided a method for identifying participants of a collabo 
rative network. The participants communicate over a larger 
electronic network wherein not all members may be partici 
pating in the collaborative Session. The method begins by 
determining a unique Session identifier for only the partici 
pants of the collaborative network. Next, a message having 
the session identifier is sent to all members of the network 
by an inquiring participant of the collaborative network. 
Only participants that have the Session identifier respond to 
the inquiring participant. Finally, communication is estab 
lished between the participants that responded to the mes 
Sage and the inquiring participant. In this regard, a collabo 
rative network is formed including the inquiring participant 
and excluding others on the larger network. 
0011. The method of identifying participants further 
includes the Step of creating a participant list of the members 
of the collaborative network which can be stored by the 
participants. The participant list includes all of the partici 
pants of the collaborative network which have the same 
Session identifier. 

0012. The participants can be computing devices Such as 
PDAs, computers or other electronic devices. In this regard, 
the collaborative network is an electronic network that is 
capable of transmitting and receiving messages to and from 
computing devices. Typically, the collaborative network is a 
wired or wireleSS network. The message having the Session 
identifier is a UDP datagram containing the Session identi 
fier. The UDP datagram may be a broadcast or multicast 
datagram. 

0013 In accordance with the present invention, there is 
provided a System for identifying members of a collabora 
tive network. The System comprises at least two computing 
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devices in electronic communication with one another. Fur 
thermore, the System includes a unique Session identifier for 
distinguishing members of the collaborative network from 
other members of the network. The system further includes 
an identification message having the unique Session identi 
fier. The identification message is sent between at least two 
computing devices Such that if the Session identifier is 
identical between the two devices, then the devices are 
members of the collaborative network. Of course, it will be 
realized that multiple devices may be in electronic commu 
nication with one another Such that only those devices which 
have the unique Session identifier are members of the 
collaborative network. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.014. These, as well as other features of the present 
invention will become more apparent upon reference to the 
drawings wherein: 
0.015 FIG. 1 is a diagram depicting computing devices 
on a network for collaboration. 

0016 FIG. 2 is a flowchart illustrating how the comput 
ing devices shown in FIG. 1 are identified in a collaborative 
Session. 

0017 FIG. 3 is a flowchart illustrating how a computing 
device is removed From a collaborative Session. 

0.018 FIG. 4 is a flow chart illustrating another method 
of how a computing device is identified in a collaborative 
Session. 

0.019 FIG. 5 is a diagram depicting computing devices 
on a personal area network for collaboration. 
0020 FIG. 6 is a diagram depicting computing devices 
utilizing access points in a network for a collaborative 
Session. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0021 Referring now to the drawings wherein the show 
ings are for purposes of illustrating a preferred embodiment 
of the present invention only, and not for purposes of 
limiting the Same, FIG. 1 illustrates computing devices A, 
B, C, D, and E in a peer-to-peer network. The computing 
devices may be PDAs, PC's, wireless telephones, or any 
other type of electronic device that can be in a network. The 
network may be wired (i.e., LAN or Ethernet) or wireless 
network (i.e., Bluetooth, 802.11b). The present invention is 
independent of the type of the computing device or the type 
of network. 

0022. Each of the computing devices A, B, C, D, and E 
has a respective network identification number. For instance, 
computing device A has a network identification number of 
001. The network identification number is a unique identifier 
to the network. Furthermore, each computing device may 
also have an associated network address. The address may 
be an IP address or other type of network specific address. 
In Some instances the network identification number and the 
network address may be the same unique identifier for the 
computing device. 
0023 Referring to FIG. 1, it is possible to see that 
computing device A is in direct network communication 
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with devices B and D. Similarly, computing device C is in 
communication with devices B and E. It is possible for 
computing device A to indirectly communicate with com 
puting device C by utilizing the connection with computing 
device B. Accordingly, it is possible for computing devices 
A and C to collaboratively share information by utilizing 
their connectivity with device B. 

0024. Referring to FIG. 2, a method of identifying com 
puting devices in a collaborative network according to the 
present invention is shown. The method begins by the device 
accessing and logging into the network via commonly 
known techniques. Next, the device that has just accessed 
the network will Send out a broadcast or multicast datagram 
containing the network identification of the device, as well 
as a Session identifier, to all potential participant devices on 
the network. If an appropriate receiving device is a member 
of the Same Session, then the device will recognize the 
session identifier and respond with the identification of the 
computing device and the network address of the device. 
However, if a computing device is not a member of the 
group, the computing device will not respond. Finally, the 
inquiring device would generate or populate a list of devices 
that are in the same Session as the device So that collabo 
ration can occur. 

0025. Using FIG. 1, an example of how the devices 
communicate will now be described. For example, assume 
that devices A, B, and C wish to collaborate but want to 
exclude devices D and E on the network. All of the devices 
(i.e., A, B, C, D, and E) are on the same network and can 
communicate with each other using broadcast or multicast 
messages and directed packets. AS previously discussed, any 
type of wired or wireleSS network can be used. 

0026. The user's of devices A, B, and C agree on the ID 
of their Session by choosing a name which can be turned into 
a unique Session ID using any type of algorithm. Alterna 
tively, the session ID can be the name itself. For instance, the 
Session ID may be the name of the company, a department 
or group, the name of a location, or the purpose of the 
collaboration Session. The agreement for the Session ID can 
occur before or after the computing devices are logged onto 
the network. For instance, the users of the devices can decide 
on the unique Session ID by other means of communication 
Such as telephone, email, or face to face discussion. How 
ever, the user's of devices D and E are not told and do not 
know the name of the session ID. 

0027. Once the user of device A has logged into the 
network, the user will enter the name of the session ID into 
computing device A. If the name of the Session is not the 
Session ID, then computing device A will use the appropriate 
algorithm to derive the Session identifier. Once the Session 
ID has been established, then device A will send a broadcast 
message containing the appropriate Session identifier to 
every device on the network (i.e., devices B, C, D, and E). 
The other devices receive the broadcast message (i.e., 
packet) and examine it. At this point none of the other user's 
of the devices on the network have entered the appropriate 
Session ID. Accordingly, because none of the other devices 
recognize the Session ID, none of the devices respond. By 
using the Session ID in the broadcast message, bandwidth is 
saved and scalability is increased. The session ID in the 
query considerably reduces the number of responses and 
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traffic because authentication begins immediately once a 
response is received by a collaborating device of the same 
Session. 

0028 Next, the user of device B enters the name of the 
Session on device B which derives the corresponding Session 
ID. Once the session ID has been entered, device B sends a 
broadcast message to the other devices on the network (i.e., 
devices A, C, D, and E). Device A recognizes the Session ID 
and responds with the device ID and/or network address. Of 
course, devices C, D, and Edo not recognize the Session ID 
and do not respond to device A. Then, device A populates a 
collaboration session device/user list with the ID and/or 
network address of device B. Similarly, device B populates 
its collaboration session device/user list with the ID and/or 
network address of device A. AS Such, device A and device 
B can collaborate over the network without intrusion by the 
other devices. 

0029. If the user of device C wishes to join the collabo 
ration Session, then the user will enter the appropriate 
Session name into device C which derives the corresponding 
session ID. Once entered, device C will send a broadcast 
message to all of the devices. Devices A, B, D and E will 
receive the packet and only devices A and B will recognize 
the session ID and respond with the device and/or network 
address. Accordingly, device A and device B populate their 
respective device lists with the information from device C. 
Similarly, device C populates its device list with the infor 
mation from devices A and B in order to form a collaborative 
network between devices A, B, and C, while still excluding 
devices D and E. 

0030) Referring to FIG. 3, several mechanisms are illus 
trated for a computing device leaving the collaborative 
Session. In the first instance a computing device can leave 
the network gracefully inasmuch as it doesn’t crash. The 
device leaving the network will Send a message to all of the 
devices connected to the network using either a connection 
oriented protocol or a datagram. The message will declare 
that the device is leaving the network and that the remote 
peer is offline. Once the message has been sent, each of the 
devices that are members of the Session can appropriately 
update their device lists by removing the device that left the 
network. 

0031. On the other hand, sometimes the network connec 
tion may be terminated abruptly Such as when the network 
connection is physically broken, the exit datagram is lost, or 
the remote peer goes out of range on a wireleSS network. 
Accordingly, it is not possible to Send or receive a message 
indicating that the device has left the Session. 

0032. In order to account for this type of event, each 
device should be equipped to periodically send a “still alive” 
message to each connected device. For example, each device 
in the network could send a message every ten Seconds to the 
other devices indicating that the device is still on the 
network. The "Still alive' message could be a connectionless 
datagram or a message Sent using a connection protocol 
between the devices. 

0033. If a device does not detect or receive a “still alive” 
message from another device of the network for more than 
twice a determined interval, then the device is declared 
offline and the connection is torn down. Furthermore, the 
device declared offline is removed from the device list. For 
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example, referring to FIG. 1, if device A does not receive a 
“still alive” message for more than two intervals of the 
message being sent (i.e., 20 Seconds), then device A will 
declare device B offline and remove device B from the 
device list. 

0034) Referring to FIG. 4, another method of identifying 
members of a collaborative network is shown. In this 
instance, the Session identifier is not included in the broad 
cast or multicast datagram. The device will first log into the 
network. Next, the initiating device will transmit a broadcast 
or multicast datagram that does not include the Session 
identifier. Every device that is active on the network will 
then respond to the datagram. Next, the initiating device will 
connect to every responding device using a connection 
oriented protocol Such as TCP to exchange messages relat 
ing to which Session a device is a member. The connection 
can then be dropped or maintained as necessary. For 
instance, all of the devices which have the Same Session 
identifier as the initiating device will have their connection 
maintained. If the connection is maintained, all future mes 
Sages regarding Session changes, exiting the network, or 
“keep alive' messages can then be sent using a reliable 
connection oriented protocol. This method can be further 
extended to support multiple networks or IP subnets by 
forwarding the multicast or broadcast packets to receivers in 
another network/Subnet which can then multicast or broad 
cast the packets. 
0035) Furthermore, the above-mentioned process can be 
combined with an authentication protocol to ensure that the 
device is actually a member of the session. An additional 
protocol can then be used between peers to ensure that peers 
recognize each other. A password or shared key could be 
used for authentication. Alternatively, public key cryptog 
raphy could be used where each device contains the keys of 
all possible collaborators and is used to authenticate other 
users. Once the device has been verified to be a member of 
the Session, then the device can connect to other devices in 
the same Session with a protocol like TCP in a peer-to-peer 
manner for collaboration. 

0036) Another instance of identification can occur when 
a network does not exist between devices, but the devices 
can communicate over Some other type of connection. 
Accordingly, a connection could be set up initially between 
the devices to determine if Session identifiers match. For 
example, a "client device connects to a "server” device 
using Some variant of a radio inquiry/response. The "client' 
then asks the "server' for the collaboration session ID to 
which the “server” will respond. If the session ID matches, 
the "client' remains connected and authenticates the Session 
ID in order to collaborate with the “server'. This could be 
implemented with devices communicating over a Bluetooth 
network. 

0037 Referring to FIG. 5, the identification method of 
the present invention can be utilized with a Personal Area 
Network (PAN). For example, a PAN network consists of a 
central master device A and slave devices B, C, D, and E 
connected in a Star Shaped topology. The master device A is 
responsible for forwarding unicast, multicast, and broadcast 
packets as required by the PAN. A device in the PAN, can 
respond on behalf of other devices such that each device is 
either designated as a master or Slave device. A master is first 
created on the PAN with no other devices connected to it, 
and devices are designated as slaves as they join the PAN. 
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0.038 For the identification of devices according to the 
present invention, after a Slave device connects to the PAN, 
the Slave device Sends an inquiry message in a broadcast or 
multicast datagram containing the Session identifier and the 
user identifier to all potential participant devices in the 
network. The master device receives the broadcast datagram 
and, as will be further explained below, does not need to 
forward the datagram thereby saving bandwidth. The master 
will save the session ID and network address from the 
inquiry for future use. Next, the master will retrieve previ 
ously Saved network address/Session information from pre 
vious requests. In this regard, the master will contain net 
work/session information about all of the slave devices. The 
master will reply to the inquiry (i.e., broadcast or multicast 
datagram) with a list of the network ID's that match the 
session ID requested. The slave will use this information to 
begin a collaborative Session with the devices that have 
matching session ID's. In order to save bandwidth in the 
network, the master will Save and respond to all inquiry 
requests from the slave devices. In this manner, slaves who 
disconnect can then inform only the master who can then 
delete the network ID?session information from its list and 
notify the other connected Slave devices. 
0.039 The technique of the present invention can also be 
used to identify other devices in the same local area for 
collaboration without the need of a server. Referring to FIG. 
6, computing devices A, B, and C can access network 20 
through acceSS point X. Similarly, computing devices D and 
E access network 20 through access point Y. Each of the 
devices stores the access point identifier (i.e., X or Y) after 
it connects. As the devices move, they store the ID's of the 
closest acceSS point. 
0040. In order to identify participants near a desired 
device, the inquiring device Sends a broadcast or multicast 
message containing the access point identifier instead of 
session ID information. Only those devices which have the 
Same access point identifier will respond thereby identifying 
those devices which are nearby. For instance, referring to 
FIG. 6, if device A sends out an inquiry, only devices B and 
C will respond. This technique is useful for identifying 
participants that are in range of a wireleSS network. Addi 
tionally, instead of using acceSS point identifiers, physical 
“beacon” identifiers can be used. 

0041. In addition to the foregoing, it is also contemplated 
that the above-mentioned method could be used with a 
designated responder for a Session. When a computing 
device transmits a Session identifier request to a designated 
responder, the responder would reply with information about 
all of the other devices with the same session ID. Accord 
ingly, the other devices would not need to respond thereby 
reducing bandwidth usage. 

0.042 Furthermore, to reduce bandwidth, when a device 
joined or rejoined a network it could attempt to connect to 
a previous member of the team first. If found, the device 
could ask the found member for the information about other 
collaborative devices. If the previous member is not in the 
Session, then the device would utilize the broadcast/multi 
cast messaging as previously described above. 
0043. Additional modifications and improvements of the 
present invention may also be apparent to those of ordinary 
skill in the art. Thus, the particular combination of parts 
described and illustrated herein is intended to represent only 
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certain embodiments of the present invention, and is not 
intended to Serve as limitations of alternative devices within 
the Spirit and Scope of the invention. 

1. A method for identifying participants of a collaborative 
network from all members of a computing network, the 
method comprising the Steps of 

a) determining a unique Session identifier for the partici 
pants of the collaborative network; 

b) transmitting, by an inquiring participant, a message 
having the session identifier to all members of the 
computing network; 

c) responding by participants having the Session identifier 
to the transmitted message Sent by the inquiring par 
ticipant; and 

d) establishing communication between the participants 
that responded to the message and the inquiring par 
ticipant such that the collaborative network is formed 
including the inquiring participant. 

2. The method of claim 1 further comprising the step of 
creating a participant list with the inquiring participant. 

3. The method of claim 2 wherein the participant list 
includes all of the participants of the collaborative network 
with the same Session identifier. 

4. The method of claim 1 wherein the participants are 
computing devices. 

5. The method of claim 4 wherein the computing devices 
are selected from the group consisting of PDAs, computers, 
and wireleSS devices. 

6. The method of claim 1 wherein the collaborative 
network is capable of transmitting and receiving messages to 
and from computing devices. 

7. The method of claim 6 wherein the collaborative 
network is a wired or wireleSS network. 

8. The method of claim 1 wherein step (b) comprises 
transmitting a UDP datagram containing the Session identi 
fier to all members of the network. 

9. The method of claim 8 wherein the datagram is a 
broadcast or multicast datagram. 

10. The method of claim 1 further comprising the steps of: 
e) transmitting by each participant of the collaborative 

network a stay alive message; and 
f) removing a participant if the stay alive message is not 

received for a prescribed period of time. 
11. A method of identifying participants of a collaborative 

Session communicating with an electronic network, the 
method comprising the Steps of 

a) establishing a session identifier for the collaborative 
Session; 

b) transmitting the session identifier to all members of the 
electronic network, and 

c) finding participants of the electronic network having 
the same Session identifier in order to identify members 
of the collaborative network. 

12. A system for identifying members of a collaborative 
network, the System comprising: 

at least two computing devices in electronic communica 
tion with one another; 



US 2003/O135552 A1 

a unique Session identifier for distinguishing members of 
the collaborative network; and 

an identification message having the unique Session iden 
tifier that is Sent between the two computing devices 
Such that if the session identifier is the same between 
the two devices then the devices are members of the 
collaborative network. 

13. The system of claim 12 wherein the electronic devices 
are in a wireleSS or wired network. 

14. The System of claim 12 further comprising a partici 
pant list created on the computing devices in order to Store 
members of the collaborative network. 

15. The system of claim 12 wherein the computing 
devices are Selected from the group consisting of PDA's, 
computers, and wireleSS devices. 
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16. The system of claim 12 wherein the at least two 
computing devices comprises a plurality of computing 
devices configured in an electronic network. 

17. The system of claim 1 wherein the identification 
message is a UDP datagram. 

18. The system of claim 17 wherein the UDP datagram is 
a broadcast or multicast message. 

19. The system of claim 1 further comprising a stay alive 
message transmitted between the electronic devices and 
operative to inform if a device has left the collaborative 
network. 


