w0 20207258670 A1 |0 0000 KO Y00 00 00 R0

(12) SR E RIS 1ER AR A 158 ERR e i

(19) t SR &R =4 4R 4R = | 000 00O 0O O O O
= br = ;—ﬁ 10) BRRA TS

P> H
2020 fﬁ(4132) ; 33 & TEO.IZ.ZOZO) WIPOIPCT WO 20202258670 Al

51 EfrEFHES: (72) ZBA A : B2S0HE(LL, Ligui); S E) R4 @I 48
HO4L 29/06 (2006.01) FE e 1 487300 46 ¢ Ak X 26 B B 5033 5 F % 4
1) EfRRIES: PCT/CN2019/118378 ﬁf’w“ﬁﬂ% Guangdong 518000 (CN).

@2) ERREIEE:  20194F 11 5 14 0 (14112019 THREA: R I # 22 18 12 W R 7~ WK
N BEL Fﬁ (CENFO INTELLECTUAL PROPERTY
(25) HiFES: i AGENCY); ") RAFEIIT g L [X B g i77E
(26) NEES: e BT B AR PR B G XA BF L 3 S BUAE
201, Guangdong 518057 (CN).
(30) FR5a4Y J1KJE201, uangdong (CN)

2019105800472 20199F6H28H (28.062019) N B IEEE FRAAIEW, ZREE MR 4L E X
fR47) : AE, AG, AL. AM, AO, AT, AU, AZ, BA, BB, BG,

A7 /\
D HiEA: TL2#4# GRID B RN T PING AN BH. BN, BR, BW. BY. BZ CA. CH. CL. CN. CO. CR. CU.
TECHNOLOGY (SHENZHEN) CO., LTD.) [CN/CN]; CZ. DE, DJ, DK, DM, DO, DZ, EC, EE, EG, ES, FI, GB
PR AR I AR DX A A GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN, IR, IS

Z 4 X 25 H 50335 F %4 oo 23

! JO, JP, KE, KG, KH, KN, KP, KR, KW, KZ, LA, LC, LK,
¥, Guangdong 518000 (CN).

LR, LS, LU, LY, MA, MD, ME, MG, MK, MN, MW, MX,
MY, MZ, NA, NG, NI, NO, NZ, OM, PA, PE, PG, PH, PL,

(54) Title: NETWORK ACCESS ABNORMALITY DETERMINATION METHOD AND APPARATUS, SERVER, AND STOR-
AGE MEDIUM

(54) ZFABFR: WSYT AR EHET A BB IRSSRAEAE T

S210 IN RESPONSE TO A NETWORK ACCESS REQUEST

O 4 A8 26 K O 254 1 ok, FURI A | 5210 SENT BY A TERMINAL DEVICE, ACQUIRE, USING A SCRIPT,
I L L N T O A PLURALITY OF NONLINEAR FEATURE VALUES OF THE
T 10 A P 401 0 AT A TERMINAL DEVICE, AND FORM A NONLINEAR COMBINED

FEATURE SET
$220 CALCULATE, FOR THE FEATURE VALUES OF THE
NONLINEAR COMBINED FEATURE SET, AN AVERAGE
v VALUE OF ALL THE CORRESPONDING FEATURE VALUES
WITHIN A SET TIME PERIOD, AND CALCULATE A CHI-
SQUARE STATISTIC OF THE FEATURE VALUES OF THE

b TR A L P AR S UK AE (DRI B R |~ 5220 TERMINAL DEVICE
|‘HJRWP)T¢P)T1€Jx~J‘)ﬁL'J<JfF#?n:{E,[L'I4JT’»\IGJ{E[, Fil | $230 WHEN DETERMINING, BY MEANS OF THE CHI-
B 2 U SR R T St = SQUARE STATISTIC, THAT THE CORRESPONDING

FEATURE VALUES ARE QUTLIERS, DETERMINE THE
CORRESPONDING NETWORK ACCESS IS AN ABNORMAL
ACCESS

KT B a - |y et - B4 B R 2 (K495 Ak A8 A
FRIET U SE R R PR S i Sy e

E 2

(57) Abstract: The present application relates to the field of security detection technology. The present application provides a network
access abnormality determination method and apparatus, a server and a storage medium. Said method comprises: in response to a
network access request sent by a terminal device, acquiring, using a script, a plurality of nonlinear feature values of the terminal device,
and forming a nonlinear combined feature set; calculating, for the feature values of the nonlinear combined feature set, an average
value of all the corresponding feature values within a set time period, and calculating a Chi-square statistic of the feature values of the
terminal device; when the Chi-square statistic of the feature values of the terminal device is greater than a corresponding determination
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threshold, determining the corresponding feature values as outliers; and performing determination, according to the feature values of
the obtained outliers, to obtain that the network access is an abnormal access. The present application is beneficial to improving the
effect of network access abnormality determination.
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