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ABSTRACT

The Subject disclosure provides a communications architec
ture for managing/relaying utility information, such as
energy, water or gas information. In one aspect, the system
includes a hub having a first communications interface for
receiving consumption data of a predetermined energy load
and a second communications interface for communicating
with a metering device. The second communications inter
face is configured to transmit the consumption data to the
metering device and to receive control signals from the meter
ing device where the consumption data is communicated
using a first protocol and wherein the control signals are
communicated using a second protocol.
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INTERFACING TO RESOURCE
CONSUMIPTION MANAGEMENT DEVICES
CROSS-REFERENCE TO RELATED
APPLICATIONS

0001. This application claims the benefit of U.S. Provi
sional Application Ser. No. 61/377,347, entitled “COMMU
NICATIONS ARCHITECTURE FOR MANAGING/RE
LAYING
ENERGY
OR.
UTILITY
SERVICE
CONSUMPTION OR CONTROL INFORMATION IN

PREMISES CONSUMING UTILITY SERVICES, filed on

Sep. 3, 2010. This application is a continuation-in-part of
co-pending U.S. patent application Ser. No. 12/024,957
entitled, “SYSTEMAND METHOD FOR HOME ENERGY
MONITOR AND CONTROL, filed on Feb. 1, 2008. The

entirety of this application is incorporated herein by reference
TECHNICAL FIELD

0002 The subject disclosure relates generally to manage
ment of resource or utility service consumption and more
specifically to a communications architecture for managing
consumption endpoints.
BACKGROUND

0003. Utilization of utility resources such as, e.g., electri
cal power, is a major sector of modern Society and an impor
tant part of the daily lives of virtually everyone. Given the
current proliferation of devices and appliances, daily energy
usage is composed of Such components as usage of comput
ers, lightbulbs, televisions, appliances, iPods, and all sorts of
other everyday devices which rely on electricity in order to
operate. Studies show that consumer electronics devices now
consume over half the power in a typical home in the United
States. Further, the wiring systems of modern households are
growing more complicated and more powerful every day,
which places additional demands on a utility company's abil
ity to keep up with the demand. Businesses and factories have
even more complex electrical systems. Unfortunately, as the
individual need for power consumption increases, environ
mental and political forces are starting to create a substantial
burden on the energy industry.
0004 Issues such as global warming and various widely
publicized energy crises have many individuals constantly
worried about the effects of their individual actions in relation

to national or global energy concerns. Some individuals are
even endeavoring to live "off-the-grid” by only consuming
renewable energy sources, such as Solar or wind power. Car
bon credits and carbon footprints have entered the common
Vernacular and can often be heard on major news networks as
well as major motion pictures. But even with all of this con
cern relating to the conservation of resources and energy, it
remains nearly impossible for a concerned individual to be
able to actively measure the effects of his/her day-to-day
consumption of energy, water, gas, or other consumable
resources provided to his/her premises, and harder still to
manage consumption in a convenient and efficient manner.
0005 For instance, due to the cost of energy, energy con
Sumers are motivated to learn as much as possible regarding
their consumption of energy, as well as the terms and condi
tions under which energy Suppliers Supply energy to consum
ers. Further, due to the many disparate locations and types of
devices and services that consume energy as well as the
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dynamic nature of the price of energy, there is a need for
real-time information regarding the consumer's energy con
Sumption.
0006. However, energy consumers may or may not under
stand that, due to the energy providers’ tariff conditions as
well as energy market conditions, energy is more expensive at
certain times of the day and during certain seasons. For
example, many utilities price energy delivery more expen
sively during a "peak time as compared to an "off-peak
time. Many energy consumers do not know exactly at what
time of day they may be paying higher rates for energy.
Additionally, energy consumers may not know which devices
or services may be consuming the most energy. Further, many
energy consumers are not aware that many devices and Ser
vices consume energy even when those devices or services
appear to the consumer to be in an inactive state. These
inactive loads, also known as "vampire loads, may contrib
ute substantially over time to a consumer's energy consump
tion.

0007. However, currently, the utilities are unable to effec
tively handle balancing Supply and demand when there are
constraints on Supply, e.g., when it is impossible or cost
prohibitive for a utility to generate additional electricity. For
instance, when electricity storage potential is limited, since
utilities cannot create additional Supply in Such situations, the
utilities must balance Supply and demand, but can do so only
by reducing demand.
0008 Conventionally, in order to reduce consumption a
utility might take control of some portion of resource con
sumption via direct load control. With direct load control, a
utility sends information to the home and expects devices in
the home to respond according to a fixed set of preferences,
Such as when the load control device (e.g. central air condi
tioner cycling Switch) was installed. While participation can
be Voluntary, consumers are left in a position of either par
ticipating in the program all the time, remembering to call a
phone number to opt-out (when such an option is available),
or not participating at all.
0009. In fact, some electric companies have recently
switched to variable pricing models, where the price of elec
tricity fluctuates based on the time of day, grid conditions,
premise consumption, etc. This Switch has caused confusion
among the consumer base, as a typical consumer may have no
clue what the going rate of electricity may be, nor do they
have any clue what their current consumption is. The only
metric of consumption that most electricity providers give to
consumers is in the form of a bill at the end of the month

which is not nearly enough information to inform consumers
of their daily and real-time energy needs.
0010 More recently, many utility companies and govern
ment agencies have been installing 'smart meters' which can
record cumulative or total energy usage and transmit the data
to a central location, avoiding the need to employ a fleet of
meter readers to take meter readings. Smart metering systems
also facilitate data collection in terms of speed, accuracy and
total cost of collection. Moreover, smart metering allows for
more detailed monitoring of time of use, cost and other data.
Most Smart meters are configured to monitor usage and apply
different rates or tariffs for energy usage based on a current
rate period or time of use period. Typical resolution of time
measurement is 15 minute or 60 minute intervals. A number

of different rate periods and corresponding rates may be
established based on time of day (e.g. peak rates and off-peak
rates), day of the week, month, season, varying cost of supply
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or other factors. Some utilities may settiered rates based on
consumption levels. Thus, utilities and local distribution
companies can set different tariffs for usage depending on a
rate period. Consumers may regulate their consumption
accordingly, for example by deferring use to a lower cost, off
peak rate period.
0011 Smart meter systems are typically networked,
through wired or wireless networks, to provide for remote
monitoring and meter reading by utility/service providers.
Consequently there are a number of known systems for pro
viding consumers with information on their usage, for
example in-home or on-premises displays which may be
linked to the Smart meter using wireless or wired connections.
Smart meters may communicate with other devices such as
remote appliance controllers (RACs), programmable com
municating thermostats (PCTs) and in-home displays (IHDs)
for energy management, etc. These in-home or in-building
displays typically have a digital display to indicate usage
information, such as consumption, and may provide for
simple graphical representations of information, indicator
lights and audible warnings.
0012 Wirelessly-enabled smart metering and monitoring
systems may rely on a number of known wireless networking,
or mesh and sensor networking protocols depending on range
of transmission and security requirements (e.g. based on
IEEE 802.15.4, ANSI C12.19, C12.22, ZigBee). Some of
these approaches exist to transmit energy usage data from a
Smart meter to a central station, or possibly even to a location
within a building, for reading by a user. Additionally, when
Smart meters are not installed, an electrician or the utility may
need to install specialized equipment to retrofit a conven
tional meter, and the equipment generally requires a separate
power Supply or power source. In addition, to retrofit a meter,
utility/grid operator can provide communications into a home
via an alternative communications channel (e.g. Internet,
pager, telephone line, etc.) instead of through the meter inter
face.

0013. It should be readily apparent that the above situa
tions and others of their kind do not satisfactorily address the
needs and desires of consumers wishing to take part in con
servation and other environmental activities. Further, these
situations leave consumers without convenient access to

energy consumption and expenditures, especially Smart
meter-based networks, potentially preventing them from
making wiser energy-conscious decisions in their homes and
businesses. More broadly, no system currently exists in which
a consumer can effectively and efficiently monitor, under
stand, and control their personal energy usage in a home or
business.

0014. The above-described deficiencies of today's energy
systems and methods are merely intended to provide an over
view of some of the conventional problems of the state of the
art, and are not intended to be exhaustive. Other problems
with the state of the art may become further apparent upon
review of the following detailed description.
SUMMARY

0015 The following presents a simplified summary of the
specification in order to provide a basic understanding of
Some aspects of the specification. This Summary is not an
extensive overview of the specification. It is intended to nei
ther identify key or critical elements of the specification nor
delineate the scope of the specification. Its sole purpose is to
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present Some concepts of the specification in a simplified
form as a prelude to the more detailed description presented
later.

0016. The subject disclosure describes anarchitecture that
can provide an interface in connection with management of
resource consumption. In accordance therewith and to other
related ends, the architecture can include a communications

hub with multiple communications apparatuses. For
example, the communications hub can include a first commu
nications component that can be configured to communica
tively couple to a resource metering device that monitors
consumption of a resource at a premises or a predefined
portion thereof.
0017. In addition, the architecture can include a second
communications component that can be configured to com
municatively couple to a set of consumption endpoints that
manage local consumption (as opposed to premises-wide
consumption that can be identified by the resource metering
device) of the resource. Advantageously, by Supporting com
munications with both a resourcemetering device and various
consumption endpoints (e.g., thermostator a Smart appliance,
etc.), the communications hub can seamlessly operate as an
additional layer of control and/or logic that can further be
centralized to provide more robust features in a more conve
nient manner with respect to resource consumption at the
premises. Furthermore, the architecture can include a user
interface configured to control the communications hub, e.g.,
via input to the user interface. The user interface can also be
configured to present information received from the commu
nications hub, e.g., to a user.
0018. The following description and the annexed draw
ings set forth certain illustrative aspects of the specification.
These aspects are indicative, however, of but a few of the
various ways in which the principles of the specification may
be employed. Other advantages and novel features of the
specification will become apparent from the following
detailed description of the specification when considered in
conjunction with the drawings.
0019. Other systems, methods, and/or devices according
to the exemplary embodiments will be or become apparent to
one with skill in the artupon review of the following drawings
and detailed description. It is intended that all such additional
systems, methods, and/or devices be included within this
description, be within the scope of the exemplary embodi
ments, and be protected by the accompanying claims.
BRIEF DESCRIPTION OF THE DRAWINGS

0020. These and other features, aspects, and advantages of
the exemplary embodiments are better understood when the
following Detailed Description is read with reference to the
accompanying drawings, wherein:
0021 FIG. 1 is a block diagram of a system that can
facilitate management of resource consumption;
0022 FIG. 2 provides a block diagram of a system that
illustrates a variety of protocols by which the first communi
cations component can communicate with the resource
metering device;
0023 FIG. 3 illustrates a block diagram of a system that
illustrates a variety of protocols by which the second com
munications component can communicate with one or more
consumption endpoints;
0024 FIG. 4 provides a block diagram of a system that can
include the hub with one or more additional features or

aspects:
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0025 FIG. 5 illustrates a block diagram of a system that
can facilitate management and/or control of consumption
endpoints 114;
0026 FIG. 6 is a block diagram of a system that can
provide an interface in connection with management of
resource consumption;
0027 FIG. 7 illustrates a block diagram of a system that
provides additional detail with respect to the user interface;
0028 FIG. 8 depicts a block diagram of a system that can
provide remote management of certain resource consump
tion;

0029 FIG. 9 illustrates a block diagram of a system that
can provide additional features or aspects in connection with
remote management of resource consumption;
0030 FIG. 10 depicts an exemplary flow chart of proce
dures defining a method for facilitating management of
resource consumption;
0031 FIG. 11 is an exemplary flow chart of procedures
that define a method for providing additional features or
aspects in connection with interfacing the hub;
0032 FIG. 12 depicts an exemplary flow chart of proce
dures defining a method for providing additional features or
aspects in connection with management of resource con
Sumption;
0033 FIG. 13 depicts an exemplary flow chart of proce
dures defining a method for interfacing to a communications
hub for facilitating management of resource consumption;
0034 FIG. 14 depicts an exemplary flow chart of proce
dures defining a method for employing various interface
types in connection with a communications hub for facilitat
ing management of resource consumption;
0035 FIG. 15 is an exemplary flow chart of procedures
that define a method for providing additional features or
aspects in connection with interfacing to a communications
hub for facilitating management of resource consumption;
0036 FIGS. 16A-21B illustrate various example graphic
depictions presented by a suitable user interface associated
with the hub:

0037 FIG. 22 is a high-level block diagram of a HVAC
system;

0038 FIG. 23 is a high-level block diagram of one
embodiment of an HVAC data processing and communica
tion network;

0039 FIG. 24 is a high-level block diagram of the local
controller;

0040 FIG.25 is a simplified schematic diagram of a home
energy network according to exemplary embodiments;
0041 FIG. 26 is a block diagram of an exemplary embodi
ment of an energy monitoring and management system
according to exemplary embodiments;
0042 FIG. 27 is a high level block diagram of the infra
structure of the Smart meter network interfacing with a home
area network according to exemplary embodiments;
0043 FIG. 28 is a logical block diagram illustrating the
main functional elements of the hub according to exemplary
embodiments;

0044 FIG. 29 is schematic diagram of an exemplary
embodiment of an integrated hub which includes a user inter
face according to exemplary embodiments;
0045 FIG.30 is a logging and control circuit according to
exemplary embodiments;
0046 FIG. 31 is a summary flow chart for the power
monitoring process according to exemplary embodiments;
and
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0047 FIG. 32 is a summary flow chart for the power
monitoring process according to exemplary embodiments.
0048 FIG. 33 illustrates a block diagram of a computer
operable to execute a portion of the disclosed architecture.
DETAILED DESCRIPTION

0049. One or more embodiments are now described with
reference to the drawings, wherein like reference numerals
are used to refer to like elements throughout. In the following
description, for purposes of explanation, numerous specific
details are set forth in order to provide a thorough understand
ing of the various embodiments. It may be evident, however,
that the various embodiments can be practiced without these
specific details, e.g., without applying to any particular net
worked environment or standard. In other instances, well

known structures and devices are shown in block diagram
form in order to facilitate describing the embodiments in
additional detail.

0050. As used in this application, the terms “component.”
“module,” “system.” “interface.” “platform.” “station.”
“framework.” “connector,” or the like are generally intended
to refer to a computer-related entity, either hardware, a com
bination of hardware and software, software, or software in

execution or an entity related to an operational machine with
one or more specific functionalities. For example, a compo
nent may be, but is not limited to being, a process running on
a processor, a processor, an object, an executable, a thread of
execution, a program, and/or a computer. By way of illustra
tion, both an application running on a controller and the
controller can be a component. One or more components may
reside within a process and/or thread of execution and a
component may be localized on one computer and/or distrib
uted between two or more computers. As another example, an
interface can include I/O components as well as associated
processor, application, and/or API components.
0051. Furthermore, the disclosed subject matter may be
implemented as a method, apparatus, or article of manufac
ture using standard programming and/or engineering tech
niques to produce Software, firmware, hardware, or any com
bination thereof to control a computer to implement the
disclosed subject matter. The term “article of manufacture' as
used herein is intended to encompass a computer program
accessible from by a computing device.
0.052 Computing devices typically include a variety of
media, which can include computer-readable storage media
and/or communications media, which two terms are used

herein differently from one another as follows. Computer
readable storage media can be any available storage media
that can be accessed by the computer and includes both Vola
tile and nonvolatile media, removable and non-removable

media. By way of example, and not limitation, computer
readable storage media can be implemented in connection
with any method or technology for storage of information
Such as computer-readable instructions, program modules,
structured data, or unstructured data. Computer-readable
storage media can include, but are not limited to, RAM,
ROM, EEPROM, flash memory or other memory technology,
CD-ROM, digital versatile disk (DVD) or other optical disk
storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices, or other tangible
and/or non-transitory media which can be used to store
desired information. Computer-readable storage media can
be accessed by one or more local or remote computing
devices, e.g., via access requests, queries or other data
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retrieval protocols, for a variety of operations with respect to
the information stored by the medium.
0053. On the other hand, communications media typically
embody computer-readable instructions, data structures, pro
gram modules or other structured or unstructured data in a
data signal Such as a modulated data signal, e.g., a carrier
wave or other transport mechanism, and includes any infor
mation delivery or transport media. The term “modulated data
signal' or signals refers to a signal that has one or more of its
characteristics set or changed in Such a manner as to encode
information in one or more signals. By way of example, and
not limitation, communication media include wired media,
Such as a wired network or direct-wired connection, and
wireless media such as acoustic, RF, infrared and other wire
less media

0054 As used herein, the terms “infer or “inference'
generally refer to the process of reasoning about or inferring
states of the system, environment, and/or user from a set of
observations as captured via events and/or data. Inference can
be employed to identify a specific context or action, or can
generate a probability distribution over states, for example.
The inference can be probabilistic—that is, the computation
of a probability distribution over states of interest based on a
consideration of data and events. Inference can also refer to

techniques employed for composing higher-level events from
a set of events and/or data. Such inference results in the
construction of new events or actions from a set of observed

events and/or stored event data, whether or not the events are

correlated in close temporal proximity, and whether the
events and data come from one or several event and data
SOUCS.

0055. In addition, the words “exemplary” and “example”
are used herein to mean serving as an example, instance, or
illustration. Any aspect or design described herein as “exem
plary” is not necessarily to be construed as preferred or
advantageous over other aspects or designs. Rather, use of the
word exemplary is intended to present concepts in a concrete
fashion. As used in this application, the term “or” is intended
to mean an inclusive 'or' rather than an exclusive 'or'. That

is, unless specified otherwise, or clear from context, “X
employs A or B is intended to mean any of the natural
inclusive permutations. That is, if X employs A: Xemploys B;
or X employs both A and B, then X employs A or B is
satisfied under any of the foregoing instances. In addition, the
articles “a” and “an as used in this application and the
appended claims should generally be construed to mean "one
or more' unless specified otherwise or clear from context to
be directed to a singular form.
0056. Moreover, terms like “user,” “subscriber,” “cus
tomer, and the like are employed interchangeably through
out the Subject specification, unless context warrants particu
lar distinction(s) among the terms. It should be appreciated
that such terms can refer to human entities or automated

components Supported through artificial intelligence (e.g., a
capacity to make inference based on complex mathematical
formalisms), which can provide simulated vision, Sound rec
ognition and so forth.
0057 Referring now to the drawings, with reference ini
tially to FIG. 1, system 100 that can facilitate management of
resource consumption is depicted. In particular, system 100
can include hub 102 that can be, for example, a housing with
various components related to communication, processing or
analysis, storage, and/or interface. Generally, hub 102 can
include first communications component 104 that can be
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configured to communicatively couple to resource metering
device 106 that monitors aggregate or premises-wide con
sumption of resource 108 at premises 110 or some predefined
portion of premises 110 (e.g., Such as an interior environment
or a room or subset of rooms within the interior environment).
Such communicative coupling between first communications
component 104 and resource metering device 106 can be
wireless or via hardwire, and can be in accordance with

Substantially any communications protocol or standard Sup
ported by resource metering device 106, as further detailed
infra.

0.058 Resource 108 can be any suitable resource that is
consumed and/or metered such as, e.g., water, air, gas, elec
tricity, or steam (WAGES). Thus, while it should be under
stood that the disclosed subject matter can be applicable to
substantially any resource 108, for the sake of simplicity and
ease of explanation, many of the examples and illustrations
provided herein relate to supply, consumption, and metering
of electricity, which will serve as a common, though non
limiting, example of resource 108 for the remainder of this
document.

0059. Accordingly, resource metering device 106 will
typically be installed at or near premises 110 by a resource
utility provider (e.g., utility company) in order to monitor
consumption of resource 108. Advantageously, resource
metering device 106 can be, e.g., a Smart meter associated
with a utility resource provider, a standard meter associated
with the utility resource provider that has been retrofitted to
add communications capabilities, or a disparate communica
tions device authorized by the utility resource provider to
transmit data monitored by a meter associated with the pre
mises or the predefined portion thereof. Thus, typically,
resource metering device 106 will be communicatively
coupled to the utility resource provider (not shown) by way of
an advanced metering infrastructure (AMI) network or an
automatic meter reading (AMR) network.
0060. However, regardless of the nature or specific imple
mentation of resource metering device 106 or the type of
resource 108 being metered, as indicated above, first commu
nications component 104 can be configured to communica
tively couple to resource metering device 106. In addition,
hub 102 can also include second communications component
112 that can be configured to communicatively couple to one
or more of set 114 of consumption endpoints 114-114,
where N can be any substantially positive integer. It should be
understood that consumption endpoint(s) 114-114 can be
referred to herein, either collectively or individually as con
Sumption endpoint(s) 114, with appropriate Subscripts
employed generally only when necessary or convenient to
highlight various distinctions or to better impart the disclosed
concepts. In general, consumption endpoints 114 can be, e.g.,
appliances or devices that consume resource 108 or manage
local consumption of resource 108, Such as, e.g., a thermostat,
a temperature control unit (TCU), a Smart plug, a Smart power
strip, a load control Switch, an electric charger (e.g., for a
battery storage system or an electric Vehicle), a Smart appli
ance, and so forth. As depicted, consumption endpoints 114
can be, but need not be, included in premises 110. Likewise,
hub 102 as well as all or a subset of components included
therein can be located within or near to premises 110.
0061 Regardless of the particular configuration or topol
ogy associated with hub 102, certain benefits should become
apparent. For example, irrespective of other components
detailed herein that can be included in hub 102, by including
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first communications component 104 and second communi
cations component 112, hub 102 is able to communicate with
both resourcemetering device 106 and consumption endpoint
(s) 114. Thus, hub 102 can operate as a network or interface
layer between resource metering device 106 and endpoint(s)
114, and can do so in a centralized and more convenient
a.

0062 For instance, conventional thermostats or smart
devices such as a Smart washer/dryer unit, for example, can
communicate with or receive instructions from a Smart meter.

Hence, during setup operations, the thermostat or the washer/
dryer can be paired with the Smart meter. Thus, in a hypo
thetical case in which energy grid conditions drive up the
price for or reduce the availability of electricity, the smart
meter can transmit Suitable messages or commands to both
the thermostat and the smart washer/dryer. However, in that
case, how the thermostat and the washer/dryer will respond to
Such data must be configured individually for each endpoint,
that is for the thermostat, for the smart washer/dryer unit, as
well as for any other suitable appliance or device. Yet, by
pairing with (see for example FIGS. 19C and 20A) and poten
tially imitating both smart resource metering device 106 and
individual consumption endpoints 114, hub 102 can operate
as an additional layer of logic and control, which can simplify
numerous tasks for the end consumer (e.g., owner or occupier
of premises 110) as well as provide additional features that
can result in greater efficiencies in terms of cost and resource
108 consumption.
0063 Turning now to FIG. 2, system 200 illustrates a
variety of protocols by which first communications compo
nent 104 can communicate with resource metering device
106. As noted previously, resource metering device 106 can
monitor premises-wide consumption of resource 108. Such
monitoring can be provided by utility resource provider 212
by way of AMI network 214, AMR network 216, or the like.
Thus, data related to consumption of resource 108 as well as
information provided by utility resource provider 212 such as
pricing information, control signals, gridconditions and so on
can be accessed by hub 102, and in particular by first com
munications component 104. In one or more aspect, first
communications component 104 can be further configured to
communicate with resource metering device 106 in accor
dance with at least one of ZigBee smart energy (SE) protocol
202, encoded receiver-transmitter (ERT) protocol 204, Inter
net protocol (IP) 206, power line carrier (PLC) protocol 208,
AMI protocol 210, or similar.
0064. With reference now to FIG.3, system 300 illustrates
a variety of protocols by which second communications com
ponent 112 can communicate with one or more of consump
tion endpoints 114. In one or more aspect, second communi
cations component 112 can be configured to communicate by
way of all or a subset of protocols employed by first commu
nications component 104 (and vice versa) such as ZigBee SE
protocol 202 and PLC protocol 208, as well as other protocols
not expressly depicted in FIG. 3. In addition to those proto
cols characterized by system 200 of FIG. 2, system 300 can
also operate in accordance with at least one of ZigBee home
automation (HA) protocol 302, Z-Wave protocol 304, Ether
net protocol 306, wireless fidelity (WI-FI) protocol 308,
CT-485 protocol 310, RS-485 protocol 312, or the like.
0065. Moreover, it should be underscored that in one or
more aspect, second communications component 112 can be
further configured to concurrently support both ZigBee SE
protocol 202 and ZigBee HA protocol 302. Conventionally,
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ZigBee SE protocol and ZigBee HA protocol were designed
to be substantially mutually exclusive. As such, conventional
devices tend to operate in accordance with one or the other
standard, but not both standards. Thus, concurrently support
ing both protocols can be particularly advantageous because
hub 102 can therefore communicate with a wider range of
devices and/or consumption endpoints 114 than any conven
tional device or system that only employs one or the other of
these standards. As one example of achieving concurrent
support for both ZigBee SE protocol 202 and ZigBee HA
protocol 302, second communications component 112 can be
configured to route both ZigBee Smart energy profile mes
sages and ZigBee home automation profile messages using
ZigBee Smartenergy profile for encryption, transmission, and
network management.
0.066 Referring now to FIG. 4, system 400 that can
include hub 102 with one or more additional features or

aspects is illustrated. Generally, as with system 100 of FIG. 1,
system 400 can include first communications component 104
that can be configured to communicatively couple to resource
metering device 106 as well as second communications com
ponent 112 that can be configured to communicatively couple
to a set of consumption endpoints 114, as previously detailed
herein. In addition, hub 102 can also include one or more of a

variety of other components, which can now be described.
0067. In one or more aspect, hub 102 can further comprise
third communications component 402 that can be configured
to interface to at least one of local area network (LAN) 404 or
wide area network (WAN) 406. Advantageously, by provid
ing support for LAN 404 or WAN 406, hub 102 can leverage
widespread, existing networks and infrastructure in order to,
e.g., enhance accessibility, feature sets, or utilization of the
disclosed subject matter. As just one advantageous example,
by leveraging LAN 404 or WAN 406, third communications
component 402 can facilitate central storage of data associ
ated with consumption of resource 108 or other data associ
ated with premises 110, which can result in improved analyt
ics or access. As another example, by leveraging LAN 404 or
WAN 406, third communications component 402 can facili
tate the propagation of data or messages from the utility
resource providerby way of a network generally more robust
than existing means for communicating with resource meter
ing device 106 or other devices associated with premises 110.
As still another example, by leveraging LAN 404 or WAN
406, third communications component 402 can facilitate
remote access and/or control of hub 102 by way of substan
tially any suitable device. In particular, virtually any suitable
device can operate as a user interface for hub 102, which is
further described in connection with FIGS. 5, 6, and 7.

0068. In addition, in one or more aspect, hub 102 can
further comprise management component 408 that can be
configured to analyze data received by hub 102 and to deter
mine suitable data to transmit from hub 102, which are

depicted by way of reference numerals 410 and 412, respec
tively. Data received 410 can be or relate to data received by
any of the communications components 104,112, or 402 any
of which can be stored to data store 416 and later retrieved by
management component 408. Likewise, data to transmit 412
can be or can relate to data received by any of the communi
cations components 104, 112, or 402 or data retrieved from
data store 416, potentially transformed in Some manner by
management component 408.
0069. It should be appreciated that data store 416 is
intended to be a repository of all orportions of data, data sets,
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or information described herein or otherwise suitable for use

with the described subject matter. Data store 416 can be
centralized, either remotely or locally cached, or distributed,
potentially across multiple devices and/or schemas. Further
more, data store 416 can be embodied as Substantially any
type of memory, including but not limited to Volatile or non
Volatile, sequential access, structured access, or random
access, Solid state, and so on. It should be understood that all

or portions of data store 416 can be included in hub 102, or
can reside in part or entirely remotely from hub 102. For
additional detail, FIG.5 depicts additional features or aspects
in connection with management component 408 or more
generally hub 102.
0070 Accordingly, while still referring to FIG.4, but turn
ing now as well to FIG. 5, system 500 that can facilitate
management and/or control of consumption endpoints 114 is
provided. In one or more aspect, management component 408
can be further configured to analyze data received 410 by hub
102 (e.g., via first communications component 104, second
communications 112, and/or third communications compo
nent 402), and to determine suitable data to transmit 412 from
hub 102 based upon at least one configurable set of policies
502 that relate to a variety of features or parameters.
0071. As one example, configurable set of policies 502 can
relate to policies or preferences associated with premises 110
or the predefined portion thereof. Such as a thermostat setting
based upon whether or not occupants are home, away from
home, sleeping or the like. For instance, even with a Substan
tially identical set of base data analyzed by management
component 408 in a given situation, data to transmit 412 can
differ as a function of policies 502 that distinguish, e.g.,
“Home” and “Away” modes or settings. As another example,
configurable set of policies 502 can relate to a current state of
an environment associated with premises 110 or the pre
defined portion thereof, such as an extreme external weather
condition. As still another example, set of configurable poli
cies 502 can relate to policies or preferences associated with
utility resource provider 212. For instance, utility resource
provider 212 can provide opt-in/opt-out agreements or indi
cate that above a certain resource 108 usage, either instanta
neously or over a given period, a unit-price for resource 108
increases.

0072. In addition, in one or more aspect, management
component 408 can be further configured to receive and store
control data 504 received from resource metering device 106
or in another manner. Such as by way of third communications
component 402. Such control data 504 can include, e.g., one
or more of the following: (1) an indication of a current rate of
consumption of resource 108; (2) an indication of aggregate
consumption of resource 108 over a predefined period of
time; (3) a current or forecasted unit price for resource 108;
(4) a condition or event associated with provision of resource
108; (5) a specific command or instruction intended for at
least one consumption endpoint 114; or (6) a text message
intended for display by at least one consumption endpoint
114 or by an informational display associated with premises
110. Any such control data 504 can be stored to data store 416
and/or can be propagated to a suitable consumption endpoint
114, to user interface 510, or to remote server 512, which is
further discussed below.

0073 Moreover, in one or more aspect, management com
ponent 408 can be further configured to facilitate adjustment
506. Adjustment 506 can be with respect to consumption of
resource 108 by at least one consumption endpoint 114.
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Accordingly, adjustment 506 can be based upon control data
504 such as a direct load control event message or the like.
Furthermore, in one or more aspect, adjustment 506 can be
effectuated according to a variety of determinations or infer
ences associated with management component 408. For
example, if management component 408 determines or infers
(for example in connection with a current state of premises or
components therein, current policies 502. Scheduling, or
other data or previous inferences) that received control data
504 is appropriate, then adjustment 506 can be effectuated by
simply forwarding the control data to all or a Subset of Suit
able consumption endpoints 114.
0074. On the other hand, e.g., if management component
408 determines or infers that received control data 504 is not

appropriate in a given situation, then adjustment 506 can be
effectuated by either forwarding a modified version of control
data 504 (e.g., modified for one or more particular consump
tion endpoint 114, or modified according to a global policy,
schedule, state, or mode) or by transmitting disparate control
data that appropriately varies from control data 504. Further
more, management component 408 can determine no infor
mation should be transmitted (e.g., filter certain control data
504), in which case no adjustment 506 need be transmitted.
As still another possibility, adjustment 506 can be effectuated
based upon input received in response to a prompt or request
for input, for instance a prompt presented to a user that Solicits
input by way of user interface 510. As noted previously,
whether control data 504 is forwarded unchanged, filtered,
forward as a modified version, transmitted independently, or
leads to a prompt for user-input, any such decision can be
determined by management component 408, which can rely
entirely or in part on policies 502, which can be configurable
and can change or can be selected according to appropriate
COInteXt.

0075 For example, it should be understood that config
urable set of policies 502, or more particularly, which set of
policies 502 that are employed in a given situation can be
selected by management component 408. In one or more
aspect, set of policies 502 can be selected based upon a
determination of an occupancy state or mode within premises
110 or the predefined portion thereof (e.g., an individual room
or wing). Additionally or alternatively, set of policies 502 can
be selected based upon a schedule input to or otherwise avail
able to management component 408. As used herein, occu
pancy state can refer to whether or not premises 110 or a
portion thereof is occupied as well as to a number of occu
pants, a type of occupancy (active versus asleep), a location or
locations of the occupancy and so on. As non-limiting clas
sifications of occupancy state or mode, the disclosed subject
matter provides for three convenient settings labeled
“Home”, “Away”, and “Goodnight” (see FIGS. 16A, 17A),
any one of which can be selected to invoke a particular set of
policies 502 or emphasis for other policies 502. As a config
urable default policy, a Home setting can operate to ensure
endpoints 114 function the way a user might expect (e.g., by
filtering various unexpected control signals that can other
wise cause a Smart appliance to shut down or the like, or
ensuring the user is aware of Such signals prior to remedial
action). In contrast, a default policy for Away or Goodnight
setting can provide more latitude for unexpected events with
out disturbing the user or his or her expectations.
0076. By way of illustration, consider once more a smart
clothes dryer unit that is drying a load of laundry when a
message arrives at a Smart meter of premises 110that the price
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of resource 108 will rise or that an associated utility resource
provider 212 is requesting lower consumption. In conven
tional systems, the Smart dryer can receive Such information
from the Smart meter and, based upon configuration, either
shut down or ignore the message from the Smart meter, or
perhaps react according to additional options if previously
programmed for Such behavior. While, various Smart appli
ances today do have a degree of Sophistication, Such as the
ability to modify operation modes or respond to certain pre
defined conditions, most suchSmart appliances do not include
the level of sophistication, whether due to insufficient pro
gramming or to an inadequate user interface, to provide vis
ibility into the operation of the Smart appliance.
0077. However, when employing hub 102, such informa
tion from the smart meter can be received (e.g., by way of first
communication component 104), analyzed by management
component 408, resulting in various outcomes depending on,
for example configurable set of policies 502. In other words,
by employing hub 102, the Smart dryer (or another consump
tion endpoint 114) can interface with hub 102 to allow addi
tional control or intelligence with respect to resource 108
pricing, occupancy states, or other criteria. For example, if
hub 102 is currently set in “Home” mode the message from
the Smart meter can be ignored with respect to the Smart dryer,
but perhaps forwarded to other consumption endpoints,
depending upon configuration. On the other hand, in the case
where hub 102 is currently set to “Away” mode, management
component 408 can determine, e.g., to forward the message to
the Smart dryer without substantial change and/or explicitly
instruct the smart dryer to shut off. In the case in which hub
102 is set to “Goodnight', management component 408 can
determine that compromise is the better course of action and
instruct the smart dryer to turn off one or more of the heating
elements but maintain tumble, or end earlier than pro
grammed.
0078 For these and other aspects detailed herein, manage
ment component 408 can be further configured to store any or
all of the sets of configurable policies 502 upon receipt of one
or more policies 502 or an update thereto from, e.g., user
interface 510, which can be communicatively coupled to or
included in hub 102. Additionally or alternatively, manage
ment component 408 can be further configured to store any or
all of the sets of configurable policies 502 upon receipt of one
or more policies 502 or an update thereto from remote server
512. Such as default settings and/or predetermined configu
rations for particular situations that are made available for
download. Moreover, configuration options associated with
respective consumption endpoints 114 can be stored as well
and/or downloaded, e.g., from remote server or from the
consumption endpoint 114 on demand.
0079. In one or more aspect, management component 408
can be further configured to receive and store transaction data
508. Transaction data 508 can be received from one or more

consumption endpoint 114, as part of real-time monitoring, a
periodic audit, or obtained by some other means. Typically,
transaction data 508 will relate to a state or a history of states
associated with one or more consumption endpoint 114; an
operational mode or history thereof of one or more consump
tion endpoints 114, an input or transaction or history thereof
of one or more consumption endpoints 114, or similar. Hence,
all or a portion of all states, operational modes, and inputs can
be logged and stored, e.g., for analytical purposes (e.g., effi
ciency analysis or forecasting, maintenance, etc.) or for
recordkeeping purposes (e.g., history of use, warranty com
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pliance, etc.). Moreover, all or a portion of the stored trans
action data 508 can be uploaded to a server that is remote
(e.g., remote server 512) from premises 110 by third commu
nication component 402 via LAN 404 or WAN406.
0080 Still referring to FIGS. 4 and 5, management com
ponent 408 can be further configured to analyze received data
410 by hub 102 and to determine suitable data to transmit 412
based upon at least one intelligent inference. For example,
Bayesian probabilities or confidence measures can be
employed or inferences can be based upon machine learning
techniques related to historical analysis, feedback, and/or
previous determinations or inferences. As one example, infer
ences can be employed for forecasting consumption of
resource 108 by one or more consumption endpoint, poten
tially based upon a particular setting or operation mode or
relevant externality.
I0081. Such can be accomplished by way of intelligence
component 414 that can provide for or aid in various infer
ences or determinations. In particular, in accordance with or
in addition to what has been described supra with respect to
intelligent determinations or inferences provided by various
components described herein, e.g., all orportions of manage
ment component 408. Additionally or alternatively, all or
portions of intelligence component 414 can be included in
one or more components described herein. Thus, intelligence
component 414 can reside in whole or in part within manage
ment component 408 or other components detailed herein.
Moreover, intelligence component 414 will typically have
access to all or portions of data sets, preferences, or histories
described herein, such as those stored to data store 416 and/or
remote Server 512.

I0082 In more detail, in order to provide for or aid in the
numerous inferences described herein, intelligence compo
nent 414 can examine the entirety or a subset of the data
available and can provide for reasoning about or infer states of
the system, environment, and/or user from a set of observa
tions as captured via events and/or data. Inference can be
employed to identify a specific context or action, or can
generate a probability distribution over states, for example.
The inference can be probabilistic—that is, the computation
of a probability distribution over states of interest based on a
consideration of data and events. Inference can also refer to

techniques employed for composing higher-level events from
a set of events and/or data.

0083. Such inferences can result in the construction of new
events or actions from a set of observed events and/or stored

event data, whether or not the events are correlated in close

temporal proximity, and whether the events and data come
from one or several event and data sources. Various classifi

cation (explicitly and/or implicitly trained) schemes and/or
systems (e.g., Support vector machines, neural networks,
expert Systems, Bayesian belief networks, fuZZy logic, data
fusion engines . . . ) can be employed in connection with
performing automatic and/or inferred action in connection
with the disclosed subject matter.
I0084. A classifier can be a function that maps an input
attribute vector, X=(x1, x2, X3, X4, xn), to a confidence that the
input belongs to a class, that is, f(X)=confidence(class). Such
classification can employ a probabilistic and/or statistical
based analysis (e.g., factoring into the analysis utilities and
costs) to prognose or infer an action that a user desires to be
automatically performed. A support vector machine (SVM) is
an example of a classifier that can be employed. The SVM
operates by finding a hyper-Surface in the space of possible
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inputs, where the hyper-Surface attempts to split the trigger
ing criteria from the non-triggering events. Intuitively, this
makes the classification correct for testing data that is near,
but not identical to training data. Other directed and undi
rected model classification approaches include, e.g., naive
Bayes, Bayesian networks, decision trees, neural networks,
fuzzy logic models, and probabilistic classification models
providing different patterns of independence can be
employed. Classification as used herein also is inclusive of
statistical regression that is utilized to develop models of
priority.
I0085. Still referring to FIG.4, it should be appreciated that
hub 102 can be a standalone unit with various features includ

ing, for instance, Some or all of multiple radios (e.g., commu
nications components 104, 112, and 402), processing/com
putation ability (e.g., components 408 and 414), Storage (e.g.,
data store 416) as well as a user interface 510 that can be
likewise included in hub 102 or remote from hub 102 as
further detailed with reference to FIGS. 6 and 7.

I0086) However, in addition to a standalone implementa
tion, the disclosed subject matter can further leverage existing
infrastructure by including all or portions of hub 102 into
other devices or components. For example, in one or more
aspect, hub 102 or a portion thereof can be included in or
integrated with a computer networking router associated with
premises 110. As an example implementation, hub 102 or the
portion thereof can be included in or integrated with the
computer networking router as a modular or pluggable circuit
block. For instance, communications components 104 and
112 can be mounted or inserted into the existing circuitry of a
router. Certain inherent capabilities of the router can be lever
aged to operate as third communications component 402. In
addition, inherent features of the router, Such as processing
capabilities can provide the hardware utilized for manage
ment component 408, possibly with suitable software or firm
ware included in the hub 102 portion that is integrated with
the router.

0087 As another example implementation, hub 102 can
be included in or integrated with an in-premise display, a
disparate user interface (UI) device, or a disparate device with
a suitable UI. For instance, in one or more aspect, hub 102 can
be included in or integrated with a thermostat or another
consumption endpoint 114. Likewise, hub 102 can be
included in or integrated with a security system associated
with premises 110. In any case, the advantages of leveraging
existing infrastructure or suitable devices that are likely to
otherwise be present at premises 110 are readily apparent.
0088 Referring now to FIG. 6, system 600 that can pro
vide an interface in connection with management of resource
consumption is depicted. Generally, system 600 can include
user interface 510 that can be associated with hub 102,

wherein hub 102, as detailed herein, can be configured to
communicate with multiple resource consumption-related
entities, such as consumption endpoint(s) 114. In other
words, user interface 510 can provide various I/O capabilities
for hub 102. As such, user interface 510 can provide a display
or touch screen as well potentially any other suitable I/O
feature Such as, e.g., speakers, buttons, pointing or selection
mechanisms and so forth.

0089. As depicted, hub 102 can include first communica
tions component 104 that can be configured to communica
tively couple to resource metering device 106 that monitors
consumption of resource 108 at a premises 110 or a pre
defined portion thereof. In addition, hub 102 can include
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second communications component 112 that can be config
ured to communicatively couple to a set of consumption
endpoints 114 that manage local consumption of resource
108 Such as, e.g., a thermostat, a temperature control unit
(TCU), a Smart plug, a Smart power strip, a load control
device, or a Smart appliance.
(0090 However, in addition to what is depicted, hub 102
can also include other components, detailed herein Such third
communications component 402, management component
408, intelligence component 414, or any other Suitable com
ponent or device with which hub 102 is coupled or integrated.
Regardless of the composition of hub 102, interface 510 can
be communicatively coupled to hub 102 and adapted to
enable input of instructions or other data intended for hub 102
or devices with which hub 102 communicates (e.g., consump
tion endpoints 114, resource metering device 106, data store
416, remote server 512...) or to present information received
by hub 102, for instance, to a user. Thus, user interface 510
can be configured to, interalia, enable input associated with
management of the set of consumption endpoints 114.
0091. It should be understood that while user interface 510
can be physically integrated with hub 102, for example as a
single, integrated unit. Such need not be the case. Rather, in
one or more aspect, user interface 510 can be physically
remote from hub 102, which can provide a number of advan
tages, as further detailed infra. Briefly, one Such advantage
can be that substantially any suitable user interface (UI),
including a UI associated with a different device (e.g., a
computer, phone, integrated display or the like) can be
employed to operate as user interface 510. Hence, other or
existing equipment can be leveraged including equipment
that is not or need not be located at premises 110 or otherwise
confined to a location Suitable for listening to resource meter
ing device 106 and/or consumption endpoints 114. Rather,
hub 102 can be programmed by a remote device serving as
user interface 510 or that remote device, say a mobile phone,
can receive and present various information delivered by hub
102. Such as alerts or other messages or data.
0092 FIG.7 relates to various exemplary types of suitable
input to user interface 510 as well as suitable output of user
interface 510 potentially based upon the received input. With
reference now to FIG. 7, system 700 provides additional
detail with respect to user interface 510. Generally, system
700 can include user interface 510, which, as noted, can be

either physically coupled to or physically remote from hub
102 and/or related Subcomponents. As discussed, user inter
face 510 can be configured to enable input 704 associated
with management of the set of consumption endpoints 114. In
one or more aspect, input 704 can relate to or define at least
one of a mode of operation (e.g., for the consumption end
points 114), a temperature setting or another environmental
or device setting associated with premises 110 or the pre
defined portion thereof, an amount of resource 108 to con
Sume, an amount of resource 108 to consume as a function of

price-per-unit of resource 108, an occupancy state within
premises or the predefined portion thereof, and so forth. It
should be underscored that certain input 704 can result in
varying behavior or varying instructions that control behavior
for various consumption endpoints 114. In other words,
although input 704 might be the same, the actual instructions
to or behavior of various consumptions endpoints 114 (e.g., a
thermostat Versus an appliance) can differ.
0093. As discussed previously, hub 102 can manage con
Sumption endpoints 114 according to one or more policies
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502. In accordance therewith, such policies can be input via
user interface 510, and particularly via a policy interface 702
included in or provided by user interface 510. Specifically,
policy interface 702 can be configured to receive input 704
that defines policies 502 associated with the set of consump
tion endpoints 114. In one or more aspect, such policies 502
can determine at least one of (i) actions of at least one con
Sumption endpoint 114 in response to a price associated with
resource 108; (ii) actions of at least one consumption end
point 114 in response to an alert or load control message
received from utility resource provider 212 or resourcemeter
ing device 106; (iii) a resource priority associated with the set
of consumption endpoints 114 in connection with a limitation
on or a shortage of resource 108; (iv) whether to opt-in or
opt-out of a program or service associated with utility
resource provider 212; or (v) whether a notification is issued
to a user Such as a request for a response, Verification, or other
feedback. For example graphical depictions of the above
mentioned features, see e.g., FIGS. 18A and 19B, infra.
0094 Furthermore, given that hub 102 can employ a
schedule in order to manage certain aspect of premises 110 as
previously detailed, user interface 510 can also include
scheduling interface 706 that can be configured to receive
input 704 that relates to or defines a schedule of operation of
one or more of the set of consumption endpoints 114. For
instance, the schedule of operation included in Scheduling
interface 706 can determine at least one of a time of operation
or inactivity, a preferred mode of operation, a temperature
setting, or an amount of resource 108 to consume, as well as,
e.g., a period for vacation settings or the like. For example
graphical depictions of the above-mentioned features, see
e.g., FIGS. 16B or 16C.
0095. Other features that can be provided by user interface
510 can relate to presentation of various relevant data in
connection with hub 102 and/or premises 110. For example,
in one or more aspect, user interface 510 can be configured to
present indication 708 of a state of or conditions associated
with premises 110, the predefined portion thereof, or an envi
ronment thereof. Indication 708 can relate to at least one of

real-time consumption of resource 108, real-time costs asso
ciated with the consumption of resource 108, an aggregate
history or portion thereof of the consumption of resource 108
or costs associated therewith, a forecast of future consump
tion of resource 108 or costs associated therewith, a compari
son to resource consumption or associated costs in connec
tion with one or more disparate premises (e.g., comparison
with other users with like demographics) or consumption
endpoints 114 (e.g., comparison by device), an ambient con
dition associated with premises 110 (e.g., ambient tempera
ture or humidity), the predefined portion thereof, or the envi
ronment thereof. For example graphical depictions of the
above-mentioned features, see e.g., FIGS. 17B. 17C, 18B, or
19A.

0096. In another example aspect, user interface 510 can be
configured to present indication 708 in a manner that relates
to a state of or a parameter associated with at least one con
Sumption endpoint 114. To illustrate, in this case, indication
708 can be, e.g., a current ambient condition associated with
premises 110, the predefined portion thereof, an environment
thereof, a device associated with at least one consumption
endpoint 114, or a cost or resource savings of the device based
upon a particular model, design, setting or operation mode.
For example graphical depictions of the above-mentioned
features, see e.g., FIGS. 17B or 19A.
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(0097. Additionally or alternatively, user interface 510 can
be configured to present messages, alerts, or queries, depicted
here as message 710, received from resource metering device
106, from utility resource provider 212, or from a third-party
entity. For example, such message(s) 710 can relate to impor
tant alerts relating to grid conditions or the like (see FIG.
19B). Moreover, user interface 510 can be configured to
present advertisements 712 received from resource metering
device 106, from utility resource provider 212, or from a
third-party entity. For instance, advertisement 712 can indi
cate that if a user is willing to opt-in to a particular program,
then that user (or associated premises 110) will be eligible for
a discount during, e.g., non-peak hours. As another example,
a disparate, competing utility resource provider can employ
advertisement 712 as an incentive to switch providers. As a
third example, advertisement 712 can be employed in con
nection with lead generation. For example, residential Solar
installers or home energy audit companies as well as retailers
(e.g., appliance discounts and/or recommendations) can
leverage advertisement 712 in suitable ways.
0.098 Continuing the discussion of FIG. 7, user interface
510 can further include or provide network interface 714 that
can be configured to manage a home area network (HAN).
Network interface 714 can be employed for, interalia, setting
up networks associated with various communications com
ponent 104, 112, or 402. In one or more aspect, network
interface 714 can enable at least one of connection or discon

nection of hub 102 to or from resource metering device 106
via first communications component 104 (see e.g., FIG.20A).
connection or disconnection of hub 102 to or from the set of

consumption endpoints 114 via second communications
component 112 (see e.g., FIG. 19C), connection or discon
nection of hub 102 to or from LAN 404 or a WAN 406 via

third communications component 402 (see e.g., FIG.20B), or
connection or disconnection of user interface 510 or an asso
ciated device to or from hub 102.

0099. In addition, user interface 510 can also include setup
interface 716that can be configured to define settings of a user
or of the premises or the predefined portion thereof (see e.g.,
FIGS. 18A, 20O, or 21A). In one or more aspect, setup inter
face 716 can enable presentation or review of at least one of
language, location, time, date, or at least one preferred or
current utility resource provider 212. Likewise, user interface
510 can further include support interface 718. Support inter
face 718 can be configured to access customer Support asso
ciated with at least one of utility resource provider 212 or a
third-part entity (see, e.g., FIG. 21B).
0100. With reference now to FIG. 8, system 800 that can
provide remote management of certain resource consumption
is provided. Typically, system 800 can include one or more
temperature control unit (TCU) 802 configured to control
climate conditions associated with interior environment 804.

As used herein, TCU 802 is intended to represent a portion of
a thermostat device, and in particular that portion that, via
various electronic switches or relays, activates certain HVAC
equipment in order to control climate conditions. In addition,
system 800 can further include remote user interface 806 that
can be physically remote from and communicatively coupled
to the one or more TCU 802. Moreover, remote user interface

806 can be configured to control TCU 802 based upon input
808 received at remote user interface 806.

0101. It should be understood that conventional thermo
stats typically include a controller that activates HVAC equip
ment, sensors that collect data about an interior environment
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in order to determine when to activate HVAC equipment, and
a user interface for controlling the thermostat or inputting
preferences. Such thermostats are well-known, and are gen
erally mounted on an interior wall as a single unit. Accord
ingly, it is to be underscored the disclosed Subject matter
separates various features of the thermostat as physically
distinct entities, which can provide improved features or con
venience as well as other potential benefits.
0102 For example, unlike conventional thermostats, sys
tem 800 employs a user interface (e.g., remote user interface
806) that is physically remote from TCU 802. Such a con
figuration allows TCU 802 to be much simpler in design and,
moreover can result in more convenient placement of TCU
802, since the physical relays and switches employed to con
trol HVAC equipment need not be located on a wall-mounted
unit as is customary with today's thermostats, but rather can
be placed elsewhere Such as a junction box, electrical cabinet,
or the like. Equally as important, if not more so, by employing
remote user interface 806, the UI employed to control TCU
802 need not be any set configuration or form factor, but can
be substantially any suitable UI, including UIs associated
with other devices such as computers, laptops, gaming con
soles, netbooks, Smartphones, or other mobile devices.
0103) Accordingly, remote user interface 806 can be much
more convenient to use when compared to UIs for conven
tional thermostats (e.g., confined to a fixed form factor and
features, as well as a fixed location). Moreover, remote user
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all or a portion of the description associated with user inter
face 510 canthus apply to remote user interface 806, and vice
WSa.

0106 Moreover, it should be appreciated that in one or
more aspects, TCU 802 can be further configured to monitor
and control climate conditions associated with interior envi

ronment 804. As noted above, TCU 802 can include various

switches and relays for controlling climate (via HVAC equip
ment). Thus, in order to also provide for monitoring, TCU 802
can include sensor component 810. Sensor component 810
can include various sensing or monitoring devices for deter
mining climate-based conditions associated with interior
environment 804, such as temperature, humidity, and so forth.
As depicted, sensing component 810 can be built-in or inte
grated with TCU 802, or can be physically remote from TCU
802, yet communicatively coupled to exchange information
with TCU 802.

0107 Turning now to FIG.9, system 900 that can provide
additional features or aspects in connection with remote man
agement of resource consumption is illustrated. For instance,
in one or more aspect, remote user interface 806 can be
preconfigured to pair with, or preconfigured to, upon initia
tion or bootup, automatically pair with, at least one of TCU
802 or sensor component 810 associated with TCU 802.
Appreciably, TCU 802 can include a set of relays and
switches for controlling HVAC system 916 or associated
equipment. An example pairing mechanism is illustrated in
FIG.9 by way of the respective pairing IDs 902a and 902b,

interface 806 can be much more robust than conventional UIs

which can facilitate or enable communication between com

associated with thermostats. For example, conventional,
wall-mounted thermostats do not, as a rule, have power run
ning to the unit, or very little power Such as a few milliwatts,
which is not enough to power a robust UI and related elec
tronics. Hence, previous attempts to enhance the UI of ther
mostats have required either a very expensive installation (to
run power lines to the thermostat) or to operate on battery
power, which severely limits the capabilities as well as attrac

ponents 806 and 802 (or 810). In such cases, it should be
appreciate that a user need not be required to following pair
ing procedures as appropriate pairing is preconfigured or
automatically configured.
0.108 Irrespective of whether or not automatically paired,
remote user interface 806 and TCU 802 can communicate by
way of at least one of a ZigBee Smart energy (SE) protocol, a
ZigBee home automation (HA) protocol, a Z-Wave protocol,
a CT-485 protocol, a RS-485 protocol, a power line carrier
(PLC) protocol, an Ethernet protocol, a wireless fidelity (WI
FI) protocol, or an Internet Protocol (IP). Appreciably, other
Suitable protocols, in addition to those expressly noted, can be
employed as well.
0109 Moreover, in one or more aspect, remote user inter
face 806 can be configured to control TCU 802 based upon at
least one of schedule 904 input or received by way of remote
user interface 806, a set of policies 906 input or received by
remote user interface 806, or a policy or request 908 from a
utility resource provider or third-party entity, which can be
substantially similar to policies 502 and control data 504,
respectively, detailed Supra.
0110. In accordance with other features, in one or more
aspect, remote user interface 806 and TCU 802 can be pre
configured with identical or substantially identical default
schedules, labeled 910a and 910b, respectively. Moreover, in
one or more aspect, remote user interface 806 or TCU 802 can
be configured to synchronize schedules as illustrated by

tiveness of Such a solution.

0104. However, there has for some time been a need in the
marketplace to improve the capabilities and desirability of the
UI for a thermostat. For example, today's thermostats are
often equipped with robust, energy-saving features. Yet,
research shows that end consumers rarely ever take advantage
of these features. For whatever reason, end consumers simply
do not tend to use their thermostats, irrespective of capabili
ties, for anything but the most elementary purposes, such as to
provide an indication of current temperature, or an input
device for setting the current desired temperature. It is gen
erally agreed the reason various features of modern thermo
stats are widely ignored, even by conservation-minded con
Sumers is due to shortcomings of the associated UIs of
thermostats. But, as noted above, attempts to enhance ther
mostat UIs have been ineffective in the marketplace.
0105 Thus, additional benefits arise by employing remote
user interface 806. First, remote user interface 806 can be

much more robust. Second, Very little or no change to existing
infrastructure need be made, and new installs can be much

less costly than requiring power to the thermostat. Third, the
same UI (e.g., remote user interface 806) can be employed to
control other consumption endpoints (e.g., appliances and
devices) associated with a premises in addition to HVAC
equipment, as well as other resources beyond electricity or
gas or whatever resource(s) are employed by a given set of
HVAC equipment. Accordingly, it should be appreciated that

arrow 918. Thus, whether default schedules 910a, 910b are

maintained or employed or other schedules are maintained or
employed, such schedules are likely to evolve over time and/
or be updated. As one example, a user at premise 110 can
update a schedule at remote user interface 806, and either the
updated schedule or the specific updates can be propagated to
TCU 802. Likewise, as another example, TCU 802 can
receive an update, which can be propagated to remote user
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interface 806, which can display the updated schedule. Fur
thermore, TCU 802 can be configured to operate in accor
dance with deadman mode 912. For example, deadman mode
912 can apply a set of safe or default setting when it is
detected communication with remote user interface is lost.

Advantageously, deadman mode 912 can be an optional set
ting. On the other hand, as briefly introduced previously,
remote user interface 806 can include a display configured to
present various indications 914. Indication(s) 914 can relate
to, e.g., a state of or conditions associated with interior envi
ronment 804 or an exterior environment, or associated with a

state of or a parameter associated with TCU 802 or to a device
controlled by the one or more TCU (e.g., HVAC system 916).
0111 FIGS. 10-15 illustrate various methodologies in
accordance with the disclosed subject matter. While, for pur
poses of simplicity of explanation, the methodologies are
shown and described as a series of acts, it is to be understood

and appreciated that the disclosed Subject matter is not lim
ited by the order of acts, as some acts may occur in different
orders and/or concurrently with other acts from that shown
and described herein. For example, those skilled in the art will
understand and appreciate that a methodology could alterna
tively be represented as a series of interrelated states or
events, such as in a state diagram. Moreover, not all illustrated
acts may be required to implement a methodology in accor
dance with the disclosed subject matter. Additionally, it
should be further appreciated that the methodologies dis
closed hereinafter and throughout this specification are
capable of being stored on an article of manufacture to facili
tate transporting and transferring such methodologies to com
puters.

0112 Turning now to FIG. 10, exemplary method 1000 for
facilitating management of resource consumption is
depicted. Generally, at reference numeral 1002, a resource
metering device for monitoring consumption of a resource
Such as, e.g., water, air, gas, electricity, or steam can be
interfaced to a communications hub. Such interfacing can be
according to Substantially any network protocol Supported by
the resource metering device.
0113. In addition, at reference numeral 1004, at least one
consumption endpoint Such as, e.g., a thermostat, a TCU, a
Smart plug, a Smart power strip, a load control Switch, or a
Smart appliance can be interfaced to the communications hub.
In this case. Such interfacing can be according to Substantially
any network protocol Supported by the at least one consump
tion endpoint. Accordingly, the communications hub can con
currently interface and/or communicate or listen to both the
resource metering device and consumption endpoints, allow
ing the communications hub to operate as layer of logic and
control between resource metering device and the consump
tion endpoints, as well as a centralized management appara
tus for a particular environment or premises.
0114 Referring now to FIG. 11, exemplary method 1100
for providing additional features or aspects in connection
with interfacing the hub is illustrated. At reference numeral
1102, the resource metering device interfaced to the commu
nications hub at reference numeral 1002 of FIG. 10, can be

interfaced according to at least one of a ZigBee Smart energy
(SE) protocol, an encoded receiver-transmitter (ERT) proto
col, an Internet protocol (IP), a power line carrier (PLC)
protocol, or an advanced metering infrastructure (AMI) pro
tocol.

0115 Next to be described, at reference numeral 1104, the
at least one consumption endpoint interfaced to the commu
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nications hub at reference numeral 1004 can be interfaced

according to at least one of a ZigBee SE protocol, a ZigBee
HA protocol, a Z-Wave protocol, an Ethernet protocol, a PLC
protocol, or a WI-FI protocol.
0116. Moreover, at reference numeral 1106, the commu
nications hub can be configured for contemporaneously Sup
porting ZigBee SE profile-based communications and Zig
Bee HA profile-based communications between the
communications hub and the at least one consumption end
point. Given that ZigBee HA and ZigBee SE are typically
incompatible standards, such can be accomplished, e.g., by
routing both ZigBee Smart energy profile messages and Zig
Bee home automation profile messages using ZigBee Smart
energy profile for encryption, transmission, and network
management. As a result, the communications hub can inter
face to a wider range of devices, as well as the ability to bridge
a set of devices that would be otherwise incapable of direct
inter-communication.

0117. Additionally, at reference numeral 1108, the com
munications hub can be interfaced to at least one of a local

area network (LAN) or a wide area network (WAN) accord
ing to one or more Internet Protocol (IP). Hence, in addition
to capabilities that provide communication with both a
resource metering device and resource consumption end
points, the hub can also leverage communications over more
ubiquitous networks Such as the Internet or a home area
network (HAN).
0118 With reference to FIG. 12, exemplary method 1200
for providing additional features or aspects in connection
with management of resource consumption is depicted. At
reference numeral 1202, all or a portion of, or an update to, a
set of policies for managing consumption of the resource with
respect to the at least one consumption endpoint can be
received at the communications hub. In other words, data

relating to policies for determining the consumption of the
resource by various endpoints can be collected at the com
munications hub.

0119. In addition, the communications hub can also
receive various other data. For example, at reference numeral
1204, the communications hub can receive control data

including any of a variety of information that can be supplied
by an associated utility resource provider. By way of illustra
tion, Such control data can relate to, e.g., an indication of a
current rate of consumption of the resource, an indication of
aggregate consumption of the resource over a predefined
period of time, a current or forecasted unit price of the
resource, a condition or event associated with provision of the
resource, a specific command or instruction intended for at
least one consumption endpoint included in the set of con
Sumption endpoints, or a text message intended for display by
at least one consumption endpoint included in the set of
consumption endpoints.
0.120. At reference numeral 1206, the set of policies
received at reference numeral 1202 can be utilized in con

junction with the control data received at reference numeral
1204 for determining an adjustment relating to modifying the
behavior of or a setting of the at least one consumption end
point. Put another way, rather than relying solely upon a
preprogrammed mode of operation for endpoints or solely
upon control signals propagated by a utility resource pro
vider, multiple data sets can be examined in order to deter
mine appropriate behavior of the consumption endpoints,
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which can result in selecting one preference over another
competing preference, or selecting a compromise between
the competing interests.
0121. In that vein, at reference numeral 1208, artificial
intelligence (AI) techniques can be employed in conjunction
with the set of policies and/or the control data for determining
the adjustment relating to modifying the behavior of or a
setting of the at least one consumption endpoint that was
provided at reference numeral 1206. For instance, Bayesian
probabilities or confidence measures can be employed in
connection with AI techniques, as can various inferences
based upon machine learning techniques related to, e.g., his
torical analysis, current or previous feedback, and/or previous
determinations or inferences. Regardless of the manner
employed to determine a suitable adjustment for the at least
one consumption endpoint, at reference numeral 1210, the
adjustment can be transmitted to the at least one consumption
endpoint for processing, or even entirely filtered (not trans
mitted) in some cases.
0122 Continuing the discussion of FIG. 12, at reference
numeral 1212 aparticular set of policies can be selected based
upon, e.g., a type of device associated with the at least one
consumption endpoint (e.g., a priority assigned to the func
tion of the device), a determination of an occupancy State
associated with the premises (e.g., whether or not the pre
mises or portions thereof are occupied, as well as a type of
occupation), a calendar or schedule, or aparameter associated
with the control data (e.g., inordinately high prices or emer
gency events).
0123. Furthermore, in addition to management or control
of various consumption endpoints, the communications hub
can also provide for thorough monitoring or tracking of the
consumption endpoints. For example, at reference numeral

consumption is provided. For example, at reference numeral
1402, the user interface employed for monitoring and con
trolling the communications hub as detailed with respect to
reference numeral 1306 of FIG. 13 can be a physically remote

1214, transaction data can be received at the communications

the input detailed above in connection with reference numeral

hub, either by persistent monitoring or via periodic polling or
auditing. Such transaction data can relate to a description of at
least one of a state or a history of states associated with the at
least one consumption endpoint, an operational mode or his
tory thereof of the at least one consumption endpoint, or an
input or transaction or history thereof of the at least one
consumption endpoint. Moreover, at reference numeral 1216,
all or a portion of the transaction data can be stored to at least
one of a local data store or data store associated with a remote
SeVe.

(0.124 FIG. 13 provides exemplary method 1300 for inter
facing to a communications hub for facilitating management
of resource consumption is illustrated. Generally, at reference
numeral 1302, a resource metering device for monitoring
consumption of a resource at a premises can be networked to
a communications hub. Such networking can be according to
Substantially any network protocol Supported by the resource
metering device.
0125. In addition, at reference numeral 1304, at least one
consumption endpoint (e.g., a thermostat, a TCU, a Smart
plug, a Smart power strip, a load control Switch, or a Smart
appliance) can be networked to the communications hub. In
this case, Such networking can be according to Substantially
any network protocol Supported by the at least one consump
tion endpoint. Moreover, at reference numeral 1306, a user
interface can be employed for monitoring and controlling the
communications hub.

0126 Turning now to FIG. 14, exemplary method 1400 for
employing various interface types in connection with a com
munications hub for facilitating management of resource

user interface. In an alternative embodiment, at reference

numeral 1404, the user interface employed for monitoring
and controlling the communications hub as detailed with
respect to reference numeral 1306 can be a physically inte
grated user interface.
0127. In either case, at reference numeral 1406, the user
interface can be utilized for managing at least one consump
tion endpoint. For example, forwarding or reconstructing
control signals intended for the consumption endpoint, or
controlling the consumption endpoint according to prefer
ences, policies, or schedules, as further detailed in connection
with FIG. 15. Furthermore, at reference numeral 1408, at
least one of the communications hub or the user interface can

be interfaced to at least one of a LAN or a WAN according to
one or more Internet Protocol.

I0128 Turning now to FIG. 15, exemplary method 1500 for
providing additional features or aspects in connection with
interfacing to a communications hub for facilitating manage
ment of resource consumption is depicted. Generally, at ref
erence numeral 1502, the at least one consumption endpoint
can be controlled, for example, based upon reactions to mes
sages received from the resource metering device and further
based upon input to the user interface. In other words, the
consumption endpoints can be controlled based upon various
data sets, included, e.g., messages received (typically from a
utility resource provider) as well as input to the user interface
(typically from a user), for instance as a set of policies, pref
erences, Schedules, or the like.
0129. In accordance therewith, at reference numeral 1504,
1502, can be received at the user interface as at least one of a

policy, a schedule, an occupancy metric (e.g., “Home'.
“Away”, “Goodnight' or the like) or some suitable combina
tion thereof. Moreover, at reference numerals 1506, 1508,

and 1510 the user interface can be utilized for presenting
various information, e.g., to a user. At reference numeral
1506, such information presented by user interface can relate
to, e.g., a state of or conditions associated with the premises or
an environment related thereto (e.g., a temperature associated
with the premises or that for a room or section thereof). At
reference numeral 1508, such information presented by user
interface can relate to, e.g., a state of or aparameter associated
with the at least one consumption endpoint (e.g., a current
operation mode, resource usage, Schedule, setting or the like).
At reference numeral 1510, such information presented by
user interface can relate to, e.g., a message, an alert, a query,
oran advertisement received from at least one of the resource

metering device, a utility resource provider, or a third-party
entity. In addition, at reference numeral 1512, the user inter
face can be utilized for pairing the communications hub with
at least one of the resource metering device or the at least one
consumption endpoint.
0.130 FIGS. 16A-21B illustrate various example graphic
depictions presented by a suitable user interface (e.g., 510 or
806) associated with hub 102 or TCU 802.
I0131 FIG. 22 is a high-level block diagram of a HVAC
system, generally designated 2200. The HVAC system 2200
may be configured to provide ventilation and therefore
includes one or more air handlers 2210. In an alternative

embodiment, the ventilation includes one or more dampers
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2278 to control air flow through air ducts (not shown). Such
control may be used in various embodiments in which the
system 2200 is a Zoned system. In the context of a Zoned
system 2200, the one or more dampers 2278 may be referred
to as Zone controllers 2278. In an alternative embodiment, the

system 2200 is configured to provide heating and, therefore,
includes one or more furnaces 2220, typically associated with

the one or more air handlers 2210. In an alternative embodi

ment, the system 2200 is configured to provide cooling and
includes one or more refrigerant evaporator coils 2230, typi
cally associated with the one or more air handlers 2210. Such
embodiment of the system 2200 also includes one or more
compressors and associated condenser coils 2262, which are
typically associated in one or more so-called “outdoor units'
2260. The one or more compressors and associated condenser
coils 2262 are typically connected to an associated evaporator
coil 2230 by a refrigerant line 2284. In an alternative embodi
ment, the system 2200 is configured to provide ventilation,
heating and cooling, in which case the one or more air han
dlers 2210, furnaces 2220 and evaporator coils 2230 are asso
ciated with one or more “indoor units 2250, e.g., basement or
attic units.

0132 A demand unit 2276 is representative of the various
units exemplified by the air handler 2210, furnace 2220, and
compressor 2262, and more generally includes an HVAC
component that provides a service in response to control by
the control unit 2272. The service may be any service nor
mally associated with a conventional HVAC system, such as,
for e.g., heating, cooling, or air circulation. The demand unit
2276 may provide more than one service, and if so, one
service may be a primary service, and another service may be
an ancillary service. For example, for a cooling unit that also
circulates air, the primary service may be cooling, and the
ancillary service may be air circulation (e.g. by a blower).
0133. The demand unit 2276 may have a maximum ser
Vice capacity. For example, the furnace 2220 may have a
maximum heat output (often expressed in terms of British
Thermal Units (BTU) or Joules), or a blower may have a
maximum airflow capacity (often expressed in terms of cubic
feet per minute (CFM) or cubic meters per minute (CMM)).
In some cases, the demand unit 2276 may be configured to
provide a primary or ancillary service in staged portions. For
example, a blower may have two or more motor speeds, with
a different CFM value associated with each motor speed.
0134 One or more control units 2272 control one or more
of the one or more air handlers 2210, the one or more furnaces

2220 and/or the one or more compressors 2262 to approxi
mately regulate the temperature of the premises. In various
embodiments to be described, the one or more displays 2274
provide additional functions such as operational, diagnostic
and status message display and an attractive, visual interface
that allows an installer, user or repairman to perform actions
with respect to the system 2200 more intuitively. Herein, the
term “operator' will be used to refer either individually or
collectively to any of installation personnel, a user, or a main
tenance personnel unless clarity is served by greater specific
ity.
0135. One or more separate comfort sensors 2270 may be
associated with the one or more control units 2272 and may
also optionally be associated with one or more displays 2274.
The one or more comfort sensors 2270 provide environmental
data, e.g. temperature and/or humidity, to the one or more
control units 2272. An individual comfort sensor 2270 may be
physically located within a same enclosure or housing as the
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control unit 2272. In Such cases, the commonly housed com
fort sensor 2270 may be addressed independently. However,
the one or more comfort sensors 2270 may be located sepa
rately and physically remote from the one or more control
units 2272. Also, an individual control unit 2272 may be
physically located within a same enclosure or housing as a
display 2274. In such embodiments, the commonly housed
control unit 2272 and display 2274 may each be addressed
independently. However, one or more of the displays 2274
may be located within the system 2200 separately from and/
or physically remote to the control units 2272. The one or
more displays 2274 may include a screen Such as a liquid
crystal display (not shown).
0.136 Although not shown in FIG. 22, the HVAC system
2200 may include one or more heat pumps in lieu of or in
addition to the furnace 2220 and/or compressors 2262. In
another alternative embodiment, one or more humidifiers or

dehumidifiers may be employed to increase or decrease
humidity. Additionally, dampers may be used to modulate air
flow through ducts (not shown). Additionally, air cleaners and
lights may be used to reduce air pollution, while air quality
sensors may be used to determine overall air quality.
0.137. A data bus 2280, which in the illustrated embodi
ment is a serial bus, couples the one or more air handlers 2210,
the one or more furnaces 2220, the one or more evaporator
coils 2230, the one or more condenser coils and compressors
2262, the one or more control units 2272, the one or more

remote comfort sensors 2270 and the one or more displays
2274 such that data may be communicated therebetween or
thereamong. It will be understood that the data bus 2280 may
be advantageously employed to convey one or more alarm
messages or one or more diagnostic messages.
0.138. The data bus 2280 can be any bus that provides
communication between or among the elements of the net
work. It should be understood that the use of the term “resi

dential is intended to be non-limiting; the network 2200 may
be employed in any premises whatsoever, fixed or mobile.
Other embodiments of the data bus 2280 are also contem

plated, including e.g., a wireless bus, as mentioned previ
ously, and 2-, 3- or 4-wire networks, including IEEE-1394
(FirewireTM, i.LINKTM, LynxTM), Ethernet, Universal Serial
Bus (e.g., USB 1.x, 2.x, 3.x), or similar standards. In wireless
embodiments, the data bus 2280 may be implemented, e.g.,
using BluetoothTM (e.g., IEEE standard 802.15.x), ZigBee or
a similar wireless standard.

0.139 FIG. 23 is a high-level block diagram of one
embodiment of an HVAC data processing and communica
tion network 2300 that may be employed in the HVAC system
2200. One or more air handler controllers (AHCs) 2310 may
be associated with the one or more air handlers of FIG. 22.

One or more integrated furnace controllers (IFCs) 2320 may
be associated with the one or more furnaces 2220. One or

more damper controller modules 2315, also referred to herein
as a Zone controller module 2315, may be associated with the
one or more dampers 2278. One or more unitary controllers
2325 may be associated with one or more evaporator coils and
one or more condenser coils and compressors 2262 of FIG.
22. The network 2300 includes an active subnet controller
2336 and an inactive subnet controller 2334. The active sub

net controller (ASC) 2336 may act as a network controller
of the system 2200. The ASC 2336 is responsible for config
uring and monitoring the system 2200 and for implementa
tion of heating, cooling, humidification, dehumidification, air
quality, ventilation or any other functional operations therein.
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It will be understood that two or more ASC 2336 may also be
employed to divide the network 2300 into subnetworks, or
Subnets, for simplifying various aspects of network manage
ment, including installation configuration, communication
and control. Each Subnet generally contains one indoor unit,
one outdoor unit, a number of different accessories including
humidifier, dehumidifier, electronic air cleaner, filter, etc.,
and a number of comfort sensors, Subnet controllers and user

interfaces. The inactive subnet controller (“ISC) 2334 is a
subnet controller that does not actively control the network
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PLI 2410. The functional block 2450 may include one or
more of various components, including without limitation a
microprocessor, a state machine, Volatile and nonvolatile
memory, a power transistor, a monochrome or color display,
a touch panel, a button, a keypad and a backup battery. The
local controller 2390 may be associated with a demand unit
2276 and may provide control thereof via the functional block
2450. The memory 2420 provides local persistent storage of
certain data, Such as various configuration parameters. The
RAM 2430 may provide local storage of values that do not

23OO.

need to be retained when the local controller 2390 is discon

0140. In some embodiments, the ISC 2334 listens to all
messages broadcast over the data bus 2280, and updates its
internal memory to match that of the ASC 2336. In this
manner, the ISC 2334 may backup parameters stored by the
ASC 2336, and may be used as an active subnet controller if
the ASC 2334 malfunctions. Generally, there is only one ASC
2336 in a subnet, but there may be multiple ISCs therein, or no
ISC at all. Herein, where the distinction between an active or
a passive SC is not germane the subnet controller is referred
to generally as a Subnet controller.
0141. A user interface (“UI”) 2340 provides a means by
which an operator may communicate with the remainder of
the network 2300. In an aspect, a user interface gateway 2350
provides a means by which a remote operator or remote
equipment may communicate with the remainder of the net

nected from power, such as results from calculations per
formed by control algorithms. Use of the RAM 2430 advan
tageously reduces use of the memory cells that may degrade
with write cycles.
0145. In some embodiments, the data bus 2280 is imple
mented over a 235-wire cable (not shown), in which the
individual conductors are assigned as follows: R the
“hot” a voltage source, 24VAC, for example; C the “com
mon’—a return to the Voltage source; i+—RSBus High con

work 2300.

0142. Such a remote operator or equipment is referred to
generally as a remote entity. A comfort sensorinterface 2360,
referred to herein interchangeably as a comfort sensor (“CS)
2360, may provide an interface between the data bus 2280 and
each of the one or more comfort sensors 2270. The comfort

sensor 2360 may provide the ASC 2336 with current infor
mation about environmental conditions inside of the condi

tioned space. Such as temperature, humidity and air quality.
0143 For ease of description, any of the networked com
ponents of the HVAC system 2200, e.g., the air handler 2210,
the damper 2215, the furnace 2220, the outdoor unit 2260, the
control unit 2272, the comfort sensor 2270, the display 2274.
may be described in the following discussion as having a local
controller 2390. The local controller 2390 may be configured
to provide a physical interface to the data bus 2280 and to
provide various functionality related to network communica
tion. It will be understood that the subnet controllers 2334,

2336 may be regarded as a special case of the local controller
2390, in which the subnet controller 2334, 2336 has addi

tional functionality enabling it to control operation of the
various networked components, to manage aspects of com
munication among the networked components, or to arbitrate
conflicting requests for network services among these com
ponents. It will be readily understood that while the local
controller 2390 is illustrated as a stand-alone networked

entity in FIG. 23, it is typically physically associated with one
of the networked components illustrated in FIG. 22.
014.4 FIG. 24 illustrates a high-level block diagram of the
local controller 2390. The local controller 2390 includes a

physical layer interface (PLI) 2410, a memory 2420, a RAM
2430, a communication module 2440 and a functional block

2450 that may be specific to the demand unit 2276, e.g., with
which the local controller 2390 is associated. The PLI 2410

provides an interface between a data network, e.g., the data
bus 2280, and the remaining components of the local control
ler 2390. The communication module 2440 is configured to
broadcast and receive messages over the data network via the

nection; and i-RSBus Low connection.

0146 The disclosure recognizes that various innovative
system management Solutions are needed to implement a
flexible, distributed-architecture HVAC system, such as the
system 2200. More specifically, cooperative operation of
devices in the system 2200, such as the air handler 2210 or UI
2340, is improved by various embodiments presented herein.
More specifically still, embodiments are presented of treating
HVAC components abstractly in a manner that decouples the
HVAC physical layer from the HVAC logical or network
layer. In many cases, more sophisticated control of the HVAC
system is possible than in conventional systems, allowing
expanded feature availability to the user and more efficient
operation of the system.
0147 FIG. 25 is an exemplary relational chart according
to embodiments of the innovation. System 2500 shows an
example home energy network according to an embodiment
of the innovation. In system 2500, a variety of nodes, groups,
appliances, and devices are situated. In various aspects, nodes
may also be embedded directly within appliances and
devices, embedded directly into the wiring system of the
home or building itself, or be devices able to connect to the
various appliances and devices, as well as the power network
in the home or building as more fully described below. By
way of example, appliances and devices that may be excluded
from automated Switching are shown in italics and parenthe
ses, however the exclusion of devices from the control of the

controller 2501 is purely optional. Groups 2510, 2520, and
2530 are illustrative groupings of nodes that are individually
controllable by controller 2501. Media center group 2522 is
illustrative of nested Sub-groupings possible by the hierarchi
cal structure of groups according to various aspects of the
present innovation. In other embodiments of the innovation,
groups may be created through the use of tagging. Tags may
be keywords or terms associated with or assigned to devices,
thus describing the device and enabling a keyword-based
grouping of the device with other devices. Tags may be cho
sen from a predefined list or added manually by a user or by
the system itself. Tags may also be added to the predefined
list, or to various devices automatically by the user commu
nity described herein.
0.148. The aspects of the innovation contemplate devices
having multiple assigned tags so that the device may belong
to any number of groups at the same time, and be controlled
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and monitored accordingly. Various repeaters 2504 may be
used in embodiments of the present innovation in order to
extend the reach of controller 2501 to distant nodes. Further,

according to some embodiments the controller may be sepa
rate from a hub 2502, as described more fully herein. In
another aspect, the network may connect to the Internet 2550,
which may consist of any type of public or private network.
0149. A particular type of controller 2501 is a thermostat
or any type oftemperature controlling device which can con
trol cold and heat source devices according to the contrast
between the required temperature and current temperature. It
can achieve the user's required temperature by increasing or
decreasing temperature, so that it meets the purpose of com
fort and energy-saving.
0150. The early stage of thermostat is the mechanical ther
mostat which adopts the bi-metallic strip or the gas filled
bellow to sense room temperature and realize control cold and
heat source, and it can achieve the user's required temperature
by increasing or decreasing temperature. Nowadays, the
bimetallic strip thermostat has already been eliminated, it is
only used in some occasions which is not higher requirement
or in lower level occasion. Generally speaking, the function of
mechanical-type thermostat is simple and it has big deviation
for measuring temperature. The electronic-type thermostatis
widely used in the fields of industry and agriculture as well as
the daily life of the average consumer. In recent years, the
development of thermostat has undergone the following
stages: (1) Analog integrated mechanical-type thermostat; (2)
Electronic intelligent thermostat; and (3) Intelligentized and
networking thermostat.
0151 FIG. 26 illustrates a block diagram of an exemplary
embodiment of an energy monitoring and management sys
tem 2600. As shown in FIG. 26, system 2600 includes a hub
2612 which is in communication with one or more node

interface devices (NIDs) 2610, each NID 2610 being associ
ated with a respective energy consuming device 2620. The
communication between hub 2612 and each NID 2610 may
be wired or wireless. NIDs can be physically part of the
energy consuming device, e.g. built into the washing
machine, or can be separate, e.g. a Smart plug into which the
washing machine is plugged. Additionally, hub 2612 may be
in communication with a user interface (“UI”) 2614. The
communication between hub 2612 and the UI 2614 may also
be wired or wireless. In an exemplary embodiment, the UI
2614 may take the form of a thermostat, for example, that has
the ability to communicate with the hub 2612. In another
aspect, the UI 2614 may comprise a user configurable dash
board or other equipment embodying a user interface. In yet
another aspect, the UI 2614 may be a configurable part of the
hub 2612. Although the hub 2612 and the UI 2614 are illus
trated separately, it will be understood that the functions of
the hub and the UI may be integrated into a single equipment
embodied by the dashboard for integrating storage, process
ing, and user interface functions.
0152 The various communication interfaces among the
elements of FIG. 26 may be in compliance with any suitable
open or proprietary communications protocol or standard,
including but not limited to: Ethernet, RS232/485, USB,
wireless RF (e.g., Bluetooth), infrared, "X10” or similar,
HTML, 802.x wireless, Modbus, Device Net I. Control Net,

SCADA, WI-FI, Universal Power Bus, ZigBee, and Z-Wave,
power line communications (PLC), among others.
0153. The hub 2612 may be a stand-alone device or it may
be part of another system, such as a card in a personal com
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puter, wireless router, security system, or a power distribution
panel, for example. Further, the hub 2612 may also be in
communication with a third-party device, such as but not
limited to, an energy company's meter 2616 (e.g., a utility
meter), preferably a smart meter. The meter 2616 is associ
ated with the provision of electric energy Such as via electrical
power mains 2625 of premises at which devices 2620 are
located. The communication between the hub 2612 and the

utility meter 2616 may be wired or wireless. In some embodi
ments, the hub 2612 may be a configurable part of the utility
meter 2616.

0154 The personal computer typically includes a variety
of computer-readable media. Computer-readable media can
be any available media that can be accessed by the computer
and includes both volatile and nonvolatile media, removable

and non-removable media. By way of example, and not limi
tation, computer-readable media can comprise computer Stor
age media and communication media. Computer storage
media can include either volatile or nonvolatile, removable

and non-removable media implemented in any method or
technology for storage of information Such as computer-read
able instructions, data structures, program modules or other
data. Computer storage media includes, but is not limited to,
RAM, ROM, EEPROM, flash memory or other memory tech
nology, CD-ROM, digital versatile disk (DVD) or other opti
cal disk storage, magnetic cassettes, magnetic tape, magnetic
disk storage or other magnetic storage devices, or any other
medium which can be used to store the desired information

and which can be accessed by the computer.
0155 The hub 2612 may also be in communication with a
wide area network 2650, such as but not limited to the Inter

net, a local area network (“LAN”) 2660, and/or a personal
computer or the like (not shown), via wired or wireless con
nections 2618 and 2619, respectively.
0156. As mentioned, in one aspect, the hub 2612 inter
faces to a smart meter 2616. The hub 2612 provides data to the
smart meter which the smart meter may send to the utility
company, and there is also a path for sending data that does
not pass through the meter network. For example, with
respect to Smart meters having limited bandwidth, unlimited
data can’t be sent through the meter network due to band
width constraints. Accordingly, in Such a situation, the hub
routes certain communications information to the utility com
pany or other controlling entity (or third-party analytics/data
collector) through an alternative channel (e.g., WAN). Also, it
is contemplated that the meter 2616 may send data from the
utility, such as actual power usage, peak hours, rate data,
demand response and direct load control commands, statisti
cal data and the like to the hub 2612.

0157. In the embodiment of FIG. 26, each of the one or
more NIDs 2610 is coupled to an energy consuming device
2620. Energy consuming devices 2620 may be, but are not
limited to, those devices commonly found in residential, com
mercial or industrial environments, such as air conditioning
units, lighting units, refrigerators, furnaces, tools, appliances,
and the like. Additionally, each NID 2610 may be coupled to
electrical power mains 2625. Electrical power from power
mains 2625, typically 120 volts AC at 60 Hz or 240 volts AC
at 60Hz, but not limited to these, is provided to each of device
2620 via a respective NID 2610. In one non-limiting embodi
ment, the power provided to each device 2620 may be moni
tored and/or controlled by its respective NID 2610. As
described in greater detail below, each NID 2610 can com
municate to hub 2612 information related to the monitoring
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of power applied to its respective device 2620. Additionally,
those NIDs 2610 capable of controlling the application of
power to a device 2620 can do so in accordance with com
mands from hub 2612 and/or independently of hub 2612.
0158 Each NID 2610 will preferably have a specific iden
tifier that is used in communications with hub 2612 in order to

distinguish among multiple NIDS. Identifiers can be assigned
to the NIDs by any of a variety of suitable means, such as by
switches on the NID, automatically by hub 2612, by pre
programming upon manufacture, or user-programming via
hub 2612, among other possibilities. It is contemplated that
the user may also assign each NID through a simple assign
ment process initiated at the user interface 2614.
0159 FIG. 27 is a high level block diagram of the infra
structure 2700 of the smart meter network interfacing with a
home area network. In such an infrastructure, the Smart meter

2740 communicates usage to a utility company 2730 through
the use of a communications path 2720. The smart meter 2740
measures usage of the utility's commodity (e.g., electricity,
water, gas), and displays the cumulative usage on its display,
and communicates usage back to utility company 2730. The
communications path 2720 is a two-way communications
path such that utility company 2730 can use to forward con
trol signals and other information to each consumer. In an
aspect, the communication path 2720 is wired. In another
aspect, the communication path 2720 can use wireless com
munication pathways, including WiMax or narrow band
widths such as 900 MHz, to effect the required two-way
communications.

0160 The smart meter 2740 also communicates to the hub
2750 through a communications path 2725. In an aspect, the
communications path 2725 is a wireless path. In another
aspect, the communications path 2725 uses a protocols such
as ZigBee to effect the required two-way communications.
For example, ZigBee is a wireless mode of communication,
operating at 2.4 GHz. However, it should be understood that
other technologies, including wired technologies Such as Eth
ernet and PLC can be employed as well. The hub 2750 is
further coupled to various NIDs 2710 through a communica
tions path 2735, as well as to various HVAC control devices or
objects 2760. Such as a thermostat. In an aspect, the commu
nications path 2735 is a wireless path. In another aspect, the
communications path 2735 uses a protocols such as ZigBee,
Ethernet, PLC, or utilizes narrow bandwidths at frequencies
such as 900 MHz to effect the required two-way communi
cations. Each of the one or more NIDs 2710 is further coupled
to an energy consuming device. Energy consuming devices
may be, but are not limited to, those devices commonly found
in residential, commercial or industrial environments, such as

air conditioning units, lighting units, refrigerators, furnaces,
tools, appliances, consumer electronics, and the like. Addi
tionally, each NID 2710 may be coupled to electrical power
mains. In an exemplary, non-limiting embodiment, electrical
power from power mains, e.g., 120 volts AC at 60 Hz or 240
volts AC at 50 Hz, is provided to each of device via a respec
tive NID 2710, though it is to be understood respective NIDs
2710 are not required.
0161 FIG. 28 is a logical block diagram illustrating the
main functional elements of the hub 2800. The hub includes

a control engine 2810 which includes security engines 2802,
sensor engines 2803, packet/frame/event classifier engines
2804, route/switch/policy processor engines 2805, route/
switch/policy state tables 2806. The hub additionally includes
wide area network interface components 2820, metropolitan

Mar. 10, 2011

area network interface components 2830, local area network
interface components 2840, home area network interface
components 2850, monitoring and recording application
components 2860, control and reporting application compo
nents 2870, identity and security application components
2880, and web services applications components 2890. In
various embodiments, the engines and components of hub
2800 may be provided in extension using a policy-based
configuration, analytics, and control mechanism.
0162 The control engine 2810 may be any hardware and/
or software elements configured to implement a predeter
mined policy. In general, a policy is a set of defined rules,
conditions, and actions. Each rule is associated with one or

more conditions and one or more actions. Generally, the one
or more conditions must be satisfied for the one or more

actions to be performed. Some examples of conditions are
number values, time values, date values, rate values, mon

etary values, and the like. Some examples of actions are
collect data, retrieve data, store data, generate messages, gen
erate reports, operate one or more metrology functions, oper
ate one or more load control functions, and the like.

0163 A policy may be implemented in conjunction with
utility industry end device tables (e.g., ANSI C12.19) or
utility meter objects (e.g., IEC 6205.6). These tables and/or
objects may define configuration values associated with a
meter, results of metrology functions, and the like. Some
examples of end device tables/objects are configuration
tables/objects, data source tables/objects, register tables/ob
jects, local display tables/objects, security tables/objects,
time-of-use tables/objects, load profile tables/objects, history
and event logs, load control and pricing tables/objects, manu
facture tables/objects, and the like.
0164. In various embodiments, sensor engines 2803,
packet/frame/event classification engines 2804, monitoring
and recording application components 2860, and control and
reporting application components 2870 may detect outages,
failures, disruptions, and restoration in utility distribution.
Additionally, in an aspect, an embodiment of these engines
and components may take actions in the event of a detected
outage, failure, disruption, and restoration, such as generating
notifications, opening/closing Switches, generating reports,
and the like.

0.165. In one aspect, sensor engines 2803, packet/frame/
event classification engines 2804, monitoring and recording
application components 2860, and control and reporting
application components 2870 may implement one or more
utility tariffrate programs that are to be associated with a
utility service. For example, a specific utility tariffrate pro
gram may be implemented to sense, measure, meter, record,
and report one or more utility service tiers or levels of service.
0166 In another aspect, sensor engines 2803, packet/
frame/event classification engines 2804, route/switch/policy
state tables 2806, and monitoring and recording application
components 2860 may define the conditions that establish
base-line physical and logical operation of a meter indicative
of a healthy meter. Additionally, other aspects of these
engines and components may define actions to be performed
when conditions associated with meter fail to satisfy the
definition of a healthy meter. In one aspect, such health moni
toring functionality is provided by the meter.
0167. In yet another aspect, security engines 2802 and
identity and security application components 2880 may
define who has access to data, and what policies are to be
enforced in the event of an intrusion or unauthorized attempt
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to access data. In yet another aspect, control and reporting
application components 2870 and route/switch/policy pro
cessor engines 2805 may define how much of a utility service
or consumable may be distributed, and at what rate it is
distributed. In yet another aspect, sensor engines 2803, moni
toring and recording application components 2860, and con
trol and reporting application components 2870 may control
which data is obtained to provide a daily tracking of utility
usage, quality, and the like. Additionally, an aspect of these
engines and components may define actions to be performed
that report the results of metrology functions. Further, an
aspect of these engines and components may define condi
tions for pre-paid energy delivery service, and may enable/
disable service delivery according to account status. In
another embodiment, the enabling/disabling logic is in the
meter, but the hub may still know the conditions for pre-paid
energy service delivery.
0.168. In various aspects, packet/frame/event classifier
engines 2804, route/switch/policy processor engines 2805,
and route/switch/policy state tables 2806 define conditions
for and provide priority internetworking communications to
hub 2800. In some aspects, sensor engines 2803, monitoring
and recording application components 2860, and control and
reporting application components 2870 may control power
quality monitoring and reporting, and define limits or thresh
olds establishing the quality of energy distribution, and
enforce the policies to be applied when the quality or condi
tion of energy distribution fails to satisfy the conditions. An
aspect of these engines and components may define condi
tions in which demand is slowing or increasing Such that
appropriate actions are taken.
0169. In further aspects, security engines 2802 and iden
tity and security application components 2880 may enforce
security policies for hub 2800. In one example, a security
policy defines one or more conditions associated with Secu
rity of hub 2800. When the one or more conditions associated
with the security of hub 2800 are met or satisfied, one or more
actions defined by the security policy are performed. For
example, the security policy may define a set of network
addresses, ports and interfaces from which hub 2800 is
allowed to be accessed. When the hub 2800 receives a request
or packet from the set of network addresses, ports and inter
faces from which it is allowed to access, the one or more

actions defined by the security policy may be performed to
allow the request or packet from the set of network addresses,
ports and interfaces.
0170 In yet another aspect, sensor engines 2803, moni
toring and recording application components 2860, and con
trol and reporting application components 23770 may
enforce metrology policies on hub 2800. When the one or
more rules or conditions associated with metrology functions
of hub 2800 are met or satisfied, one or more actions defined

by the metrology policy are performed. For example, a
metrology policy may configure a utility device, such as an
energy meter to record energy usage, store energy usage in a
particular format, and send alerts and signals when an energy
usage exceeds a specific minimum or maximum threshold.
0171 In yet another aspect, the sensor engines 2803,
monitoring and recording application components 2860, and
control and reporting application components 2870 may
enforce a consumption policy that defines one or more rules
or conditions associated with consumption of utilities asso
ciated with hub 2800. Policies can come from an interaction

between utility options and user preferences, or user prefer
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ences only if the utility places no restrictions on the consumer,
e.g., if the hub was purchased at a retail store. When the one
or more rules and/or conditions associated with the consump
tion policy are met or satisfied, one or more actions defined by
the consumption policy are performed. For example, the con
Sumption policy may define tiers for consumption, and rates
associated with the predetermined tiers of consumption. The
consumption policy may further define time intervals associ
ated with usage of a particular utility. If a predetermined tier
of consumption is exceeded, the consumption policy may
define an action that throttles or disables utilities associated

with hub 2800. In another example, the consumption policy
may define an action that configures or disables consumer
appliances (such as electric hot water heaters, air condition
ers, or washer/dryers) during periods of usage, such as during
energy emergencies.
0172 In yet another aspect, control and reporting applica
tion components 2870 may enforce a reporting policy that
defines one or more rules or conditions associated with how

data is to be reported from hub 2800. When the one or more
rules and/or conditions associated with how data is reported
from hub 2800 are met or satisfied, one or more actions

defined by the reporting policy are performed. For example,
the reporting policy may define conditions for when and how
data, Such as utility consumption and utility quality, are
reported to a utility organization. When the predefined con
ditions are satisfied, messages including the data may be
generated and queued/sent to the utility organization for col
lection. It is noted also that the information can go to device
manufacturer/operator, third-party data analyst, etc., i.e., the
information does not have to go to the utility.
0173. In one non-limiting embodiment, web services
application components 2890 can be used to deploy policies
that are provisioned using the Common Open Policy Service
(COPS) protocol. Generally, COPS is part of the Internet
protocol suite as defined by the IETF’s RFC 2748. COPS
specifies a simple client/server model for Supporting policy
provisioning and enforcement. COPS policies are typically
stored on policy servers, known as Policy Decision Points
(PDP), and are enforced on distributed clients, also known as
Policy Enforcement Points (PEP).
0.174 Generally, there may be two aspects or models of
COPS, including the Outsourcing Model and the Provision
ing Model. The Outsourcing Model is the simplest flavor of
COPS. In this model, all policies are stored at the PDP. When
ever the PEP needs to make a decision, it sends all relevant

information to the PDP. The PDP analyzes the information,
takes the decision, and relays it to the PEP. The PEP then
simply enforces the decision. In the Provisioning Model, the
PEP reports its decision-making capabilities to the PDP. The
PDP then downloads relevant policies on to the PEP. The PEP
can then make its own decisions based on these policies. The
Provisioning Model can use the route/switch/policy proces
sor engines 2805 to enforce the policies, and the route/switch/
policy state tables 2806 as an in-memory repository of the
policies.
(0175. In further examples of operation, the hub 2800 pro
vides integration and interrelation of utility sensory and mea
Surement functions, service monitoring and recording func
tions, service control and policy enforcement functions, web
based configuration and service delivery interfaces, and
secure communications into a single device.
0176 FIG. 29 is a schematic diagram of an exemplary
embodiment of an integrated hub 2900 which includes a user
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interface 2930. As seen in FIG. 29, hub 2900 has at least one

programmable microprocessor 2902, memory 2904 and vari

ous communications and interface blocks 2906, 2908, 2910
and 2916, interconnected via abus structure 2919. The afore

mentioned blocks and bus structure can be implemented in an
integrated circuit 2920, as discrete circuits, or a combination
of both.

(0177 Communication component (COMM 1) 2906 pro
vides hub 2900 with an interface capability to communicate
with individual NIDs. Communication component (COMM
2) 2908 provides hub 2900 with an interface capability with
one or more third-party devices or Software systems via one
or more of the aforementioned communications interfaces. In

an aspect, COMM2 may exploit any wireless telecommuni
cation, or radio, technology; for example, WI-FI, Worldwide
Interoperability for Microwave Access (WiMAX); Enhanced
General Packet Radio Service (Enhanced GPRS): Third Gen
eration Partnership Project (3GPP) Long Term Evolution
(LTE); Third Generation Partnership Project 2 (3GPP2) Ultra
Mobile Broadband (UMB); 3GPP UMTS: High Speed
Packet Access (HSPA); High Speed Downlink Packet Access
(HSDPA); High Speed Uplink Packet Access (HSUPA), or
LTE Advanced. Additionally, substantially all aspects of the
Subject communication can include legacy telecommunica
tion technologies. Further, the hub 2900 may communicate
with more than one third-party device at the same time and
may do so with different communications protocols.
0.178 Integrated hub 2900 may also include or be coupled
to a user interface 2930. User interface 2930 may include
various combinations of buttons 2912 and indicators 2914

and one or more displays 2918. In an aspect, the user interface
includes buttons to instantly shed load from any device upon
user activation. For instance, the user may be actively moni
toring the load of a single device on the home energy network
and may choose to shed the load for conservation purposes. It
is contemplated that buttons 2912 may include any suitable
user input devices such as Switches, keys, or the like, indica
tors 2914 may include LEDs, lamps, or other simple display
devices, and that display 2918 may include larger display
devices such as multi-pixel flat panel LCD displays or the
like. In the exemplary arrangement shown, I/O block 2910
interfaces with buttons 2912 and indicators 2914, whereas

display driver block 2916 interfaces with display 2918.
(0179 Through user interface 2930, a PC attached directly
to hub 2900, or a PC or mobile device over a network con

nection to integrated hub 2900, among other possibilities, a
user may configure hub 2900 to perform various functions.
For example, hub 2900 can be configured to perform auto
matic load-shedding, system consumption analysis, alarm
generation, and individual device analysis, among other pos
sible functions described below in greater detail.
0180 A user can also use the aforementioned interfaces to
perform system setup via integrated hub 2900. For example,
where a system includes multiple NIDs in communication
with hub 2900, the user can specify a user-friendly name for
each NID, such as a description of the device to which the
NID is coupled (e.g., “refrigerator” or “furnace' or “big TV,
etc.), which the hub 2900 will use when interacting with the
user in connection with a device in the system. The user
specified name associated with a NID can be the same as or
different than the identifier used in communications between
the NID and the hub 2900.

0181. As data describing the power profiles of specific
types and models of appliances are generated both in the
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user's home and throughout the user community, this data can
be used to improve the heuristic analysis for identifying new
devices as they are connected to the system. For instance, if
the system detects a pattern of high power consumption on a
predictable duty cycle, the new appliance might be assumed
to contain a compressor. If the appliance is attached to an
outlet known to be in a bedroom, the appliance could be
reasonably assumed to be a window-mounted air conditioner
and not a refrigerator, and if the duty cycle or other charac
teristics correspond to those of a known make and model, the
system could infer this as well.
0182. The firmware and configuration, memory, and data
bases of hub 2900 and/or of the NIDs may be upgraded, for
example, from a PC attached directly to hub 2900, or from a
server over a network connection to hub 2900, among other
possibilities.
0183. As mentioned, NIDs are coupled to devices so that
energy monitoring may be packaged in the form of common
electrical fixtures such as outlets, Switches, dimmers, power
strips, thermostats, bulb sockets, and any otherform offixture
or power-related devices. Nodes may also take the form of
more industrial or commercial electrical fixtures known to

those in the art. In an aspect, the nodes may be packaged as
clamp-on current transducers to monitor current in any wire,
Such as the power cord for an appliance or device.
0.184 Nodes may also be installed in the circuit breaker
box in the form of circuit breakers, clamp-on current trans
ducers on each circuit, or clamp-on current transducers moni
toring the main electrical feed in a home or business. Nodes
can also be embedded in appliances, devices, light fixtures,
other data acquisition or monitoring systems, or any other
power consuming or providing device known to those of skill
in the art.

0185. In various aspects, a node may be composed of an
electronic circuit. Such as a logging and control circuit, and
application-specific packaging. FIG. 30 is one example of an
illustrative, but non-limiting, circuit 3000 which acts as a
logging and control circuit. The circuit 3000 may contain a
microprocessor 3024 and is capable of measuring and record
ing electrical current and Voltage; deriving, processing, and
storing power data; and communicating power data over the
network. The circuit may monitor the current and Voltage via
a voltage transducer 3004 and a current transducer 3006.
Such measurements are then fed through to signal condition
ers 3008 and 3010 and into an analog-to-digital conversion
circuit (ADC) 3.014 via a multiplexer (“MUX) 3012. The
digitally converted signal may then be interpreted by micro
processor 3024. The circuit may also be capable of control
ling an attached electrical device by Switching the power to
said device or controlling the amount of power received by
the device, and of communicating the Switch state or power
consumption level over the network. Communication of
information to the network may be accomplished through a
network transceiver 3020.

0186. In another aspect, the node may be embedded in an
appliance or other device and may be able to control that
devices power consumption and Switch state, and be able to
communicate those variables over the network. Nodes may
additionally contain one or more temperature sensors, such as
a thermocouple of thermistor, or any of the other types and
kinds of sensors mentioned herein. Nodes may also be wired
in other various configurations or using other circuitry as will
be appreciated by those of skill in the art. According to other
aspects of the innovation, nodes and other devices in the home

US 2011/006 1014 A1

energy network may also monitor their own power consump
tion and report that information to the network and user.
0187. As discussed above, a circuit 3000 that is capable of
controlling the application of power to a device can do so in
accordance with commands from hub 2900. In operation, an
illustrative load-shedding routine is demonstrated. In the
load-shedding routine, a user may set a configurable thresh
old (e.g. 5 kW) of total consumption for a residential system
and may specify an action to be taken (e.g., remove power
from a hot tub heating device, reduce power to a compressor
coil, etc.) if the threshold is exceeded. Based on consumption
information collected from the NIDs in the system, hub 2900
will determine the total consumption and compare that to the
pre-set threshold. If total consumption exceeds the threshold,
the hub will then command the NID associated with the hot

tub heater to turn off power to the hot tub heater.
0188 The consumer may base an automatic load-shed
ding routine exclusively on data available to the hub 2900. In
another aspect, the consumer may also base the load-shed
ding routines on information obtained from the utility via the
utility meter or data gathered from the Internet. In another
aspect, the consumer may base the decision to shut down a
service or device via an NID if the threshold is exceeded and

the utility, through the utility meter or the Internet, informs
the hub 2900 that the conditions are “peak' for energy trans
mission. For example, the consumer may permit a third party
(e.g., a utility) to take the control action through the utility
meter or the Internet via the hub to shut down a device if

certain conditions designated by the consumer are met. The
consumer may permit the transfer of information from the
hub to a third party via the utility meter or the Internet. If the
consumer so desires, the control aspect of the hub and the NID
may further be used as a remote control over the devices
connected to the NIDs and turn such devices off at the con
Sumer's discretion.

0189 In another aspect, a consumer may, via the user
interface or a personal computer, for example, access the hub
2900 and perform analysis of the consumer's energy system.
By way of example and not limitation, the consumer may
command the processor of the hub 2900 to report analysis
Such as peak load analysis, indication of peak loads and times
of those loads, identification of devices and total consumption
of those devices, suggested peak load shedding, and to view
pre-configured load control. In yet another aspect, a con
Sumer may access the hub through a website so that monitor
ing and control of the energy usage may be performed
remotely. For instance, the consumer may command the pro
cessor of the hub 2900 to report analysis such as peak load
analysis, indication of peak loads and times of those loads,
identification of devices and total consumption of those
devices, suggested peak load shedding, and to view pre-con
figured load control while the consumer is at work, or while
travelling.
0190. Further, for other energy consumables, such as natu
ral gas, the BTU content per the time of consumption and the
amount consumed may be determined and displayed. For
water, for instance, the gallon or acre-foot content per the time
of consumption and the amount consumed may be deter
mined and displayed, or drought-related restrictions or time
ofuse (TOU) pricing can be enforced. Additionally, the con
Sumer may configure the hub 2900 to generate a communi
cation to the consumer that a consumer configured energy
alarm condition has occurred. For example, the hub 2900 may
be configured to send an email through the Internet or may

Mar. 10, 2011

activate a light or Sound on the UI when an alarm condition
occurs, such as the energy consumption threshold has been
exceeded. The consumer may also command the hub 2900 to
act via a remote control to the hub.

0191 Also a consumer may evaluate the published effi
ciency of a new appliance device that is connected to an NID.
The consumer may, as discussed above, access the hub 2900
and determine the real-time energy consumption of a specific
device and compare that to a published efficiency that is either
input by the consumer to the hub or accessed by the hub via
the Internet, for example. In another aspect, the hub may
incorporate a database which stores efficiency data for each of
the connected devices. Such efficiency data may include pub
lished or expected efficiency as provided by the manufacturer
as well as an archive or history of the efficiency of the device
as experienced over the course of time at the customer pre
mises. The efficiency data may be accessed from the manu
facturer's database through the Internet, such as by entering
the manufacturer and the model number of the device.

0.192 By way of example and not limitation, a power line
communications protocol. Such as "X10’, can be used to send
digitized measurement values from one or more NIDs over
existing AC power lines within a building to hub (or central
computer) that keeps track of the power consumption over
time of each device. A NID could be included in a power
conditioning unit that is connected via a wired or wireless
network to a central server, laptop, or other PC for real time
information regarding the power usage of an entire rack or
server system that is connected to the power conditioning
unit

0193 Although various illustrative aspects of monitoring
and controlling energy usage have been illustrated, the
aspects are intended not to be restrictive or limiting. In fact,
once real-time energy usage has been measured by the NID or
the hub, there is virtually no limit to what can be done with the
data. By way of example and not limitation: a) exchange data
with a “smart meter 2616 and with the “smart grid, includ
ing reporting power conditions which are valuable to the
utility about the quality of power they are providing and
giving the consumer feedback about usage so that they can
make informed decisions about when to consume; b) com
municate with the user interface 2614 which provides various
forms of visible feedback to the consumer about the power
usage in real- or near real-time; c) communicate with third
party products using open source communication protocols
(as listed previously for example) to display real time data in
more Sophisticated projects including automated Smart
houses and corporate institutions.
0194 The flexibility of exemplary configurations and the
programmability of NIDs and hub, allows communication
with a large number of devices, using established technolo
gies and future technologies that may appear. In further exem
plary embodiments, at least some of the above-described
capabilities can be embedded in many different types of
devices that run on electricity or other energy sources.
(0195 FIG. 31 is a summary flow chart 3100 illustrating
the power monitoring process according to an aspect. In one
aspect, the method may be utilized by the hub in order to
transmit energy consumption data to the metering device and
to receive control signals and other data from the metering
device. Initially, energy consumption data is measured at each
NID at 3110. This consumption data is received at the hub at
3.120. At 3130, the hub provides translations between proto
cols, if necessary, and transmits the energy consumption data

US 2011/006 1014 A1

Mar. 10, 2011
20

to the metering device. At 3140, the hub receives control
signals from the metering device. The control signals may
include requests for appliances or power consuming devices
to be shut down (and conversely to be allowed to power up).
Control signals are particularly useful for a utility company to
shape its load at any time during the day So as to minimize the
load peaks which typically result in the highest marginal
prices to consumers. The hub allows consumers to either pass
through these control signals, or in the alternative, only limit
the control signals from reaching the appliance or power
consuming device.
(0196. FIG. 32 is a summary flow chart 3200 illustrating
the power monitoring process according to another aspect. In
one aspect, the method may be utilized by the hub in order to
transmit energy consumption data to the metering device and
to receive control signals and other data from the metering
device. Initially, energy consumption data is measured at each
NID at 3210. This consumption data is received at the hub at
3220. At 3230, the hub provides translations between proto
cols, if necessary, and transmits the energy consumption data
to the metering device. At 3240, the hub receives control
signals from the metering device. The control signals may
include requests for appliances or power consuming devices
to be shut down (and conversely to be allowed to power up).
Control signals are particularly useful for a utility company to
shape its load at any time during the day So as to minimize the
load peaks which typically result in the highest marginal
prices to consumers. The hub allows consumers to either pass
through these control signals, or in the alternative, only limit
the control signals from reaching the appliance or power
consuming device. At 3250, according to one aspect, the hub
provides a pass through for the consumption data to reach the
power grid through the metering device.
(0197) Referring now to FIG.33, there is illustrated a block
diagram of an exemplary computer system operable to
execute the disclosed architecture. In order to provide addi
tional context for various aspects of the disclosed subject
matter, FIG.33 and the following discussion are intended to
provide a brief, general description of a suitable computing
environment 3300 in which the various aspects of the dis
closed Subject matter can be implemented. Additionally,
while the disclosed subject matter described above may be
Suitable for application in the general context of computer
executable instructions that may run on one or more comput
ers, those skilled in the art will recognize that the disclosed
Subject matter also can be implemented in combination with
other program modules and/or as a combination of hardware
and Software.

0198 Generally, program modules include routines, pro
grams, components, data structures, etc., that perform par
ticular tasks or implement particular abstract data types.
Moreover, those skilled in the art will appreciate that the
inventive methods can be practiced with other computer sys
tem configurations, including single-processor or multipro
cessor computer systems, minicomputers, mainframe com
puters, as well as personal computers, hand-held computing
devices, microprocessor-based or programmable consumer
electronics, and the like, each of which can be operatively
coupled to one or more associated devices.
0199 The illustrated aspects of the disclosed subject mat
ter may also be practiced in distributed computing environ
ments where certain tasks are performed by remote process
ing devices that are linked through a communications

network. In a distributed computing environment, program
modules can be located in both local and remote memory
storage devices.
0200. A computer typically includes a variety of com
puter-readable media. Computer-readable media can be any
available media that can be accessed by the computer and
includes both volatile and nonvolatile media, removable and

non-removable media. By way of example, and not limita
tion, computer-readable media can comprise computer Stor
age media and communication media. Computer storage
media can include either volatile or nonvolatile, removable

and non-removable media implemented in any method or
technology for storage of information Such as computer-read
able instructions, data structures, program modules or other
data. Computer storage media includes, but is not limited to,
RAM, ROM, EEPROM, flash memory or other memory tech
nology, CD-ROM, digital versatile disk (DVD) or other opti
cal disk storage, magnetic cassettes, magnetic tape, magnetic
disk storage or other magnetic storage devices, or any other
medium which can be used to store the desired information

and which can be accessed by the computer.
0201 Communication media typically embodies com
puter-readable instructions, data structures, program modules
or other data in a modulated data signal Such as a carrier wave
or other transport mechanism, and includes any information
delivery media. The term “modulated data signal means a
signal that has one or more of its characteristics set or changed
in Such a manner as to encode information in the signal. By
way of example, and not limitation, communication media
includes wired media such as a wired network or direct-wired

connection, and wireless media Such as acoustic, RF, infrared

and other wireless media. Combinations of the any of the
above should also be included within the scope of computer
readable media.

(0202. With reference again to FIG. 33, the exemplary
environment 3300 for implementing various aspects of the
disclosed subject matter includes a computer 3302, the com
puter 3302 including a processing unit 3304, a system
memory 3306 and a system bus 3308. The system bus 3308
couples to system components including, but not limited to,
the system memory 3306 to the processing unit 3304. The
processing unit 3304 can be any of various commercially
available processors. Dual microprocessors and other multi
processor architectures may also be employed as the process
ing unit 3304.
(0203 The system bus 3308 can be any of several types of
bus structure that may further interconnect to a memory bus
(with or without a memory controller), a peripheral bus, and
a local bus using any of a variety of commercially available
bus architectures. The system memory 3306 includes read
only memory (ROM) 3310 and random access memory
(RAM) 3312. A basic input/output system (BIOS) is stored in
a non-volatile memory 3310 such as ROM, EPROM,
EEPROM, which BIOS contains the basic routines that help
to transfer information between elements within the com

puter 3302, such as during start-up. The RAM3312 can also
include a high-speed RAM such as static RAM for caching
data.

0204 The computer 3302 further includes an internal hard
disk drive (HDD) 3314 (e.g., EIDE, SATA), which internal
hard disk drive 3314 may also be configured for external use
in a Suitable chassis (not shown), a magnetic floppy disk drive
(FDD) 3316, (e.g., to read from or write to a removable
diskette 3318) and an optical disk drive 3320, (e.g., reading a

US 2011/006 1014 A1

CD-ROM disk 3322 or, to read from or write to other high
capacity optical media such as the DVD). The hard disk drive
3314, magnetic disk drive 3316 and optical disk drive 3320
can be connected to the system bus 3308 by a hard disk drive
interface 3324, a magnetic disk drive interface 3326 and an
optical drive interface 3328, respectively. The interface 3324
for external drive implementations includes at least one or
both of Universal Serial Bus (USB) and IEEE1394 interface
technologies. Other external drive connection technologies
are within contemplation of the subject matter disclosed
herein.

0205 The drives and their associated computer-readable
media provide nonvolatile storage of data, data structures,
computer-executable instructions, and so forth. For the com
puter 3302, the drives and media accommodate the storage of
any data in a suitable digital format. Although the description
of computer-readable media above refers to a HDD, a remov
able magnetic diskette, and a removable optical media Such as
a CD or DVD, it should be appreciated by those skilled in the
art that other types of media which are readable by a com
puter, Such as Zip drives, magnetic cassettes, flash memory
cards, cartridges, and the like, may also be used in the exem
plary operating environment, and further, that any such media
may contain computer-executable instructions for perform
ing the methods of the disclosed Subject matter.
0206. A number of program modules can be stored in the
drives and RAM3312, including an operating system 3330,
one or more application programs 3332, other program mod
ules 3334 and program data 3336. All or portions of the
operating system, applications, modules, and/or data can also
be cached in the RAM 3312. It is appreciated that the dis
closed subject matter can be implemented with various com
mercially available operating systems or combinations of
operating systems.
0207. A user can entercommands and information into the
computer 3302 through one or more wired/wireless input
devices, e.g., a keyboard 3338 and a pointing device. Such as
a mouse 3340. Other input devices (not shown) may include
a microphone, an IR remote control, a joystick, a game pad, a
stylus pen, touch screen, or the like. These and other input
devices are often connected to the processing unit 3304
through an input device interface 3342 that is coupled to the
system bus 3308, but can be connected by other interfaces,
Such as a parallel port, an IEEE1394 serial port, a game port,
a USB port, an IR interface, etc.
0208. A monitor 3344 or other type of display device is
also connected to the system bus 3308 via an interface, such
as a video adapter 3346. In addition to the monitor 3344, a
computer typically includes other peripheral output devices
(not shown). Such as speakers, printers, etc.
0209. The computer 3302 may operate in a networked
environment using logical connections via wired and/or wire
less communications to one or more remote computers, such
as a remote computer(s) 3348. The remote computer(s) 3348
can be a workstation, a server computer, a router, a personal
computer, a mobile device, portable computer, microproces
sor-based entertainment appliance, a peer device or other
common network node, and typically includes many or all of
the elements described relative to the computer 3302,
although, for purposes of brevity, only a memory/storage
device 3350 is illustrated. The logical connections depicted
include wired/wireless connectivity to a local area network
(LAN) 3352 and/or larger networks, e.g., a wide area network
(WAN).3354. Such LAN and WAN networking environments
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are commonplace in offices and companies, and facilitate
enterprise-wide computer networks, such as intranets, all of
which may connect to a global communications network,
e.g., the Internet.
0210. When used in a LAN networking environment, the
computer 3302 is connected to the local network 3352
through a wired and/or wireless communication network
interface or adapter 3356. The adapter 3356 may facilitate
wired or wireless communication to the LAN 3352, which

may also include a wireless access point disposed thereon for
communicating with the wireless adapter 3356.
0211 When used in a WAN networking environment, the
computer 3302 can include a modem 3358, or is connected to
a communications server on the WAN 3354, or has other

means for establishing communications over the WAN 3354,
such as by way of the Internet. The modem 3358, which can
be internal or external and a wired or wireless device, is

connected to the system bus 3308 via the serial port interface
3342. In a networked environment, program modules
depicted relative to the computer 3302, or portions thereof,
can be stored in the remote memory/storage device 3350. It
will be appreciated that the network connections shown are
exemplary and other means of establishing a communications
link between the computers can be used.
0212. The computer 3302 is operable to communicate
with any wireless devices or entities operatively disposed in
wireless communication, e.g., a printer, Scanner, desktop and/
or portable computer, portable data assistant, communica
tions satellite, any piece of equipment or location associated
with a wirelessly detectable tag (e.g., a kiosk, news stand,
restroom), and telephone. This includes at least WI-FI and
Bluetooth wireless technologies. Thus, the communication
can be a predefined structure as with a conventional network
or simply an ad hoc communication between at least two
devices.

0213 WI-FI, or Wireless Fidelity, allows connection to the
Internet from a couch at home, a bed in a hotel room, or a
conference room at work, without wires. WI-FI is a wireless

technology similar to that used in a cell phone that enables
Such devices, e.g., computers, to send and receive data
indoors and out; anywhere within the range of a base station.
WI-FI networks use radio technologies called IEEE802.11 (a,
b, g, n, etc.) to provide secure, reliable, fast wireless connec
tivity. A WI-FI network can be used to connect computers to
each other, to the Internet, and to wired networks (which use
IEEE802.3 or Ethernet). WI-FI networks operate in the unli
censed 2.4 and 5 GHZ radio bands, at an 12 Mbps (802.11b)
or 54 Mbps (802.11a) data rate, for example, or with products
that contain both bands (dual band), so the networks can
provide real-world performance similar to the basic
“10BaseTwired Ethernet networks used in many offices.
0214) What has been described above includes examples
of the various embodiments. It is, of course, not possible to
describe every conceivable combination of components or
methodologies for purposes of describing the embodiments,
but one of ordinary skill in the art may recognize that many
further combinations and permutations are possible. Accord
ingly, the detailed description is intended to embrace all Such
alterations, modifications, and variations that fall within the

spirit and scope of the appended claims.
0215. As it employed in the subject specification, the term
“processor can refer to Substantially any computing process
ing unit or device comprising, but not limited to comprising,
single-core processors; single-processors with Software mul
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tithread execution capability; multi-core processors; multi
core processors with Software multithread execution capabil
ity; multi-core processors with hardware multithread
technology, parallel platforms; and parallel platforms with
distributed shared memory. Additionally, a processor can
refer to an integrated circuit, an application specific inte
grated circuit (ASIC), a digital signal processor (DSP), a field
programmable gate array (FPGA), a programmable logic
controller, a complex programmable logic device (CPLD), a
discrete gate or transistor logic, discrete hardware compo
nents, or any combination thereof designed to perform the
functions described herein. Processors can exploit nano-scale
architectures such as, but not limited to, molecular and quan
tum-dot based transistors, Switches and gates, in order to
optimize space usage or enhance performance of user equip
ment. A processor also can be implemented as a combination
of computing processing units.
0216. In the subject specification, terms such as “store.”
“data store.” “data storage.” “database.” “repository,” and
Substantially any other information storage component rel
evant to operation and functionality of a component, refer to
“memory components.” or entities embodied in a “memory”
or components comprising the memory. It will be appreciated
that the memory components described herein can be either
Volatile memory or nonvolatile memory, or can include both
Volatile and nonvolatile memory. In addition, memory com
ponents or memory elements can be removable or stationary.
Moreover, memory can be internal or external to a device or
component, or removable or stationary. Memory can include
various types of media that are readable by a computer. Such
as hard disk drives, Zip drives, magnetic cassettes, flash
memory cards or other types of memory cards, cartridges, or
the like.

0217. By way of illustration, and not limitation, nonvola
tile memory can include read only memory (ROM), program
mable ROM (PROM), electrically programmable ROM
(EPROM), electrically erasable ROM (EEPROM), or flash
memory. Volatile memory can include random access
memory (RAM), which acts as external cache memory. By
way of illustration and not limitation, RAM is available in
many forms such as synchronous RAM (SRAM), dynamic
RAM (DRAM), synchronous DRAM (SDRAM), double
data rate SDRAM (DDR SDRAM), enhanced SDRAM (ES
DRAM), Synchlink DRAM (SLDRAM), and direct Rambus
RAM (DRRAM). Additionally, the disclosed memory com
ponents of systems or methods herein are intended to com
prise, without being limited to comprising, these and any
other suitable types of memory.
0218. In particular and in regard to the various functions
performed by the above described components, devices, cir
cuits, systems and the like, the terms (including a reference to
a “means') used to describe such components are intended to
correspond, unless otherwise indicated, to any component
which performs the specified function of the described com
ponent (e.g., a functional equivalent), even though not struc
turally equivalent to the disclosed structure, which performs
the function in the herein illustrated exemplary aspects of the
embodiments. In this regard, it will also be recognized that the
embodiments includes a system as well as a computer-read
able medium having computer-executable instructions for
performing the acts and/or events of the various methods.
0219. In addition, while aparticular feature may have been
disclosed with respect to only one of several implementa
tions, such feature may be combined with one or more other

features of the other implementations as may be desired and
advantageous for any given or particular application. Further
more, to the extent that the terms “includes and “including
and variants thereofare used in either the detailed description
or the claims, these terms are intended to be inclusive in a

manner similar to the term "comprising.”
What is claimed is:

1. A system that provides an interface in connection with
management of resource consumption, comprising:
a user interface associated with a hub configured to com
municate with multiple resource consumption-related
entities;

the hub, comprising:
a first communications component configured to com
municatively couple to a resource metering device
that monitors consumption of a resource at a premises
or a predefined portion thereof; and
a second communications component configured to
communicatively couple to a set of consumption end
points that manage local consumption of the resource.
2. The system of claim 1, wherein the user interface is
physically remote from the hub.
3. The system of claim 1, wherein the user interface is
physically integrated with the hub.
4. The system of claim 1, wherein the user interface is
configured to enable input associated with management of the
set of consumption endpoints.
5. The system of claim 4, wherein the set of consumption
endpoints includes at least one of a thermostat, a temperature
control unit (TCU), a Smart plug, a Smart power Strip, a load
control device, an electric Vehicle charger or another electric
charger, or a Smart appliance.
6. The system of claim 4, wherein the input defines at least
one of a mode of operation, a temperature setting or another
environmental or device setting associated with the premises
or the predefined portion thereof, an amount of the resource to
consume, an amount of the resource to consume as a function

of price per unit of the resource, or an occupancy state within
the premises or the predefined portion thereof.
7. The system of claim 1, wherein the user interface
includes a policy interface that is configured to receive input
that defines policies associated with the set of consumption
endpoints.
8. The system of claim 7, wherein the policies determine at
least one of actions of at least one endpoint included in the set
of consumption endpoints in response to a price associated
with the resource, actions of at least one endpoint included in
the set of consumption endpoints in response to an alert or
load control message received from a utility resource pro
vider or the resource metering device, a resource priority
associated with the set of consumption endpoints in connec
tion with a limitation on or a shortage of the resource, whether
to opt-in or opt-out of a program or service associated with a
utility resource provider, or whether a notification is issued to
a U.S.

9. The system of claim 1, wherein the user interface
includes a scheduling interface that is configured to receive
input that defines a schedule of operation of the set of con
Sumption endpoints.
10. The system of claim 9, wherein the schedule of opera
tion determines at least one of a time of operation or inactiv
ity, a mode of operation, a temperature setting, or an amount
of the resource to consume.
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11. The system of claim 1, wherein the user interface is
configured to present an indication of a state of or conditions
associated with the premises, the predefined portion thereof
or an environment thereof.

12. The system of claim 11, wherein the indication relates
to at least one of real-time consumption of the resource,
real-time costs associated with the consumption of the
resource, an aggregate history or portion thereof of the con
Sumption of the resource or costs associated therewith, a
forecast of future consumption of the resource or costs asso
ciated therewith, a comparison to resource consumption or
associated costs in connection with one or more disparate
premises, an ambient condition associated with the premises,
the predefined portion thereof, or the environment thereof.
13. The system of claim 1, wherein the user interface is
configured to present an indication of a state of or a parameter
associated with at least one endpoint included in the set of
consumption endpoints.
14. The system of claim 13, wherein the indication relates
to at least one of a current ambient condition associated with

the premises, the predefined portion thereof, an environment
thereof, a device associated with at least one endpoint
included in the set of consumption endpoints, or a cost or
resource savings of the device based upon a particular model,
design, setting or operation mode.
15. The system of claim 1, wherein the user interface is
configured to present messages, alerts, or queries received
from the resource metering device, from a utility resource
provider, or from a third-party entity.
16. The system of claim 1, wherein the user interface is
configured to present advertisements received from the
resource metering device, from a utility resource provider, or
from a third-party entity.
17. The system of claim 1, wherein the user interface
includes a network interface that is configured to manage a
home area network (HAN).
18. The system of claim 17, wherein the network interface
enables at least one of connection or disconnection of the hub

to or from the resource metering device via the first commu
nications component, connection or disconnection of the hub
to or from the set of consumption endpoints via the second
communications component, connection or disconnection of
the hub to or from a local area network (LAN) or a wide area
network (WAN) via a third communications component, or
connection or disconnection of the user interface or an asso
ciated device to or from the hub.

19. The system of claim 1, wherein the user interface
includes a setup interface that is configured to define settings
of a user or of the premises or the predefined portion thereof.
20. The system of claim 19, wherein the setup interface
enables presentation or review of at least one of language,
location, time, date, or at least one preferred or current utility
resource provider.
21. The system of claim 1, wherein the user interface
includes a Support interface that is configured to access cus
tomer Support.

22. The system of claim 21, wherein the support interface
accesses customer Support associated with at least one of a
utility resource provider or a third-party entity.
23. A system that provides remote management of resource
consumption, comprising:
one or more temperature control unit (TCU) configured to
control climate conditions associated with an interior

environment; and

one or more remote user interface physically remote from
and communicatively coupled to the one or more TCU,
and configured to control the one or more TCU based
upon input received at the one or more remote user
interface.

24. The system of claim 23, wherein the one or more TCU
is further configured to monitor and control climate condi
tions associated with the interior environment.

25. The system of claim 23, wherein the one or more TCU
is further configured to communicatively couple to a sensor
component that monitors climate conditions associated with
the interior environment.

26. The system of claim 23, wherein the one or more
remote user interface is preconfigured to pair with, or precon
figured to, upon initiation or bootup, automatically pair with,
at least one of the one or more TCU or a sensor component
associated with the one or more TCU.

27. The system of claim 23, wherein the one or more
remote user interface and the one or more TCU communicate

by way of at least one of a ZigBee Smartenergy (SE) protocol,
a ZigBee home automation (HA) protocol, a Z-Wave proto
col, a CT-485 protocol, a RS-485 protocol, a power line
carrier (PLC) protocol, an Ethernet protocol, a wireless fidel
ity (WI-FI) protocol, or an Internet Protocol (IP).
28. The system of claim 23, wherein the one or more
remote user interface controls the one or more TCU based

upon at least one of a schedule input or received by way of the
one or more remote user interface, a set of policies inputted or
received by the one or more remote user interface, or a policy
or request from a utility resource provider or third-party
entity.
29. The system of claim 23, wherein the one or more
remote user interface and the one or more TCU are precon
figured with identical or substantially similar default sched
ules.

30. The system of claim 23, wherein the one or more
remote user interface or the one or more TCU are configured
to synchronize schedules.
31. The system of claim 23, wherein the one or more TCU
is configured to operate in a deadman mode that applies safe
or default settings when it is detected that communication
with the one or more remote user interface is lost.

32. The system of claim 23, wherein the one or more
remote user interface includes a display configured to present
an indication of (1) a state of or conditions associated with the
interior environment oran exterior environment, or (2) a state
of or a parameter associated with the one or more TCU or to
a device controlled by the one or more TCU.
33. The system of claim 32, wherein the device controlled
by the one or more TCU relates to equipment associated with
a heating, ventilation, and air conditioning (HVAC) system.
34. A method for interfacing to a communications hub for
facilitating management of resource consumption, compris
ing:
networking a resource metering device for monitoring
aggregate consumption of a resource at a premises to a
communications hub according to a network protocol
Supported by the resource metering device;
networking at least one consumption endpoint for manag
ing local consumption of the resource to the communi
cations hub according to a network protocol Supported
by the at least one consumption endpoint; and
employing a user interface for monitoring and controlling
the communications hub.

US 2011/006 1014 A1

Mar. 10, 2011
24

35. The method of claim34, further comprising at least one
of the following:
employing a physically remote user interface for monitor
ing and controlling the communications hub;
employing a physically integrated user interface for moni
toring and controlling the communications hub;
utilizing the user interface for managing at least one con
Sumption endpoint; or
interfacing at least one of the communications hub or the
user interface to at least one of a local area network

(LAN) or a wide area network (WAN) according to one
or more Internet Protocol (IP).
36. The method of claim34, further comprising at least one
of the following:
controlling the at least one consumption endpoint and
reacting to messages received from the resource meter
ing device based upon input to the user interface;

receiving the input at the user interface as at least one of a
policy, a schedule, an occupancy metric, or a combina
tion thereof;

utilizing the user interface for presenting a state of or
conditions associated with the premises or an environ
ment related thereto;

utilizing the user interface for presenting a state of or a
parameter associated with the at least one consumption
endpoint;
utilizing the user interface for presenting at least one of a
message, an alert, a query, or an advertisement received
from at least one of the resource metering device, a
utility resource provider, or a third-party entity; or
utilizing the user interface for managing the connection
between the communications hub and at least one of the

resourcemetering device ortheat least one consumption
endpoint.

