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DISTRIBUTED DEDUPLICATION OF INCOMING CLOUD COMPUTING
REQUESTS

BACKGROUND
[0001] Typically, cloud computing system architecture includes a frontend and a
backend. The frontend, also referred to as an endpoint, interfaces with clients to, among
other things, receive incoming requests to perform various tasks and pass those tasks along
to the backend. The backend manages associated data and is responsible for executing the
tasks of the requests received via the endpoint. In some examples, these requests may
include temporally and/or computationally expensive tasks to be executed.
[0002] In a multi-tenancy cloud computing system, where the clients include tenants
and each tenant includes a group of users, a request may be received to migrate data from
a first tenant to a second tenant. As one example, the data to be migrated may include
mailboxes having associated user identities that may often contain sensitive information.
Conventional techniques for identity migration may include downloading and transferring
these identities using offline means from the source tenant to the target tenant (e.g.,
sending within an email).
[0003] It is with respect to these and other general considerations that the aspects
disclosed herein have been made. Also, although relatively specific problems may be
discussed, it should be understood that the examples should not be limited to solving the
specific problems identified in the background or elsewhere in this disclosure.

SUMMARY

[0004] Examples of the present disclosure describe systems and methods for distributed
deduplication of incoming cloud computing requests. In aspects, upon receipt of an
incoming request, one or more deduplication methods may be implemented across a cloud
computing system architecture that includes an endpoint, a queue, a data store, and a
plurality of worker roles. For example, a first deduplication method may be implemented
as the request is received in message form at the endpoint, a second deduplication method
may be implemented after the endpoint pushes the message to the queue, and/or a third
deduplication method may be implemented after a worker role retrieves the message from
the queue prior to storage of the message in the data store for later processing and task
execution. Implementation of one or more of these deduplication methods (e.g., one, a
combination, or all of the deduplication methods) distributed across the cloud computing

system architecture aid in preventing the overload of the cloud computing system by
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discarding duplicate requests.
[0005] In other aspects, the cloud computing system may be a multi-tenancy cloud
computing system and an example request type received may include requests to perform
tasks for migrating mailbox identities between a source tenant and a target tenant.
Accordingly, examples of the present disclosure further describe systems and methods for
migrating mailbox identities that reduce a number of possible attack surfaces and provide
a secure path for identity migration among the tenants and the system while enabling both
source and target tenant administrators control over the migration. For example, following
validation and acceptance of an initial synchronization request to initiate migration,
identities of the mailboxes from the source tenant may be copied to a secure tenant shard
of the target tenant such that the associated values of those identities may then be copied to
mail users created in the target tenant to correspond to the mailboxes. The identities may
be copied to the mail users once the identities and corresponding mail users are mapped to
each other using uploaded mapping data. In some examples, each of these migration tasks
may not be able to be performed at once, and thus a plurality of requests may be utilized
(e.g., an upload request, a map request, and a write request in addition to the initial
synchronization request).
[0006] In further aspects, the one or more deduplication methods may be implemented
as the identity migration-related requests are received at the endpoint of the cloud
computing system to prevent overload of the system.
[0007] This Summary is provided to introduce a selection of concepts in a simplified
form that are further described below in the Detailed Description. This Summary is not
intended to identify key features or essential features of the claimed subject matter, nor is
it intended to be used to limit the scope of the claimed subject matter. Additional aspects,
features, and/or advantages of examples will be set forth in part in the description which
follows and, in part, will be apparent from the description, or may be learned by practice
of the disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS
[0008] Non-limiting and non-exhaustive examples are described with reference to the
following figures.
[0009] Figure 1 illustrates an overview of an example system for distributed
deduplication of incoming cloud computing requests.
[0010] Figure 2 illustrates an example of a first deduplication method.

[0011] Figure 3 illustrates an example of a second deduplication method.



10

15

20

25

30

WO 2022/197441 PCT/US2022/018409

[0012] Figure 4 illustrates an example of a third deduplication method.
[0013] Figure 5 illustrates an example of a system flow diagram where the first, second,
and third deduplication methods are implemented for distributed deduplication of
incoming cloud computing requests.
[0014] Figure 6 illustrates an example method for identity migration from a source
tenant to a target tenant.
[0015] Figure 7 is a block diagram illustrating example physical components of a
computing device with which aspects of the disclosure may be practiced.
[0016] Figures 8A and 8B are simplified block diagrams of a mobile computing device
with which aspects of the present disclosure may be practiced.

DETAILED DESCRIPTION
[0017] As briefly discussed above, incoming requests to a cloud computing system may
include time and/or computationally expensive tasks to be executed. Resultantly, the
system can become quickly overloaded processing these requests, particularly if one or
more of the requests are intentionally (e.g., nefariously) or unintentionally, duplicated. For
example, a plurality of requests for performance of a same job may be pushed to the
system in quick succession as part of a denial-of-service (DOS) or distributed denial-of-
service (DDOS) attack as an attempt to overwhelm the system. Additionally or
alternatively, human error may unintentionally lead to the duplication of a request. As one
example, a client end user (e.g., a user having an administrator role) may grow impatient
and submit a request more than one time, or a bad script may cause the request to be
submitted more than once. As another example, multiple users may have administrator
roles, and two or more of those administrators may submit the request unknowing that the
other(s) had already done so. Even if the duplicate requests do not result in an overloading
of the system, duplicate performance of the requested tasks wastes computing resources,
and the duplicative results of the tasks may be undesirable.
[0018] To provide an example scenario, a request may be received at a multi-tenant
cloud computing system to migrate 1,000 user identities from a source tenant to a target
tenant as a result of a first entity associated with the target tenant at least partially
acquiring a second entity associated with the source tenant. If this same request is then
resubmitted to the system (e.g., a duplicate request is sent) then the system will have to
utilize valuable memory and processing resources to store the duplicate request and
execute the migration task for a second time. Additionally, the target tenant will now have

2,000 user identities with duplicates of each user identity for which further tasks will need
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to be performed (and thus further processing resources used) to clean up and remove the
duplicates.

[0019] The present disclosure describes systems and methods for distributed
deduplication of incoming cloud computing requests. In aspects, one or more
deduplication methods may be implemented across the cloud computing system
architecture at various stages as the message moves from an endpoint that receives and
pushes the message to a queue for subsequent retrieval by a worker role that stores the
message in a data store for later processing and task execution.

[0020] In some aspects, at the endpoint, a request in a form of a message may be
received. Prior to pushing the received message to a queue for subsequent retrieval by a
worker role, a first deduplication method may be performed to determine whether the
received message is a duplicate of a message already stored in a data store. If so, the
received message may be discarded to prevent message processing and re-execution of the
same tasks twice, as well as unnecessary storage in the data store prior to processing.
Otherwise, if the received message is not a duplicate, the received message may be placed
in a queue.

[0021] Subsequent to the received message being placed in the queue, a second
deduplication method may be performed that involves defining and comparing a key for
the received message to keys defined for other messages in the queue to determine
whether the key is a duplicate. If the key is a duplicate, then the received message may be
discarded to prevent message processing and re-execution of the same tasks twice, as well
as unnecessary storage in the data store prior to processing. Additionally, if implemented
in conjunction with the first deduplication method described above, this second
deduplication at the queue specifically protects against a duplicate request that was
submitted quickly after (e.g., within seconds or milliseconds of) the initial request such
that the initial request still remains in the queue and has not yet been retrieved for storage
in the data store causing the duplicate request to be undetected using the first
deduplication method. Otherwise, if the key is not a duplicate, the received message may
be maintained in the queue for subsequent retrieval and storage in the data store.

[0022] When the received message is retrieved from the queue, a third deduplication
method may be performed to determine whether the received message is a duplicate of a
message already stored in the data store. If the received message is a duplicate, the
received message may be discarded to prevent message processing and re-execution of the

same tasks twice, as well as unnecessary storage in the data store prior to processing.
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Additionally, if implemented in conjunction with the first and/or second deduplication
methods described above, this third deduplication specifically protects against a duplicate
request that was received in between the initial request’s retrieval from the queue and
storing to the data store causing the duplicate request to be undetected using the first
and/or the second deduplication method. Otherwise, if the received message is not a
duplicate, the received message may be stored in the data store. The received message may
then be retrieved or accessed from the data store for processing to determine one or more
tasks for execution.

[0023] Implementation of one or more of these deduplication methods (e.g., one, a
combination, or all of the deduplication methods) distributed across the cloud computing
system architecture aid in preventing the overload of the cloud computing system by
discarding duplicate requests. Accordingly, the present disclosure of systems and methods
for distributed deduplication of incoming cloud computing requests that eliminates or at
least reduces a number of duplicate requests stored, processed, and executed provides a
plurality of technical benefits. For example, data processing is reduced by preventing the
unnecessary processing and task execution of duplicate requests. Additionally, data storage
requirements are reduced (e.g., memory is conserved) by preventing the unnecessary
storage of duplicate requests. Further, security of the cloud computing system is increased
by preventing intentional system overload caused by DOS or DDOS attacks. Moreover,
this distributed deduplication works in addition to established means of protection against
DOS or DDOS attacks such as packet quota techniques, load balancing systems, virtual
Internet Protocol (IP) systems, and firewalls, among other examples.

[0024] Additionally, in some aspects, the cloud computing system may be a multi-
tenancy cloud computing system that provides, among other services, an identity
migration service capable of receiving and processing a plurality of requests associated
with identity migration. In some examples, one or more of the above-discussed
deduplication methods may be performed upon receipt of one or more of the requests,
such that only non-duplicate requests are processed. Identity migration may include the
copying of identities of user mailboxes at a source tenant that are to be migrated to a target
tenant to corresponding mail users created at the target tenant for those mailboxes. For the
group of mailboxes that are to be migrated, by initially migrating the identities of the
mailboxes from the source tenant to the target tenant, the mailboxes themselves may then
later be more seamlessly migrated from the source tenant to the target tenant with little to

no communication delivery downtime during the migration of the mailboxes themselves.
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[0025] The system may also implement a request-acceptance model that requires both a
request to initiate migration from one of the source or target tenant involved in the
migration and acceptance of the request by the other of the source or target tenant involved
in the migration. Resultantly, tenant administrators from both the source tenant and the
target tenant may be enabled control over the migration, including control over what is
specifically being migrated.

[0026] Further, by implementing a system as described herein to perform the identity
migration, a number of possible attack surfaces for data leakage during the identity
migration is reduced. As one example, the system may utilize tenant-specific data stores
(e.g., tenant shards) such that the data for the tenants remains separate from one another,
which eliminates or at least highly reduces the risk of cross-contamination of data between
the tenants. Resultantly, one tenant may not be able to attack another tenant by retrieving
sensitive, identity data that is not meant to be shared with that tenant. As another example,
the system removes the need for conventional offline means for transferring mailbox
identities from a source tenant administrator to a target tenant administrator to enable the
copying thereof that left the identity data vulnerable to attack. Instead, the system provides
a secure path to migrate the identities such that the identity data is not capable of being
exposed to any other entity besides the respective tenants involved in the migration and
the system as the requests are sent to and processed by the system.

[0027] Figure 1 illustrates an overview of an example operating environment 100 for
distributed deduplication of incoming cloud computing requests. In this example, the
operating environment 100 includes a cloud computing system 106, referred to hereafter
as system 106, that provides cloud computing services to one or more clients, such as
tenants 102, over a network 104. For example, the system 106 may provide at least one of
the following types of cloud computing services: Infrastructure as a Service (IaaS),
Platform as a Service (PaaS), Software as a Service (SaaS) or serverless computing
services. One example cloud computing system or service is the AZURE cloud computing
service from the Microsoft Corporation of Redmond, Washington. While tenants 102 are
discussed herein as an example client type to which the system 106 is providing services,
clients interfacing with the system 106 are not so limited and can be generally understood
as any client type capable of communicating with the system 106 to request performance
of various jobs or tasks.

[0028] In one example and as illustrated in Figure 1, the system 106 may be a multi-

tenant cloud computing system that provides services to a plurality of tenants 102,
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including a first tenant 102A, a second tenant 102B, and up to an N tenant 102C over the
network 104. In some aspects, and as described in more detail with reference to Figure 5,
each of the tenants 102 may be associated with an entity or a subgroup of the entity. As
one example, first tenant 102A may be associated with a first entity (e.g., a first company),
and second tenant 102B may be associated with a second entity (e.g., a second company).
As another example, first tenant 102A may be associated with a first department or
geographic region of an entity, and the second tenant 102B may be associated with a
second department or geographic region of the same entity. Each of the tenants 102 may
comprise a group of users, where one or more of those users may be assigned tenant
administrator roles, hereafter referred to as tenant administrators. In some examples, these
tenant administrators (or other users) may utilize computing devices, such as computing
devices described in detail with reference to Figures 6, 7A, and 7B, for sending requests,
to the system 106 over the network 104, for various jobs to be performed. For example,
using an associated computing device, a tenant administrator may execute an application
associated with the system 106 that is locally installed on the computing device or access a
web application associated with the system 106 through a web browser running on the
computing device. Upon receiving input from the tenant administrator, such as a job
request including parameters thereof for submission, the job request may be transmitted in
a form of a message via the local or web application to the system 106 over the network
104.

[0029] The system 106 may include one or more components (also referred to as
services of the system 106) configured to perform various functions, such as an endpoint
108, a queue 110, a plurality of worker roles 112, and a data store 114. Each of these
services may be hardware components and/or software components implemented on
and/or executed by hardware components of the system 106. As one example, system 106
may comprise one or more datacenters that include multiple computing devices (e.g.,
servers) that operate a plurality virtual machines. A virtual machine can be an isolated
software container that has an operating system and an application, similar to the device
described below in Figure 6. In some examples, each of the endpoint 108, queue 110,
worker roles 112, and data store 114 may be a separate logical entity operated or executed
independently of one another (e.g., executed by a separate virtual machine in a same or
different datacenter). In other examples, one or more of these services may be operated or
executed by a same virtual machine. In further examples, one or more of these services

may be operated or executed by other components of the system 106 (e.g., by one or more
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servers in the distributed environment of the system 106). One of skill in the art will
appreciate that the scale of systems such as system 106 may vary and may include
additional or fewer components than those described in Figure 1.

[0030] The endpoint 108 generally manages frontend aspects of the system 106. For
example, the endpoint 108 serves as an interface between the system 106 and clients, such
as the tenants 102 (e.g., computing devices of the tenant administrators or other users), to
receive incoming requests as messages and push those messages along to the queue 110.
In one example, the endpoint 108 may be a Representational State Transfer (REST)
endpoint. Additionally, in some examples, the endpoint may be region specific, such that it
only or primarily accepts incoming requests from tenants 102 served within that region.
The incoming requests may be for jobs to be run in the system 106, where the jobs may
include one or more tasks to be executed. As one non-limiting example, a type of job
request received may be associated with migrating data, such as a group of user mailbox
identities, from the second tenant 102B to the first tenant 102A. Other jobs or tasks may
include data processing or analysis tasks, including machine-learning or other types of
tasks that require substantial processing resources.

[0031] The queue 110 may be short term storage that acts as a pipeline between the
endpoint 108 and the worker roles 112 for messages received at the endpoint 108 that are
to be eventually processed by the worker roles 112. For example, after the endpoint 108
pushes the messages to the queue 110, the messages may be maintained at the queue 110
(e.g., may be on flight at the queue 110) for a short period of time until one of the worker
roles 112 retrieves the message. Depending on the type of queue and the message volume,
a message may remain in the queue for less than a few seconds or for less than a second.
One example queue may be the AZURE service bus queue available from the Microsoft
Corporation of Redmond, Washington.

[0032] The system may include numerous worker roles 112for processing the messages
to determine and execute tasks, including a first worker role 112A, a second worker role
112B, a third worker role 112C, and up to an N worker role 112N. A worker role 112 may
be an application, portion of an application, software functionality, and/or an instance of
software that is configured to be run applications or perform tasks within the cloud
computing system 106. Different worker roles 112 may be configured to perform different
tasks and run different applications and/or a single worker role may be configured perform
a multitude of different tasks and run a multitude of different tasks. A worker role 112 as

used herein is not limited to the worker roles utilized in the AZURE cloud computing
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platform.

[0033] Upon one of the worker roles 112 retrieving the message from the queue 110,
the worker role 112 may first store the message in the data store 114 such that the same or
another one of the worker roles 112 is able to retrieve the message from the data store 114
when available to perform the message processing and task execution. In some aspects,
when the message is retrieved for processing, a lock may be acquired for the message to
ensure that only the worker role 112 that initially retrieves the message from the data store
114 is able to process and execute the task, which may prevent the task being performed
by multiple worker roles 112.

[0034] The data store 114 may include a database, for example, that stores the messages
retrieved by the worker roles 112 from the queue 110. The stored messages represent jobs
and the tasks thereof that have previously been performed, are in the process of being
performed, or will be performed in the future by one of the worker roles 112. In aspects, a
status of the job associated with the message (e.g., not started, pending, or completed) may
be stored in association with the messages in the data store 114. The status may be updated
in the data store 114 based on information provided by the worker roles 112 throughout or
following message processing and task execution. The data store 114 may include various
types of storage systems and configurations, such as SQL databases and NoSQL databases
(e.g., an AZURE cosmos database, a MongoDB database, etc.) among others.

[0035] In some examples, a tenant administrator or another user of one of the tenants
102 may desire to view the status (e.g., progress) of one or more requests sent to the
system 106. Using their associated computing device, the tenant administrator may
interface with the endpoint 108 via the local or web application to obtain the status of the
one or more requests. For example, the endpoint 108 may query the data store 114 for the
status stored in associated with the one or more messages corresponding to the requests.
The endpoint 108 may then present the status, among other information, to the tenant
administrator via a user interface or view of the local or web application. In some
examples, the information may be provided in report form that details the status of the
request (e.g., pending, in progress, completed), what the job or task did or will do, and any
errors or failures causing the job or task to not be completed.

[0036] As previously discussed, many of these jobs or tasks requested may be
temporally and/or computationally expensive. Resultantly, when one or more duplicate
requests for the same job are submitted to the system 106, whether intentional or

unintentional, processing resources, storage space, and time is wasted on the processing
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and re-execution of the same tasks. Therefore, to eliminate and prevent this waste, one or
more deduplication methods may be implemented across the system 106 at various stages
as the request (in message form) moves from the endpoint 108 to the queue 110, and from
the queue 110 to the data store 114.

[0037] In one aspect, a first deduplication method may be implemented upon receipt of
the message at the endpoint 108 to prevent a duplicate from being pushed to the queue 110
as described with reference to Figure 2. In another aspect, while the message is at the
queue 110, a second deduplication method may be implemented. The message may be
discarded if determined to be a duplicate to prevent it from being retrieved from the queue
110 by a worker role 112, as described with reference to Figure 3. In a further aspect, once
a worker role 112 retrieves the message from the queue 110, a third deduplication method
may be implemented prior to storing the message in the data store 114 to prevent a
duplicate message from being stored in the data store 114 for later retrieval, processing,
and task execution, as described with reference to Figure 3.

[0038] In some aspects, a combination of these three deduplication methods may be
implemented together across the system 106. For example, the first and second
deduplication methods may be implemented, the first and third deduplication methods
may be implemented, or the second and third deduplications may be implemented. In
further aspects, and as illustrated in Figure 5, each of the three methods may be
implemented in order to account for duplicate requests that, due to timing, would
potentially be missed by one of the other deduplication methods. For example, the second
deduplication at the queue may protect against a duplicate request that is issued quickly
after the initial request (e.g., within milliseconds) such that the initial request still remains
in the queue 110 and has not yet been retrieved by a worker role 112 for storage in the data
store 114 causing the duplicate request to be undetected using the first deduplication
method. Similarly, the third deduplication protects against a duplicate request that was
received in between the initial request’s retrieval from the queue 110 and storing to the
data store 114 causing the duplicate request to be undetected using the first or the second
deduplication method.

[0039] As previously discussed, one example request type received by the system 106
may be associated with identity migration. Identity migration may be one example service
or feature of a larger service offered or provided by the system 106. As described in more
detail with reference to Figures 5 and 6 below, identity migration may include the copying

of identities of mailboxes at a source tenant (e.g., second tenant 102B) that are to be
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migrated to a target tenant (e.g., the first tenant 102A) to corresponding mail users created
at the target tenant for those mailboxes.

[0040] The mailboxes may be associated with a communication service. In some
examples, the communication service may be another service offered by the system 106.
In other examples, the communication service may be provided by a separate system with
which the system 106 is associated with. A mailbox may be created for each user included
in the tenant, where a user has access to their respective mailbox to perform
communication service related tasks (e.g., send and receive email messages, and create
meetings and appointments), among other examples. The identities of the mailboxes may
include a plurality of attributes, also referred to herein as identity information. Attributes
of the identities represent a persona (e.g., a look and feel) of that mailbox user along with
other preferences or settings for operation of the mailbox. For the group of mailboxes that
are to be migrated, by initially migrating the identities thereof or at least a portion of
attributes of the identities thereof, the mailboxes themselves may then later be more
seamlessly migrated from the source tenant to the target tenant with little to no email
delivery downtime during the migration of the mailboxes themselves.

[0041] In such examples where the tenants 102 are the types of client being serviced by
the system 106 to perform identity migration between source and target tenants, the
operating environment 100 may also include tenant-specific data stores 116 that are
accessible by the worker roles 112. In one example and as illustrated, the tenant-specific
data stores 116 may be stored locally by the tenants 102. In some aspects, the tenant-
specific data stores 116 may be structured as mailboxes that are accessible to the worker
roles 112 but are hidden to the tenants 102 such that the tenants 102 are unable to access
the tenant-specific data stores 116. For example, the tenant-specific data stores 116 may be
tenant shards that are available in the respective tenant’s active directory. The tenant
shards may include one or more separate collections for storing various types of data (e.g.,
a first collection for storing identity related data and a second collection for storing
mapping data), where a collection may be comprised of one or more rows of data. In
another example, the tenant-specific data stores 116 may be stored remotely from the
tenants 102 by system 106. In a further example, the tenant-specific data stores 116 may
be stored remotely from the tenants 102 by a separate database or storage system with
which the system 106 is associated.

[0042] By utilizing the tenant-specific data stores 116, data for each of the tenants 102

remains separate from one another (e.g., there is not a common data store for the tenant
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data), which eliminates or at least highly reduces the risk of cross-contamination of data
between the tenants 102. For example, first tenant data store 116A may store data specific
to first tenant 102A, second tenant data store 116B may store data specific to second
tenant 102B, and N tenant data store 116N may store data specific to N® tenant 102N,
Additionally, in some examples, to further eliminate or reduce the risk of data cross-
contamination, worker roles 112 may only be able to interact with (e.g., retrieve identities
from or copy identity data to) one tenant-specific data store 116 at a time when processing
a request. This further helps to remove a potential attack surface for data leakage during
the identity migration. For example, one tenant may no longer be able to attack another
tenant by intercepting or otherwise retrieving sensitive, identity data that is not meant to be
shared with that tenant.

[0043] Additionally, to perform identity migration conventionally, a source tenant
administrator may download full identities for the mailboxes and use offline means (e.g.,
email) to transfer the identity data to a target tenant administrator, where that target tenant
administrator then manually crafts the identities to match the requirements of mailbox
migrations. Using such offline means for transferring data, leaves the identity data
vulnerable to attack. In contrast, implementation of the system 106 described herein
provides a secure path to migrate the identities such that the identity data is not capable of
being exposed to any other entity besides the respective source and target tenants 102
themselves and the system 106 as the requests are sent to and processed by the system
102. Thus, implementation of this system 106 for identity migration eliminates another
potential attack surface by removing conventional offline methods of data transfer and
communication.

[0044] While the example operating environment 100 described above includes a multi-
tenancy cloud computing system and the example scenarios include requests for jobs
associated with data migration between tenants, implementation of the system and
deduplication methods described herein may extend to other services or features of
services that execute any type of long running job or task in the background while an
endpoint front loads (e.g., receives) the requests for the respective long running job or
task. These types of services or features thereof will similarly benefit from the reduction in
processing, conservation of memory, and increased security.

[0045] Having described various systems that may be employed by the aspects
disclosed herein, this disclosure will now describe one or more methods that may be

performed by various aspects of the disclosure. In aspects, methods 200, 300, 400, 500,
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and 600 may be performed by one or more components of a distributed network, such as
the one or more services of system 106 shown in operating environment 100 of Figure 1.
However, methods 200, 300, 400, and 600 are not limited to such examples. In other
aspects, methods 200, 300, 400, 500, and 600 may be performed by a single device or
component that integrates the functionality of the components or services of system 106.
[0046] Figure 2 illustrates an example of a first deduplication method that may be
performed by one or more services of the system 106. In aspects, method 200 may be
performed by the endpoint 108 of cloud system 106 described in detail with reference to
Figure 1. Example method 200 begins at operation 202, where a message is received at the
endpoint 108. Messages, such as the received message, may be a form in which a request
is provided to and/or received at the system 106 from a client. In some aspects, the request
may be for a job to be run in the system 106 (e.g., a job request), where the job is
comprised one or more tasks. The jobs will typically involve performing jobs on data that
is stored in locations that are accessible via the system 106 (e.g., data associated with one
of the clients, such as data stored in one of the tenant-specific data stores 116 of tenants
102, among other examples). In some examples, the requesting client may be a source
(e.g., a producer) of the data on which the job is to be performed. The job request may
indicate the following parameters: a type of job to be performed, a source of the data on
which the job is to be performed, a destination for the data during or following the
performance of the job, and/or a manipulation to be performed on the data as part of the
job. As discussed above, the request may be received as a message. Therefore, these
above-listed parameters of the job request may be included as corresponding attributes of
the received message. For example, the corresponding attributes may include a request
type, a source identifier, a target identifier, and a data manipulation type. Depending on the
request type one or more additional parameters may be included in the request, and thus
corresponding one or more additional attributes may be included in the received message
(e.g., a group identity and/or scope attribute defined in the example scenario described
with reference to Figure 5 below).

[0047] Next, the endpoint 108 checks whether the received message is a duplicate
message. To do so, at operation 204, the endpoint 108 queries the data store 114 for a
stored message that is a duplicate of the received message. For example, using the
attributes of the received message, the endpoint 108 queries the data store 114 that stores
previously received messages for job requests. In an aspect, the request type attribute from

the received message that indicates the type of job to be completed may be used as input to
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perform a first query on the data store 114. This first query acts an initial filter to return, as
results of the first query, a subset of the stored messages in the data store 114 that are
associated with a same type of job (e.g., similar stored messages). If one or more similar
stored messages are returned in the subset, one or more additional attributes from the
received message, such as the source identifier, target identifier, and manipulation type,
may be used as input to perform a second query on the subset of stored messages returned
as results of the first query to determine whether one of these similar stored messages in
the subset requested the exact same job to be completed. In other words, the second query
acts as a second filter to find a stored message with an exact job match to the received
message. In other aspects, a single query may be performed to identify any duplicate
messages and the inputs to such a query include enough information (e.g., message
attributes) that if a result message to the query is returned, that result message is
considered a duplicate.

[0048] In some examples, the queries (e.g., single query or first/second queries) may be
bound by a time interval such that messages returned in response to the query are limited
to those submitted within the time interval. In an aspect, the time interval may be a
predefined interval based on an amount of time it generally takes to complete a job or task
of a job. As one example, if a job should normally complete within an hour, then the time
interval may be one hour. In additional or alternative examples, the queries may be
performed on a portion of the stored messages in the data store 114 that have an active
status meaning that the job and tasks thereof have not yet been completed. For example,
the stored messages may first be filtered based on status prior to performing the queries.
[0049] If, based on the querying, at decision 206, the endpoint 108 determines that the
received message is not a duplicate, the method proceeds to operation 208. For example, if
no stored messages are returned as results of the first query, then at decision 206, the
endpoint 108 determines that that the received message is not a duplicate and proceeds to
operation 208. Similarly, if a subset of stored messages are returned as results of the first
query but, based on the second query, none of these messages are an exact job match to the
received message, then at decision 206, the endpoint 108 determines that the received
message is not a duplicate and proceeds to operation 208. At operation 208, the received
message may be placed in (e.g., pushed or transmitted to) the queue 110.

[0050] Alternatively, if based on the querying at operation 204, a stored message is
returned that is a duplicate of the received message, then at decision 206, the endpoint 108

determines that the received message is a duplicate and proceeds to operation 210 to
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discard the received message. In some examples, as part of discarding the received
message, the endpoint 108 may also send a notification to the requesting client to indicate
the request has failed and the job or task will not be completed. The notification may be a
HyperText Transfer Protocol (HTTP) 400 Bad Request, for example. In further examples,
the notification may indicate that the request failed because it was a duplicate request to a
request previously received. Additional details of the previously received duplicate
request, such as the time that the previous request was submitted, may also be provided in
the notification.

[0051] Stored messages in the data store 114 represent jobs that have been performed,
are in the process of being performed, and/or will be performed in the future by one of the
worker roles 112. These stored messages are based on previous requests that were received
by the system 106 and may be messages that were themselves determined not to be
duplicate messages through similar operations disclosed by method 200. Accordingly, if a
duplicative message was not discarded, the same tasks associated with the job may be
performed twice. For example, the tasks would be performed once based on the stored
message, and then the same tasks would be performed again (for the second time) after the
received duplicate message was stored and processed. Therefore, discarding the
duplicative received message prevents the new message from being unnecessarily stored
and executed. This conserves both memory and processing resources that would otherwise
be consumed by storing and processing this message to perform the tasks of this same job
twice, as well as prevents any further resources that would be expended having to undo or
reverse the duplicated job. Additionally, this increases security of the system 106,
particularly, if this duplicative received message was submitted as part of a DOS or DDOS
attack attempting to overload the system 106.

[0052] Figure 3 illustrates an example of a second deduplication method implemented
by one or more services of the system 106. In aspects, method 300 may be performed by
the endpoint 108, the queue 110, and/or another component of the system 106, described
in detail with reference to Figure 1, after the message is placed in (or received at) the
queue 110. Example method 300 begins at operation 302, where a message is received at
the queue 110. The message may be received from the endpoint 108, the endpoint 108
having received the message from a client as a form of request. For example, as discussed
in detail above with reference to Figure 2, the request may be a job request received at the
endpoint 108 in message form (e.g., as a message), where parameters of the job request

may be included as attributes of the received message.
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[0053] A key is defined for the received message at operation 304. The key may be
defined on the fly based on content of the received message. For example, the key may
include a combination of two or more attributes of the received message that uniquely
defines the associated job. In some aspects, the attributes may be concatenated in a
sequential fashion to form the key.

[0054] At operation 306, the key defined for the received message at operation 304 may
be compared against keys defined for other messages in the queue 110 (e.g., other
messages on flight in the queue 110). The keys for the other messages may have been
defined in a similar or same manner to the key defined for the received message, as
described with reference to operation 304, such that the keys uniquely define associated
jobs for each of the other messages. Based on the comparison performed at operation 306,
a determination of whether the key defined for the received message is a duplicate key of
(e.g., matches) one of the keys defined for the other messages is then made at decision
308.

[0055] If at decision 308, a determination is made that the key defined for the received
message is not a duplicate key, the received message may be maintained in the queue 110
at operation 310. Alternatively, if at decision 308, a determination is made that the key
defined for the received message is a duplicate key, then the received message is discarded
at operation 312. In some examples, as part of discarding the received message, the
endpoint 108 may also send a notification to the requesting client to indicate the request
has failed and the job or task will not be completed. The notification may be the same type
of notification discussed above.

[0056] The other messages on flight in the queue 110 may represent requests for jobs
that have been received at the endpoint 108 and provided to the queue 110 prior to the
received message. As described above, the keys for these other messages uniquely define
their associated job. Therefore, if the key defined for the received message matches a key
for one of these other messages on flight in the queue 110, the jobs of these “matching”
messages are the same (e.g. are duplicative). Accordingly, if the duplicative received
message was not discarded and both “matching” messages remained in the queue, this
may cause the same job tasks to be performed twice. For example, both messages may be
retrieved from the queue 110, stored in database 114, and eventually retrieved one at a
time for processing and execution causing the tasks to be performed twice. Therefore,
discarding the duplicative received message prevents this message from being

unnecessarily stored and executed. This conserves both memory and processing resources
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that would otherwise be consumed by storing and processing this message to perform
these same job tasks twice, as well as prevents any further resources that would be
expended having to undo or reverse the duplicated job. Additionally, this increases
security of the system 106, particularly, if this duplicative received message was submitted
as part of a DOS or DDOS attack attempting to overload the system 106.

[0057] In some aspects, the second deduplication method (method 300) may be
implemented on its own (e.g., without other deduplication methods). In other aspects, the
second deduplication method may be implemented in conjunction with the first
deduplication method (method 200 of Figure 2). In such aspects, method 200 is initially
performed to implement the first deduplication method, and if the received message is
placed in the queue at operation 210 of method 200, i.e., not discarded, then method 300 is
subsequently performed to implement the second deduplication method. That is, operation
302 of method 300 where the queue 110 receives the message is performed after the
endpoint 108 provides the received message to the queue 110 at operation 210 of method
200. When implemented in conjunction with the first deduplication method, this second
deduplication at the queue 110 specifically protects against a duplicate request that is
issued quickly after the initial request (e.g., within milliseconds) such that the initial
request still remains in the queue 110 and has not yet been retrieved by a worker role 112
for storage and thus is not yet stored in the data store 114 causing the duplicate request to
be undetected using the first deduplication method.

[0058] To provide an illustrative example, a malicious attacker or a malfunctioning
script may submit a plurality of duplicate requests (e.g., 10 requests) in quick succession
that are received as messages at the endpoint 108, each message received within a few
milliseconds of each other. Therefore, because messages pushed to the queue 110 from the
endpoint 108 remain in the queue 110 for at least a few milliseconds, when the first
deduplication method is performed upon receipt of the second, third, fourth, and up to the
tenth message, any of the preceding messages that would be determined as duplicate
messages have been transmitted to, but not yet retrieved from the queue 110. Therefore,
when the first deduplication is performed, none of the duplicate messages have been
stored in the data store 114, and thus the first deduplication method would erroneously
indicate that the message is not a duplicate causing the endpoint 108 to push or transmit
the message to the queue 110. By implementing the second deduplication method at the
queue 110, these duplicate messages that slipped past the first deduplication method based

on timing of message receipt, may now be identified based on a duplicity of the keys
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defined for and compared across the messages at the queue 110, and discarded before
being retrieved by a worker role 112 for storage in the data store 114.

[0059] In further aspects, the second deduplication method or both the first and second
deduplication methods can be implemented with yet another deduplication method, such
as the third deduplication method described in Figure 4 below.

[0060] Figure 4 illustrates an example of a third deduplication method implemented by
one or more services of the system 106. In aspects, method 400 may be performed by one
of the worker roles 112 of the system 106 described in detail with reference to Figure 1.
Example method 400 begins at operation 402, where one of the worker roles 112 retrieves
the received message from the queue 110.

[0061] Next, the worker role checks whether the received message is a duplicate
message. To do so, at operation 404, the worker role 112 may query the data store 114 for
a stored message that is a duplicate of the received message. The worker role 112 may
query the data store 114 based on the attributes of the received message, and use similar
query techniques as performed by the endpoint 108 when querying the data store 114 at
operation 204 of method 200. For example, the worker role 112 may submit a first query
to return a subset of similar stored messages based on request type (e.g., based on job
type), and then perform a second query on the subset returned by the first query, if any, to
determine whether one of these similar stored messages requested the exact same job to be
completed (e.g., based on one or more additional attributes such as the source identifier,
target identifier, and/or data manipulation type). In other aspects, a single query may be
performed to identify any duplicate messages and the inputs to such a query include
enough information (e.g., message attributes) that if a result message to the query is
returned, that result message is considered a duplicate.

[0062] If no exact match is discovered, then at decision 406, the worker role 112
determines that the received message is not a duplicate and proceeds to operation 408. For
example, if no stored messages are returned as results of the first query, then at decision
406, the worker role 112 determines that the received message is not a duplicate and
proceeds to operation 408. Similarly, if a subset of stored messages are returned as results
of the first query but, based on the second query, none of these messages are an exact job
match to the received message, then at decision 406, the worker role 112 determines that
the received message is not a duplicate and proceed to operation 408.

[0063] At operation 408, the received message may be stored in the data store 114. For

example, the received message may be pushed to the data store 114 for storage therein. As
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described in more detail with reference to Figure 5, after the received message is stored,
one of the worker roles 112 later retrieves the received message from the data store 114 for
processing to complete the job by determining and executing the tasks thereof, where a
status of the received message can be continuously updated in the data store 114 to reflect
a progress of the work that is viewable by at least the requesting client.

[0064] Alternatively, if based on the query of the data store 114 at operation 404, a
stored message is returned that is a duplicate of the received message, then at decision
406, the worker role 112 determines that the received message is a duplicate and proceeds
to operation 410 to discard the received message. In some examples, as part of discarding
the received message, the worker role 112 may trigger the endpoint 108 to send a
notification to the requesting client to indicate the request has failed and the job will not be
completed. The notification may be similar to the notification discussed above. As
previously discussed with reference to Figure 2, stored messages in the data store 114 may
represent jobs that have been performed, are in the process of being performed or will be
performed in the future by one of the worker roles 112. These stored messages are based
on previous requests that were received by system 106 and were themselves determined
not to be duplicate messages through similar operations disclosed by at least method 400
(and optionally also methods 200 and/or 300). Accordingly, if a duplicative message was
not discarded, this would cause the same job tasks to be performed twice. For example,
tasks associated with the job would be performed once based on the stored message that
the received message was to be determined to be a duplicate of, and then the same tasks
would be performed again (for the second time) after the received message was stored and
later retrieved for processing by one of the worker roles 112. Therefore, discarding the
duplicative received message at operation 410 prevents this message from being
unnecessarily stored and executed. This conserves both memory and processing resources
that would otherwise be consumed by storing and processing this message to perform
these same job tasks twice, as well as prevents any further resources that would be
expended having to undo or reverse the duplicated job. Additionally, this increases
security of the system 106, particularly, if this duplicative received message was submitted
as part of a DOS or DDOS attack attempting to overload the system 106.

[0065] In some aspects, the third deduplication method (method 400) may be performed
on its own (e.g., without other deduplication methods). In other aspects, the third
deduplication method may be implemented in conjunction with one or both of the first

deduplication method (method 200 of Figure 2) and the second deduplication method
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(method 300 of Figure 3).

[0066] For example, if implemented only with the first deduplication method, method
200 may be initially performed to implement the first deduplication method, and if the
received message is placed in (e.g., provided to) the queue at operation 210 of method
200, then the third deduplication method is subsequently performed. That is, operation 402
of method 400 where the worker role 112 retrieves the message from the queue 110 may
be performed after the endpoint 108 provides the received message to the queue 110 at
operation 210 of method 200. Therefore, when the third deduplication method is
implemented with at least the first deduplication method, the querying performed at
operation 404 may be a requerying of the data store 114 (e.g., a separate, later performed
query than the query performed at operation 204).

[0067] As another example, if implemented with the second deduplication method
either alone or in further conjunction with the first deduplication method, the third
deduplication method may be performed subsequently to the operations of method 300.
That is, operation 402 of method 400 where the worker role 112 retrieves the message
from the queue may be performed after the queue maintains the message in the queue at
operation 310 of method 300 (i.e., rather than discards the received message).

[0068] If implemented in conjunction with the first and/or second deduplication
methods, this third deduplication specifically protects against a duplicate request that was
received at the endpoint 108 in between the initial request’s retrieval from the queue 110
and storing to the data store 114 causing the duplicate request to be undetected using the
first and/or the second deduplication method.

[0069] Figure 5 illustrates an example of a system flow diagram 500 where the first,
second, and third deduplication methods are implemented for distributed deduplication of
incoming requests. In other words, system flow diagram 500 embodies a method in which
each of the deduplication levels are employed. The example operating environment shown
in system flow diagram 500 is similar to the example operating environment 100 of Figure
1 comprising the system 106 that is multi-tenant cloud computing system providing
services to the tenants 102, including the first tenant 102A, the second tenant 102B, and up
to the N tenant 102C over the network 104. Each of the tenants may include tenant-
specific data stores 116 (e.g., tenant shards).

[0070] In an example scenario, a first entity (e.g., company ABC) may be at least
partially acquiring or merging with a second entity (e.g., company 123). Both the first
entity and the second entity may be tenants 102 of the system 106. For example, first
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tenant 102A may be comprised of a group of users associated with the first entity and
second tenant 102B may be comprised of a group of users associated with the second
entity. As part of the acquisition or merger, a group of one or more mailbox identities
representative of users from the second tenant 102B may need to be migrated over to the
first tenant 102A. As one example, the identity of a mailbox of the second tenant 102B
“firstname.lastname@company 123.com” may need to be copied over to the first tenant
102A and changed to “firstname.lastname@company ABC.com” on a particular day. Thus,
in this example scenario, the second tenant 102B may be referred to as the source tenant
and the first tenant 102A may be referred to as the target tenant.

[0071] In an alternative example scenario, both the first tenant 102A and the second
tenant 102B may be associated with a same entity, but due to sheer size of the entity,
separation of governance, or geographic spread of the entity (given the regulations
associated with different geographic regions), among other examples, the entity has
multiple tenancies. If a department of the entity comprised of one or more users and
initially associated with second tenant 102B is moving to another geographic location
associated with first tenant 102A or is growing in size such that a new tenancy (e.g., N
tenant 102N) is required, mailbox identities of those users within the department may need
to be migrated over from the second tenant 102B to the first tenant 102A or N tenant
102N, respectively. Thus, in this alternative scenario, the second tenant 102B may be
referred to as the source tenant and the first tenant 102A or N tenant 102N may be
referred to as the target tenant.

[0072] Referring to either of the example scenarios provided above, to migrate the
mailbox identities, a new security group may be created in the source tenant by a source
tenant administrator. The new security group includes mailboxes whose identities are to be
migrated to the target tenant. This security group of mailboxes may also referred to as the
scope. Also, in the target tenant, a target tenant administrator may create mail users that
correspond to the mailboxes that are to be migrated from the source tenant to the target
tenant. As part of the migration, identities of the mailboxes from the source tenant may be
copied such that the associated values of those identities may then be copied to the mail
users created in the target tenant. However, the migration tasks involved may not be able
to be performed at once, and thus a plurality of requests may be utilized. In some
examples, a tenant administrator for the source tenant may utilize an associated computing
device to schedule and transmit the requests accordingly to the system 106 over the

network 104. In other examples, the tenant administrator for the target tenant may
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schedule and transmit one or more of these requests.

[0073] Example requests may include an initial synchronization request, an upload
request, a map request, and a write request, where one or more migration tasks to be
performed by the system 106 (e.g., by the endpoint 108 and/or one of the worker roles
112) may be associated with each request. For example, and as described in more detail
with respect to Figure 6 below, validation, acceptance, and copy identity tasks may be
associated with the initial synchronization request, tasks to upload mapping data may be
associated with the upload request, tasks to map identities to mail users may be associated
with the map request, and tasks to apply identity attributes to mapped mail users may be
associated with the write request.

[0074]  As one or more of these requests are received at the system 106, the following
operations may be performed for each request. Beginning at operation 504, a request may
be received in a form of a message 502 at the endpoint 108 of the system 106 from one of
the tenants 102 (e.g., second tenant 102B) over the network 104. The endpoint 108 may
perform a first level of deduplication to check if the message 502 is a duplicate message at
operation 506. The first level of deduplication may be similar to the first deduplication
method described as method 200 in Figure 2. For example, the endpoint 108 may query
the data store 114 for a stored message that is a duplicate of the message 502 as described
in detail at operation 204 of method 200. At decision 508, a determination is made whether
or not the message 502 is a duplicate message based on the check performed at operation
506. If the message 502 is determined to be a duplicate at decision 508, then the message
502 is discarded at operation 510. Otherwise, if the message 502 is determined to not be a
duplicate message at decision 508, then the message 502 may be placed in (e.g., provided
to) the queue 110 at operation 512.

[0075] If the message 502 is placed in the queue 110, a second level of deduplication
may be performed by the endpoint 108 and/or the queue 110 while the message 502 is at
the queue 110. The second level of deduplication may be similar to the second
deduplication method described as method 300 in Figure 3. First, upon receipt of the
message at the queue 110 at operation 514, a key is defined for the message 502 at
operation 516. For example, the key may be defined based on content of the message 502
such that the key uniquely defines the associated job request as described in detail at
operation 304 of method 300. Next, at operation 518, the key is compared against keys
similarly defined for other messages that were received just prior to the message 502 and

are on flight in the queue 110.
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[0076] Based on the comparison, a determination of whether the key for the message
502 is a duplicate key (e.g., matches one of the other keys) may be made at decision 520.
If the key for the message 502 is determined to be a duplicate key at decision 520, then the
message 502 is discarded at operation 522. Otherwise, if the key for the message 502 is
determined to not be a duplicate key at decision 520, then the message 502 may be
maintained in the queue 110 at operation 524,

[0077] If the message 502 is maintained in the queue 110 at operation 524, one of the
worker roles 112, such as first worker role 112A, may retrieve the message 502 from the
queue 110 at operation 526 and perform a third level of deduplication. The third level of
deduplication may be similar to the third deduplication method described as method 400 in
Figure 4. For example, the first worker role 112A may check whether the message 502 is a
duplicate at operation 528 by querying the data store 114 for a stored message thatis a
duplicate of the message 502, as described in detail at operation 404 of method 400. In this
example, the query performed at operation 528 may be a requerying of the data store 114
(e.g., a separate, later performed query than the query performed in conjunction with
operation 506). At decision 530, a determination may be made as to whether or not the
message 502 is a duplicate message based on the check performed at operation 528. If the
message 502 is determined to be a duplicate message at decision 526, then the message
502 is discarded at operation 532. Otherwise, if the message 502 is determined to not be a
duplicate message at decision 530, then the message 502 may be stored in data store 114 at
operation 534.

[0078] At alater time, one of the worker roles 112 may retrieve the message 502 from
the data store 114 at operation 536 for processing. For example, as illustrated, first worker
role 112A may retrieve the message 502 from the data store 114. However, in other
examples, the worker role 112 that retrieves the message 502 from the data store 114 for
processing does not have to be the same worker role 112 that performed the third level of
deduplication.

[0079] At operation 538, a lock may be acquired for the message 502. While any of the
worker roles 112 may be able to read data, such as the data of the message 502, in order to
write data (e.g., to process message 502 to determine and execute tasks) the first worker
role 112A must be the unique owner of the data. In an aspect, the first worker role 112A
may become a unique owner of the data through a “tag” feature on the data that serves as
the lock on the message 502 to prevent any other worker role from similarly retrieving and

processing the message 502 at the same time as the first worker role 112A.
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[0080] The first worker role 112A may then process the message 502 to determine one
or more tasks to be performed at operation 540. The manner in which the message 502 is
processed may be job dependent. Then, at operation 542, the first worker role 112A may
execute the tasks determined by the processing of the message 502. In the illustrative
example of identity migration, one or more example tasks determined by the processing of
the message 502 (as well as tasks determined by the processing of one or more additional
messages received that altogether represent the initial synchronization request, upload
request, map request and write request, for example) are described in detail with respect to
Figure 6.

[0081] Once the task is executed, the first worker role 112A can provide a status update
to the data store 114 for storage in association with the message at operation 544. For
example, the status update may indicate that the first worker role 112A has completed the
task (e.g., the first worker role 112A has synchronized or migrated one identity). In some
aspects, the first worker role 112A may provide more frequent updates to the data store
114 throughout the processing and execution operations.

[0082] In one example, an administrator or other user of the second tenant 102B may
interface with the system 106 via the endpoint 108 to request for status updates of the
message 502. For example, the endpoint 108 may obtain the status stored in association
with the message 502 at the data store 114 and present them to the administrator in a
variety of different ways. In some aspects, the status may displayed through a user
interface or similar view. In other aspects, the status may be provided in a report format to
the administrator. The status may include information such as whether the job or task is
completed, in progress, or not yet begun, what the job or task accomplished if completed,
and any reasons for task failure if a task failed.

[0083] The above described example in Figure 5 is a non-limiting, non-exclusive
example where each of the first, second, and third deduplication levels or methods are
implemented. In other examples, only one of the deduplication methods or a combination
of two of the three deduplication methods may be implemented.

[0084] Additionally, while the scenarios described above include requests for jobs
associated with the migration of identities from a source tenant to a target tenant,
implementation of the system and deduplication methods described herein may extend to
other services or features of services that execute any type of long running job or task in
the background while an endpoint front loads (e.g., receives) the requests for the

respective long running job or task. These types of services or features thereof will
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similarly benefit from the reduction in processing, conservation of memory, and increased
security.

[0085] Figure 6 illustrates an example method 600 for identity migration from a source
tenant to a target tenant. Identity migration may be one example service provided by one
or more components of the system 106 described in Figure 1, including at least the
endpoint 108 and one or more of the worker roles 112.

[0086] Continuing with the example scenario described above with reference to Figure
5, mailbox identities may be migrated from the source tenant (e.g., the second tenant
102B) to the target tenant (e.g., the first tenant 102A). Prior to the system 106 performing
the method 600, a tenant administrator of the source tenant may create a new security
group in the source tenant. The new security group may include mailboxes that are to be
migrated from the source tenant to the target tenant, each of the mailboxes having an
identity. This security group of mailboxes may also be referred to as the scope. In some
examples, the security group of mailboxes or scope may be stored in a tenant shard of the
source tenant, referred to hereafter as the source tenant shard (e.g., in the second tenant-
specific data store 116B when the second tenant 102B is the source tenant). In addition, a
tenant administrator of the target tenant may create corresponding mail users for those
mailboxes that are to be migrated from the source tenant to the target tenant.

[0087] In some examples, the tenant administrator for the source tenant utilizes an
associated computing device to schedule and/or transmit a plurality of requests to the
system 106 associated with the identity migration, including an initial synchronization
request, an upload request, a map request, and a write request. In other examples, the
tenant administrator for the target tenant may schedule and transmit one or more of these
requests. In further examples, only one request may be received, or any variation in
number of requests may be received to perform the tasks associated with the identity
migration.

[0088] In some aspects, upon receipt of each request at the system 106, one or more of
the deduplication methods described in detail above with reference to Figures 2-5 may be
implemented to ensure that these requests are not duplicates. Once determined to not be
duplicates, these requests (e.g., in the message form in which they are received) may be
stored in data store 114 for later retrieval by a worker role 112 to perform the tasks
associated with each request (e.g., to perform at least some of the operations discussed
below with reference to method 600). In some examples, the requests are retrieved by the

worker role 112 in a sequential order, where the worker role 112 cannot perform a task
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associated with a next request until a task associated with a previous request is completed.
One example order in which the tasks of the requests are sequentially performed include
tasks of the initial synchronization request followed by tasks of the upload request, map
request, and write request, respectively.

[0089] Example method 600 begins at operation 602, where a request is received from
the source tenant to initiate the migration of the identities of the user mailboxes at the
source tenant to corresponding mail users at the target tenant. In some examples, the
request is an initial identity synchronization request. Upon receipt of the request, the
endpoint 108 and/or worker role 112 may begin processing the request to determine and
execute one or more tasks, including validation tasks, acceptance tasks, and identity
copying tasks associated with the identity synchronization request.

[0090] First, the identity synchronization request may be validated at operation 604. As
part of the validation, a determination of whether the source tenant and the target tenant
are properly configured for identity migration is made. For example, when properly
configured, each of the source tenant and the target tenant have enabled identity migration,
specified with which tenant they are working with for the identity migration (e.g., the
source tenant specifies the target tenant and vice versa), and further specified which
direction the identities are to be moved (e.g., exporting from the source tenant and
importing to the target tenant). These configuration aspects may increase security by
requiring active participation from each tenant involved in the migration. For example,
this prevents migration from simply occurring in response to one of tenants (e.g., a target
tenant) indicating they want to pull some identities from a source tenant. Instead, the
source tenant must also be configured to allow that particular target tenant to do so.
[0091] Once validated at operation 604, method 600 may proceed to operation 606
where the initial synchronization request may be provided to the target tenant for
acceptance, and such an acceptance of the request may be detected or received from the
target tenant. Contrary to conventional push or pull models, this request-acceptance task
model reflected in operations 606 and 608, allows tenant administrators from both the
source tenant and the target tenant control over the migration, including control over what
is specifically being migrated. For example, a worker role 112 may not be able to retrieve
the initial synchronization request (e.g., in message form from data store 114) for
processing and task execution until the acceptance has been received. While in this
example, the initial synchronization request is received from the source tenant and

acceptance is provided by the target tenant; in other examples, the initial synchronization
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request may be received from the target tenant and acceptance may be provided by the
source tenant following validation.

[0092]  After the target tenant accepts the identity synchronization request, the worker
role 112 may copy identities of the mailboxes at the source tenant to a data store
associated with the target tenant (e.g., the first tenant-specific data store 116A when first
tenant 102A is the target tenant) at operation 608. In some examples, and as referred to
hereafter with reference to FIG. 6, the data store may be a tenant shard of the target tenant
(“a target tenant shard”). For example, the worker role 112 may access the source tenant
shard to read mailboxes from the security group created at the source tenant and copy an
identity of each of those mailboxes to the target tenant shard. The target tenant shard may
be comprised of rows, where each of the identities correspond to a row. For example, a
first row may correspond to a first identity of a first mailbox from the security group and a
second row may correspond to a second identity of a second mailbox from the security
group, etc. The identities may be held in the target tenant shard until the identities are later
copied to the mail users created at the target tenant.

[0093] At operation 610, the worker role 112 may upload mapping data. In some
examples, the mapping data is uploaded responsive to an upload request received from the
source tenant. That is, the uploading of mapping data is an example task determined and
executed by the worker role 112 upon retrieving (e.g., from the data store 114 in message
format) and processing the upload request. In some examples, the mapping data may be
uploaded in a file format, such as a comma-separated values (CSV) file, from the source
tenant from which the upload request is received. In other examples, the upload request
may be received from the target tenant and the mapping data may be uploaded from the
target tenant. The worker role 112 may upload the CSV file to the target tenant shard,
where the CSV file may be uploaded to a collection of files or data separate from the
identities that were copied from the source tenant to the target tenant shard at operation
608. The collection may store the mapping data in a plurality of rows, where the mapping
data may include identifiers for the mailboxes whose identities were copied from the
source tenant to the target tenant shard at operation 608 (e.g., source identifiers), as well as
identifiers for the mail users created at the target tenant that correspond to those mailboxes
(e.g., target identifiers). For example, a source identifier for a first mailbox and a target
identifier for a first mail user created to correspond to the first mailbox may be stored in a
same first row in the collection.

[0094] In some aspects, prior to operation 610, the target tenant may obtain information
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about the identities that were copied from the source tenant to the target tenant shard at
operation 608 from a file, such as the CSV file. The target tenant may use the information
from the CSYV file to create a mapping file. The mapping file may be comprised of first
and second columns, where the first column includes identifiers for the mailboxes and the
second column includes identifiers for the mail users. Accordingly, each row may include
an identifier X for a mailbox and an identifier ¥ for a mail user to which the mailbox
corresponds and is to be mapped to enable migration of an identity of the mailbox to the
corresponding mail user. When such information is obtained and used by the target tenant
to create the mapping file, the mapping file may be uploaded from the target tenant as part
of the mapping data at operation 610.

[0095] At operation 612, the worker role 112 may use the mapping data uploaded to the
target tenant shard at operation 610 to map the identities of the mailboxes to the
corresponding mail users. In some examples, the mapping is performed responsive to a
map request received from the source tenant (or in other examples the target tenant). That
is, the mapping is an example task determined and executed by the worker role 112 upon
retrieving (e.g., from the data store 114 in message format) and processing the map
request. Such mapping validates that the identities of the mailboxes copied to the target
tenant shard can be matched to the mail users created in the target tenant. As previously
discussed, the mapping data may be stored in rows of a collection in the tenant shard,
where each row may include a source identifier for a mailbox and a target identifier for a
mail user corresponding to that mailbox. Therefore, to perform mapping, each row of the
mapping data may be analyzed one by one as follows. To begin, a source identifier for a
first mailbox from the security group created at the source tenant may be referenced from
the first row of the collection storing the mapping data. The source identifier for the first
mailbox may be used to determine whether the first mailbox’s associated identity is copied
to the target tenant shard (e.g., based on a presence of the source identifier for the first
mailbox in a row of a separate collection of the target tenant shard storing the identities). If
so, then a target identifier of a first mail user corresponding to the first mailbox may be
referenced from the mapping data (e.g., from the same first row as the source identifier of
the first mailbox) and used to determine if a mail user exists at the target tenant that has
the target identifier. If so, then the mapping was successful, and the first mailbox’s
associated identity copied to the target tenant shard may be mapped to the corresponding
first mail user at the target tenant. This analysis may be repeated until each row of the

mapping data has been analyzed.
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[0096] For identities of the mailboxes that are successfully mapped at operation 612,
the method 600 may proceed to operation 614. For remaining identities that are not
successfully mapped, if any, the failure is likely due to an error by the source tenant
administrator when creating the mapping data that was uploaded at operation 610.
Therefore, the source or target tenant administrator, depending on the sender of the
requests, may be notified of the error and prompted to provide corrected mapping data
(e.g., anew CSV file). In response, the tenant administrator may create and send a new
upload request, new map request, and/or new write request. The new upload request may
include the corrected mapping data for upload (e.g., causing a return to operation 610).
This corrected mapping data may be uploaded by the worker role 112 responsive to the
new map request at operation 610 and is used to map the remaining identities of the
mailboxes to corresponding mail users responsive to the new map request at operation
612. This process may be repeated until each of the identities of the mailboxes has been
successfully mapped.

[0097] For each identity successfully mapped at operation 612, the worker role 112 may
copy at least one attribute of that identity to the corresponding mail user at the target
tenant. In some examples, the copying is performed responsive to a write request received
from the source tenant (or in other examples the target tenant). In other words, the
application of identity attributes is a task determined and executed upon retrieving (e.g.,
from the data store 114 in message format) and processing the write request. For example,
identity attributes (e.g., values associated with the identity attributes) may be copied from
the target tenant shard to the mail user in the target tenant. Examples of the copied
attributes may include primary MS/TP address, archive GUI, textured GUI, among other
examples. By initially migrating at least a portion of attributes of the identities of the
mailboxes from the source tenant to the target tenant, the mailboxes themselves may then
later be more seamlessly migrated from the source tenant to the target tenant with little to
no communication delivery downtime during the migration of the mailboxes themselves.
Additionally, by implementing method 600 for identity migration using system 106, a
number of possible attack surfaces for data leakage during the identity migration is
reduced.

[0098] As one example, by utilizing the tenant-specific data stores 116 or tenant shards,
data for the tenants 102 remains separate from one another (e.g., there is not a common
data store for the tenant data), which eliminates or at least highly reduces the risk of cross-

contamination of data between the tenants 102. As a result, one tenant may not be able to
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attack another tenant by retrieving sensitive, identity data that is not meant to be shared
with that tenant.

[0099] As another example, the system 104 removes the need for conventional offline
means for transferring identities from the source tenant administrator to the target tenant
administrator to enable copying at the target tenant that leave the identity data vulnerable
to attack. Instead, the system 104 provides a secure path to migrate the identities such that
the identity data is not capable of being exposed to any other entity besides the respective
tenants 102 themselves and the system 106 as the requests are sent to and processed by the
system 102 .Figures 7, 8A, 8B and the associated descriptions provide a discussion of a
variety of operating environments in which aspects of the disclosure may be practiced.
However, the devices and systems illustrated and discussed with respect to Figures 7, 8A,
8B are for purposes of example and illustration and are not limiting of a vast number of
computing device configurations that may be utilized for practicing aspects of the
disclosure, described herein.

[00100] Figure 7 is a block diagram illustrating physical components (e.g., hardware) of
a computing device 700 with which aspects of the disclosure may be practiced. For
example, the computing device 700 may illustrate components of a server within a
datacenter of the cloud computing system. The computing device components described
below may be suitable for the computing devices and systems described above. In a basic
configuration, the computing device 700 may include at least one processing unit 702 and
a system memory 704. Depending on the configuration and type of computing device, the
system memory 704 may comprise, but is not limited to, volatile storage (e.g., random
access memory), non-volatile storage (e.g., read-only memory), flash memory, or any
combination of such memories.

[00101] The system memory 704 may include an operating system 705 and one or more
program modules 706 suitable for running software application 720, such as one or more
virtual machines and/or one or more components supported by the systems described
herein. The operating system 705, for example, may be suitable for controlling the
operation of the computing device 700.

[00102] Furthermore, embodiments of the disclosure may be practiced in conjunction
with a graphics library, other operating systems, or any other application program and is
not limited to any particular application or system. This basic configuration is illustrated in
Figure 7 by those components within a dashed line 708. The computing device 700 may

have additional features or functionality. For example, the computing device 700 may also
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include additional data storage devices (removable and/or non-removable) such as, for
example, solid-state drives, magnetic disks, optical disks, or tape. Such additional storage
is illustrated in Figure 7 by a removable storage device 709 and a non-removable storage
device 710.

[00103] As stated above, a number of program modules and data files may be stored in
the system memory 704. While executing on the processing unit 702, the program
modules 706 (e.g., application 720) may perform processes including, but not limited to,
the aspects, as described herein. Other program modules that may be used in accordance
with aspects of the present disclosure may include virtual machines, hypervisors, and other
types of applications such as electronic mail and contacts applications, word processing
applications, spreadsheet applications, database applications, slide presentation
applications, drawing or computer-aided application programs, etc.

[00104] Furthermore, embodiments, or portions of embodiments, of the disclosure may
be practiced in an electrical circuit comprising discrete electronic elements, packaged or
integrated electronic chips containing logic gates, a circuit utilizing a microprocessor, or
on a single chip containing electronic elements or microprocessors. For example,
embodiments of the disclosure may be practiced via a system-on-a-chip (SOC) where each
or many of the components illustrated in Figure 7 may be integrated onto a single
integrated circuit. Such an SOC device may include one or more processing units, graphics
units, communications units, system virtualization units and various application
functionality all of which are integrated (or “burned”) onto the chip substrate as a single
integrated circuit. When operating via an SOC, the functionality, described herein, with
respect to the capability of client to switch protocols may be operated via application-
specific logic integrated with other components of the computing device 700 on the single
integrated circuit (chip). Embodiments of the disclosure may also be practiced using other
technologies capable of performing logical operations such as, for example, AND, OR,
and NOT, including but not limited to mechanical, optical, fluidic, and quantum
technologies. In addition, embodiments of the disclosure may be practiced within a
general-purpose computer or in any other circuits or systems.

[00105] The computing device 700 may also have one or more input device(s) 712 such
as a keyboard, a mouse, a pen, a sound or voice input device, a touch or swipe input
device, etc. The output device(s) 714 such as a display, speakers, a printer, etc. may also be
included. The aforementioned devices are examples and others may be used. The

computing device 700 may include one or more communication connections 716 allowing

31



10

15

20

25

30

WO 2022/197441 PCT/US2022/018409

communications with other computing devices 750. Examples of suitable communication
connections 716 include, but are not limited to, radio frequency (RF) transmitter, receiver,
and/or transceiver circuitry; universal serial bus (USB), parallel, and/or serial ports.
[00106] The term computer readable media as used herein may include computer storage
media. Computer storage media may include volatile and nonvolatile, removable and non-
removable media implemented in any method or technology for storage of information,
such as computer readable instructions, data structures, or program modules. The system
memory 704, the removable storage device 709, and the non-removable storage device
710 are all computer storage media examples (e.g., memory storage). Computer storage
media may include RAM, ROM, electrically erasable read-only memory (EEPROM),
flash memory or other memory technology, CD-ROM, digital versatile disks (DVD) or
other optical storage, magnetic cassettes, magnetic tape, magnetic disk storage or other
magnetic storage devices, or any other article of manufacture which can be used to store
information and which can be accessed by the computing device 700. Any such computer
storage media may be part of the computing device 700. Computer storage media does not
include a carrier wave or other propagated or modulated data signal.

[00107] Communication media may be embodied by computer readable instructions,
data structures, program modules, or other data in a modulated data signal, such as a
carrier wave or other transport mechanism, and includes any information delivery media.
The term “modulated data signal” may describe a signal that has one or more
characteristics set or changed in such a manner as to encode information in the signal. By
way of example, and not limitation, communication media may include wired media such
as a wired network or direct-wired connection, and wireless media such as acoustic, radio
frequency (RF), infrared, and other wireless media.

[00108] As previously discussed, the aspects and functionalities described herein may
operate over distributed systems (e.g., cloud-based computing systems such as the system
106 described in Figure 1 and Figure 5), where application functionality, memory, data
storage and retrieval and various processing functions may be operated remotely from
each other over a distributed computing network, such as the Internet or an intranet.
Resultantly, tenant administrators or other users, for example, may utilize associated
computing devices to interact with the system 106. User interfaces and information of
various types may be displayed via on-board computing device displays or via remote
display units associated with such computing devices. For example, user interfaces and

information of various types may be displayed and interacted with on a wall surface onto
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which user interfaces and information of various types are projected. Interaction with the
multitude of computing systems with which embodiments of the invention may be
practiced include, keystroke entry, touch screen entry, voice or other audio entry, gesture
entry where an associated computing device is equipped with detection (e.g., camera)
functionality for capturing and interpreting user gestures for controlling the functionality
of the computing device, and the like. Figures 8 A and 8B below include an example
computing device associated with client (e.g., a computing device associated with a tenant
administrator or other user), for example, that may be utilized to execute a locally installed
application associated with the system 106 or run a web browser through which a web
application associated with the system 106 is accessible to send requests to the service
and/or request status updates, among other functionalities.

[00109] Figures 8A and 8B illustrate a mobile computing device 800, for example, a
mobile telephone, a smart phone, wearable computer (such as a smart watch), a tablet
computer, a laptop computer, and the like, with which embodiments of the disclosure may
be practiced. In some aspects, the client may be a mobile computing device. With
reference to Figure 8A, one aspect of a mobile computing device 800 for implementing the
aspects is illustrated. In a basic configuration, the mobile computing device 800 is a
handheld computer having both input elements and output elements. The mobile
computing device 800 typically includes a display 805 and one or more input buttons 810
that allow the user to enter information into the mobile computing device 800. The display
805 of the mobile computing device 800 may also function as an input device (e.g., a
touch screen display).

[00110] Ifincluded, a side input element 815 allows additional user input. The side input
element 815 may be a rotary switch, a button, or any other type of manual input element.
Additionally, if included, an on-board camera 830 allows further user input in the form of
image data captured using the camera 830. In alternative aspects, mobile computing
device 800 may incorporate more or less input elements. For example, the display 805
may not be a touch screen in some embodiments.

[00111] In yet another alternative embodiment, the mobile computing device 800 is a
portable phone system, such as a cellular phone. The mobile computing device 800 may
also include a keypad 835. The keypad 835 may be a physical keypad or a “soft” keypad
generated on the touch screen display.

[00112] In various embodiments, the output elements include the display 805 for

showing a graphical user interface (GUI), a visual indicator 820 (e.g., a light emitting
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diode), and/or an audio transducer 825 (e.g., a speaker). In some aspects, the mobile
computing device 800 incorporates a vibration transducer for providing the user with
tactile feedback. In yet another aspect, the mobile computing device 800 incorporates
input and/or output ports, such as an audio input (e.g., a microphone jack), an audio output
(e.g., a headphone jack), and a video output (e.g., a HDMI port) for sending signals to or
receiving signals from an external device (e.g., a peripheral device). These input and/or
output ports are also referred to as peripheral device ports 840 as illustrated in Figure 8B.
[00113] Figure 8B is a block diagram illustrating the architecture of one aspect of a
mobile computing device. That is, the mobile computing device 800 can incorporate a
system (e.g., an architecture) 802 to implement some aspects. In one embodiment, the
system 802 is implemented as a “smart phone” capable of running one or more
applications (e.g., browser, e-mail, calendaring, contact managers, messaging clients,
games, and media clients/players). In some aspects, the system 802 is integrated as a
computing device, such as an integrated personal digital assistant (PDA) and wireless
phone.

[00114] One or more application programs 866 may be loaded into the memory 862 and
run on or in association with the operating system 864. Examples of the application
programs 866 include phone dialer programs, e-mail programs, personal information
management (PIM) programs, word processing programs, spreadsheet programs, Internet
browser programs, messaging programs, and so forth. In an aspect, the application
programs 866 may also include an application associated with the system 106. The system
802 also includes a non-volatile storage area 868 within the memory 862. The non-volatile
storage area 868 may be used to store persistent information that should not be lost if the
system 802 is powered down. The application programs 866 may use and store
information in the non-volatile storage area 868, such as e-mail or other messages used by
an e-mail application, and the like. A synchronization application (not shown) also resides
on the system 802 and is programmed to interact with a corresponding synchronization
application resident on a host computer to keep the information stored in the non-volatile
storage area 868 synchronized with corresponding information stored at the host computer.
As should be appreciated, other applications may be loaded into the memory 862 and run
on the mobile computing device 800 described herein.

[00115] The system 802 has a power supply 870, which may be implemented as one or
more batteries. The power supply 870 might further include an external power source,

such as an AC adapter or a powered docking cradle that supplements or recharges the
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batteries.

[00116] The system 802 may also include a radio interface layer 872 that performs the
function of transmitting and receiving radio frequency communications. The radio
interface layer 872 facilitates wireless connectivity between the system 802 and the
“outside world,” via a communications carrier or service provider. Transmissions to and
from the radio interface layer 872 are conducted under control of the operating system
864. In other words, communications received by the radio interface layer 872 may be
disseminated to the application programs 866 via the operating system 864, and vice versa.
[00117] The visual indicator 820 described with reference to Figure 8A may be used to
provide visual notifications, and/or an audio interface 874 may be used for producing
audible notifications via the audio transducer 825 described with reference to Figure 8A.
These devices may be directly coupled to the power supply 870 so that when activated,
they remain on for a duration dictated by the notification mechanism even though the
processor(s) (e.g., processor 860 and/or special-purpose processor 861) and other
components might shut down for conserving battery power. The visual indicator 820 may
be programmed to remain on indefinitely until the user takes action to indicate the
powered-on status of the device. The audio interface 874 is used to provide audible signals
to and receive audible signals from the user. For example, in addition to being coupled to
the audio transducer 825, the audio interface 874 may also be coupled to a microphone to
receive audible input, such as to facilitate a telephone conversation. In accordance with
embodiments of the present disclosure, the microphone may also serve as an audio sensor
to facilitate control of notifications, as will be described below. The system 802 may
further include a video interface 876 that enables an operation of an on-board camera 830
to record still images, video stream, and the like.

[00118] A mobile computing device 800 implementing the system 802 may have
additional features or functionality. For example, the mobile computing device 800 may
also include additional data storage devices (removable and/or non-removable) such as,
magnetic disks, optical disks, or tape. Such additional storage is illustrated in Figure 6B by
the non-volatile storage area 868.

[00119] Data/information generated or captured by the mobile computing device 800 and
stored via the system 802 may be stored locally on the mobile computing device 800, as
described above, or the data may be stored on any number of storage media that may be
accessed by the device via the radio interface layer 872 or via a wired connection between

the mobile computing device 800 and a separate computing device associated with the
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mobile computing device 800, for example, a computing device in a distributed computing
network, such as the Internet. As should be appreciated such data/information may be
accessed via the mobile computing device 800 via the radio interface layer 872 or via a
distributed computing network. Similarly, such data/information may be readily
transferred between computing devices for storage and use according to well-known
data/information transfer and storage means, including electronic mail and collaborative
data/information sharing systems.

[00120] Based on the foregoing, various aspects related to the deduplication of incoming
cloud computing requests are described herein. For example, in one aspect, systems are
disclosed. An example system includes one or more datacenters comprising one or more
processors and one or more memories coupled to the one or more processors. The one or
more datacenters may operate an endpoint that receives requests in message form for tasks
to be performed by the system, a queue that queues messages received from the endpoint,
and a data store that stores the messages from the queue. The system may be configured to
perform operations that include receiving, at the endpoint, a request in a form of a message
and querying the data store for a stored message that is a duplicate of the received
message. The operations may further include, based on the querying, determining the
received message is not a duplicate of one of the stored messages in the data store, and
placing the received message in the queue.

[00121] In some aspects, the received message may be comprised of a plurality of
attributes that include one or more of a request type, a source identifier, a target identifier,
or a data manipulation type. The data store may queried using one or more of the plurality
of attributes as input. As one example, using the request type attribute of the received
message as input, a first query on the data store may be performed to return a subset of the
stored messages that are associated with a same request type. Then, using one or more
additional attributes of the received message as input, a second query may be performed
on the subset of the stored messages to determine that the received message is not a
duplicate of a stored message from the subset of the stored messages.

[00122] In other aspects the operations may include: defining a key for the received
message based on one or more attributes of the received message subsequent to placing
the received message in the queue; comparing the key defined for the received message to
keys defined for other messages in the queue, determining the key defined for the received
message is a duplicate key based on the comparing; and discarding the received message

from the queue. Alternatively, the operations may include: defining a key for the received
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message based on one or more attributes of the received message subsequent to placing
the received message in the queue; comparing the key defined for the received message to
keys defined for other messages in the queue; determining the key defined for the received
message is not a duplicate key based on the comparing; and maintaining the received
message in the queue, wherein the received message is subsequently retrieved from the
queue for storage in the data store.

[00123] In other aspects, the operations may include: defining a key for the received
message based on one or more attributes of the received message subsequent to placing
the received message in the queue; comparing the key defined for the received message to
keys defined for other messages in the queue; determining the key defined for the received
message is not a duplicate key based on the comparing; maintaining the received message
in the queue; retrieving the received message from the queue for storage in the data store;
prior to storing the received message in the data store, requerying the data store for a
stored message that is a duplicate of the received message; determining the received
message is a duplicate of one of the stored messages in the data store based on the
requerying; and discarding the received message. Alternatively, the operations may
include: defining a key for the received message based on one or more attributes of the
received message subsequent to placing the received message in the queue; comparing the
key defined for the received message to keys defined for other messages in the queue;
determining the key defined for the received message is not a duplicate key based on the
comparing; maintaining the received message in the queue; retrieving the received
message from the queue for storage in the data store; prior to storing the received message
in the data store, requerying the data store for a stored message that is a duplicate of the
received message; determining the received message is not a duplicate of one of the stored
messages in the data store based on the requerying; and storing the received message in
the data store.

[00124] Subsequent to the storing of the received message in the data store, the received
message may be retrieved from the data store, processed to determine one or more tasks
for execution, and the one or more tasks may be executed. Upon execution of the one or
more tasks, providing a status update to the data store for storage in association with the
received message. A lock may be acquired for the message prior to processing the received
message.

[00125] In further aspects, the operations may include retrieving the received message

from the queue for storage in the data store, requerying the data store for a stored message
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that is a duplicate of the received message prior to storing the received message in the data
store, and determining whether the received message is a duplicate of one of the stored
messages in the data store based on the requerying. If the received message is a duplicate,
the received message may be discarded, else the received message may be stored in the
data store.

[00126] In yet further aspects, the operations may include receiving a second request in a
form of a second message; querying the data store for a stored message that is a duplicate
of the second message; determining the second message is a duplicate of one of the stored
messages in the data store based on the querying; and discarding the second message.
[00127] In another aspect, methods are disclosed. An example method includes
receiving, at an endpoint of a cloud computing system, a request in a form of a message
and querying a data store of the cloud computing system that comprises a plurality of
stored messages for a stored message that is a duplicate of the received message. The
method further includes determining, based on the querying, the received message is not a
duplicate of one of the plurality of stored messages in the data store, and placing the
received message in a queue of the cloud computing system.

[00128] In some aspects, subsequent to placing the received message in the queue, a key
for the received message may be defined based on one or more attributes of the received
message, and compared to keys defined for other messages in the queue. Based on the
comparing, a determination whether the key defined for the received message is a
duplicate key may be made. If the key defined for the received message is a duplicate key,
the received message may be discarded, else the received message may be maintained in
the queue for subsequent retrieval from the queue and storage in the data store.

[00129] In other aspects, subsequent to placing the received message in the queue, a key
for the received message may be defined based on one or more attributes of the received
message, and compared to keys defined for other messages in the queue. Based on the
comparing, a determination that the key defined for the received message is not a duplicate
key may be made and the received message may be maintained in the queue. The received
message may be retrieved from the queue for storage in the data store, and prior to storing
the received message in the data store, the data store may be requeried for a stored
message that is a duplicate of the received message. Based on the requerying, a
determination whether the received message is a duplicate of one of the plurality of stored
messages in the data store may be made. If the received message is a duplicate, the

received message may be discarded, else the received message may be stored in the data
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store.

[00130] In further aspects, the received message may be retrieved from the queue for
storage in the data store, and prior to storing the received message in the data store, the
data store may be requeried for a stored message that is a duplicate of the received
message. Based on the requerying, a determination whether the received message is a
duplicate of one of the plurality of stored messages in the data store may be made. If the
received message is a duplicate, the received message may be discarded, else the received
message may be stored in the data store.

[00131] In yet further aspects, a second request may be received in a form of a second
message. The data store may be queried for a stored message that is a duplicate of the
second message. Based on the querying, the second message may be determined to be a
duplicate of one of the plurality of stored messages in the data store, and the second
message may be discarded.

[00132] In a further aspect, methods are disclosed. An example method includes
receiving, at an endpoint of a cloud computing system, a request in a form of a message,
and querying a data store of the cloud computing system that comprises a plurality of
stored messages for a stored message that is a duplicate of the received message. The
method further includes determining the received message is a duplicate of one of the
plurality of stored messages in the data store based on the querying, and discarding the
received message.

[00133] In some aspects, the received message may include a plurality of attributes that
include one or more of a request type, a source identifier, a target identifier, or a data
manipulation type. The data store may be queried using one or more of the plurality of
attributes as input. For example, using the request type attribute of the received message as
input, a first query may be performed on the data store to return, as results of the first
query, a subset of stored messages from the plurality of messages that are associated with
a same request type. Then, using one or more additional attributes of the received message
as input, a second query may be performed on the subset of stored messages to return, as
results of the second query, the one of the plurality of stored messages in the data store
that the received message is a duplicate of.

[00134] Additionally, various aspects related to the migrating mailbox identities are
described herein. For example, in one aspect, systems are disclosed. An example system
includes at least one processor, and at least one memory coupled to the at least one

processor for performing operations. The operations may include receiving at least one
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request to migrate identities of a plurality of mailboxes of a source tenant to a plurality of
mail users of a target tenant, where the plurality of mail users correspond to the plurality
of mailboxes. The operations may also include copying the identities of the plurality of
mailboxes to a data store associated with the target tenant, uploading mapping data to the
data store, and mapping, using the mapping data, the identities of the plurality of
mailboxes copied to the data store to the corresponding plurality of mail users of the target
tenant. The operations may further include for each of the identities that are mapped to the
corresponding mail users of the target tenant, copying at least one attribute of the
respective identity from the data store to the respective corresponding mail user of the
target tenant.

[00135] In some aspects, prior to copying the identities of the plurality of mailboxes to
the data store, the at least one request may be validated. Validating the at least one request
may include determining the source tenant and the target tenant are configured for the
migration. The source tenant and the target tenant may be configured for the migration
when each of the source tenant and the target tenant have enabled identity migration,
specified the other of the source tenant or the target tenant involved in the identity
migration, and specified a direction for the migration of the identities. Also, prior to
copying the identities of the plurality of mailboxes to the data store and based on whether
the source tenant or the target tenant sent the at least one request, the at least one request
may be provided to the other of the source tenant or the target tenant for acceptance. The
acceptance may be received from the other of the source tenant or the target tenant.
[00136] In other aspects, the data store may be a hidden mailbox that is stored locally at
the target tenant and is accessible by the system. The data store may include at least one
collection comprised of a plurality of rows. Each of the plurality of rows in a first
collection of the data store may store an identity from the copied identities. The mapping
data may include a set of source identifiers for the plurality of mailboxes of the source
tenant and a set of target identifiers for the mail users of the target tenant. Thus, uploading
the mapping data to the data store may include uploading the mapping data for storage in a
second collection of the data store, where each of the plurality of rows in the second
collection may store a source identifier for a mailbox from the set of source identifiers and
a target identifier for a mail user that corresponds to the mailbox from the set of target
identifiers. To perform the mapping, for each row of the plurality of rows in the second
collection storing the mapping data, the source identifier for the mailbox may be

referenced from the set of source identifiers, and a determination is made that an identity

40



10

15

20

25

30

WO 2022/197441 PCT/US2022/018409

for the mailbox is copied in the data store based on a presence of the source identifier for
the mailbox in a row of the first collection of the data store. Then, the target identifier for
the mail user that corresponds to the mailbox may be referenced from the set of target
identifiers, and a determination is made that the mail user exists at the target tenant based
on a presence of the target identifier for the mail user at the target tenant.

[00137] In further aspects, the target tenant may download from the system a list of the
identities copied to the data store and creating a mapping file based on the list, and in
response the mapping file may be uploaded to the system as part of the mapping data. At
least one of the identities of the plurality of mailboxes copied to the data store may not be
mapped to a corresponding mail user of the target tenant, and in response, new mapping
data may be uploaded to the data store. Using the new mapping data, the at least one of the
identities copied to the data store may be mapped to the corresponding mail user of the
target tenant. If the at least one of the identities is mapped to the corresponding mail user,
at least one attribute of the respective identity may be copied to the respective
corresponding mail user of the target tenant.

[00138] In another aspect, methods for migrating mailbox identities are disclosed. An
example method includes receiving, by a cloud computing service, at least one request to
migrate identities of a plurality of mailboxes of a source tenant to a plurality of mail users
of a target tenant, where the plurality of mail users correspond to the plurality of
mailboxes, and the source tenant and the target tenant are tenants of the cloud computing
service. The method may also include copying, by the cloud computing service, the
identities of the plurality of mailboxes to a data store associated with the target tenant,
uploading mapping data to the data store, and mapping, by the cloud computing service
using the mapping data, the identities of the plurality of mailboxes copied to the data store
to the corresponding plurality of mail users of the target tenant. For each of the identities
that are mapped to the corresponding mail users of the target tenant, the method may
further include, copying, by the cloud computing service, at least one attribute of the
respective identity from the data store to the respective corresponding mail user of the
target tenant.

[00139] In some aspects, the at least one request may be validated. The validation may
include determining the source tenant and the target tenant are configured for the
migration. In response to validating the at least one request and based on whether the
source tenant or the target tenant sent the at least one request, the at least one request may

be provided to the other of the source tenant or the target tenant for acceptance, and such
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acceptance may be received. In response to receiving the acceptance, the identities of the
plurality of mailboxes may be copied to the data store.

[00140] In other aspects, the data store may include at least one collection comprised of
a plurality of rows. Each of the plurality of rows in a first collection of the data store may
store an identity from the copied identities. The mapping data may include a set of source
identifiers for the plurality of mailboxes of the source tenant and a set of target identifiers
for the mail users of the target tenant. Thus, uploading the mapping data to the data store
may include uploading the mapping data for storage in a second collection of the data
store, where each of the plurality of rows in the second collection of the data store stores a
source identifier for a mailbox from the set of source identifiers and a target identifier for a
mail user that corresponds to the mailbox from the set of target identifiers. To perform the
mapping, for each row of the plurality of rows in the second collection storing the
mapping data, the source identifier for the mailbox may be referenced from the set of
source identifiers, and a determination made that an identity for the mailbox is copied in
the data store based on a presence of the source identifier for the mailbox in a row of the
first collection of the data store. Then, the target identifier for the mail user that
corresponds to the mailbox may be referenced from the set of target identifiers, and a
determination made that the mail user exists at the target tenant based on a presence of the
target identifier for the mail user at the target tenant.

[00141] In further aspects, the target tenant may download from the cloud computing
service a list of the identities copied to the data store and create a mapping file based on
the list. In response, the mapping file may be uploaded as part of the mapping data. At
least one of the identities of the plurality of mailboxes copied to the data store may not be
mapped to a corresponding mail user of the target tenant, and in response, new mapping
data may be uploaded to the data store. Using the new mapping data, the at least one of the
identities copied to the data store may be copied to the corresponding mail user of the
target tenant. If the at least one of the identities is mapped to the corresponding mail user,
at least one attribute of the respective identity may be copied to the respective
corresponding mail user of the target tenant.

[00142] In a further aspect, computer storage media storing instructions for migrating
mailbox identities are described. An example computer storage media stores instructions
for migrating mailbox identities that, when executed by at least one processor, cause the at
least one processor to perform operations. The operations may include receiving at least

one request to migrate identities of a plurality of mailboxes of a source tenant to a plurality
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of mail users of a target tenant, where the plurality of mail users correspond to the
plurality of mailboxes. The operations may also include copying the identities of the
plurality of mailboxes to a data store associated with the target tenant, uploading
mapping data to the data store, and mapping, using the mapping data, the identities of the
plurality of mailboxes copied to the data store to the corresponding plurality of mail users
of the target tenant. The operations may further include, for each of the identities that are
mapped to the corresponding mail users of the target tenant, copying at least one attribute
of the respective identity from the data store to the respective corresponding mail user of
the target tenant.

[00143] Aspects of the present disclosure, for example, are described above with
reference to block diagrams and/or operational illustrations of methods, systems, and
computer program products according to aspects of the disclosure. The functions/acts
noted in the blocks may occur out of the order as shown in any flowchart. For example,
two blocks shown in succession may in fact be executed substantially concurrently or the
blocks may sometimes be executed in the reverse order, depending upon the
functionality/acts involved. Further, as used herein and in the claims, the phrase “at least
one of element A, element B, or element C” is intended to convey any of: element A,
element B, element C, elements A and B, elements A and C, elements B and C, and
elements A, B, and C.

[00144] The description and illustration of one or more aspects provided in this
application are not intended to limit or restrict the scope of the disclosure as claimed in
any way. The aspects, examples, and details provided in this application are considered
sufficient to convey possession and enable others to make and use the best mode of
claimed disclosure. The claimed disclosure should not be construed as being limited to any
aspect, example, or detail provided in this application. Regardless of whether shown and
described in combination or separately, the various features (both structural and
methodological) are intended to be selectively included or omitted to produce an
embodiment with a particular set of features. Having been provided with the description
and illustration of the present application, one skilled in the art may envision variations,
modifications, and alternate aspects falling within the spirit of the broader aspects of the
general inventive concept embodied in this application that do not depart from the broader

scope of the claimed disclosure.

43



WO 2022/197441 PCT/US2022/018409

CLAIMS
1. A system comprising:
at least one processor; and
at least one memory coupled to the at least one processor for operating:
an endpoint that receives requests in message form for tasks to be
performed by the system;
a queue that queues messages received from the endpoint; and
a data store that stores the messages from the queue;
wherein the system is configured to perform operations comprising:
receiving, at the endpoint, a request in a form of a message;
querying the data store for a stored message that is a duplicate of the
received message;
based on the querying, determining the received message is not a duplicate
of one
of the stored messages in the data store; and
placing the received message in the queue.
2. The system of claim 1, wherein the received message comprises a plurality of
attributes that include at least one of a request type, a source identifier, a target identifier,
or a data manipulation type, and the data store is queried using at least one of the plurality
of attributes as input.
3. The system of claim 2, wherein, for querying the data store, the operations further
include:
using the request type attribute of the received message as input, performing a first
query on the data store to return a subset of the stored messages that are associated with a
same request type; and
using at least one additional attribute of the received message as input, performing
a second query on the subset of the stored messages to determine that the received
message is not a duplicate of a stored message from the subset of the stored messages.
4. The system of claim 1, wherein the operations further include:
subsequent to placing the received message in the queue, defining a key for the
received message based on at least one attribute of the received message;
comparing the key defined for the received message to keys defined for other
messages in the queue;

based on the comparing, determining the key defined for the received message is a
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duplicate key; and

discarding the received message from the queue.
5. The system of claim 1, wherein the operations further include:

subsequent to placing the received message in the queue, defining a key for the
received message based on at least one attribute of the received message;

comparing the key defined for the received message to keys defined for other
messages in the queue;

based on the comparing, determining the key defined for the received message is
not a duplicate key; and

maintaining the received message in the queue, wherein the received message is
subsequently retrieved from the queue for storage in the data store.
6. The system of claim 1, wherein the operations further include:

subsequent to placing the received message in the queue, defining a key for the
received message based on at least one attribute of the received message;

comparing the key defined for the received message to keys defined for other
messages in the queue;

based on the comparing, determining the key defined for the received message is
not a duplicate key;

maintaining the received message in the queue;

retrieving the received message from the queue for storage in the data store;

prior to storing the received message in the data store, requerying the data store for
a stored message that is a duplicate of the received message;

based on the requerying, determining the received message is a duplicate of one of
the stored messages in the data store; and

discarding the received message.
7. The system of claim 1, wherein the operations further include:

subsequent to placing the received message in the queue, defining a key for the
received message based on at least one attribute of the received message;

comparing the key defined for the received message to keys defined for other
messages in the queue;

based on the comparing, determining the key defined for the received message is
not a duplicate key;

maintaining the received message in the queue;

retrieving the received message from the queue for storage in the data store;
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prior to storing the received message in the data store, requerying the data store for
a stored message that is a duplicate of the received message;

based on the requerying, determining the received message is not a duplicate of
one of the stored messages in the data store; and

storing the received message in the data store.
8. The system of claim 7, wherein the operations further include:

subsequent to the storing of the received message in the data store, retrieving the
received message from the data store;

processing the received message to determine at least one task for execution; and

executing the at least one task.
0. The system of claim 1, wherein the operations further include:

retrieving the received message from the queue for storage in the data store;

prior to storing the received message in the data store, requerying the data store for
a stored message that is a duplicate of the received message; and

based on the requerying, determining whether the received message is a duplicate
of one of the stored messages in the data store,

wherein if the received message is a duplicate, the received message is discarded,
else the received message is stored in the data store.
10.  The system of claim 1, wherein the operations further include:

receiving a second request in a form of a second message;

querying the data store for a stored message that is a duplicate of the second
message;

based on the querying, determining the second message is a duplicate of one of the
stored messages in the data store; and

discarding the second message.
11. A method comprising:

receiving, at an endpoint of a cloud computing system, a request in a form of a
message;

querying a data store of the cloud computing system that comprises a plurality of
stored messages for a stored message that is a duplicate of the received message;

based on the querying, determining the received message is not a duplicate of one
of the plurality of stored messages in the data store; and

placing the received message in a queue of the cloud computing system.

12. The method of claim 11, further comprising:
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subsequent to placing the received message in the queue, defining a key for the
received message based on at least one attribute of the received message;

comparing the key defined for the received message to keys defined for other
messages in the queue; and

based on the comparing, determining whether the key defined for the received
message is a duplicate key,

wherein if the key defined for the received message is a duplicate key, the received
message is discarded, else the received message is maintained in the queue for subsequent
retrieval from the queue and storage in the data store.
13. The method of claim 11, further comprising:

subsequent to placing the received message in the queue, defining a key for the
received message based on at least one attribute of the received message;

comparing the key defined for the received message to keys defined for other
messages in the queue;

based on the comparing, determining the key defined for the received message is
not a duplicate key;

maintaining the received message in the queue;

retrieving the received message from the queue for storage in the data store;

prior to storing the received message in the data store, requerying the data store for
a stored message that is a duplicate of the received message; and

based on the requerying, determining whether the received message is a duplicate
of one of the plurality of stored messages in the data store;

wherein if the received message is a duplicate, the received message is discarded,
else the received message is stored in the data store.
14. The method of claim 13, further comprising:

retrieving the received message from the queue for storage in the data store,

prior to storing the received message in the data store, requerying the data store for
a stored message that is a duplicate of the received message; and

based on the requerying, determining whether the received message is a duplicate
of one of the plurality of stored messages in the data store,

wherein if the received message is a duplicate, the received message is discarded,
else the received message is stored in the data store.
15. Computer storage media storing instructions, that when executed by a processor,

causes the processor to perform operations comprising:
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receiving, at an endpoint of a cloud computing system, a request in a form of a
message;

querying a data store of the cloud computing system that comprises a plurality of
stored messages for a stored message that is a duplicate of the received message;

based on the querying, determining the received message is a duplicate of one of
the plurality of stored messages in the data store; and

discarding the received message.
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