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o RSA (Rivest Shamir Adleman) SFie]|ZL Z7i7]el /172 AER WSolA obsslel B552 aais
JEIY dost B Q1T o R, A= V71, A7 AS/1#F 2L A 7174 dgE o] By
gk, RSAS 2 N7 daEls VWbl A ATV R=E/AEEE A9 AES AR ¢ Jong Ad7)E
Het 34, o]l EHW FAd FA(side channel attack)e] Hx7F =i vt FAd 34 Wy &, diFe] d
olHE FHte] EAIHoR HA5l= DPA(Differential Power Analysis) &2 wf$- 3 Aoz d#A 3l
t}.

39, PUF (Physically Unclonable Function)® o= 27153k (unpredictable) TAE s AT = AUrt.
ANe] PFES AEet Az T4 Foixal, w4 FHNA Ax=HGe=, 7] 79 PIFEo] A& s
oxg zk& 2ok, PUFE EA7 B7453 POWF (Physical One-Way Function practically impossible to be
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layer contact) H= H|ok(via)e] A AF7F GEH o2 AAGHEE & Wyo] AAEHA.
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Zzage TANE TPSs ARY PN AP A 37 Z2AN7 FARES i olste] By
o AESS TFY 5 Aok WH] AESE: 37 ZaANZ FU 2R A4 L AGAE S
FAE AL QARE FAN FES A RS s guo] ME; % 37] ZeAAT A7) AL AAHE
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ol 7led AMEE @S AR ofssoxs ¢ HH, Arldas AWstr] fE AAH Fol= ol

w54 A9 9900 Qo AAE folw glom, o A% APHE Ay YRdA FAF 1 onE
A Aolth.  wekA ofy Aol AMEEE fol wed golo] WAl ohd 1 folr} xe ot
AN el 27 WES B2 ojsEolol dr).

T 1S g el wEl AAHE F7Ie JAAHE J17E AlEdt
(100)= Holm 3l}e] TZAAE E3sl= HAEE ko] 2o
How el @A @, 2uEE, HEe, A%, 0e 7 v 2
d o o AA00)= 7] 7INE sk dard]s, ol SHlW RSASH 2 WtAY] dhsh daels
& s das i

XA o] wp=m 2] (100)2] AHAF-(110)= RSA darg]Eol
[e)

&3t AA Aol Bast A
Al A~HE F717](instant public-key) "E"Z A 3tc}. = ] 3]

1218 A1 A
AJ2d (random number generating) A4S S FIFE = v, A, AHHE EE 39]
/\/\(Drime) TE w2 52 Adn A4 (pseudo-prime)o]ofoF 37| wjFoltt. AA

A 7} E591A9), 2 gl 1o] ohiA Beldt 4 v,

H dAA g wEd ZFX(100) 0= FERYHor H¥sE e ¥4 HA(process variation)E o]&
st=g)o] PAZHAE (hardware finger-print)E A|F38k= PUF (v|Z=A])7F E3E O A& & Urd. WH=x

ARE o] &3t PUIFE T-dstes doe o2 77 vk, dA[A o= vieAo dxdd #golols Ake]
15 Hlok(via)E T ¢lE-#lolo] AV (inter-layer contact)E9 F2Y%4 FA-IA A ZAHZ o] &
PUF7}F -4 & om, o|& AAs] FI/Hg '630 53819 WAL, FaagEA o] HAA A&FT}.

2 = ol 2 o
o
i)

B el AN G, P} AT Sedlel BARARS B 2y AL 44 dneil o8
Foanh. A ARAoR AAm QEGD) 1Y AN, OF AFE, oF AT W 1 A
(b, 91 F4 Fow Hoslol BAZALA o188 + Arh. o A9 sheAlol BAAL @3k A 4

I

g AMA7(p, a) #kel Apolrt

A 14 MA7 (b, )& FHaA7= B7FsE
& wEA AYTEE AL Thssid

S ol A el ]’\1 PUF7} A& b st=dlo] PAZIES 7] A4 9H A

g SR Q. olEHW AZE0] Y/Es o] How wabshs A WH daels

ft, HE= A= 7l(seed key) 2 StEfo] FAZHUETL o] &d = Qlrt.

wzgoe] 71Esld "ok, 7EEe 3 32-bitR FEIERZ o] W 7HA
T3, "a A =g FAZUE FoRREH 1A /A7)

= random( )

$1 g2 19 93] Al A="HE FU7] E7F AAEE, AAE-(120)= RSA WAl A A" ALt e o}
dargFel wet Al JAAHE FIN7] EE o834, E9 RSA #4<l, ohA] w3l B9t AS o]F+ Al JISHE
©17](instant private-key) "D"& A4ts] Wit).

o

ol Al RSA darglmellA 7] da AL el JMR7I-ENTIE S A B AlAtshE A2 ofiek 2
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2 o] k. RSA WAlelA JHQ17IE D, p, 7t o™, G 7)71dl AFH= F371E {E, Njo
ATt 714 N& p¢t q2 HolH, D9 E= D X E = 1 mod (p-D)(g-D)<! #AZF A3, g& 77y <
F7IHe R AdyE By NG 29 A5 G dFolwt EAetA He=(28a ESAsokRt k=) /171 {D, p,
Qe HSF FZA 9 giite] Ak, DE A3ATE EA HW, AFAN AR Hx7F Jbesith. 18 DE R
2ZYgE p 9/EE g @& A3V &9, Rl FUNEH e ESF A ARESte] DE A S 7] o
oll, o] RSA &5st= o ol 7HX7F flA .
kA A3k upe} o] HAld F7, o] DPA (Differential Power Analysis, X A8 E41)L2 7]7]9
AR AE 3¥S BASEY, shve dF A% 9¥nk 3E35= SPA (Simple Power Analysis) 3243 &4,
d 9y ] A EA BRel oJ&) o] D, p e g 53 sl "vh. o]

4

ZHe RSA 9hE daElFAMe AT A7 A" /171D, p, abE ZHAAL Qlan, gl /1571l
°of I A agd FN7IRL AR, Ny 7HAAL IStk wEpA $ARTE 771l A S whe Ao R
ALAshz Ao DPACl et vl B & Fshs Aol 7hssrlel gl At

ey g7 AAldel mhaw, o] AjRlTIek FAN7] F Mol DeF Bk A gro] obd s om widhz glol
Aok oA e, AAE de hEsh daels wao] Aad A9l Al (instantly) Al ARESh=
Dok BE AJdek= Zlolth. A4E D9 EE & Wlone time)Rh AFEH Y] wiizell FAX A AApA o] 54
oSt et e o R eju] @ Aol drh. A2 ol¥A uAHA i gHOR WAHE ke DE
Adstel AEFO M DPA ¥4 & A FAS ddH R WA A

L9 AEE uksh gol, WHeA Al AXRE F7) 7] B2 A dol ol§HE PUFY sh=dlol
FATAEE BUs] AAHGSRE 7 gro] Bebd BeldoR BAATE Ao Brbsdth em PIF @

SR G R B0l AN WHSAD. WA, ol AN B2 PR A2 SHo
WA BE PP uE AANE FASHE AR P

G AL AZEE $7) BF AEHIL, o E olgeled Bl A1 AL SIAHE A9l7) D7k ARk A e,
Al Wbl 9 314 28 wEsE Db EAHA 2L FE Ak

D7} EAeHA fevd, fFad "ILHE D - JIEHE E9 o] e A 4 glonz ) AAHR(110)0] e
Al A2="E FI17] B9 g2 A2 SI=HE FIl7] E'S AAASHA Huk. ol A2 JIAHE F/7] E'S 7F
A3 AREE(120)7F 84 24wk A2 JIZ'HE 7917] D'E Akl 2k, D'o] EAgtd E'Y D'E AMS
sta, 7%A oW o] #AE wHEE £ gt}

o71A, AAF(110)7F A2 AA2HE F/7] B'S W=s 32 Al JAAEE F/7] EE wHENY A FAF
SHA tAl AYE ©H A A4S AR Ad FE AT, ey o) HAEY ¥ has tE A=
7bsatth. olEHW, AAF(110)= T WY dEu A A4S Fdste diil, APHReY g&skE D7t
EAA dd Al JA=HE F/7] Bl A4 28 g = (A 23] E vf= 919 &) & A2 JIAHE F
7] E'olgtar AAste] AT = Ak, of7|A E'S AASE] Y3 Bl galAE "2"ghe A4 dAEd
Aoln=z O gle=z ¥AE 4 Qvh. DY FA oFo wet EE v AA3E A2 = 55 Fxste] ThA

A Aol

A, #]Zo] CRT (Chinese Remainder Theorem)Z o] &3le Ldugl=d F% g
di= EE 7HAa AltEolof gt JIAHE JiA7]= D sty ofye}l ofgll 4738k 33 e 4o mEl A4k
= {dP, dQ}¥ 4 AUt}
F34 3
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[0046]

[0047]

[0048]

[0049]

[0050]

[0051]

[0052]

[0054]

[0055]

[0056]

SIHS3S 10-2017-0052548

784 4

dQ= E-1mod (q—l)

o] RSA-CRT A Alefoll A, AARL(120)9] Aol whel Bl i3t &3 dP g 2 #3523 dQ @ 5 o= &
g E2A5HA 2 Aoz FUEW v AR EE oA Ao & 4 gtk o] Aex Y dn A4
AL A AR FE 9o}, Eoll 22 fajA 1ws] E'S AAstar, o] B thgetE dP' gk 2 dQ' kS Al
Ak 9ok AAR Wee & 68 Fxste] b AgE Aol

olAe]l WAL ) FaEI AAEE FAZI(E)Y A2EE A7 T {dP, dQ})7} AAHA o]F E3}lo]
RSA Wra)¢] ¢ts 3l daE|Fol FyE 5 Ark. WA NS MEEte] AxME SE AT 22 5-(130)7F

olelel e B ST 5 vk
T8 5

S = GenSign (M, D, p, 9)
GenSign()& AxA™ AA shg=A, RSA dugFel wal FAH vk, EAR(140)
Z wAA N A A 717] (o]F "W QF 7)) Ay, FHete o=
A7l E= A A, 2 Auy 717)E o] JA"HE F7] EE

e

4 SN7 NI A ARgStel AT SE TS Aotk ol FA2 & 3§ Fxsto] v AdwE Aol

A, o]FA AFE JA="E 7] EE ol &sto]l AUy 7717F wWAAE AdaDG A K
o)
AN

& A3

Aol = 45 FFdte] e

o] M@ AA oS wat mol A ¥ A w9 on), dad 4 g B iAo ® g2 24 AR
So] 9lS & 9, olgld tE TASL offet e AN S o&) FER 4 vy, wek AT} u)o
2o Azte] o] WM 7] AAEE 97 £ gk, dAA 0 2 FX(100)E EAQFo] A SIAHE
M7 S ALt S AAUAEA] il olu] AAE AL AL sk, azla BA 9F7) o)
d A9 7l 498 AXEE S WYk, AR AAEE TS 44 S Ak B4 RAA o
B A& ma o] tEk EA Ack7} FA odRg sHeldt 4= gk, A 7)) ZolA FEE 4 Qe B4
) etse & 28 Faste] 2ok AAE] Awe Aotk

5 28 gaAdel mgt Aol A A2HE FA7IE A Wl ALgsteE AF AAE ZAEE &5
olt}.  A(200)& o] E|™ 2= 7]#(CA: Certification Authority)¥ 4 dvb. =gz #
shite] Z2AME EFstE HAFY @ Hox dREY F 3, FEIE wHE

o] A %

471 ZRAAC o Aol drHer Fdd 5 3

i

AAA ool wWE F=(200)%, BHet Y" A7) Ao 71719 314 T NI, = 1614 AwE AT} 2ol
dd 717178 A="ESHA skl wAA M, A ek Sl AEE Al JAIAHE $47] B o]8-8h]
AT ST ATshe ARH(22008 23 5 o

AAE Qlastel A 717160 Hjok sk Ao, AER(220)= BAretal QE A 71719l ud @
71N, b A W AL JAHE 7] B olgete], dE doly N& =@k Mol AR
Az Mol B 7I71= A, Al 7171 Aale] 4 9] p, qsk AAHE HQ17] D (B dPet
dQE ol &ste] N' Mo vzmg & Zlojn
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[0057]

[0058]

[0060]

[0061]

[0062]

[0064]

[0066]

[0067]

[0069]

SIHS31 10-2017-0052548

S, dAA G w2 FX (2000, A 71717F Elﬂi A2HE F/7] E7F fr&d 207 #asts s
121008 9 28 Fx vk, 3427 B9 DE BT 1R dlo] ARAEES BAsta o) Adee 35S
o sl & 4 Qloh. o] Ag HAAAE AP F AT ﬂi% AA R o]Fo]A A ETh, E9 DE RSA kel A
A4 Zk(exponential value) @A AREE 7] wjiol Zto] 1ojghd <lzdg-tjmdE 93] wAAg "1"AFS &=
A Arks A ek A FYsy] wEelth. o] w Q1F7F CA AFolA B A [T ARyt FrasHil
g T A |k wEkA olefe AEkE WAEy] 98 SR (210)E A 7725 E e AdA'E
SM7] E7F 30)7de] &4 QAA Felgttt. A E7F AEtAY, E7F 10]8tA faskA] & Egba das S
AT}

= 32 G me A MW AT S EASE SERolth. Ed uks o], Fejo] RSASH ApolA
& 717178 3 AR DE VA QA A, A AS7IRE o] 7171e] nAw w7l ER 7ML 904 o
the Aelrh, mebA, Arjee] mEw = 1 WA = 25 Fxste] AEd = gl Bad gl dxd
E 3471 Bst ol ofa ARtEE IAHE AR D7F AdE o] dEETt

wAE AAGA, 717 ARG pok qibs ZHAAL k. aE]al Q191EE o] 71718l w Sl
TNTE AT Q. Q1T Aed Ag-, 21000 FHET. 9A310)2 WY du A AgEe T
AP J=HE 7] B7F s pHeR, AYEE B 3 oo EFelt. A2HE B Y 2 O
fFaAd A5 dalME = 18 Fxstel AW e Ao

o] Bl 7lEAb= old Do ALkE GA olaE 4 vk, W ©AI(330)0 4 HEE
AAA S7F AR, e, SA(340) oA HIAIA] M, HAATE SeF 3 V] JIA'IE )7 ol
NHor AFA. 8w A5/ AAAE AF duES FdsE SGAG0)0A, 9 dY e |
2 g 7HA " N 3 ARgEF Aoltk. whA(350)9] Falo] UMM QlE7|Re Ag wre Ryl fash
A AFehe S A % doH, ol & 28 Fxste AAs AHe qf 9t

Iy A (320)0 4 A2HE FIH7] EC RSA ¢l D7} AlAFE . RSANA A E Hbld] olslE R o]
]
]

= 52 QAN e A2ES AL 2A
719 AR A 9 49 A1 B Ao
A7} B o] galo] 584 20) ek Be] RSA 49

@Dk EASE AT E 1A ® 45 3s

% 3l sagHr,

a3y @AI(530) 2] Feto A D7F EAEHA] ke A |7]e AARE A AA'RE /7] B9 thE A2
A~HE FI|7] B'S AT olgs gL o] Wy | A A4S AA= o

A E=AE o W” Bt 7kt AA 7 AAEAT. SAB40) oA A AP E o}
AREE 5 9l ARE Y] Bol A4 252 detes Aok, o3 o] FaF E-D o] U HHU}X] s

E A4S HE mAeE 5850tk w©A(510)00 4
E F/7] EE AT, aga 9A(5200914 71719 Al
1 QIZHE JlQ17] DE Alte] ol @A(530)9A °] fra
o] A3l ule} o] AIAEE D} AAEE EZ ARE3 <l

5 62 gaAde] uwel RSA-CRT <duglE A Al 77 EAEA FE A9 AFE EAGE
SEZo|t. WA (RIE AMESHA] @ ko] AAlde] A A AT w9} (RTE AFE3le 4 A¥S
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[0070]

[0071]

[0072]

[0073]

[0074]

[0075]

[0077]

[0078]

SIHS3 10-2017-0052548

YT 9 vwstd ofel L} P,

1
CRT A8 314 @& A% CRT AH&3tE A%
-1 -1
D=E mod (p-1)(g-1) dP = E mod (p-1)
N'=pq d = E mod (g-1)
S=N X mod N

qlnv = qi1 mod p
s =M ' mod p
sy = M 4 mod q
h
S

qlnv X (s; = s2) mod p

sy, +h X g

<  "modular
oA SE

A & IoA] M''& RSA A ol BHA WAl M| s gkl Y TS F7EeE grolvh. & loA] 1T
Axoel (RTE AMES A 2ol Hs|Av RSA <dAtelA  dakde]l dd FES A
exponentiation"®] ] wo]y do|7} 1/20] H7] wjiol, CRTE AME3HA &+ B
= 4n) A 8wl 7hEF ek 4 Q).

M7 E7F AE $, CRT7F AFE-E= A9-olH(EA 610), @AI(620)°14 dP7F AAFE] AL, o]
dP7} EAsH=A BEET(630).  dQel *ZH of ek A glo] o] dP7t EAlEHA et Ex AREE ¢ gl
webA @A (631) el A Eoll 28 Y & thA] ER A AQ3aL dPE ]*Fo}L Fgo] o] dP7} EAE w7A ‘é}%

A AAHE

"o, B2 g4 dYe AAH o 1(631)° Al Arjdelmnz | Wy AW A A4S T8 ] A=
<+ EE o] AASE A= 7hssi).

dP7}F EAEE A%, dQoll M= FAdd Aol wkEHATE.  dQe] AAH640) H EA ofF FH650) 2 dQ
Bz w2 B AAAA(651)S A (620, 630 Z 631)9] AW Zrr, aga fFa3 dPY QU 25 E2A)
S AS-, ©A660)oA4 (RTE AlEste st daglFo] 32 Ho|t},

mlru
2,
>
[kl
B
[
il

Adsl7|2 gtk AAdE T PUF st=do] 37
B FHo] Brsett. ESF DO A(pair)S A+
16-bit ™ J) s U3 E-D o] 943 A1gdE =
S ARAME HZo Badk oA
¥%] A gv FEoltk. webA, E @
8-bit ooz Aad + AUrt.

9ES Al Ge D3 2 4y e
W g ot wy M 449 A9
debs £e) gel U Arhe (g
© R X5 /BOSM WAR £ Stk B )
. clE A G A8l e

=

WS A AStE AX Bk BD 4 A

A= 0m), A% A4 dxe 7@ Pl et

719l Aol nel AF e AAFel neFdHAZE BHE 0n) =

7] Aol 1024, 2048-bit olol7] Wil E-D HS A= Ak AR AT P 17&4 2o 10 3

%fs}wﬂ o]l A 2R NS AAHOR $E uf 1 HFE TAT 5 S YRR e ﬁ%olt}. rr}aw A
= e

2w st=do] Al Feu s A8k glo] DPAst %

oPgel A, AAelE] MH FYE = o w
4719 NAZRE G 44 % Ado] Absarh. dF So), AWE /EEel Y Wy dE £A=
FYHAG, WEE HYE A2Y, PR, $A, g2 5o FHLLE] XL
L EFEAY, e FHas X #EE elske] dAnAY ABHg -
aeEE, BE FAE, GE AAdE 3 EHPTHAST #ER ASE Fasks SHYTE Welel £
o
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k1

100
MME 110
e 130
NP {140
52
200
mjcre 1210
e 220
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E73
<7|7|> <O1Z7|8t>
b, q 301 N 302
E = random() —~—310

D = E* mod (p-1)(g-1) —~—320

S = GenSign (M, D, p, q) r——330

M, E, S ——340

k1
)
N

<7|7|>

Y

/J350

VerifySign (M, S, E, N) ?= TRUE

<QIZ=7|2k>

410~ M' = Encode (M, N, E)

M' 420

M = Decode (M", D, p, q)

—~~—430
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2 Eot E A —~- 510
i
D = E-1 mod (p-1)(g-1) -~ 520
530 ~>40
Nol ¢ k42
Yes
D, E AIR 550

opt|
e
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w6
From 510
CRT AFE?
to 520
Tres
-
dP = E'1 mod (p-1) ~_ 620
630 631
AL I
Yes
dQ = E1 mod (g-1) L~ 640
651 650
E=Ee2 DO
Yes
dP, dQ, E A& -~ 660

OB
pu
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