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W 1/FIG. 1
S11 A MASTER KEY CERTIFICATE PRE-STORED IN THE
AUTHENTICATION APPARATUS IS SENT TO THE FINANCIAL
SELF-SERVICE EQUIPMENT WHEN THE AUTHENTICATION
APPARATUS IS CONNECTED WITH THE FINANCIAL
SELF-SERVICE EQUIPMENT
USER INFORMATION INPUT BY A USER IS SENT TO
THE FINANCIAL SELF-SERVICE EQUIPMENT AFTER FIRST
AUTHORIZATION INFORMATION SENT BY THE FINANCIAL
SELF-SERVICE EQUIPMENT IS RECEIVED
A CORRESPONDING SLAVE KEY CERTIFICATE IS
GENERATED ACCORDING TO THE USER INFORMATION
AFTER SECOND AUTHORIZATION INFORMATION SENT BY
THE FINANCIAL SELF-SERVICE EQUIPMENT IS RECEIVED
WHEN A COMMAND OF EXECUTING THE TEST TOOL
SENT BY THE FINANCIAL SELF-SERVICE EQUIPMENT IS
RECEIVED, WHETHER THE SLAVE KEY CERTIFICATE
CORRESPONDING TC THE USER INFORMATION EXISTS IS
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JUDGED, IF SO, THE TEST TOOL IS EXECUTED; AND IF NOT,

THE TEST TOOL IS NOT EXECUTED
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(57) Abstract: Disclosed is an authentication method based on financial self-
service equipment, comprising: sending a master key certificate pre-stored in
an authentication apparatus to the financial self-service equipment when the
authentication apparatus is connected with the financial self-service equip-
ment; sending user information input by a user to the financial self-service
equipment after first authorization information sent by the financial self-ser-
vice equipment is received, and the first authorization information being the
information sent after the master key certificate is judged to be legal by the
financial self-service equipment; generating a corresponding slave key certi-
ficate according to the user information after second authorization informa-
tion sent by the financial self-service equipment is received, and the second
authorization information being the information sent after the user informa-
tion is judged to be legal by the financial self-service equipment; and when a
command of executing a test tool sent by the financial self-service equipment
is received, judging whether the slave key certificate corresponding to the
user information exists, if so, executing the test tool; and if not, not executing
the test tool. The double authentication mode provided in the present inven-
tion can improve the safety of the financial self-service equipment.
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