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Abstract

In one embodiment, a scheme is disclosed for negotiating schema information
relating to one or more content types of a message body comprised within a
message of a communication protocol. A communication protocol message such as
a SIP or HTTP message is generated by a sender towards a recipient, wherein the
message includes a message body. A schema indicator is provided in the
communication protocol message to indicate acceptability of variations of a content

type of a message body or body part in a response from the recipient.
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SCHEMA NEGOTIATION FOR VERSIONED DOCUMENTS TRANSMITTED
IN A DISTRIBUTED ENVIRONMENT

10
FIELD OF THE DISCLOSURE

The present patent disclosure generally relates to message processing in 30
communications networks. More particularly, and not by way of any limitation, the present
patent disclosure is directed to schema negotiation for versioned documents transmitted in a

15  distributed network environment.
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BACKGROUND

Markup languages are being used in describing information relating to messages
implemented in communication protocols. In a network environment where different
entities communicate with each other using message bodies in Markup languages that are
extensible, it becomes important that the languages as well as any meta-structures used for
understanding the language are compatible across the environment. Otherwise, significant
interoperability issues leading to failure in communication, unpredictable behavior, etc., for

example, may arise.

BRIEF DESCRIPTION OF THE DRAWINGS

A more complete understanding of the embodiments of the present patent disclosure
may be had by reference to the following Detailed Description when taken in conjunction
with the accompanying drawings wherein:

FIG. 1 depicts an exemplary distributed network environment wherein one or more
embodiments of the present patent disclosure may be practiced;

FIG. 2 depicts a block diagram of a User Equipment (UE) device according to an
embodiment;

FIG. 3 depicts a block diagram of a network node according one embodiment;

FIG. 4 depicts an embodiment of a software architecture employed at an entity for
processing communication protocol messages in an exemplary distributed network
environment, wherein the communication protocol messages may include message bodies or
documents in multiple versions;

FIG. 5A depicts the structure of an exemplary communication protocol message
(c.g., a Session Initiation Protocol (SIP) message) having one initial line, one or more header
fields, and a message body, where the message body possibly includes multiple body parts;

FIGS. 5B and 5C depict exemplary message flows between two entities in a
distributed environment whercin communication protocol messages having message bodies
are transmitted;

FIG. 5D depicts an exemplary set of different schemas for validating Exiensible
Markup Language (XML) documents provided as message bodies in communication
protocol messages;

FIG. 6A depicts an embodiment of a method of negotiating schema and document

version information relating to message bodies of 2 communication protocol;
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FIG. 6B dcpicts another embodiment of a method of negotiating schema and
document version information relating to message bodies of a communication protocol;

FIG. 6C depicts another embodiment of a method of negotiating schema and
document version information relating to message bodies of a communication protocol;

FIG. 6D depicts another embodiment of a method of negotiating schema and
document version information relating to message bodies of a communication protocol;

FIG. 7 depicts an embodiment of a method of message processing that involves
validation of versioned message bodies (or body parts);

FIG. 8 depicts an exemplary message flow diagram involving multiple entities where
an intermediary node is operable to negotiate schema information with respect to upstream
and downstream entities according to an embodiment of the present disclosure;

FIG. 9 depicts an exemplary implementation of a telecommunications service
(Emergency Services) according to an embodiment of the present disclosure; and

FIG. 10 is a block diagram that depicts additional details of an embodiment of a

communications device operable for purposes of the present patent disclosure.

DETAILED DESCRIPTION OF TIIE DRAWINGS

The present patent disclosure is broadly directed to a system and method for
negotiating schema information (i.e., schema version, document instance version, scoping of
extensions, or any combination thereof) relating to on or more message body/bodies (or
body part(s)) of a communication protocol. In the context of the present patent application,
a “message” or “message body” may refer to one or more message bodies, which in turn can
be equivalent to one or more body parts, and vice versa. In one aspect, an embodiment is
directed to a method of negotiating schema information relating to message body or body
part(s) of & communication protocol, wherein the message body or body part(s) can exist in
one or motre versions. The claimed embodiment comprises one or more of the following
features and is not necessarily limited to: generating a communication protocol message by a
sender towards a recipicnt, the communication protocol message possibly including one or
more message body type(s); and providing one or more indicator(s) per message bddy type
in the communication protocol message to indicate which message body or body part(s)
according to a message body type and indicator(s) per message body type that the sender can
accept in a response message from the recipient. In another variation, a method is disclosed

for negotiating schema information relating to one or morc content types of a message body
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part comprised within a message. The claimed embodiment compriscs one or more of the
following and is not necessarily limited to: generating a message by a sender towards a
recipient; and providing a schema indicator in the message to indicate acceptability of
variations of a content type of a message body in a response message from the recipient. In
one aspect, the schema indicator is operable to indicate that the sender may not accept
variations of a content type of a message body.

In another embodiment of the present patent disclosure, the method comprises one or
more of the following features and is not necessarily limited to: receiving, at a network node,
a communication protocol message from a sender towards a downstream recipient, the
communication protocol message including a first set of one or more indicator(s) operable to
indicate which message body or body part(s) that the sender can accept; and inserting, at the
network node, a second set of one or more indicator(s) in the communication protocol
message, wherein the second set of one or more indicator(s) is operable to indicate which
versions of message body or body part(s) that the network node can accept.

In a further embodiment, disclosed herein is an apparatus for negotiating information
relating to one or more message body or body part(s) of a communication protocol, wherein
cach message body (part) can exist according to one or more schemas. The claimed
cmbodiment comprises one or more of the following and is not necessarily limited to: a
component associated with a sender configured to generate a communication protocol
message towards a recipient, the communication protocol message indicating one or more
message body types; and a component associated with the sender configured to provide one
or more additional indicators per message body type in the communication protocol message
to indicate which message body types that the sender can validate in a response message
from the recipient. In a further variation, an apparatus is disclosed for negotiating schema
information relating to one or more content types of a message body part compriscd within a
message. The claimed apparatus embodiment comprises one or more of the following and is
not neceséarily limited to: a component associated with a sender configured to gencrate a
message towards a recipient; and a component associated with the sender configured to
provide a schema indicator in the message to indicate acceptability of variations of a content
type of a message body in a response message from the recipient.

The term “document” in the present patent disclosure can mean one of the following
depending on its context: a document can be the body of a SIP message (which can be a

request or a response), ot it can be a body part of a SIP message (rcquest or response) (in the
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event the body contains multiple parts), or it can be an XML schema document, or it can be
a XML instance document (typically an instance of one or more XML schema document(s)).
The term “schema version indicator” can indicate the following: (i) none or one or more sets
of documents supported by a recipient or none or one or more sets of documents within
which the transmitted document is an element; or (ii) none or one or more schemas
supported by a recipient or none or one or morc schemas by which the transmitted document
can be validated; or (iii) a combination of the above.

A system and method of the present patent disclosure will now be described with
reference to various cxamples of how the embodiments can best be made and used. Like
reference numerals are used throughout the description and several views of the drawings to
indicate like or corresponding parts, wherein the various elements are not necessarily drawn
to scale. Referring now to the drawings, and more particularly to FIG. 1, an exemplary
distributed environment 100 is depicted wherein one or more embodiments of the present
patent disclosure may be practiced for managing schema version negotiation with respect to
message bodies. At the outset, it should be realized that although the distributed
environment 100 is execmplified as a telecommunications network, the embodiments of the
present disclosure are not necessarily limited thereto and one or more aspects of the
embodiments may be practiced in other distributed multi-node environments wherein
entities or nodes communicate with one another in suitable communication protocols having
versioned message bodies and message body types.

As depicted, the network environment 100 includes multiple entitics or nodes, i.e.,
endpoints as well as entities intermediate therebetween, for purposes of effectuating various
telecommunications services. Exemplary endpoints comprise User Equipment (UE) devices
102, 104 that are coupled to a core network infrastructure 112 by means of suitable access
networks 108, 110, respectively. Access networks 108, 110 may collectively be deemed as
an access space comprised of a number of access technologies available to UE devices 102,
104. For purposes of the present disclosure, a UE device may be any tethered or untethered
communications device, and may include any personal computer (e.g., desktops, laptops,
palmtops, or handheld computing devices) cquipped with a suitable wireless modem or a
mobile communications device (e.g., cellular phones or data-enabled handheld devices
capablec of receiving and sending messages, web browsing, et cetera), or any enhanced PDA
device or integrated information appliance capable of email, video mail, Internet access,

corporate data access, messaging, calendaring and scheduling, information management, and
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the like. In one embodiment, a UE device may be capable of operating in multiple modes in
that it can engage in both Circuit-Switched (CS) as well as Packet-Switched (PS)
communications, and can transition from one mode of communications to another mode of
communications without loss of continuity. Furthermore, those skilled in the art will
recognize that a wireless UE device may sometimes be treated as a combination of a
separate mobile equipment (ME) device and an associated removable memory module.
Accordingly, for purposes of the present disclosure, the terms “wireless device” and “UE
device”, which are broadly synonymous, are each treated as representative of both ME
devices alone as well as the combinations of ME dcvices with removable memory modules
as applicable.

The access space comprising the access networks 108, 110 may include CS
networks, PS networks, or both, which may involve wireless technologies, wireline
technologies, broadband access technologies, etc. For example, wireless technologies may
include Global System for Mobile Communications (GSM) networks and Code Division
Multiple Access (CDMA) networks, as well as any 3" Generation Partnership Project
(3GPP)-compliant cellular network (e.g., 3GPP or 3GPP2). Broadband access networks
may include wireless local area networks or WLANs, Wi-MAX networks as well as fixed
networks such as Digital Subscriber Line (DSL), cable broadband, etc. Thus, for purposes
of the present disclosure, the access technologies may comprise radio access technologies
selected from IEEE 802.11a technology, IEEE 802.11b technology, IEEE 802.11g
technology, IEEE 802.11n technology, GSM/EDGE Radio Access Network (GERAN)
technology (both CS and PS domains), and Universal Mobile Telecommunications System
(UMTS) technology, and Evolution — Data Optimized (EVDO) technology, and their
successors such as Long Term Evolution (LTE), and so on. Additionally, the access
networks 108, 110 may also include the conventional wireline PSTN infrastructure in some
implementations.

The network infrastructure 112 may comprise an IP Multimedia Subsystem (IMS)
core layer as well as a services/applications layer. As is well known, the IMS core is defined
by the standards set forth by the 3GPP body that are designed to allow scrvice providers
manage a variety of services to be delivered via IP over any network type, wherein IP is
used to transport both bearer traffic and Session Initiation Protocol (SIP)-based signaling
traffic. Broadly, IMS is a framework for managing the applications (i.e., services) and

networks (i.e., access) that is capable of providing multimedia scrvices. IMS defines an
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“application server” as a network element that delivers services subscribers use, ¢.g., voice
call continuity (VCC), Push-To-Talk (PLT), PTT-over-Cellular (PoC), or other IMS
Centralized Services (ICS) service, etc. IMS manages applications by defining common
control components that each application server (AS), c.g., AS-1 120-1 through AS-N 120-
N, is required to have, e.g., subscriber profiles, IMS mobility, network access,
authentication, service authorization, charging and billing, inter-operator functions, and
interoperation with the legacy phone network.

It should be understood that whereas IMS is defined by the 3GPP standards body that
mainly addresses GSM networks, another group, 3GPP2, is involved in defining a closely
analogous architecture referred to as Multimedia Domain (MMD). MMD is basically an
IMS for CDMA networks, and since MMD and IMS are roughly equivalent, the term “IMS”
may be used in this present patent disclosure to refer collectively to both IMS and MMD
where applicable. In addition, fixed nctwork standards for NGN (Next Generation
Networks) that are based on and/or reuse IMS are also being developed by bodies such as
ETSI TISPAN, Cablelabs and the ITU-T. NGN and IMS are roughly equivalent, and
accordingly the term “TMS” may also be used in this present patent disclosure to refer
collectively to both IMS and NGN where applicable. A

Conlinuing to refer to FIG. 1, reference numeral 106 refers to one or more network
nodes that comprise the core infrastructure. By way of illustration, network node 106 may
exemplify Proxy-Call Session Conirol Function (P-CSCF) nodes, Serving-CSCF or S-CSCF
nodes, Interrogating-CSCF or I-CSCF nodes, Breakout Gateway Control Function (BGCF)
nodes, Interconnection Border Control Function (IBCF) nodcs, Media Gateway Control
Function (MGCF) nodes, Home Subscriber Server (HSS) nodes, and the like. As alluded to
previously, these nodes as well as the endpoint UE devices employ SIP as a communication
protocol for session control, i.e., setting up and tearing down communication sessions.
Accordingly, the nctwork nodes and the UE devices may collectively be referred to as “SIP
entities”, or more generally, “communication protocol entities”, that engage in sending and
receiving suitable communication protocol messages (e.g., SIP messages) for cffectuating

various services, e.g., VCC, PTT, PoC, Emergency Services, etc.

Bach SIP entity is typically provided with a User Agent (UA) that may operatc in
two fashions: (i) User Agent Client (UAC) that gencrates request messages towards servers;
and (ii) User Agent Server (UAS) that receives request messages, processes them and

generates suitable responses. In some application scenarios, a single UA may function as

7
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both at a STP entity, e.g., a UE device or a network node. In the most basic form, SIP uses

six types (methods) of requests:

o INVITE: Indicates a user or service is being invited to participate in a call session.
s ACK: Confirms that the client has received a final response to an INVITE request.
5 « BYE: Terminates a call/session and can be sent by either the caller or the callee.

o CANCEL: Cancels any pending searches but does not terminate a call/session that

currently in progress.
¢ OPTIONS: Queries the capabilities of servers.
« REGISTER: Registers the address listed in the To: header field with a SIP server.

10 As SIP can continue to evolve, a recipient may receive a method of request that it does not
recognize. Such a method of request is handled as the UNKNOWN method of request. In

response to requests, SIP uses the following categories of TeSponses:
o Ixx Informational Messagces
» 2xx Successful Responses
15 ¢ 3xx Redirection Responses
e 4xx Request Failure Responses
s 5xx Server Failure Responses

o Oxx General Failure Responses

SIP messages are typically provided with a standardized message structure. FIG. 5A

20  depicts the structure of an exemplary communication protocol message (e.g., a Session
Initiation Protocol (SIP) message) having one initial line, one or more header fields, and a
message body, where the message body possibly includes multiple body parts. A command

line portion 502 identifies the initial line (e.g., a request line in requests and a status line in

8
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responses). A header portion 504 identifies one or more header fields 508-1 through 508-N
that convey various picces of information. Onc or more message bodies 510-1 through 510-
M may be provided in a message body portion 506. As is well known, a message body is
operable to hold any content such as plain text, coded imagcs, or any information that may
be rendered, e.g., in a Markup Language such as XML, HTML, etc. Each message body (or
body part) is described using header fields such as, but not limited to, Content-Disposition,
Content-Encoding, and Content-Type, etc., which provide information on its contents.
Typically, the value of a Content-Type header field is a Multi-purpose Internct Mail
Extensions (MIME) type. Furthermore, where a Markup Language is used for describing
the message contents, such a message body may also be referred to as a document. Such a
document conforms to a schema document. Each schema can produce one or more
document instances or documents or instances. Due to the extensibility of the Markup
Language, if the schema document evolves, it is possible that the schema can produce
additional or even a different set of document instances. The sets with instance documents
produced by the various (evolved) schema documents can be identified with tokens. In one
embodiment, the set with instance documents may be identified with the same token as the
token identifying the cvolved schema document. In another embodiment, this token can be a
digit, a decimal, a URN namespace, or a string of characters. In yet another embodiment, the
set with schema documents may be identified with a token. In a still further embodiment, the
set with instance documents may be identified with a token.

SIP-based applications, including the session control applications for
communications services implemented in a communications network such as the network
100 shown in FIG. 1, increasingly rely on XML documents to exchange data and/or other
information. In general, various SIP entities may communicate with each other using XML
documents as a common data interchange language for effectuating communication sessions,
Business-to-Business (B2B) and Business-to-Consumer (B2C) applications, ctc.
Additionally, technologies such as web servers, servlets, web applications, web services, and
the like also generally rely in some fashion on data organized according to the XML
Specification.

XML is a subset of a family of Standardized General Markup Languages (SGML)
and is standardized by the W3 Consortium. As such, XML is a hierarchical set of entities
wherein an entity may contain one or more elements. Each element comprises an opening

label or tag, text, and a closing label or tag. Typically, elements also contain one or more
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attributes that operate to modify information contained in the elements. As a descriptive
language to describe information or data passed between nodes, XML is provided with
certain syntax rules such as, e.g., (i) XML documents must have a root element; (i) XML
elements must have a closing tag; (iii) XML tags are case sensitive; (iv) XML elements must
be properly nested and/or ordered; (v) XML attribute values must be quoted, and so on. An
XML file with correct syntax is called a “well formed” XML file. Because of extensibility
(which allows any author to define their own application-specific elements, attributes, etc.),
an XML document may exist in multiple variations, yet a recipient may still only be
configured to use a subset of elements and attributes present in the various possible
variations. To facilitate document compatibility between multiple nodes, certain meta-level
structure or “schema” that is relevant to a particular document type is implemented at the
transacting nodes. The various meta-level structures or “schemas” defining the sets of
possible XML instance documents can be indicated. This indicator can be used by the
sending node of the transacting nodes to identify the sets the XML instance document is a
member of. A receiving node of the transacting nodes can use the indicator to identify
another component (e.g., part of message body (or body part)-specific layer) that can
semantically and/or syntactically handle the received element of set of XML documents it is
known to handle.

An XML schema may therefore be thought of as a definition of the structure,
organization, and data types that are acceptable in corresponding XML documents. The
XML schema further defines a set of XML elements, XML element attributes, and
organization among the XML elements that is desired, whereby the XML schema serves as a
vocabulary for the XML elements. Furthermore, since the schemas themselves are based on
XML, they may also be ecxtended and may exist in multiple versions. Because of
extensibility (which allows any author to define their own application-specific elements,
attributés, etc.), an XML schema document identified using the same identifier or media
type may exist in multiple variations. To facilitate document compatibility between multiple
nodes, common/certain meta-level structure or “schema” that is relevant to a particular
document type is implemented at the transacting nodes. In some XML implementations, a
Document Type Definition (DTD), XML Schema, NGRelax, or a Document -Content
Definition (DCD) or other XML schema, may be provided to define a set of rules with
respect to the meta-structure of an XML file. Another implementation is to provide an
XML-based alternative (i.e., an XML schema) to DTDs, for example, XML Schema,

10
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NGRelax, or other. The XML Schema language is also sometimes referred to as XML
Schema Definition (XSD). A component that applies a XML schema uses it typically for
validating an XML document. = Accordingly, a “valid” document is a “well formed”
document which also conforms to the rules of a XML schema(s) that is/are supported by the
transacting nodes.

With respect to SIP messages in an IMS network environment, applicable standards
(e.g., 3GPP TS 24.229 “IP multimedia call control protocol based on Session Initiation
Protocol (SIP) and Session Description Protocol (SDP)”; Stage 3 (Relcasc 8)) provide that
the MIME type associated with an XML message body is “application/3gpp-ims+xml”. The
standards also provide that a SIP UA or proxy may insert or remove the XML message body
or parts thereof as may be required in any SIP message. Accordingly, XML bodies or
documents in SIP messages may exist according to XML schemas with different versions.
Typically, the XML schema used (or a compatible version) to generate the body or body part
is also needed by the recipient in order to validate the body or body part. Otherwise, as
alluded to in the Background section of the present patent disclosure, an invalid XML
document may lead to unpredictablc behavior or erroncous results with respect to a
requested telecommunications service. Furthermore, if a sender’s XML message bodies are
not accepted by a recipient’s validator due to a lack of compatibility (forward or backward),
significant interoperability issues can arise in the communications environment.

Referring now to FIG. 2, depicted therein is a block diagram of a UE device 200
according to an embodiment that is operable as a SIP cntity capable of transacting XML
message bodies. One or more processing entitics 202 are provided for the overall control of
various processes executable on the device. A User Agent 204 is opcrable cither as a UAS
or a UAC with respect to a communication protocol process such as a SIP process.
Reference numeral 206 refers to an exemplary protocol process module. A validator 208 is
operable o validatc XML documents, for example, received in a SIP message body.
Validator 208 may also be used to gencrate XML documents of a particular version and
possibly include a document version in the document. An application 210 is operable to
execute or invoke suitable software based on the contents of the XML, message documents.
A dictionary and parser 212 may also be provided with respect to message parsing. A
message generator 214 operable in conjunction with applicable protocol processes is
included that is also capable of providing an indicator such as, e.g., a schema version

indicator, in communication protocol messages generated towards another SIP entity as set

11
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forth below.

FIG. 3 depicts a block diagram of a network node 300 according to an embodiment
that is operable as a SIP entity capable of transacting XML message bodies. By way of
illustration, the embodiment of network node 300 is cxemplary of any IMS infrastructure
entity referred to hercinabove. One or more processing entities 304 are provided for the
overall control of various processes executed by the network node 306 regardless of its
architecture or proxy functionality. A suitable transmit/receive (Tx/Rx) block 302 is
operable to send or receive various communication protocol messages having XML
documents in the message bodies. A Back-to-Back User Agent (B2BUA) 310 is operable as
a UAS or UAC with respect to a communication protocol process 312 such as a SIP process.
A validator 314 is operablc to validate XML documents, for example, rcecived in a SIP
message body from a sender or is capable of generating XML documents of one or more
versions and possibly include a document version in the document. An application 320 is
operable to execute or invoke suitable software based on the contents of the XML message
documents. A dictionary and parser 316 may also bc provided with respect to message
parsing. A message generator 318 operable in conjunction with applicable protocol
processes is included that is also capable of providing an indicator (¢.g., a schema version
indicator) in communication protocol messages generated towards another SIP entity as set
forth below. Additional hardware 306 and local storage 308 is provided to facilitate other
functions relating to managing and negotiating schema/document version information in
message flows, potentially in both upstream and downstream directions of a communication
path.

FIG. 4 depicts an embodiment of a software architecture 400 employed at an entity
(e.g., UE device 200 or network node 300) for processing communication protocol messages
in an exemplary distributed nctwork environment wherein the communication protocol
messages may include mcssage documents in multiple versions. Upon receiving a
communication protocol message from a sender, a suitable communication protocol layer
402 controls the processing of the received message. After it is determined that the received
message is a proper message in accordance with the communication protocol architecture
(e.g., validity of the command line, header fields, etc.), a message body (or body part)-
specific layer 404 (e.g., based on the value of the Content-Disposition field, the default
Content-Disposition for the Content-Type, the default Content-Disposition for the Content-

Type when received on the particular entity) is executed. For example, if the message body

12
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(or body part)-specific layer is an XML layer considering well-formedness, validation can be
executed. If there is an error at this stage, the processing may quit gracefully, with or
without alerting, or may take alternative course(s) of action depending on any indications
provided in the message itself or prior configuration. An application-specific layer 406 is
executed thereafter.

FIGS. 5B and 5C depict exemplary message flows between two entities in a
distributed network environment wherein communication protocol messages having
versioned message bodies (and/or according to versioned schemas) may be transmitted. In
particular, reference numeral 500B in FIG. 5B refers to a message flow between two
network nodes such as a Serving CSCF node 522 and an AS node 524 with respéct toa
particular service. A request for SIP method 526 exemplified by a SIP REGISTER message
including a message body that may contain a versioned XML document in accordance with
the MIME type “application/3gpp-ims+xml”, where the MIME type (representing an XML
document) can have a parameter conveying the XML schemas usable to validate the XML
document. Reference numeral 500C in FIG. 5C refers to a message flow between an
endpoint (e.g., a UE device) 550 and a network node such as a Proxy CSCF node 556. For
purposes of the present patent disclosure, a “SIP message” may mean a request message or a
response message depending on the context. A SIP INVITE request message is exemplary
of a request 552 that includes an Emergency Services identifier (o indicate that the UE
device 550 intends to initiate an emergency service call over the IMS network. A SIP
response 554 from P-CSCF 556 may comprise a SIP 380 (Alternative Service) response
including a meséage body. As can be appreciated by one skilled in the art, in both message
flow scenarios, if the recipient of a message receives a message body document parf of a set
of message bodies or according to a schema that is incompatible with the set of message
bodies supported by the recipicnt or cannot be validated by the recipient’s validator (e.g.,
due to absence of the requisite schema), the service behavior will be compromised, leading
to unexpected or erroncous results.

FIG. 5D depicts different schcmas for validating documents. Reference numerals
572-1 through 572-3 exemplify three documents, where cach document is a separate schema
of the same type, e.g. MIME or content type: document 572-1 containing a schema of
version X; document 572-2 containing a schema of version Y; and document 572-3
containing a schema of version Z. Instance documents, instances (e.g. XML documents) of

the documents containing a schema (e.g. XML schema documents), may also indicate the
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version of the schema document according to the single MIME type that generated it: X, Y,
or Z. Each instance document is part of a set with one or more instance documents generated
by a single schema document of a particular version. Instance documents, instances (e.g.
XML documents) of the documents containing a schema (e.g. XML schema documents),
may also indicate the version of the schema document according to the single MIME type
that generated it: X, Y, or Z. Each instance document is part of a set with one or more
instance documents generated by a single schema document of a particular version. Instance
documents including a version indicator “X”, i.é., XML document instances 574-1 to 574-N,
can minimally be properly validated by the schema document 572-1. Likewise, instances of
documents in version Y, i.e., document instances 576-1 to 576-M, can be properly validated
by the schema document 572-2. Document of version Z is exemplified as a single instance
578 that may be validated by the schema document 572-3. An instance document including
a version indicator “Y” may also be accepted and validated by other schema documents as
exemplified by the instance document 576-M and the schema document 572-1.

FIG. 6A depicts an embodiment 600A of a method of negotiating schema version
information relating to message bodies of a communication protocol. A sender generates a
communication protocol message (e.g., a SIP request or a SIP response) towards a recipient
(block 602). In one variation, the communication protocol message may include a suitable
message body (or body part(s)). The communication protocol message further includes a
schema version indicator (e.g., in the Accept header or header field) or otherwise includes
sufficient information to indicate which: (i) set of message bodies/body parts of a particular
content type, or (ii) documents of a particular content type, the sender can validate and
accept for processing (block 604).

In one variation, absence of the schema version indicator may be interpreted by the
recipient as indicating that the sender can validate and accept a default set of message body
(part) contents or documcnts of a particular content type. Upon generating an initial
INVITE request, a UE devicc is operable to indicate its support for the 3GPP IMS XML
body in the Accept header field by including its MIME type as defined in subclause 7.6.1 of
3GPP TS 24.229. Optionally, a version parameter named ‘sv’ or ‘schemaversion’ can be
added, indicating the versions of the XML Schema for the IM CN subsystem XML body
supported. The syntax for the schemaversion pérameter can be found clsewhere in the
present document. If the ‘sv’ or ‘schemaversion’ parameter is absent, it shall be assumed

that the UE supports version 1 of the XML Schema for the IM CN subsystem XML body. If
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support for the 3GPP IMS XML body in the Accept header field is not indicated, it shall be
assumed that the UE supports version 1 of the XML Schema for the IM CN subsystem XML
body.

FIG. 6B depicts another embodiment 600B of a method of negotiating schema

version information relating to message bodies of a communication protocol. A recipient
receives a communication protocol message (e.g., a SIP request or a SIP response message)
from a sender (block 610). In one variation, the communication protocol message may
include a suitable message body (or body part(s)). Responsive to the received
communication protocol message, the recipient generates a response message towards the
scnder wherein the response message includes a document/schema version indicator, one or
more message body (or body part(s)), a type associated with the body part, to indicate
which: (i) scts of message body/body part contents of a particular type the body or part is a
member of, or (ii) versions of XML schema documents of a particular type that can be used
to validate the message body (or body part) (block 612). Furthermore, the indicator can be
used by the sender to identify an application layer component that may be used for
processing the information.
] Another embodiment 600C of a method of indicating schema version information
relating to message body (or body part(s)) of a communication protocol message is set forth
in FIG. 6C. A sender generates a communication protocol message (e.g., a SIP request or
SIP response) towards a recipient (block 620). The communication protocol message further
includes one or more message body (parl(s)), a type associated with the message body, a
schema version indicator (e.g. in the Content-Typc header field), to indicate which: (i) sets
of message body (part) contents of a particular type the boy (part) is a member of, or (ii)
versions of XML schema documents of a particular type can be used to validate the message
body (part) (block 622). Furthermore, the indicator can be used by the recipient to identify
an application layer component that may be used for processing the information.

Those skilled in the art will recognize that aspects of the embodiments set forth
above can be mixed and implemented in one or more combinations. Furthermore, it should
be realized that the negotiation methodologies set forth above are dynamically exccuted, in
the sense that thc negotiation process takes place between the entities while a service is
being invoked. As another alternative, FIG. 6D depicts an embodiment 600D of a method of
negotiating schema version information relating to message bodies of a communication

protocol wherein a look-up scheme may be employed. A database is populated with
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document/schema version capabilities of different elements of a communications
environment, potentially in an initial discovery process with respect to a communication
protocol (block 652). The database may be distributed, mirrored, localiied at the cndp_oints,
or centrally located within a core portion of the communications environment. A recipient
receives a communication protocol message (e.g., a SIP message) from a sender (block 654),
which may include a suitable message body (or body part). Responsive to the received
communication protocol message, the recipient interrogates the database to determine the
document versions of a particular type that the sender can accept or validate (block 656).
Additionally or alternatively, the recipient may be able to determine based on the
interrogation as to the schema version that the sender uses. The sender’s ability to convert
documents of a particular version to another version that is compatible with one or more
downstream nodes may also be interrogated. In a still further variation, a sender may
interrogate the database prior to a transaction and determine the schema and/or document
capabilities of a recipient. Accordingly, the sender may determine to include only the
documents of compatible versions with respect to the recipient. As will be realized by one
skilled in the art, the senders and recipients described herein and elsewhere in the patent
disclosure may be User Agents operating as UASs or UACs, as appropriate, that are
executed on endpoints, network nodes, or both.

FIG. 7 depicts an embodiment 700 of a method of message processing that involves
validation of versioned message bodics. Upon engaging in a negotiation methodology as sct
forth above with respect to a communication protocol messaging (block 702), a recipient
reccives a communication protocol message from a sender (block 704). A protocol
processor (including, e.g., a message parser) may process the command lines and header
fields (block 706), whereupon the content types (optionally including an indicator resolving
1o the one or more schema versions that can be used to validate the body (part) or document
sets in which the body (part) is an element) of various documents received in the protocol
message as body or bodics, are determined (block 708). Thereafter, the documents of each
type may be validated by an appropriate schema processor/validator instantiated at the
recipient or the recipient can otherwise determine whether the received document can be
handled. Where an invalid document or a document that cannot be handled is received, a
suitable alternative course of action (e.g., a graceful exit) may also be implemented instead
of leading to undesirable results such as, e.g., freeze-up of the recipient node. These actions

are consolidated as block 710.
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Various implementational aspects with respect to the foregoing cmbodiments are set
forth below in detail, espccially in particular reference to the SIP-based messaging in 3GPP-
compliant IMS network environments. As alluded to previously, applicable 3GPP standards
provide for a MIME type, “application/3gpp-ims+xml”, that may be associated with one or
more set(s) of XMI, instance documents or corresponding XML schema. As the XML
message bodies may be extended to include new elements and/or attributcs, or may be
changed such that elements and/or attributes are redefined, the various SIP UA entities
interacting within an IMS environment may not be compatible with one another. In
addition, the UA entities may wish to indicate their support for different 3GPP IMS XML
bodies or documents. In one scenario, where an existing XML body is extended to include
new elements/attributes, a recipient. may still be able to process some of the XML, skipping
perhaps over unknown elements and/or attributes (as an example of forward compatibility).
The same treatment may also be applied where an existing XML body is changed such that
the elements/attributes are redefined. In this scenario, the redefined elements and/or
attributes may simply be ignored during validation. Alternatively or additionally, the
recipient may be provided with the capability to signal back to the sender that the recipient
does not understand the received XML document(s) (e.g., by means of a SIP 415 message
(Unacceptable Content-Type) with the supported MIME types and optionally their schema
version indicators listed in the SIP Accept header field). Those skilled in the art will
recognize that several implementational choices exist with respect to how a SIP UA or proxy
that receives such a response signal should treat it, whether the response signal should be
stored, and if so, where and for how long, etc.

Forward compatibility among several versions may be achieved by placing certain
code or instructions that have the effect of allowing additional elements, attributes, or both
without causing the recipient’s XML validator to declare the XML document instance

invalid. In onc cmbodiment, the following code portion may be inserted:

<xs:any namespace="fHfany”
processContents="lax”
minOccurs="0"

maxOccurs="unbounded”/>
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IHowever, not all XML processors or validators may support randomly placing the “xs:any”
line mentioned above. To increase compatibility with XML validators, one exémplary
embodiment provides that the “xs:any” line is placed as the last line of the definition of any
complexType, group, ctc. Accordingly, any new elements in updated XML schema arc
inserted just above the aforesaid code portion. Forward compatibility can also be achieved
by placing “<xs:anyAitribute/>" or similar lines that have the effect of allowing additional
attributes without causing thc XML validator to dcclare the XML document instance invalid.

An exemplary construct that is consistent with respect to various applicable schema

version compatibility issues is set forth below in Table 1.

Tablc 1

<xs:schema xmins:xs="http://www.w3.0rg/2001/XMLSchema"
elementFormDefault="qualified" attributeFormDefault="unqualified" version="1"> '

<xs:complexType name="tIMS3GPP">

<xs:element name="ims-3gpp" type="tIMS3GPP">
<xs:attribute name="version" type="allowedVersionValues"
use="required"/>
</xs:element>
<xs:simpleType name="allowed VersionValucs™
<xs:restriction base="xs:decimal™>
<xs:pattern value="1[1\.[0-9]|1\.[1-9]]0-9]'/>
</xs:restriction> '
</xs:simpleType>

</xs:schema>
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Another possible realization of an XML schema construct is set forth below in

Tables 2A and 2B.

Table 2A

<?xml version="1.0" encoding="UTF-8"7>
<xs:schema xmins:xs="http://fwww.w3.0rg/2001/ XMLSchema"
elementFormDefault="qualified" attributeFormDefault="unqualified" version="1">
<xs:complexType name="t{IMS3GPP">
<xs:sequence>
<xs:choice>
<xs:element name="alternative-service"
type="tAlternativeService"/>
<xs:element name="service-info" type="xs:string"/>
</xs:choice>
<xs:any namespace="##any" processContents="lax" minOccurs="0"
maxOccurs="unbounded"/>
</xs:sequence>
<xs:aftribute name="version" type="allowedVersionValues"
use="required"/>
<xs:anyAttribute/>
</xs:complexType>
<xs:simpleType name='allowedVersionValucs™
<xs:restriction base="xs:decimal >
<xs:pattern value="1{1\.[0-9]|1\.[1-9}[0-9] />

</xs:restriction>
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Table 2B

</xs:simpleType>
<{xs:choice>
</xs:complexType>
<xs:complexType name="tAlternativeService">
<xs:scquence>
<xs:element name="type" type="tType"/>
<xs:element name="reason"” type="xs:string"/> ‘
<xs:any namespacc="##any" processContents="lax" minOccurs="0"
maxQOccurs="unbounded"/>
</xs:sequence>
<xs:anyAttribute/>
</xs:complexType>
<xs:complexType name="tType">
<xs:sequence>
<xs:element name="emergency" minOccurs="0" maxQOccurs="1">
<xs:complexType/>
</xs:element>
<xs:any namespace="f#any" processContents="lax" minOccurs="("
maxQOccurs="unbounded"/>
</xs:sequence>
<xs:anyAttribute/>
</xs:complexType>

<xs:element name="ims-3gpp" type="tIMS3GPP"/>

</xs:schema>
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The root element of the 3GPP IMS XML schema as embodied in Tables 2A and 2B
is described as follows:
<ims-3gpp>: This is the root element of the 3GPP IMS XML body. It shall always be
present. The XML Schema version described in the present document is 1. XML instance
documents of future versions of the XML Schema that is defined in Tables 2A and 2B,
where the XML Schema version attribute part of the xs:schema element is less than 2 and
more than or equal to 1, shall be valid against the XML Schema that is defined in Tables 2A
and 2B in this document. XML instance documents of the XML Schema that is defined in
Tables 2A and 2B in the present document shall have a version attribute value, part of the
ims-3gpp clement, that is equal to the value of the XML Schema version described in the
present document.

In another representation, an XML schema’s version attribute or parameter vmay be
aptional, wherein an appropriate default valuc may be assigned. In both cases, i.e., where
the schema’s version attribute is set to default and where the schema’s version attribute is set
to a predefined value that may be coded in a number of ways, the schemaValue in an XML
instance document may be provided to match the version attribute of the XML schema from
which the document instance is derived.

As alluded to previously, any UA is allowed to add and modify the XMI. documents.
Accordingly, it is advantageous for the UA entities to know acceptable XML schemas and
their versions. According to one embodiment, certain indications may be provided to
indicate version numbers or a range of version numbers, descriptor technology (such as
XML), and root element name. The MIME type may be cxtended, for example, to include
such information: “application/3gpp-ims+xml;sv=1-1.99", where “sv” stands for schema
version and the hyphen denotes a range in version values. In addition, a single value may be
provided to indicate support for a single schema version and a comma-separated listi may be
provided to indicate specific schema versions as enumerated and scparated by commas.
Such a string may be placed in a suitable SIP message header, including but not limited to
the Accept header field, Record-Route header field, etc. Other new header fields may also
be defined (e.g., P-header) whereby each UA entity may insert its XML document handling
capabilities and/or compatibilities. ~Additionally, where multiple UA entities may be
involved in a signaling path, cach entity could support different XML schemas. In such a
multi-node scenario, a function element (fe) name may also be provided to identify the node

(e.g., P-CSCF, S-CSCF, UE, AS, and so on) in multiple Accept headers as set forth in the
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following example:
“application/3gpp-ims+xml;sv=1-1.99;fe=ue,as,s-cscf”.

A gencral syntax for signaling XML document handling capabilities in a multi-node

scenario is as follows:
Functions = <fe namel token>, <fe name2 token>. . . <fe nameN token>

Additional rules may also be provided depending on implementation. For instance,
absence of an IMS functional element (ife) token may mean that the XML schema version
and document instance information provided in the header is applicable to any downstream
node. Likewise, absence of the sv parameter may mean that any schema version is applied
or acceptable. Alternatively, absence of the sv parameter may mean that a default version,
e.g., version “1”, is applied or is acceptable. It should be apparent that token names other
than “sv” or “ife” may also be used as long as all the nodes, e.g., originators or senders,
recipients or tcrminators, and intermediary nodes, are aware of the nomenclature,
functionality, syntax and the rules associated therewith. Set forth is an cxample of an sv
token having discrete numbers as well as ranges to indicate supportability of various schema

versions:
sv=1-2,10-12,14,16

The foregoing example indicates that schema versions 1 and 2 (inclusive), 10 through 12
(inclusive) are supported as well as versions 14 and 16. Since an XML body document may
be included upstream also, it may be that a receiving UA (in a Back-to-Back User Agent or
B2BUA configuration) or proxy wishes to use a non-provisional SIP message to indicate its
support of certain XML schemas. Alternatively, in case of not supporting the required
version number, the receiving UA may wish to indicate such information in a SIP error
message. If the sender receives a non-provisional SIP response, it may follow up with a SIP
request such as a CANCEL request, optionally including the reason for such an action.

A further example of an sv token in an Accept header is as follows:
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Accept: application/3 gpp-ims+xml;sv="1,1.1";ife="uve,p-cscfs-cscfas,. . .7

The foregoing example would cnable different SIP UA entities involved, if needed, to
populate the Accept header (e.g., in an INVITE message) with all their schema versions for
the MIME type “application/3gpp-ims+xml”. Set forth below arc cxamples of Accept
header formats in accordance with known standards (e.g., RFC 2616 and RFC 3261) that

may be used for properly encoding the sv and ife tokens.

Table 3

Accept ="Accept" ":"

#( media-range [ accept-params | )

media-range = ( "¥/*"
| (type /" "™*")
| (type "/" subtype )
) *(";" parameter )
accept-params =";" "q" "=" qvalue *( accept-
cxtension )
accept-extension = ";" token [ "=" ( token | quoted-

string ) ]

23

CA 2960713 2017-03-15




10

15

20

25

30

Table 4

Accept = "Accept" HCOLON

[ accept-range *(COMMA accept-range) ]
accept-range = media-range *(SEMI accept-param)
media-range = ("*/*"

/ (m-type SLASH "*" )

/ ( m-type SLASH m-subtype )

} #( SEMI m-parameter )
accept-param = ("q" EQUAL gvalue) / generic-param
qvalue = ("0"["." 0*3DIGIT |)

ST 04300 1)
generic-param = token | EQUAL gen-value ]
gen-value = token/ host / quoted-string
m-parameter = m-attribute EQUAL m-value
m-attribute = token

m-value = token / quoted-string

Yet another possible realization of an XML schema construct is set forth below in
Table 5. The application/3gpp-ims+xml MIME type, used in the Accept header field
according to subclause 5.1.3.1 of 3GPP TS 24.229, is extended to include specific version
information needed for IM CN subsystem functional entities. If the parameter is absent, it
shall be assumed that the UA originating the SIP method with the Accept header supports
version 1 of the XML Schema for the IM CN subsystem XML body. The sv or
schemaversion parameter has the syntax described in Table 5. The media-range component
has been copied from IETF RFC 3261 for convenience. The sv ot schemaversion parameter
is an instance of m-parameter from the current media-range component of Accept header,
where m-type is application and m-sub-type is 3gpp-ims+xml. If the sv or schemaversion
parameter is set to ‘none’, the UA originating the SIP method indicates it does not find the
"application/3gpp-ims+xml" MIME type acceptable. Table 5 shows a possible Syntax of the

“sy” or “schemaversion” parameter for the "application/3gpp-ims+xml" MIME type:
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Table 5

media-range = ("¥/*"
/ ( m-type SLASH "*")
/ ( m-type SLASH m-subtype )
) *( SEMI m-parameter )

schemaVersion = ( "schemaversion” / "sv" ) "=" "none" /
[schemaversions *(COMMA schemaversions)] .
schemaversions = token / ( DIGIT [ "." 0*2DIGIT ] [ "-" ( DIGIT [ "." 0*2DIGIT ] ) ])

As sct forth in the foregoing examples, the sv tokcﬁ or parameter can be provided
with discrete numerical values that are comma-separated as well as ranges of numbers or
digits that have the advantage of being sequential in specifying a schema version. In
addition, the sv token may take on values provided as, but not limited to, textual strings,
characters, alphanumerical sequences, and the like. Additional information may ‘also be
provided in the SIP message header ficlds to indicate further directives that can be executed
at the level of a communication protocol processing layer. By way of illustration, a
receiving UA may conclude upon inspecting the Accept header which UA roles or even UAs
or functional elements support what types of content. In one implementation, any receiving
UA inserting XML content type document instance(s) may be able to insert a directive to
direct a downstream element to process ome or more XML content type documents.
Additional directives may include, but not limited to, the following: “remove afler
processing”, “pass along if don’t understand”, “must understand” or “ok to remove”, and the

like. Dircctives maybe coded as textual strings or binary values, as exemplified below:

Remove after processing 00
Pass élong if done understand 01

Must understand 10
Ok to remove 11

It must be recognized that the above is just one illustrative example and the ordering of the

directives could be any and could be coded as any number of bits.
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One suitable information element to include such information may be a URI or
MIME parameter, preferably in a textual string representation. In another alternative, such
directives may also be encoded within the message body or within a message body part. In
another alternative, the information may be rcpresented as an additional body part if multiple
body parts are supported, e.g., encoded in some body part with directives referencing other
body paﬁs. For instance, the representations may be encoded in XML and for each XML
schema that exists per recciving node. In a still further alternative cmbodiment, the
directives per receiving node may be placed per body (or body part) in the Content-Type
header field used in the returned SIP messages for identifying the contents. Following is a

high-level structure for such a representation:

<<Begin SIP message and header fields
- Including Content-Type header field + optional parameters including zero or
more of directives, schemaversions, or other parameters .
- if multi-part/* MIME bodics arc supported and multiple body parts are
included, parameters including zero or more of directives, schemaversions, or
other parameters

End SIP message>>

Another alternative encoding for sv values may also be provided using name spaces.
By way of illustration, XML schema versioning in a PoC service is set forth in the following

example o demonstrate the use of name spaces for signaling the sv information.

Accept:application/poc-settings+xml; sv="urn:oma:params:xml:ns:poc:poc-settings,

urn:oma:xml:poc:poc2.0-settings”
Basically, the token named “sv” in the above example may be replaced with a token named
“ns” to indicate that a list of one or more XML namespace identifiers follows with quoies
and separated by commas. Further, a similar approach may also be used for other service-
specific UA entities, e.g., UAs with respect to Voice Call Continuity (VCC), IMS
Centralized Services (ICS), IMS Session Continuity (ISC), etc.

In addition to conveying SIP level message directives, various attributes may also be
transmitted that define a handling capability with respect to the XML documents on a per

node basis. That is, the attribute information may be used to indicate allowable behavior for
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each identified SIP UA or proxy element by way of a policy management mechanism that is
executed in association with an XML validator. The following policies are illustrative: (i)
ok to ignore, continue with processing message document, drop element; (ii) mandatory to
understand, reject message document if don’t understand; (iii) mandatory to pass on, no
processing is required if not understood; and so on. The behavior policies may be extended
to indicate node-specific behavior at cach receiving node, e.g., (i) UE requirements; (ii) P-
CSCF requirements; (iii) S-CSCF requirements; (iv) Service requirements (e.g., ICS
Identifier or ICSI information), and so on.

As set forth above in reference to the embodiment shown in FIG. 6C, an alternative
mechanism to signal the schema version and document set version information may involve
accessing a database configured with the version support capabilities on per node basis. The
database may be accessible to any node in the IMS network. Furthermore, the location of
the database may be provided to the nodes via any suitable mechanism (e.g., a mechanism
based on RFC 4483). A Uniform Resource Locator (URL) identifying the location of the
database may be provided in a message that node can use to access the database. Also, the
database could be in a single node or spread across multiple nodes in a distributed database
architecture.

An exemplary syntax structure of the sv or schemaversion parameter is provided

below in Table 6:

Table 6

m-parameter /= ("sv" / "schemaversion"y EQUAL LDQUOT
[ sv-value-list | RDQUOT

sv-value-list = sv-value-range *( "," sv-value )

sv-value-range = sv-value [ "-" sv-value ]

sv-value = number/ token

number = 1*DIGIT [ "." 1*DIGIT ]
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The sv syntax shown above (in Backus-Naur Format or BNF form) may be used to convey
various types of values (digits, strings, etc.) in order to indicate: (i) the versions of the 3GPP
IMS XML schema that can be used to validate the 3GPP IMS XML bodies, if the MIME
type and parameter are present in the Content-Type header, and (ii) the accepted versions of
the 3GPP IMS XML bodies, if the MIME type and parameter are present in the Accept
header. As alluded to before, default rules may apply where the sv or schemaversion
parameter or when the sv or schemaversion parameter is absent. In one embodiment, if the
sv or schemaversion parameter is absent it is to be understood that a certain version or set of
versions is supported, e.g. version 1. In another embodiment, if MIME type (e.g.
“application/3gpp-ims+xml”) is absent and thc corresponding sv or schemaversion
parameter are absent, it is to be understood that a certain version or set of versions of the
MIME type (e.g. “application/3gpp-ims+xml”) are acceptable anyway, e.g. version 1. In yet
another embodiment, if thc sv or schemaversion parameter value is absent it is to be
understood that no version or set of versions of the MIME type is supported. The latter
feature may be advantageous in cases where even if the corresponding MIME type (e.g.
“application/3gpp-ims+xml™) is absent, the recipient is to understand that the MIME type
and a default value for the version parameter are acceptable regardless. In this case, a sender
can use a SIP header field (e.g. the Accept header field) to indicate cxplicitly that a MIME
type and any of its versions are not acceptable.

As one skilled in the art will recognize, the MIME type and its parameters may nccd
to be registered with a suitable registration authority (i.., a registrar) such as, ¢.g., the

Internet Assigned Numbers Authority or JANA. Set forth below is an exemplary template

that can be used for registration purposes:

MIME media type name: application
MIME subtype name: 3gpp-ims+xml
Required parameters: none

Optional parameters: “sv” or “schemaversion”

The foregoing registration entry may include sv syntax shown above in Table 5 in the
Augmented BNF (ABNF) form.
Referring now to FIG. 8, shown therein is an exemplary message flow diagram 800

involving multiple SIP entities wherein an intermediary node is operable to negotiate
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schema and document version information with respect to upstream and downsiream entities
according to an embodiment of the present disclosure. UA1 802 is an originator or sender of
a request ultimately directed to UA2 806 operating as a recipient. A B2BUA 804 {e.g., a
border gateway node such a BGCF or IBCF) is operable as an intermediary node. UAT 802
generates a SIP INVITE request 808 with its Accept header set to:

application/3gpp-ims+xml;sv="1,1.1";ife="ual”

The intermediary node 804 intercepts the INVITE 808 and modifies the Accept header and
generates a new INVITE request 810 towards UA2 806. The modified Accept header now

includes the following:

application/3gpp-ims+xml;sv="1,1.1,2.5”;ife="ual”,
application/3gpp-ims+xml;sv="2.5";ife=b2bua”

In essence, by modifying the Accept header information as set forth above, the intcrmediary
node 804 conveys that it is operable to convert or otherwise convey the application/3gpp-
ims+xml content compliant with schema version 2.5 that is destined to UA1 (on upsiream
path) into the XML content that is compatible with schema version 1 or 1.1 supported by
TUA1 802 (insofar as possible; on the other hand, where it is not possible, the unconvertible
information may be signaled otherwise). In addition, the intermediary node 804 also signals
that it is operable to accept the application/3gpp-imst+xml content according to schema
version 2.5 that is destined to the B2ZBUA. Suitable response messages are 812 and 814 arc
propagated back on the return path, which messages may or may not include any documents
such as thosc with content-type “application/3 gpp-imstxmi” as SIP body or body pai't(s).

It should be realized that where some of the current versions of the 3GPP standard
(i.e., Release 5, Release 6, Releasc 7 and Release 8 of 3GPP TS 24.229) do not make a
provision for UAs to include the “application/3gpp-ims+xml” MIME type explicitly in the
Accept header, additional variations may need to be implemented. In order to prevent
modification of the deployed Release 5/6/7/8-compliant UAs and require the insertion of
“k/*» or “application/*” or “application/3gpp-ims+xml”, additional embodiments of the
present disclosure provide that a special version indicator (e.g., absence of a version in the

3331
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“none”) can be reserved to indicate that the content of the aforesaid MIME type is not
acceptable by the UA originating the SIP method. The special version token may also be
used to signify that absence of “*/*”, “application/*” or “application/3gpp-ims+xml”, or
absence of the “sv”’ or “schemaversion” parameter while the “application/3gpp-ims+xml”
MIME type is present, indicates supportability and application of a default version (e.g.,
schema version 1 relating to the aforesaid MIME type).

FIG. 9 depicts an exemplary implementation of a telecommunications service such
as, e.g., an Emergency Services (ES) call, over an IMS network with SIP messaging. As can
be appreciated by onc skilled in the art, when a UE device wants to make an ES call over the
IMS network, the P-CSCF node (typically the first IMS node that the UE device interacts
with) may not‘ allow the ES call for a number of reasons. For example, making an ES call
over an IP network may be prohibited by the regulatory authorities in a region or country
where only ES calls over a conventional CS network are mandated. In some instances, IP-
based ES calls can be very expensive and, in addition, there may not be carrier-grade
reliability with respect to such calls. In still further scenarios, even where an IP-based ES
call is allowed, the TMS network may want to route the call over a different 1P network
rather than handling it itself. Regardless of the reasons, when different versions of XML
message bodies and/or XML schemas are used by the various entities, i.e., the UE device, P-
CSCF, etc., with respect to setting up the ES call, there is a possibility that such message
bodies or schemas are not compatible, thereby resulting in unpredictable behavior. Not only
may the intended ES call not be completed, the requesting UE device may not receive any
alert or indication as to any possible alternative course(s) of action.

In the exemplary scheme 900 shown in FIG. 9, the SIP entities are provided with the
capability of negotiating version information and of signaling alternative courses of action
where needed. Accordingly, when the UE device makes a service request to an IMS node
(i.e., the P-CSCF node) to effectuate an ES call via the IP network (block 902), the IMS
node is adapted to process the incoming request and exccute appropriate service logic to
generate a rosponse message that the ES call via the requested network may not be
established (block 904). The IMS node is also adapted to provide an indication io the UE
device (e.g., via the response message) to effectuate the ES call over an alternative network
(eg.,a different TP network) and may include applicable routing information (block 906). In
another altcrnative, the IMS node may be adapted to provide an indication to the UE device

that the ES call is to be effectuated over a conventional CS network, which may again
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include appropriate routing information (block 908). Alternatively or additionally, the IMS
node may also provide an alert and/or indication to the UE device that the requesied ES call
cannot be completed, whereby a graceful exit may be facilitated, including, e.g., a cause
code or textual reason encoded as part of the response message as to whether or why an
alternative service is suggested by the network (block 910). Further, responsive to the
indications included in the response message or due to a local default procedure, the UE
device may also intcrrogate a database (again, either locally provisioned within the UE
device or remotely provisioned in the network environment) to obtain appropriate ID and/or
routing information with respect to seiting up the ES call over the alternative network.

FIG. 10 depicts a block diagram of an embodiment of a communications device
operable as an SIP-compatible UE device, e.g., UE 102, for purposes of the present patent
disclosure. It will be recognized by those skilled in the art upon reference hereto that
although an embodiment of UE 102 may comprise an arraﬁgement similar to one shown in
FIG. 10, there can be a number of variations and modifications, in hardware, software or
firmware, with respect to the various modules depicted. Accordingly, the arrangement of
FIG. 10 should be taken as illustrative rather than limiting with respect to the embodiments
of the present patent disclosure. A microprocessor 1002 providing for the overall control of
an embodiment of the UE device is operably coupled to a communication subsystem 1004
that may be capable of multi-mode communications (e.g., CS domain, IP domain such as
IMS, et cetera). The communication subsystem 1304 generally includes one or more
receivers 1008 and one or more transmitters 1014 as well as associated components such as
one or more local oscillator (LO) modules 1010 and a processing module such as a digital
signal processor (DSP) 1012. As will be apparent io those skilled in the field of
communications, the particular design of the communication module 1004 may be
dependent upon the communications networks with which the mobile device is intended to
operate (e.g., a CDMA network, a GSM network, WLAN, et cetera). Regardless of the
particular design, however, signals reccived by antenna 1006 through appropriate access
infrastructure 1005 (c.g., cellular base station towers, WLAN hot spots, etc.) are provided to
receiver 1308, which may perform such common receiver functions as signal amplification,
frequency down conversion, filtering, channel selection, analog-to-digital (A/D) conversion,
and the like. Similarly, signals to be transmitted are processed, including modulation and

encoding, for example, by DSP 1012, and provided to transmitter 1014 for digital-to-analog
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(D/A) conversion, frequency up conversion, filtering, amplification and transmission over
the air-radio interface via antenna 1016.

Microprocessor 1002 may also interface with further device subsystems such as
auxiliary input/output (/O) 1018, serial port 1020, display 1022, keyboard/keypad 1024,
sp‘eaker 1026, microphone 1028, random access memory (RAM) 1030, a short-range
communications subsystem 1032, and any other device subsystems, e.g., timer mechanisms,
gencrally labeled as reference numeral 1033. To control access, an interface 1034 may also
be provided in communication with the microprocessor 1002 with rcspect to a removable
storage module (Universal/Subscriber 1dentity Module (U/SIM) or Removable User Identity
Module (RUIM)). In one implcmentation, U/SIM or RUIM interface 1034 may be operable
with a U/SIM or RUIM card having a number of key configurations 1044 and other
information 1046 such as default content disposition profiles, policy managers, alternative
network information, as well as identification and subscriber-related data that may
supplement local storage-based information.

Operating system software and applicable service logic software may be embodied in
a persistent storage module (i.e., non-volatile storage) such as Flash memory 1035. In one
implementation, Flash memory 1035 may be segregated into different arcas, e.g., storage
area for computer programs 1036 (e.g., service processing logic), as well as data storage
regions such as device state 1037, address book 1039, other personal information manager
(PIM) data 1041, and other data storage areas generally labeled as reference numeral 1043.
A transport stack 1045 may be provided to effectuate one or more appropriatc radio-packet
transport  protocols. In addition, an XML schema validator and/or version
negotiation/indication logic module 1048 is provided for facilitating one or more
embodiments as set forth in detail hereinabove.

It should be appreciated that the various operations, components and procésses set
forth in the present patent disclosure, operable cither at the UE device, the IMS network
node, or at other network locations, may be accomplished via a number of means, including
software (e.g., program code or sequence of instructions), firmware, hardware, or in any
combination, usually in association with a processing system, as components configured to
perform specific functions, Where the proccsses are embodied in software, such software
may comprise program instructions that form a computer program product, instructions on
computer-accessible media, uploadable service application software, or software

downloadable from a remote station, and thc like. Further, where the processes, data

32

CA 2960713 2017-03-15



structures, or both, are stored in computer-accessible storage, such storage may include

semiconductor memory, internal and external computer storage media and encompasses, but

not limited to, nonvolatile media, volatile media, and transmission media. Nonvolatile

media may include CD-ROMs, magnetic tapes, PROMs, Flash memory, or optical media.

5  Volatile media may include dynamic memory, caches, RAMs, etc. Transmission media may

include carrier waves or other signal-bearing media. As used herein, the phrase “computer-

accessible medium”l encompasses “computcr-readable medium” as well as “computer-
exccutable medium.”

Furthermore, although the embodiments set forth herein have been desctibed in

10 detail with respect to SIP-based messaging in 3GPP-compliant networks, it will be
recognized that the teachings of the present patent disclosure may be applied to other
distributed environments involving different protocols (e.g., HITP). Likewise, the teachings
herein may also be applied in respect of other Markup languages where versioned bodies are
possible and some sort of a meta-structure is used for validation of such bodies.

15 It is believed that the operation and construction of the embodiments of the present
patent application will be apparent from the Detailed Description set forth above. While the
exemplary embodiments shown and described may have been characterized as being
preferred, it should be readily understood that various changes and modifications could be
made therein without departing from the scope of the present disclosure as set forth in the

20  following claims.
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Claims:

1. A method of negotiating schema version information relating to message
bodies of a communication protocol, the method comprising:

receiving, by a recipient from a sender, a communication protocol request
message, the communication protocol request message including a message

header;

determining, by the recipient, a communication environment of the sender

with respect to the communication protocol from data in the message header;

determining, by the recipient, document versions compatible with the sender
based on a database populated with document version capabilities of a plurality of
communication environments and the communication environment of the sender;

and

sending, by the recipient to the sender, a communication protocol response
message responsive to the communication protocol response request message,
wherein the communication protocol response message includes documents only

document versions that the sender is configured to accept or validate.

2. The method as recited in claim 1, wherein a document version is compatible
with the sender when the sender is capable of accepting, validating or converting a
document of a particular document version to another document version that is

compatible with at least one downstream node.
3. The method as recited in claim 1 or claim 2, further comprising:

determining, by the recipient, for each document type a schema version that
the sender is configured to use based on a database populated with schema version
capabilities of a plurality of communication environments and the communication

environment of the sender;

wherein the communication protocol response message includes documents

only schema versions that the sender is configured to accept or validate.
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4, The method as recited in claim 3, wherein a schema version is compatible
with the sender when the sender is capable of accepting, validating or converting a
document of a particular schema version to another schema version that is

compatible with at least one downstream node.

5. A non-transitory machine-readable medium having tangibly stored thereon
executable instructions that, in response to execution by a processor, cause the

processor to perform the method of any one of claims 1 to 4.

6. An apparatus, comprising:
a processor configured for:

receiving, from a sender, a communication protocol request message, the

communication protocol request message including a message header;

determining a communication environment of the sender with respect to the

communication protocol from data in the message header;

determining document versions compatible with the sender based on a
database populated with document version capabilities of a plurality of
communication environments and the communication environment of the sender;

and

sending, to the sender, a communication protocol response message
responsive to the communication protocol response request message, wherein the
communication protocol response message includes documents only document

versions that the sender is configured to accept or validate.

7. The apparatus as recited in claim 6, wherein a document version is
compatible with the sender when the sender is capable of accepting, validating or
converting a document of a particular document version to another document

version that is compatible with at least one downstream node.

8. The apparatus as recited in claim 6 or claim 7, wherein the processor is

further configured for:
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determining for each document type a schema version that the sender is
configured to use based on a database populated with schema version capabilities
of a plurality of communication environments and the communication environment

of the sender;

wherein the communication protocol response message includes documents

only schema versions that the sender is configured to accept or validate.

9. The apparatus as recited in claim 8, wherein a schema version is compatible
with the sender when the sender is capable of accepting, validating or converting a
document of a particular schema version to another schema version that is

compatible with at least one downstream node.
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