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CLIENT WEB SERVICE ACCESS

Field of the Invention

The present inwvention relates to client access to web services and
more particullarly to the handling of requests from a web client to access

a web service.

Background to the Inwvention

Over recent years web services have become commonplace, for example,
for a business to provide a web service which enables a web client to
purchase ¢goods from the business over the internet. Following on from this
success use of the internet has increased and the regquirements of web
clients and web businesses have become ever more complex. From this has
resulted the arrival of middleware offerings which emable clients to

access, and businesses to implement, web services in new and better ways.

For example a service bus provides a flexible managed infrastructure
for web services. In general, clients and web service providers operating
in the services bus use a smart client "on-ramp" to attach to the service
bus and this enables context and other environmental information to be
added to the client/web service interactions so that, for example,
security, transactiom and other processing can be handled correctly
according to the requirements of the web service and its clients. Further,
it allows service selection and discovery to take place in a managed way,
such that when a client wishes to access a web service it can use a web
service which is found based on the functionality reguired by the client.
For example a client may request a web service that sells IBM computer
equipment offering delivery in the UK and accepts payment by American
Express. Such a smart client “on-ramp” and service bus architecture is
disclosed in US application No: 10/322053 “Apparatus and method for
selecting a web service in response to a request from a client device”,

Inventors: Flurry and Holdsworth.

However some clients or web services in the service bus environment
may be unaware of the bus infrastructure, for example the clients could be
.NET, C, or Python/Pexl/JavaScript SOAP clients which. are hard-coded to
use a particular URL and format to access a web service. Further such
clients are not written using an application programming interface (API)
specified for accessing the service bus infrastructure, for example Web

Services Invocation Framework (WSIF) or the Java JSR1 09 programming model
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(available from the Java Community Process web site) (Java is a trade mark
of Sun Microsystems Inc.). Typically, for a service bus to process
requests from such clients the client request is forwarded to a hub
intermediary or gateway for processing by the service bus . For example a
gateway is published as the provider of the web service and can, on
receipt of a client request, route the request to an appropriate web
service provider which is discovered and selected in a mamaged way that
would also be used for a service bus aware client. Howevex, this requires
the client to be updateable to change the URL specified im its request to
the URL of the hub intermediary and in some scenarios the client may not
be updateable in this manner. Furthermore, the intermediaxy may not be
able to perform actions that only the client could perform - such as

adding client specific information to the regquest.

Summary of the invention

Accordingly, according to a first aspect, the present invention
provides a client data processing method for a client data processing host
to transform a request from a web client, the method compxising:
intercepting the request; changing a first web service implementation
specified in the request to a second web service implementation; and
forwarding the request to the second web service implementation thereby
enabling the second web service implementation to process the request,
wherein the second web service implementation is selected based on policy

data associated with the web client.

According to a second aspect the present invention provides a client
data processing apparatus for transforming a request from a web client,
the apparatus comprising: means for intercepting the request; means for
changing a first web service implementation specified in the request to a
second web service implementation; and means for forwardimg the request to
the second web service implementation thereby enabling the second web
service implementation to process the request, wherein the second web
service implementation is selected based on policy data associated with

the web client.

According to a third aspect the present invention provides a
computer program product comprising instructions which, when executed on a
data processing host, cause the data processing host to carry out a method

according to the first aspect.
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The present invention thus enables a client request for a particular
web service to be intercepted in the client host and transformed to a
request for a different web service which has been selected in a managed
way. For example the policy data may specify specific quality of service
requirements for the web client and as a result a web service is accessed
which more appropriately matches the web client quality of service

requirements.

The request from the web client can be specified in an application
layer protocol, for example, Simple Object Access Protocol over Hypertext=
Transfer Protocol (SOAP/HTTP); Internet Inter-Orb Protocol (IIOP); or SOAP
over Java Message Service (JMS). Optionally the request may be further
modified to a different application layer protocol to that in which the
web client request was specified. For example, it can be changed from a

SOAP/HTTP reguest to an IIOP request.

There are several alternatives as to how the request is intercepted.
Optionally if the protocol stack of the client data processing host
includes SOCKS support, the SOCKS support can be configured with a SOCKS
proxy local to the client and the step of intercepting the request can
result from the SOCKS proxy being called when the protocol stack is
processing the request. Alternatively, if the protocol stack of the clien.t
data processing host includes HTTP support it may support configuration
with an HTTP proxy, in which case intercepting the request can result from
a local HTTP proxy being called . Alternatively the protocol stack is
modified to intercept the request during processing and call a routine

which is used to enable the step of changing the request.

Preferably in order to choose a second web service implementation
one or more alternative web service implementations to handle the request
are discovered and then the second web service implementation is chosen
from those discovered based on the policy data, for example, published
using the Web Services Policy framework (WS-Policy).

Optionally the one or more alternative web service implementations
are discovered by obtaining Web Services Definition Language (WSDL)
document for the first web service implementation and using information
from this WSDL document to obtain a WSDL document for each of the one or

more alternative web service implementations to handle the request.

Optionally a security policy is applied to the request. For example
at least apart of the request may be encrypted and/or a client key may be
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added to the request and/or a transport mechanism for sending the request
is chosen based on its security properties, as indicated using Web
Services Security Protocol (WS-Security) or other information. The client
key could be, for example, an identifier such as a client identifier or a
user identifier. Further the client key could, for example, include a

password.

Optionally client specific information could also be added to the
reguest. For example a client key, a machine identifier of the client data
processing host, and/or an IP address of the client data processing host.
Such information could, for example, be used by the web service

implementation for audit or security purposes.

The policy data may, for example, specify one or more of: response
time requirements; security level requirements; transaction requirements;
cost requirements; availability requirements; application layer protocol
requirements; additional information requirements; and web service

implementation requirements.

Brief Description of the Drawings

The invention will now be described, by way of example only, with
reference to a preferred embodiment thereof, as illustrated in the

accompanying drawings, in which:

Figure 1 is a block diagram of data processing environment in which
the preferred embodiment of the present invention is advantageously

applied;

Figure 2 is a schematic diagram showing an example of a web client
sending a request from a client process to a web service according to the

prior art;

Figure 3 is a schematic diagram of a web client sending a request
from a client process to a web service according to the preferred

embodiment of the present invention;

Figure 4 is a schematic diagram of the on-ramp of figure 3,

processing a request which originated from a web client;
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Figure 5 ig a flow chart of the main processing steps of a client

data processing host of figure 3; and

Figure 6 is a flow chart of the main processing steps of the on ramp

of figure 3.

Note that in the figures like numbers are used for like parts.

Description of the Preferred Embodiment

¢

Figure 1 is a schematic diagram of a data processing environment in
which the preferred embodiment of the present invention can be
advantageously applied. In figure 1, a client/server data processing host
10 is connected to other client/server data processing hosts 12 and 13 via
a network 11, which could be, for example, the Internet. For example,
according to the present invention, a web client running on host 10 can
make a request to a web service available in host 12, but software running
in the client transforms the request into a request to a web service
available in host 13, the web service in host 13 being selected based on a
policy data associated with the web client. Client/server 10 has a
processor 101 for executing programg that control the operation of the
client/server 10, a RAM volatile memory element 102, a non-volatile memory
103, and a network connector 104 for use in interfacing with the network

11 for communication with the other client/servers 12 and 13.

Figure 2 is a schematic diagram showing an example of a web client
201 sending a request 208 to a web service implementation 211 according to
the prior art. The web client and web service run in data processing hosts

200 and 210 respectively, each using a TCP/IP protocol stack.

In Figure 2 the web client makes a request for a bank service
operation that is directéd to a bank service at URL http://www.banka.com/
(209). The web client 201 passes (205) the request to the application
layer 202 of the protocol stack. The application layer provides high level
protocols through which a web client/service can access, for exmple, the
TCP/IP protocol stack and in this example provides Simple Object Access
Protocol (SOAP) over Hypertext Transfer Protocol (HTTP). Alternatively,
for exampl.e, the application layer could provide Internet Inter-Orb
Protocol (IIOP). The application layer 202 modifies the request and then
passes (206) it to the transport and network layer 203. The transport and
network layer provides data transfer over a network and in this example
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this layer provides support for Transmission Control Protocol (TCP) over
Internet Protocol (IP). Alternatively, for example, the transport and

network layer could prowide User Datagram Protocol (UDP). The network and
transport layer 203 them modifies the request and passes (207) it to the
network interface layer 204 which interfaces with the client hardware and

transmits the request 208 over the network 11.

When the request arrives at the host 210 of the web service
implementation it is received by the network interface layer 214 which
passes (215) the request to the transport and network layer 213 which
provides support for TCP/IP. The transport and network layer undoes the
changes made to the message in the client network and transport layer and
then passes (216) it to the application layer 212, which provides support
for SOAP/HTTP. The application layer then undoes the changes made to the
request in the client application layer and passes (217) it to the target
web service implementation 211. Thus the client request has been received
for processing. Note that the web service protocol stack must provide
support for the same protocols used in the client stack (i.e: SOAP/HTTP

and TCP/IP) in order to successfully process the web client request.

However, a problem of the prior art of Figure 2, is that web client
is hard coded with the URL (http://www.banka.com) of a web service .
implementation to which its reguest will be directed. As a result the
client cannot take advantage of a service bus which can, for example,
select a web service implementation to handle the request based in policy

data associated with the web client.

Figure 3 is a schematic diagram of the client data processing host
200 of Figure 2 which has been modified according to the preferred
embodiment of the present invention. In this embodiment the TCP/IP laver
further includes SOCKS support 305. In normal use SOCKS is configured to
re-route a web client request to a SOCKS proxy (or server), the SOCKS
proxy then performs some level of security checking before allowing the
web client request to proceed to the destination specified in the request.
However, according to the preferred embodiment of the present invention
SOCKS support 305 is configured to re-route a web client request to an
adapted SOCKS proxy 306 which is local to the client. As a result when the
web client request is passed to the TCP/IP transport and network layer
203, SOCKS support 305 is called and this redirects (322) the request to
the local adapted SOCKS proxy 306 which then passes (323) the request to a
URL filter 307. The URL filter checks the URL specified as the target of

the web client request with a configuration file which contains details
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which are used to decide if the URL specified as the target of the web
client request is suitable for modification. For example the configuration
file may contain a list of specific URL’s for which an exact match is
required or a list of URL’s containing wildcards for which a similarity
match is required. If the URL is not suitable for modification the web
client request is returned (not shown) to the TCP/IP transport and network
layer 203 for normal processing . However, if the URL is suitable for
modification the request is passed (324) to a SOAP/HTTP parser 308 which
can extract information, such ass any data which accompanied the URL in the
web client request. Having extraacted the required information, the request
is passed (325) to the on ramp 309 which then modifies the request to be
suitable for passing to a service bus which provides access to a variety
of web service implementations wising a variety of protocols. According to
the preferred embodiment of figure 3 the service bus available to the
client provides access to web service implementations using one of two
protocol combinations, IIOP 310 and SOAP/HTTP 311 and the on ramp modifies
the web client request to be for an alternative web service implementation
which is available via the service bus and using an IIOP reguest. As a
result the on ramp 309 passes (326) the request for the alternative web
service implementation to the ITOP application layer 310 which then passes
(327) it on to the TCP/IP transport and network layer 203 for passing
(328) to the network by the network interface layer 204 for sending over

the network.

Figure 4 is a more detailed schematic diagram of the on-ramp 309 of
figure 3 and the components which interface with it, namely the SOAP/HTTP
parser 308 and SOAP/HTTP 310 and IIOP 311 application layers of the
service bus. The web client requiest is passed from the SOAP/HTTP parser to
a matching engine 401 of the on ramp 309. The matching engine looks up
policies specified for the web <lient in a policy file 402. The policy
file may, for example, contain details for the client of response time
requirements, security level requirements, transaction requirements, cost
requirements, availability requirements, application layer protocol
requirements, additional information requirements, and/or web service
implementation requirements. The matching engine, then uses the policy
information and request information as extracted from by the SOAP/HTTP
parser from the web client request to modify the request using discovery
403, selection 404, and security 405 mechanisms. The discovery mechanism
403 is used to discover alternative web service implementations availablé
on the service bus and that are able to process the web client request,
for example based on the URL specified in the request. The selection

mechanism 404 is then used to select a specific web service implementation
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from those discovered. The one chogsen will closely match the requirements
specified in the policy file. The selection mechanism may further select'a
suitable protocol from those available from the service bus and which can
be used to access the web service implementation. A security mechanism 405
may also be used for selection purposes, for example to select a suitable
protocol which matches the security requirements of the client or web
service. For example the client or web service implementation may require
communication through a more secure protocol such as WS-Security over
SOAP, secure HTTP (HTTPS), or secure IIOP (IIOPS). Fuxther the security
mechanism may, for example, encrypt the message using SOAP encryption
and/or add information to the request such as a client key based on the
security requirements of the web client or web service implementation. In
the preferred embodiment as a result of using these mechanisms the
matching engine 401 selects an appropriate web service to handle the web
client request and provides that to a suitable transport protocol, for
example SOAP/HTTP ox IIOP, 311 and 310 respectively.

Note that, for example, the policy file may contain one or more of:
a response time regquirement which requires uses of a faster transport
protocol or a web service which gives a guaranteed response time; a
security level requirement which requires encryption of the request or use
of a secure protocol such as HTTPS; a cost regquirement which specifies a
maximum price range for goods provided by the web service or use of a
communication protocol which provides a low cost connection; an
availability requirement which requires use of a web service which
provides 24x7 availability or use of a protocol with guaranteed request
delivery such as transactional JMS; an application layer protocol
requirement which specifies one or more application 1l ayer protocols which
either must be used or must not be used for sending the request; an
additional information requirement which requires an IP address and/or
machine identifier of the client data processing host to be added to the
request; and web sexrvice implementation requirement which requires for
example, a web service implementation provided IBM approved dealer or a

dealer base in the USA which accepts payment by Ameri can Express.

Thus a preferxred embodiment of the present invention has been
described in which & web client request is intercepted and transformed.
Transformation of the request includes changing the web service to which
the request is sent, and optionally changing such things as the
application layer protocol used to send the request, the security protocol
used for the request, or adding information to the request. However, there

are many alternative embodiments to that described.
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For example, in the described embodiment, with referemce to figure
3, the web client uses a SOAP/HTTP application layer 202. However, in an
alternative embodiment this could be, for example, IIOP, ILOPS, HTTP,
HTTPS, SOAP over JMS, Remote Method Invocation (RMI) over L IOP, XML over
Java Message Service (JMS) , SOAP over Simple Mail Transfer Protocol
(SMTP), or Enterprise JavaBeans (EJB) (JavaBeans is a regis tered trademark
of Sun Microsystems Inc.). If, for example, the application layer was IIOP
the SOAP/HTTP parser 308 would be replaced by an IIOP parsex.

Further, for example, in the described embodiment, wi th reference to
figure 3, the web client xequest is intercepted in the tramsport and
network layer 203 by SOCKS support 305. However, in an altexnative
embodiment this could be achieved by a different means. For example, the
HTTP layer can be-configured to call a local HTTP proxy, thus replacing
the SOCKS server 306 with & HTTP proxy and changing interception of the
web client request to be im the SOAP/HTTP application layer (202).

Further, for example, in the described embodiment, wi th reference to
figure 3, the on ramp 309 His able to use a service bus which provides
application layer protocols of either IIOP 310 or SOAP/HTTP 311 for the
sending of requests. In another embodiment one or more of these
application layer protocols may be omitted and/or replaced and/or added
to. For example other additional/alternative layers provided by the
service bus could be IIOP, IIOPS, HTTP, HTTPS, SOAP over JMS, RMI over
IIOP, XML over JMS, SOAP ower SMTP, or EJB. Further the tramsport and
network layer protocols available to these application layex protocols can
be changed and/or added to, for example UDP/IP can be available in
addition to TCP/IP.

Further with reference to figure 4, for example, when the discovery
mechanism 403 discovers one or more alternative web service
implementations to which the client request can be targeted it may do this
based on Web Service Definition Language (WSDL) documents. This is
possible if the client used a WSDL document to obtain a def inition of the
target serVice implementation to which it made a request. Im this case,
after intercepting the regquest the discovery mechanism can first obtain
the target service WSDL document and then, based on information in this
WSDL, obtain WSDL documents for suitable alternative web service
implementations, for example from a Universal Description, Discovery and
Integration (UDDI) registry. Note that a WSDL document contains details of
the target service such as Port Type, Bindings, Ports, Messages, Types
etc. The Port Type defines the operation and operation parameters provided
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by the target service, the Bindings specify the transport mechanisms, and
the Port specifies the end point addresses for channels providing access
to the target service using the transport mechanisms. For example,
alternatively a DARPA Agent Markup Language (DAML) Serviices document could
be used instead of a WSDL document .

, Further, for example, in the preferred embodiment, with reference to
figure 4, the matching engine uses discovery, selection and security
mechanisms to transform the request. In an alternative embodiment one oxr
more of these mechanisms may be omitted and/or replaced and/or added to
and/or encapsulated into the matching engine. For example an additional or
alternative mechanism could provide transactionality by surrounding one or
more requests from the web client in a unit of work. Fuxther the client
policy data may be, for example, emncapsulated in the mechanisms or a
random policy may be applied. Further the web client reguest may be passed
directly to the matching engine wi thout first being parsed and
alternatively the matching engine could make calls to tlhe parser as

required.

Figure 5 is a flow diagram of the main steps in the preferred
embodiment of the present inventiom. At step 501 the welbb client request is
intercepted. At step 502 the URL specified as the targett of the web client
request is obtained and at step 503 a check is made to see if the URL is
listed in a configui’ation file as a URL that is suitable for
i:ransformation by the on ramp (309 of figure 3). If the URL is not
suitable for transformation the web client request is sent to the target
URL at step 504. However, if the URL is suitable for transformation at
step 505 the web client request is parsed to obtain additional information
such as any parameters sent with the reguest, for example, details of a
particular aspect of the web servi ce to which the request is targeted, or
details of a WSDL document which describes the web service to which the
request is targeted. Then, at step 506 the web client request is modified
based on client policy data. For example, the request is redirected to a
web service which provides the same service as that of the original
request but which is approved for -use by the client based company policy
data. Once the request has been modified it is then sent, at step 504, to

the web service to which it has been redirected.

Figure 6 is a more detailed flow diagram of the pxocessing carried
out at step 506 of figure 5. At step 601 policy data fox the client is
obtained from a configuration file and at step 602 a discovery mechanism
is used to find suitable alternative web service implementations to handle
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the web client request. Alternatives for example can be found based on the
URL and any additional data specified in the web client request. Further
policy data may be used by the discovery mechanism. At step 603 a
selection mechanism is used to select a web service imp lementation, from
the discovered list of suitable alternatives, to handle the request. For
example, a web service could be selected based on client policy data which
specifies that the web service must be UK based and provide for payment by
American Express. The selection mechanism may further select an
application layer protocol for sending the request based on those
available from the service bus and through which the selected web service
implementation can be contacted. Having selected a web service, at step
604 a security mechanism is used to apply an appropriat e security policy
to the request, for example the selected web service may require all
communications to be encrypted and/or a secure application layer protocol
to be used. At step 605, optionally client specific inf ormation is added
to the request, for example an identifier which can be wused to identify
the client data processing host such as an IP address ox machine or an
identifier which can be used to identify the web client or web client
user. Finally at step 606 the transformed request is provided to a
suitable application layer protocol, for example IIOP ox SOAP/HTTP. For
example the request protocol may be chosen to match that of the selected
web service or chosen from several supported by the sel ected web service
based on a client policy which specifies for example a xequired response

time.

Note that whilst the preferred embodiment of the present invention
hags been described in general terms a skilled person wowuld realise that
the invention could be embodied in a data processing method, a data
processing apparatus or a computer program product comprising instructions

for carrying out the data processing method.

Thus present invention provides a method, apparatus and computer
program product in which a web client request for a web service is
intercepted and the target of the request updated according to policy data
associated with the client. Further the application layer protocol in
which the web client request is specified may be changed and/or
information added to the request. As a result a web client which makes a
request for which the target web service is hard-coded may be adapted to
take advantage of managed access to web services resulting in access to
web services which, for example, provide qguality of service
characteristics which more appropriately match the requirements of the web

client.
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CLAIMS

1. A client data processing method for transforming a request from a

web client, the method comprising the steps:
intercepting the request;

changing a f£irst web service implementation specified in the request

to a second web service implementation; and

forwarding the request to the second web service implementation
thereby enabling the second web service implementation to process the

reguest,

wherein the second web service implementation is selected based on

policy data associated with the web client.

2. The method of claim 1 wherein the request is specified in a first

application layer protocol and the method comprises the F£urther step of:

modifying the request to be specified in a second application layer

protocol.

3. The method of either claim 1 or claim 2 wherein the client data
processing host comprises a SOCKS proxy and the step of intercepting the
request comprises calling the SOCKS proxy and including with the call
details of the request.

4. The method of.either claim 1 or claim 2 wherein the client data
processing host comprises a HTTP proxy and the step of intercepting the
request comprises calling the HTTP proxy and including with the call
details of the request.

5. The method of any preceding claim comprising the further steps of:

discovering one or more alternative web service implementations to

handle the request; and

selecting the second web service implementation from the one or more

alternative web services discovered;
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6. The method of claim 5 wherein the discovering step comprises the

steps of:

obtaining a first web service implementation Web Services Def-dinition

Language (WSDL) document for the first web service implementation; and
using information from the web service implementation WSDL document

to obtain a WSDL document for each of the one or more alternative web

gservice implementations to handle the request;

7. The method of any preceding claim compri sing the further step of:

applying a security policy to the request;

wherein the step of applying the security policy comprises one oxr

more of the steps:
encrypting at least part of the request;
adding a web client key to the request; and
sending the request using a secure application layer protocol ;
8. The method of any preceding claim compri.sing the further step of:

adding information specific to the web client to the request

comprising one or more of the steps:

adding an IP address of the client data processing host;

adding a machine identifier of client data processing host;

adding a web client key;
9. The method of any preceding claim wherein the policy data specifies
one or more of: a response time requirement; & security level requi rement;
a transaction requirement; a cost requirement ; an availability
requirement; an application layer protocol reguirement; an additional

information reguirement; and a web service implementation requirement.

10. A client data processing apparatus for ttransforming a request from a

web client, the apparatus comprising:
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means for intercepting the request;

means for changing a first web service implemeentation specified in
the request to a second web service implementation; and

means for forwarding the reguest to the second web service
implementation thereby enabling the second web service implementation to

process the request,

wherein the means for changing a first web service implementation is
operable to select the second web service implementaxtion based on policy

data associated with the web client.

11. The apparatus of claim 10 wherein the request is specified in a

first application layer protocol and the apparatus £urther comprises:

means for modifying the request to be specified in a second

application layer protocol.

12. The apparatus of either claim 10 or claim 11 FEurther comprising a
SOCKS proxy and the means for intercepting the request is operable to calll

the SOCKS proxy and include with the call details off the request.

13. The apparatus of either claim 10 or 11 whereira apparatus further
comprises a HTTP proxy and the means for interceptirag the request is
operable too call the HTTP proxy and include with tlhne call details of the

request.
14. The apparatus of any one of claims 10 to 13 further comprising:

means for discovering one or more alternative web service

implementations to handle the request; and

means for selecting the second web service implementation from the

one or more alternative web services discovered;

15. The apparatus of claim 14 wherein the means for discovering

comprises:

means for obtaining a first web service implementation Web Services
Definition Language (WSDL) document for the first web service

implementation; and
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means for using information from the web service immplementation WSDL
document to obtain a WSDL document for each of the one O more alternative
web service implementations to handle the request;

16. The apparatus of any one of c<¢laims 10 to 15 further comprising:

means for applying a security policy to the requestt comprising on

more of:

means for encrypting at least part of the request;

means for adding a client kewy to the request; and

means for sending the request using a secure transport mechanism.

17. The apparatus of any one of <laims 10 to 16 further comprising:

means for adding information specific to the web client to the

request comprising one or more of:

means for adding an IP address of the client data processing host;

means for adding a machine identifier of client dat-a processing
host;

means for adding a web client key;

18. The apparatus of any one of <laims 10 to 17 wherein the policy data
specifies one or more of: a response time requirement; a security level
requirement; a transaction requiremment; a cost requirement; an
availability requirement; an application layer protocol regquirement; an
additional information requirement ; and a web service implementation

requirement.

19. A computer program product comprising instructions which, when
executed on a data processing host , cause the data processing host to

carry out the method as claimed in any one of claims 1 to 9.



PCT/GB2003/005320

WO 2004/084522

1/6

}JomlaN

T

10}08UU0N
IOMION

10SS230.1d

Ol

1SOH




PCT/GB2003/005320

WO 2004/084522

2/6

VLg~

€1eY

[AYA

B FAN

4

1 omeu

. dI/dOL

dLLH/dVOS

Bl

CRISESGEN

—9l¢

—1—9l¢

——Llc

5= JOMeS

v:oznmz,
TE

AE

60¢

Juioo ejueq MMM/ dny—

802

L02Z

902

G0C —

-

|t

-

I
A
4

J/1 oMaUu

di/d01

-

dL1H/dVOS

1UBI|0 gem

002 IEEl0)

¥0¢c

€0¢c

¢0c

102




PCT/GB2003/005320

WO 2004/084522

3/6

LE -

4/1 YIOMIoN

LO¢

\* 0C
82¢ . ect g0e
dl/dO1 __ fxoid sM00S sy00s| dI/dOL | | soz

90t . £ze 7
_dllH | ore  |<ee 1814 THN “ 902
/dvOS | Ol \+ o "~ e | dLLH/AVOS| <
sz dweiuo A L Jesied n_t_\;\%Om S0z JUBIO gem | 4+0¢

gee odb

sl

¢ "bi-



WO 2004/084522 PCT/GB2003/005320

4/6

o |3
“ doll ddLH/dVOS
(o)) >
4 0° H%
o
3 92, 5| 3
=4— 55 —P{T
o g5 | E
—T\ =
8
(s0]
3 1es1ed dd1H/dVOS

Fig. 4



PCT/GB2003/005320

WO 2004/084522

pue

Y

%0¢ 14N 1e6iey 01 1senbai puss

A

A

09

erep Aoijod juejo -
uo paseq 1senba. Ajipow

5/6

A

G0G 1senbau asied

A

G "Bid

Am:
soh sseo0ud
€09

20S 4N 1ebiel ureiqo

A

Tog 1senbai jusijo qem 1dedisjul

@



09 [000104d JaAe| uopeoldde ejqenns o} 1senbal spiroid

PCT/GB2003/005320

__ A

G09 1senbai 0} uoiew.oul DI0ads JusIO ppe

6/6

WO 2004/084522

_ 4

00  992IAIBS gam pelosies 01 Allinoes
ajqexns Ajdde o} wsiueyosw A1inoss g0

09 Seioljod juslo uo peseq eAljeuIsle
Ue 9S00y9 0} WS|uBydaW UoI09jes |[eod

A

=09 SOJIAIOS (JOM OAljeUlB) R 8|qrlNS
dny00] 0} wisiueyoaw AIBA0ISIP ||B0

A

TO9 1wueio Joy} eyep Aoljod ureigo

.
(v

©




INTERNATIONAL SEARCH REPORT

I onal Application No

PCT/GB 03/05320

A CLASSIFICATION OF SPBJECT MATTER
IPC 7 HO04L29/08

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Mirimum documentation searched (classification system followed by classification symbols)

IPC 7 HO4L

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search {name of data base and, where practical, search terms used)

EPO-Internal, WPI Data, PAJ, INSPEC, COMPENDEX, IBM-TDB

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category ° | Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

figures 1-7,31

22 February 2000 (2000-02-22)
column 3, Tine 59 —column 6, last line
column 16, line 17 —column 17, line 3

A US 6 173 322 B1 (HU WEI-MING) 1-19
9 January 2001 (2001-01-09)
column 2, line 26 ~column 3, Tine 10
column 4, line 1 —cotumn 11, 1ine 35
figures 1-9B
A US 6 029 175 A (JACOBSTEIN NEIL A ET AL) 1-19

Ny

Further documents are listed in the continuation of box C.

Patent family members are listed in annex.

° Special categories of cited documents :

"A"  document defining the general state of the art which is not
considered to be of particular relevance

"E" earlier document but published on or after the international
filing date

'L" document which may throw doubts on priority claim(s) or
which is cited to establish the publication date of ancther
citation or other special reason (as specified)

*O" document referring to an oral disclosure, use, exhibition or
other means

"P" document published prior to the intemational filing date but
later than the priority date claime

"T* later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underiying the
invention

"X" document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to
involve an inventive step when the document is taken alone

"Y" document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such docu—
miﬂts, iuch combination being obvious to a person skilled
in the art.

"&" document member of the same patent family

Date of the actual completion of the international search

23 March 2004

Date of mailing of the international search report

29/03/2004

Name and mailing address of the ISA
European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk
Tel. (+31-70) 340-2040, Tx. 31 651 epo nl,
Fax: (+31-70) 340-3016

Authorized officer

Homan, P

Form PCT/ISA/210 (second sheet) (July 1892)




INTERNATIONAL SEARCH REPORT

_—

Intq »nal Application No

PCT/GB 03/05320

C.(Continuation) DOCUMENTS CONSIDERED TO BE RELEVANT

Category °

Citation of document, with indication,where appropriate, of the relevant passages

Relevant to claim No.

A

WINSBOROUGH W H ET AL: "Automated trust
negotiation”

DARPA INFORMATION SURVIVABILITY CONFERENCE
AND EXPOSITION, 2000. DISCEX ’00.
PROCEEDINGS HILTON HEAD, SC, USA 25-27
JAN. 2000, LAS ALAMITOS, CA, USA,IEEE
COMPUT. SOC, US,

25 January 2000 (2000-01-25), pages
88-102, XP010371169

ISBN: 0-7695-0490-6
* page 88, right-hand column, last
paragraph *
*-paragraph--bridging—pages-89=90—-page
90, first full paragraph *
* page 91, left-hand column, first full
paragraph *

figure 2

1-19

Form PCT/ISA/210 (continuation of second sheet) (July 1992)




INTERNATIONAL SEARCH REPORT

i
h 1al Application No

PCT/GB 03/05320

Patent document Publication Patent family Publication
cited in search report date member(s) date
US 6173322 Bl  09-01-2001  NONE
US 6029175 A 22-02-2000  NONE

Form FCT/ISA/210 (patent family annex) (July 1992)




	Abstract
	Bibliographic
	Description
	Claims
	Drawings
	Search_Report

