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ABSTRACT 

A system for managing use of digital content within a trusted 
community. An access list defines the trusted community. 
License requests for use of content made from outside the 
trusted community are handled in accordance with a license 
request policy process. 
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DIGITAL RIGHTS MANAGEMENT OF 
CONTENT WHEN CONTENT IS A FUTURE 

LIVE EVENT 

RELATED APPLICATION DATA 

0001. This application is a Continuation of U.S. patent 
application Ser. No. 12/144.732, filed Jun. 24, 2008, now 
allowed, which is a Continuation-In-Part of U.S. patent appli 
cation Ser. No. 10/162,699, filed Jun. 6, 2002, now U.S. Pat. 
No. 8,099.364, which is a Continuation-in-Part of U.S. patent 
application Ser. No. 09/867,747, filed May 31, 2001, now 
U.S. Pat. No. 6,876,984, and also claims priority to U.S. 
Provisional Application Nos. 60/297.239, filed Jun. 12, 2001, 
60/296,116, filed Jun. 7, 2001, and 60/296,114, filed Jun. 7, 
2001, the entire disclosures of which are incorporated herein 
by reference. 

BACKGROUND OF THE INVENTION 

0002 1. Field of the Invention 
0003. The present invention is directed generally to man 
aging use of digital content. In particular, this invention 
relates to managing usage rights for trusted communities. 
0004 2. Description of Related Art 
0005 One of the most important issues impeding the 
widespread distribution of digital works via electronic means, 
and the Internet in particular, is the current lack of protection 
of intellectual property rights of content owners during the 
distribution and the usage of the digital content. Efforts to 
resolve these issues have been termed “Intellectual Property 
Rights Management” (“IPRM), “Digital Property Rights 
Management” (“DPRM), “Intellectual Property Manage 
ment” (“IPM), “Rights Management” (“RM), and “Elec 
tronic Copyright Management” (“ECM), collectively 
referred to as “Digital Rights Management” (“DRM) herein. 
0006 Due to the expansion of the Internet in the recent 
years, and the issues relating to privacy, authentication, 
authorization, accounting, payment and financial clearing, 
rights specification, rights verification, rights enforcement, 
document protection, and collection of licensing fees DRM 
has become even more important. Because the Internet is such 
a widely used network whereby many computer users com 
municate and trade ideas and information, the freedom at 
which electronically published works are reproduced and 
distributed is widespread and commonplace. 
0007. Two basic types DRM of schemes have been 
employed to attempt to solve the document protection prob 
lem: secure containers and trusted systems. A 'secure con 
tainer” (or simply an encrypted document) offers a way to 
keep document contents encrypted until a set of authorization 
conditions are met and some copyright terms are honored 
(e.g., payment for use). After the various conditions and terms 
are verified with the document provider, the document is 
released to the user in clear form. Commercial products Such 
as IBM's CRYPTOLOPESTM and InterTrust’s DIGI 
BOXESTM fall into this category. Clearly, the secure container 
approach provides a solution to protecting the document dur 
ing delivery over insecure channels, but does not provide any 
mechanism to prevent legitimate users from obtaining the 
clear document and then using and redistributing it in viola 
tion of content owners intellectual property. 
0008 Cryptographic mechanisms are typically used to 
encrypt (or “encipher') documents that are then distributed 
and stored publicly, and ultimately privately deciphered by 
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authorized users. This provides a basic form of protection 
during document delivery from a document distributor to an 
intended user over a public network, as well as during docu 
ment storage on an insecure medium. 
0009. In the “trusted system” approach, the entire system 

is responsible for preventing unauthorized use and distribu 
tion of the document. Building a trusted System usually 
entails introducing new hardware Such as a secure processor, 
secure storage and secure rendering devices. This also 
requires that all software applications that run on trusted 
systems be certified to be trusted. While building tamper 
proof trusted systems is a real challenge to existing technolo 
gies, current market trends suggest that open and untrusted 
systems such as PC and workstations using browsers to 
access the Web, will be the dominant systems used to access 
digital works. In this sense, existing computing environments 
Such as PCs and workstations equipped with popular operat 
ing systems (e.g., WindowsTM, LinuxTM, and UNIX) and ren 
dering applications such as browsers are not trusted systems 
and cannot be made trusted without significantly altering 
their architectures. Of course, alteration of the architecture 
defeats a primary purpose of the Web, i.e. flexibility and 
compatibility. 
O010 U.S. Pat. Nos. 5,530,235, 5,634,012, 5,715,403, 
5,638,443, and 5,629,980 introduced many basic concepts of 
DRM. The disclosures of all of these patents are hereby 
incorporated herein by reference in their entirety. For 
example, U.S. Pat. No. 5,634.012 discloses a system for con 
trolling the distribution of digital works. Each rendering 
device has a repository associated therewith. A predeter 
mined set of usage transaction steps define a protocol used by 
the repositories for carrying out usage rights associated with 
the content. Usage rights are encapsulated with the content or 
otherwise associated with the digital content to travel with the 
content. The usage rights can permit various types of use Such 
as, viewing only, use once, distribution, and the like. Rights 
can be granted based on payment or other conditions. 
0011. In conventional DRM techniques, a content owner, 
or other authorized party, specifies the rights after the content 
has been created and protects, e.g. encrypts, the content at the 
same time. A private key is used to encrypt the content, and a 
label is generated which specifies the usage rights. The rights 
label and the protected content are then associated and stored. 
A license to the content can later be generated for a user to 
permit the user to use or access the content. The license can 
include a private key which has been encrypted using a public 
key in known manner. 
0012 Conventional DRM systems fall short of presenting 
systems and processes for managing trusted communities. 

SUMMARY OF THE INVENTION 

0013 An aspect of the invention is a system for managing 
use of digital content based on usage rights associated with 
the digital content, the usage rights being enforceable by a 
user device, said system comprising: an access list defining a 
trusted community of content users; a content device config 
ured to associate content with the trusted community; a 
license device configured to issue a license to a user, wherein 
the license device is configured to receive a license request for 
the user to use the content associated with the trusted com 
munity, check the access list to determine if the user is a 
member of the trusted community with which the requested 
digital content is associated, issue a license to the user for use 
of the digital content if the user is a member of the trusted 
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community with which the requested digital content is asso 
ciated, and, if the user is not a member of the trusted commu 
nity, execute a license request process specifying how to 
handle a license request for the user that is currently not a 
member of the trusted community. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0014 FIG. 1 is a schematic illustration of a DRM system; 
0015 FIG. 2 is a schematic illustration of a rights label; 
0016 FIG. 3 is a schematic illustration of a license: 
0017 FIG. 4 is a flowchart of a method for providing usage 
rights for digital content before creation of the content in 
accordance with an embodiment of the invention; 
0018 FIG. 5 is a content creation device for providing 
usage rights for digital content to be created in the future in 
accordance with an embodiment of the invention; 
0.019 FIG. 6 is a schematic illustration of a conventional 
streaming media system; 
0020 FIG. 7 is a schematic illustration of a DRM enabled 
streaming media system in accordance with one embodiment 
of the present invention; 
0021 FIG. 8 is a schematic illustration of how the DRM 
system in accordance with one embodiment of the present 
invention is used to distribute a live event; 
0022 FIG. 9 is a schematic illustration showing the gen 
eration of a distribution license in accordance with one 
embodiment of the present invention; 
0023 FIG. 10 is a schematic illustration showing the gen 
eration of a consumer license in accordance with one embodi 
ment of the present invention; 
0024 FIG. 11 is a schematic illustration showing the gen 
eration of a distribution key in accordance with one embodi 
ment of the present invention; 
0025 FIG. 12 is a schematic illustration of a DRM system 
in accordance with an embodiment; 
0026 FIG. 13 is a schematic illustration of a DRM system 
in accordance with another embodiment; 
0027 FIG. 14 is a schematic illustration of license genera 
tion component; 
0028 FIG. 15 illustrates a user interface of the embodi 
ment; and 
0029 FIG.16 illustrates a sample date structure user inter 
face. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENT 

0030 The phrase “digital work” as used herein refers to 
any type of element having content in computer readable 
form. “Content” as used herein refers to the viewable or 
otherwise usable portion of a digital work. The phrase “usage 
rights” refers to manners of use which define permissions 
granted to a user of an existing digital work or a digital work 
to be created in the future with respect to use, access, distri 
bution, and the like of the content of the work. In addition, one 
or more conditions may be specified which must be satisfied 
before the manners of use may be exercised. 
0031 A DRM system can be utilized to specify and 
enforce usage rights for items, such as digital content, goods 
or services. FIG. 1 illustrates a DRM system 10 that can be 
used to distribute digital content. DRM system 10 includes a 
user activation device, in the form of activation server 20, that 
issues public and private key pairs to content users in a pro 
tected fashion, as is well known. Typically, when a user goes 
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through an activation process, some information is 
exchanged between activation server 20 and client environ 
ment 30, and software application 60 is downloaded and 
installed in client environment 30. Software application 60 
serves as a security component and preferably is tamper resis 
tant and contains the set of public and private keys issued by 
activation server 20 as well as other components such as any 
necessary engine for parsing or rendering protected content 
42. 

0032. Rights label 40 is associated with protected content 
42 and specifies usage rights that are available to an end-user 
when corresponding conditions are satisfied. License Server 
50 manages the encryption keys and issues licenses 52 for 
exercise of usage rights in the manner set forth below. 
Licenses 52 embody the actual granting of usage rights to an 
end user based on usage rights selected from rights label 40. 
For example, rights label 40 may include usage rights for 
viewing protected 42 upon payment of a fee offive dollars and 
viewing or printing protected content 42 upon payment of a 
fee of ten dollars. Software application 60 interprets and 
enforces the usage rights that have been specified in license 
52. 

0033 FIG. 2 illustrates rights label 40 in accordance with 
one embodiment. Rights label 40 includes plural rights offers 
44. Each rights offer 44 includes usage rights 44a, conditions 
44b, and content specification 44c. Content specification 44c 
can include any mechanism for referencing, calling, locating, 
or otherwise specifying protected content 42 associated with 
rights offer 44. 
0034 FIG. 3 illustrates license 52 in accordance with one 
embodiment. License 52 includes a unique license ID 52a and 
grant 52b including usage rights, a principal, conditions, state 
variables, and a content specification designating an associ 
ated protected content 42. License 52 also includes digital 
signature 52c including any cryptographic keys or the like for 
unlocking protected content 42. 
0035. Usage rights specify manners of use. For example, a 
manner of use can include the ability to use protected content 
42, in a specified way, such as printing viewing, distributing, 
or the like. Rights can also be bundled. Further, usage rights 
can specify transfer rights, such as distribution rights, or other 
derived rights. Such usage rights are referred to as "meta 
rights’. Meta-rights are the rights that one has to manipulate, 
modify, and/or derive other usage rights. Meta-rights can be 
thought of as usage rights to usage rights. Meta-rights can 
include rights to offer, grant, obtain, transfer, delegate, track, 
Surrender, exchange, and revoke usage rights to/from others. 
Meta-rights can include the rights to modify any of the con 
ditions associated with other rights. For example, a meta-right 
may be the right to extend or reduce the scope of a particular 
right. A meta-right may also be the right to extend or reduce 
the validation period of a right. 
0036. As noted above, conditions must be satisfied in 
order to exercise the manner of use in a specified usage right. 
For, example a condition may be the payment of a fee, Sub 
mission of personal data, or any other requirement desired 
before permitting exercise of a manner of use. Conditions can 
also be “access conditions' for example, access conditions 
can apply to a particular group of users, say students in a 
university, or members of a book club. In other words, the 
condition is that the user is a particular person or member of 
a particular group. Usage rights and conditions can exist as 
separate entities or can be combined. Rights and conditions 
can be associated with any item including, objects, classes, 
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categories, and services, for which use, access, distribution, 
or execution is to be controlled, restricted, recorded, metered, 
charged, or monitored in some fashion to thereby define a 
property right. 
0037 Protected content 42 can be prepared with document 
preparation application 72 installed on computer 70 associ 
ated with a content distributor, a content service provider, or 
any other party. Preparation of protected content 42 consists 
of specifying the rights and conditions under which protected 
content 42 can be used by associating rights label 40 with 
protected content 42 and protecting protected content 42 with 
Some crypto algorithm or other mechanism for preventing 
processing or rendering of protected content 42. A rights 
language such as XrMLTM can be used to specify the rights 
and conditions in rights label 40. However, the rights and 
conditions can be specified in any manner. Accordingly, the 
process of specifying rights refers to any process for associ 
ating rights with protected content 42. Rights label 40 asso 
ciated with protected content 42 and the encryption key used 
to encrypt protected content 42 can be transmitted to license 
server 50. Protected content 42 can be a human readable or 
computer readable content specifying an item, a text file, a 
code, a document, an audio file, a video file, a digital multi 
media file, or any other content. 
0038 A typical workflow for DRM system 10 is described 
below. A user operating within client environment 30 is acti 
vated for receiving protected content 42 by activation server 
20. This results in a public-private key pair (and some user/ 
machine specific information) being downloaded to client 
environment 30 in the form of client software application 60 
in a known manner. This activation process can be accom 
plished at any time prior to the issuing of a license. 
0039. When a user wishes to obtain a specific protected 
content 42, the user makes a request for protected content 42. 
For example, a user might browse a Web site running on Web 
server of vendor 80, using a browser installed in client envi 
ronment 30, and request protected content 42. The user can 
examine rights offers in rights label 40 associated with pro 
tected content 42 and select the desired usage rights. During 
this process, the user may go through a series of steps possibly 
to satisfy conditions of the usage rights including a fee trans 
action or other transactions (such as collection of informa 
tion). When the appropriate conditions and other prerequi 
sites, such as the collection of a fee and verification that the 
user has been activated, are satisfied, vendor 80 contacts 
license server 50 through a secure communications channel, 
Such as a channel using a Secure Sockets Layer (SSL). 
License server 50 then generates license 52 for protected 
content 42 and vendor 80 causing both protected content 42 
and license 52 to be downloaded. License 52 includes the 
selected usage rights and can be downloaded from license 
server 50 oran associated device. Protected content 42 can be 
downloaded from a computer associated with vendor 80, a 
distributor, or another party. 
0040. Application 60 in client environment 30 will then 
proceed to interpret license 52 and allow the use of protected 
content 42 based on the rights and conditions specified in 
license 52. The interpretation and enforcement of usage rights 
and related Systems and techniques are well known. The steps 
above may take place sequentially or approximately simulta 
neously or in various sequential order. 
0041 DRM system 10 addresses security aspects of pro 
tected content 42. In particular, DRM system 10 may authen 
ticate license 52 that has been issued by license server 50. One 
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way to accomplish Such authentication is for application 60 to 
determine if licenses 52 can be trusted. In other words, appli 
cation 60 has the capability to verify and validate the crypto 
graphic signature, or other identifying characteristic, of 
license 52. Ofcourse, the example above is merely one way to 
effect a DRM system. For example, license 52 and protected 
content 42 can be distributed from different entities. Clear 
inghouse 90 can be used to process payment transactions and 
verify payment prior to issuing a license. Whereas DRM 
system 10 effectively addresses security aspects of protected 
content 42, the system is operable only when protected con 
tent 42 is in existence. DRM system 10 cannot readily provide 
protection to content that is not yet in existence, such as a 
video stream for a future event. 

0042 FIG. 4 illustrates an embodiment of a method for 
providing usage rights for content of a digital work before the 
content is created. In step 100 a rights label specifying usage 
rights, to be associated with digital content that is not yet 
created, is generated. The rights label can include plural rights 
offers each specifying usage rights, such as the right to print, 
copy, alter, edit or view the digital work or any other right, 
permission, or restriction, Such as those contained in the 
XrMLTM language or other usage rights grammar. In the case 
of using the XrMLTM language, the rights label can be an 
extensible markup language (XML) document specifying the 
usage rights. In addition, the future content can have many 
different versions of usage rights and thus a label can be 
generated for each version. In step 110, a key, Such as a 
conventional public key, is generated in a known manner and 
associated with the rights label. 
0043. In step 120, a user request for a license to use the 
content to be created is received. The request can include a 
selection of one of the offers in the rights label. Keep in mind 
that the content itself need not be in existence yet. For 
example, the content can be a video recording or stream of a 
sporting event to occur in the future. In step 130, a distributor 
of the content, or another authorized party, issues a license to 
the user. The license can include a private key corresponding 
to the public key generated in step 110 and may include usage 
rights or other descriptive data. Once again, keep in mind that 
the content itself need not be in existence yet. Accordingly, 
the distributor is able to sell a license to view the event prior 
to the event. 

0044. In step 140, the content is created. Of course, this 
step can be accomplished by another party. However the 
content is created, the salient point in the preferred embodi 
ment is that the content somehow comes into existence after 
rights are assigned for it. After the content is created, the 
license is associated with the content in step 150. The license 
can be encapsulated with the content. Alternatively, the 
license can be stored separately from the content but be asso 
ciated through links, flags, calls, references or the like. There 
fore, the term “associated as used herein refers broadly to 
creating a correspondence between the content and the 
license so the license will be applied to the content. Once the 
license is associated with the content, the content is secured 
using the key generated in step 110. The digital content can be 
secured through any form of encryption or other known tech 
nique. For example pretty good privacy (PGP) encryption 
procedures can be used. 
0045. In step 160, the process determines whether there is 
a request for access to the Secured digital content. If there are 
no requests, the process waits for a request. However, if there 
is a request for access, the process proceeds to step 170 where 
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the usage rights associated with the digital work, i.e. usage 
rights in the license, are checked to determine whether all the 
conditions, such as payment, associated with the usage rights 
have been satisfied. If all the conditions have been satisfied, 
the process proceeds to step 180 in which access to the con 
tent is granted, i.e., the content is downloaded, streamed, or 
otherwise made accessible to the user. In step 190, the user's 
private key is used to decrypt the content in a known manner. 
0046. The association of the usage rights with the content 
may occur in a variety of ways. For example, if the usage 
rights will be the same for the entire content of a digital work, 
the usage rights can be attached when the digital work is 
processed for deposit in a distribution server or other device. 
However, if the content of the digital work has a variety of 
different usage rights for various components, the usage 
rights can be attached as the work is being created. Various 
authoring tools and/or digital work assembling tools can be 
utilized for providing an automated process of attaching the 
usage rights. Because each part of a digital work can have its 
own usage rights, there can be instances where the usage 
rights of a “part will be different from its parent. As such, 
conflict rules can be established to dictate when and how a 
right may be exercised in a known manner. 
0047 FIG. 5 illustrates a content creation device, a video 
recorder, in accordance with one aspect of the present inven 
tion. The content creation device 300 includes a controller 
302, a LCD display 304, a smart-card reader 306, a memory 
307, a keypad 308, a rights assignment engine 310, eye?iris 
recognition sensors 312, a cable connection 313, a handle 
314, and symmetric finger print recognition sensors 316,318. 
Also, lens system 320 permits recording of video images. 
Controller 302 and rights assignment engine 310 of the illus 
trated embodiment are accomplished through a microproces 
Sor based device programmed in a desired manner. 
0048 While FIG.5 shows the controller 302 and the rights 
assignment engine 310 as separate units, the functions per 
formed by these units may be combined in one processor or 
may be further divided among plural processors such as digi 
tal signal processors and/or performed by dedicated hardware 
Such as application specific integrated circuits (ASIC), e.g., 
hard-wired electronic or logic circuits or programmable logic 
devices, or other hardware or Software implementations. 
0049. The Smart-card reader 306 can be used for reading 
cards inserted therein. For example, a license or identification 
can be embedded in the card and communicated to the con 
troller 302 and/or the rights assignment engine 310. LCD 
display 304, the smart card reader 306, keypad 308 and soft 
ware interfaces constitute a user interface of creation device 
300. The user interface permits a user to input information 
Such as identification data, and access requests and provides 
feedback as to operation of creation device 300. The content 
creation device 300 of the preferred embodiment is a video 
recorder, however, it can be any type of recording device, or 
content creation device for example, a still-image camera, an 
animation generator, an audio recorder, a text processor, or 
the like. 
0050. The rights assignment engine 310 can be accessed 
via the cable connection 313. For example, a rights assign 
ment computer of a digital rights management (DRM) sys 
tem, as described in further detail below, can be coupled to the 
rights assignment engine 310 via cable connection 313 to 
download a usage rights label or template, similar to the label 
described above, indicating usage rights for content to be 
created by the content creation device 300 in the future. Any 
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content created by the content creation device 300 will auto 
matically be associated with the usage rights label or labels 
stored in rights assignment engine 310. Alternatively, the 
usage rights label can be composed using the user interface of 
creation device 300. In either case, one or more labels and 
corresponding keys generated and stored in rights assignment 
engine 310 along with instructions indicating how the labels 
are to be assigned to content created by creation device 300. 
0051. The instructions can cause the usage rights labels to 
be assigned in any manner and can include any permissions 
and/or restrictions. For example, in the case of a video 
recorder, each part of the video sequence or frames can selec 
tively be assigned different rights. This makes the rights 
assignment process very flexible and dynamic and permits 
rights assignment to be made in real time as content is created 
or prior to creation. 
0.052 The content creation device 300 can utilize a unique 
device ID, a user's Smart card, PKI technology, a PIN, or any 
biometrics system to assign rights based on the identity of the 
user, the recording device itself, the data on the Smart card, or 
the like. For example, fingerprint recognition sensors 316, 
318 or iris recognition sensor 312 can be used for recognition 
or authentication of the user's identify to permit rights assign 
ment engine 310 to use a corresponding set of rights associ 
ated with the user. For example, all content recorded by 
person A will have one set of rights and all content recorded 
by person B will have a different set of rights. Of course, all 
these features, for example, fingerprint recognition sensors 
316,318 or iris recognition sensor 312, are optional features 
and content creation device 300 may be operated in a more 
conventional manner in other embodiments. 

0053. The content creation device 300 records content in a 
conventional manner. However, labels and keys generated in 
steps 100 and 110 described above are stored and associated 
with content recorded by content recorder 300 during or soon 
after recording. Accordingly, steps 140 and 150 described 
above are also accomplished by content creation device 300. 
For security purposes, a token or pre-paid card (or magnetic 
card and Smart card, or any of its variations, such as memory 
type or synchronous communication card, ISO 7816-compli 
ant card, EMV-type card) can be used for the storage offees 
and micro-payments, or keeping track of those fees with 
associated rights. Such cards can be read using the Smart card 
reader 306. Again, however, these features are optional fea 
tures and content creation device 300 may be operated in a 
more conventional manner in other embodiments. 
0054. It can be seen that the invention permits usage rights 
for a work to be created and associated with content prior to 
the creation of the content, the usage rights defining how the 
future digital work may be used and distributed. These pre 
established usage rights become part of the future digital 
work and control the manner of use of the content of such 
work. 
0055. In the preferred embodiment, after the rights have 
been established for future content, a private key associated 
with the future content is assigned and a rights label is gen 
erated. This private key, along with the rights label, is stored. 
A user can purchase the content (present or future) after the 
label has been inserted into the main server. After the content 
is purchased, the content owner can get a license for encryp 
tion which contains the public key encrypted by a private key. 
Alternatively, a single symmetric key can be used. 
0056. The preferred embodiment allows a newspaper edi 

tor, for example, to send a camera crew to record content 
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without worrying about the pictures being compromised in 
any way (for example, altered, edited, viewed by unautho 
rized personnel, or hidden and separately sold to another 
newspaper organization). In fact, the camera crew may have 
no rights whatsoever in the content as soon as the content is 
recorded. 
0057 Alternatively the editor can set the rights in such a 
way that the first 10 pictures, for example, will belong to the 
newspaper (work-related), and the next five pictures will 
belong to the cameraman (for personal use). This example 
illustrates the flexibility, security, confidence, certainty, and 
multiple relationships that can be arranged between parties 
(the cameraman and the editor in this example). 
0058 All future content may be assigned a content ID 
prior to existence of the content. Given the content ID infor 
mation and the license for encryption, the content can be 
encrypted after creation in a manner that is available to be 
used by the users who have purchased the license. However, 
if the content ID information and the license for encryption 
are not available, access to the content shall be denied. 
0059. Further, a predetermined symmetric key can be gen 
erated in advance of content creation, and stored with the 
rights label. Afterwards, the same key can be used to encrypt 
the content once it is created. However, as noted above every 
user can receive a different key. In another alternative, the 
user can be given an authorization token, which the user can 
exchange for the license later on. 
0060. The controller 302 can process the security param 
eters and the rights management steps. Lost-card verification, 
lost-card reports, card-usage reports, security alert reports, 
and tracking reports can be associated or combined with the 
rights management reports, such as reports for revoked rights, 
denied rights, renewed rights, usage patterns, and micro 
payments. 
0061 The distribution, accounting, and other functions of 
the distributor and clearinghouse can be accomplished by any 
party on any device. For example, the content can be rendered 
on an ebook reader or PDA in response to entry of a code or 
insertion of a Smartcard into a reader and accounting can be 
accomplished when the digital work or accounting data is 
returned to a specific source. The division of tasks disclosed 
herein is only an example. Usage rights and or accounting 
data can be encapsulated with the digital work or can be 
stored separately. Code for rendering, decrypting, or other 
wise permitting or limiting use of the content can be stored on 
any device or can be encapsulated with the digital work. Any 
distribution arrangement can be used with the invention and 
Such arrangements can include any combination of devices, 
Such as personal computers, servers, PDAs, and the like com 
municating with one another in any manner as is necessary to 
transfer the desired information. 
0062 FIG. 6 is a schematic illustration of a streaming 
media system 400 for streaming an event 402. Such as a Soccer 
match shown, or any other event. The media system 400 
includes a capturing device which in the illustrated example, 
is a video camera 404 that captures event 402 and provides a 
video stream thereof. The video stream from the video cam 
era 404 is received by an encoder device such as a video 
stream encoder 406 that converts the video stream into a 
streaming format such as QuicktimeTM, Real MediaTM or 
Windows Media PlayerTM. The converted video stream is 
provided to a streaming server 408 that serves the content via 
a network such as the Internet 410 to end users 412. The 
content is then viewed by the end users 412 using rendering 
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application(s) that displays the video content on a display 
device 414. However, the streaming media system 400 does 
not allow protected distribution of the event 402 since a 
license is not required to view the event 402. Correspond 
ingly, the streaming media system 400 also does not allow 
distribution of protected content. In addition, streaming 
media system 400 does not allow distribution of protected 
content if the content does not yet exist, such as is the case 
where the event is to occur in the future. 

0063. Therefore, in accordance with one embodiment of 
the present invention, DRM-enabled streaming media system 
500 is provided as shown in FIG. 7 where the streaming 
media, for instance, a video stream, is protected, and a license 
is required to view or access the content thereby allowing 
protected distribution of the content. It should be initially 
noted that whereas the terms "server” and “system” are used 
herein to describe the devices for implementing the present 
invention in the illustrated embodiments above, these terms 
should be broadly understood to mean any appropriate device 
for executing the described function, such as a personal com 
puter, handheld computer, PDA, or any other general purpose 
programmable computer or combination of Such devices, 
Such as a network of computers. In addition, as previously 
noted, “content can be a human readable or computer read 
able content, a text file, a code, a document, an audio file, a 
Video file, a digital multimedia file, or any other content. 
0064. In the DRM-enabled streaming media system 500, 
the event is captured by the capturing device 504, thereby 
providing the content to be protected. The capturing device 
504 may be a video camera of the type previously described 
relative to FIG. 5 or 6. The capturing device 504 provides 
captured video stream to a content preparation device 508 and 
a video stream encoder 506. The video stream encoder 506 is 
preferably integrated with the content preparation device 508 
as shown. 

0065. The DRM content preparation device 508 which 
may be similar to the rights assignment engine 310 described 
relative to FIG. 5, generates a rights label 510 associated with 
the content to be created. The rights label 510 includes vari 
ous rights associated with particular content, conditions that 
must be satisfied to access the content, and a content encryp 
tion key needed to decrypt the content. The rights label 510 is 
stored in a database 512 controlled by a license server 514. 
The license server 514 is adapted to issue licenses 532 based 
on offers selected from the rights label510 for allowing use of 
protected content in the manner described further below. In 
addition, a video stream encoder 506 encrypts the content so 
that it becomes encrypted content 505 which is protected in 
the sense that content must be decrypted in order to use the 
content. Preferably, the video format is preserved even 
through encryption. The encrypted content 505 is provided to 
a video stream server 516 that hosts the encrypted streamed 
content. The video stream server 516 provides the encrypted 
content 505 to a network such as the Internet 520 to allow 
distribution to remote users 522. 

0.066 Rendering devices 526 can, upon activation by an 
activation device such as the activation server 533, process 
the licenses 532 issued by the license server 514. The render 
ing application 524 is preferably integrated with the render 
ing devices 526 used by the users 522. The rendering appli 
cation(s) 524 may be QuicktimeTM, Real MediaTM or 
Windows Media PlayerTM that allow display of video content 
on rendering device 526, or other appropriate rendering appli 
cation. 
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0067. The activation server 533 is preferably used togen 
erate public-private key pairs for the users 522 of the DRM 
system 500. Activation provides a means for authenticating 
the users 522 via presentation of an issued public key pro 
vided during the activation process. During the generation of 
the licenses 532, the public key of the users 522 received 
during the activation process are retrieved. The content 
encryption key provided in the rights label 510 is then 
encrypted using the user's public key and delivered in the 
licenses 532. The only way to decrypt the content encryption 
key provided in the rights label 510 is by using the user's 
private key received during the activation process. Further 
more, the only way to decrypt the encrypted content is to use 
the decrypted content encryption key received in the rights 
label 510. When a user 522 attempts to view or play a video 
stream, a license 532 is issued by the license server 514 and 
sent to the DRM component 530 of the user 522. The license 
532 contains the rights and content encryption key that may 
be decrypted using the user's private key to allow decryption 
of the encrypted content 505. Once the encrypted content 505 
is decrypted, normal viewing of the content is attained using 
the rendering application 524. Thus, by encrypting the con 
tent as well as the encryption key required to decrypt the 
content, the DRM system 500 ensures that only authorized 
users are given access to the protected content. 
0068. Of course, depending on the specific implementa 
tion of the DRM system, other parties involved in the imple 
mentation of the DRM system 500 in addition to users 522 
that actually consume content, may also need to be activated. 
For example, a point of capture that produces the content, 
content distributor, Vendor Such as a store front or an appli 
cation that allows purchase and streaming of the content, may 
also need to be activated depending on the specific implemen 
tation in accordance with other embodiments. 

0069. Although the DRM system 500 shown in FIG. 7 
discussed above can be used to Support and distribute any type 
of protected content, the DRM system 500 shown, does not 
provide for assignment of rights to content that does not yet 
exist. Moreover, the DRM system 500 also does not provide 
for pre-distributing of licenses granting rights to view content 
before the existence of the content. Alternative embodiments 
of the DRM systems in accordance with the present invention 
discussed below address this limitation. 

0070. In particular, the preferred embodiment of a DRM 
system 600 in accordance with the present invention as sche 
matically shown in FIG. 8 establishes a distributor license 620 
with a distribution key 624 discussed in detail below to allow 
protection of content that does not yet exist Such as a broad 
cast of a future live event, and also to allow the distribution of 
licenses inadvance of the event. As seen in FIG. 8, alive event 
602 is captured by capturing device Such as a video camera 
604, and captured video data is provided to a streaming device 
Such as a streaming server 616. In accordance with the present 
embodiment, the streaming server 616 is authorized via a 
distributor license 620 to distribute the captured video stream 
as encrypted content 605 to users 612 via the Internet 610. 
The encrypted content 605 is decrypted by users 612 using 
consumer licenses 630 and video content is displayed on 
rendering devices 626 using a rendering application Such as 
QuicktimeTM, Real MediaTM or Windows Media PlayerTM. It 
should be noted that in FIG. 8, various components of the 
DRM system 600 such as a content preparation device, video 
stream encoder, license server and activation server have been 
omitted for clarity. However, such components would func 
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tion in a Substantially similar manner as described relative to 
DRM system 500 of FIG. 7 discussed above. 
(0071. As shown in FIG. 8, the distributor license 620 of the 
illustrated embodiment comprises a distribution key 624, dis 
tributor rights 625, and stream metadata 627. In a similar 
manner, the consumer license 630 of the illustrated embodi 
ment comprises a distribution key 634, consumer rights 635, 
and content metadata 637. The distribution key 624 is a con 
tent encryption key that is generated in advance of the event, 
and is associated with the rights and conditions that will apply 
to the future broadcasted content. The distribution key 624 is 
stored as a component of a rights label in a license server as 
discussed in further detail relative to FIGS. 9 to 11 below. As 
will be evident to one of ordinary skill in the art in view of the 
teachings presented below, the distributor license 620 and the 
consumer license 632 are generated and issued to authorized 
end users prior to, or even during, the live event. 
0072 FIG. 9 is a schematic illustration showing the gen 
eration and retrieval of the distributor license 620 of FIG. 8 in 
accordance with one embodiment of the present invention. As 
previously noted, the distributor license 620 can exist prior to 
the event to protect captured event content through encryp 
tion, and to distribute the protected content to the users 612. A 
content distributor 702 owns rights to the captured content, 
and in the present example, may be abroadcaster or the entity 
that owns the copyright for the broadcast. A point of capture 
system 704 is a system used to capture the event and prepare 
the content for distribution through a streaming device Such 
as streaming server 616 discussed above. Point of capture 
system 704 may comprise a capturing device Such as the 
video camera 504, the content preparation device 508, and/or 
the video stream encoder 506 discussed previously relative to 
FIG. 7. These components have been omitted in FIG. 9. Of 
course, in other embodiments, alternative appropriate devices 
may also be used. 
0073. It should also be noted that the point of capture 
system 704 which captures the event can be directly associ 
ated with the content distributor 702 as shown in FIG. 9, for 
instance, where the content distributor 702 controls or owns 
the point of capture system 704. However, in other embodi 
ments, the point of capture system 704 may be a separate 
entity not associated with the content distributor 702. 
0074. A vendor 730 runs a web site, such as an on-line 
store front, where access to the event is sold and/or otherwise 
obtained by users. After some transaction by an end user Such 
as log-in, payment, etc., a request to use protected content 
associated with a future event is made. The content distributor 
702, the vendor 730 or equivalent, requests issuance of an 
appropriate distribution license 620 associated with the 
requested future event to the license server 740. 
(0075. The license server 740 is provided with a public key 
744 from the point of capture system 704, and is responsible 
for issuing both the consumer license 630 and the distribution 
license 620 from the rights label 750 stored in the license 
server 740. The rights label 750 includes metadata 752, dis 
tributor rights 625, consumer rights 635, and the distribution 
key 624 as shown. In a manner similar to that previously 
described, the distribution key 624 itself is encrypted using 
the public key 744 from the point of capture system 704. 
Thus, the distribution key 624 itself, must be decrypted so that 
the distribution key 624 can be used to decrypt protected 
content. Further details regarding generation of the distribu 
tion key 624 is discussed relative to FIG. 11. Metadata 752 is 
included in the rights label 750 that may be used for authen 
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tication purposes. The distributor rights 625 may include 
meta-rights Such as rights to offer, grant, obtain, transfer, 
delegate, track, Surrender, exchange, and revoke usage rights 
to/from others. Meta-rights can also include the rights to 
modify any of the conditions associated with other rights. For 
example, a meta-right may be the right to extend or reduce the 
Scope of a particular right or the validation period of a right. 
0076. As shown, the distribution key 624 and the distribu 
tor rights 625 of the rights label 750 are used to generate the 
distributor license 620, the distributor license 620 being com 
pleted by inclusion of a stream metadata 627. In the present 
example, the distributor license 620 is provided to the content 
distributor 706 to allow distribution of the content, and to 
point of capture system 704 to allow encryption of the con 
tent. In this regard, the distribution license 620, and in par 
ticular, the distribution key 624 in the generated distribution 
license 620, is used to encrypt the captured event by the point 
of capture system 704, for instance, video or audio stream of 
the event. 
0077. The actual locale where the protection occurs 
depends on the implementation of the point of capture system 
704. In the example where the DRM system in accordance 
with the present invention is used to encrypt a video stream, 
the encryption of the video stream may occur anywhere along 
the stream creation workflow prior to distribution via the 
Internet 610 of FIG. 8, or other distribution channel. Addi 
tional security measures such as protection of the video data 
from the capturing device 604 to the streaming server 616 
may also be provided. 
0078 FIG. 8 illustrates generation of the consumer license 
630 shown in FIG. 8 in accordance with one embodiment of 
the present invention, the consumer license 630 being 
required for users to use the protected content such as to view 
video stream of an event. Typically, in implementing a DRM 
enabled distribution system in accordance with the present 
invention, an end user 612 seeking to purchase protected 
content accesses the vendor 730, which may be an on-line 
storefront or a web site. As previously noted, the vendor 730 
provides the access point for consumers such as end users 612 
to purchase content which is not yet available, but will be 
available at a predetermined date, for instance, a future event. 
0079. When attempt is made by the end user 612 to pur 
chase protected content, the public key 613 of the end user 
612 which was previously obtained through an activation 
process, is sent to the license server 740. The license server 
740 uses the public key 613 to encrypt the distribution key 
624 required to decrypt the protected content, and generates 
the consumer license 630 using components of the rights 
label 750. In particular, the consumer rights 635 and the 
distribution key 624 are used to generate the consumer license 
630, the consumer license 630 being completed by inclusion 
of the metadata 754 that may be used for authentication 
purposes. The license 630 can then be downloaded by the end 
user 612 and used for accessing the scheduled future event. 
0080. The above described process for obtaining a con 
Sumer license 630 by the end user 612 is somewhat similar to 
conventional DRM systems. However, in contrast to conven 
tional DRM systems, the obtained consumer license 630 can 
not be used for any present content, but instead, serves as a 
"ticket' for a future event which may be a live event. The 
consumer license 630 is generated in accordance with the 
consumer rights 635 that have been specified to the end user 
612. Thus, in the manner described above, the license server 
740 of the preferred embodiment makes a distinction between 
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the rights specified for the distributor and the rights specified 
for the consumer to generate a distributor license 620 or a 
consumer license 630 accordingly. 
I0081 FIG. 11 is a schematic illustration showing the gen 
eration of the distribution key 624 that is a component of the 
rights label 750 in accordance with one embodiment of the 
present invention. The distribution key 624 is required for 
generating the distribution license 620 and the consumer 
license 630 which are necessary for distributing and allowing 
use of protected content that is to occur in the future, such as 
a future event. Through a software application, the content 
distributor 702 initially creates the distribution key 624, 
which is a symmetric encryption key. The distribution key 
624 is protected from tampering by encrypting it with the 
license server's 740 public key 742 so that only the license 
server 740 will be able to decrypt the distribution key 624. In 
this regard, the distribution key 624 is preferably stored in the 
license server 740 in order to provide better security and to 
track its use. 
I0082 Moreover, as previously noted, additional metadata 
752 is created and stored in the rights label 750. This metadata 
752 is later inserted into the header information of the video 
stream that is generated by the point of capture system 704 
during the live event. This metadata 752 may be used by the 
end users 612 to authenticate the issued licenses. The rights 
label 750 is transferred and Stored in the license server 740 
and may also be updated therein. The distribution key 624 is 
then issued as a component of the distributor license 620 
and/or the consumer license 630 to a distributor and/or end 
user 612, respectively, in the manner described relative to 
FIGS. 9 and 10. The above described process is somewhat 
similar to processes used in conventional DRM systems 
except that the distribution key 624 is not immediately used to 
protect or use content, but it is saved for later use when the 
protected content is to be distributed closer to the time of the 
actual future event. 
I0083. The following describes an example workflow that 
may be used to operate a DRM system in accordance with one 
embodiment of the present invention as applied to protected 
distribution and viewing of a future event. Thus, FIGS. 7 to 11 
and various components identified therein should be refer 
enced to facilitate understanding of the workflow. Initially, 
the content distributor 702 decides to offer a future event for 
sale, for instance, a future sporting event. The content dis 
tributor 702 creates the distribution key 624 which is a sym 
metric encryption key. The distribution key 624, together with 
additional information including distributor rights 625 and 
metadata 752 is encoded in rights label 750. The rights label 
750 is then transferred to the license server 740 at which the 
consumer rights 635 is also added to the rights label 750. 
I0084. The vendor 730 which may be a storefront or a web 
site, offers for sale the right to view the future event. End 
user(s) 612 desiring to use or otherwise view the future event, 
accesses the vendor 730 via the Internet 610 to purchase, or 
otherwise obtain, the right to view the future event. During the 
purchasing transaction, the vendor 730 interacts with the 
license server 740 to generate the consumer license 630 in the 
manner described above relative to FIG. 10 from rights label 
750 so that the end user 612 can download the consumer 
license 630 to the user's 612 rendering device 626 or any 
other appropriate device Such as a computer, hand held 
device, etc. for future use in viewing the event. 
I0085. During this time when the right to view the future 
event is offered for sale via the vendor 730, but prior to the 
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start of the actual event, the content distributor 702 requests 
for the distributor license 620, which is issued by the license 
server 740 in the manner described above relative to FIG. 9. 
The distributor license 620 is then used by the point of capture 
system 704 to protect the content while capturing the live 
performance of the event, for instance, the sporting event 602. 
The point of capture system 704 processes the video data 
from the capturing device 604 on-the-fly, and transmits now 
protected content 605 to the streaming server 616. 
0.086 Once the distribution license 620 and the consumer 
license 630 are issued, the event can be securely distributed 
and consumed by authorized audience, i.e. end users 612. The 
streaming server 616 provides now protected content 605 
through the Internet 610, or other appropriate distribution 
mechanism, to every user 612 that has purchased the right to 
view the event. User 612 decrypts the encrypted distribution 
key 624 provided in the consumer license 630 to decrypt the 
protected content 605. User's 612 rendering device 626 (FIG. 
8) includes a rendering application such as QuicktimeTM, 
Real MediaTM or Windows Media PlayerTM so that user 612 
can view the event. 
I0087. A typical workflow for DRM system 10 is described 
below. A user operating within client environment 30 is acti 
vated for receiving protected content 42 by activation server 
20. This results in a public-private key pair (and some user/ 
machine specific information) being downloaded to client 
environment 30 in the form of client software application 60 
in a known manner. This activation process can be accom 
plished at any time prior to the issuing of a license. 
0088. When a user wishes to obtain a specific protected 
content 42, the user makes a request for protected content 42. 
For example, a user might browse a Web site running on Web 
server of vendor 80, using a browser installed in client envi 
ronment 30, and request protected content 42. The user can 
examine rights offers 44 in rights label 40 associated with 
protected content 42 and select the desired usage rights. Dur 
ing this process, the user may go through a series of steps 
possibly to satisfy conditions of the usage rights including a 
fee transaction or other transactions (such as collection of 
information). When the appropriate conditions and other pre 
requisites, such as the collection of a fee and verification that 
the user has been activated, are satisfied, vendor 80 contacts 
license server 50 through a secure communications channel, 
Such as a channel using a Secure Sockets Layer (SSL). 
License server 50 then generates license 52 for protected 
content 42 and vendor 80 causes both protected content 42 
and license 52 to be downloaded. License 52 includes the 
selected usage rights and can be downloaded from license 
server 50 oran associated device. Protected content 42 can be 
downloaded from a computer associated with vendor 80, a 
distributor, or another party. 
I0089 Application 60 in client environment 30 will then 
proceed to interpret license 52 and allow the use of protected 
content 42 based on the rights and conditions specified in 
license 52. The interpretation and enforcement of usage rights 
and related Systems and techniques are well known. The steps 
above may take place sequentially or approximately simulta 
neously or in various sequential order. 
0090. DRM system 10 addresses security aspects of pro 
tected content 42. In particular, DRM system 10 may authen 
ticate license 52 that has been issued by license server 50. One 
way to accomplish Such authentication is for application 60 to 
determine if licenses 52 can be trusted. In other words, appli 
cation 60 has the capability to verify and validate the crypto 
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graphic signature, or other identifying characteristic, of 
license 52. Ofcourse, the example above is merely one way to 
effect a DRM system. For example, license 52 and protected 
content 42 can be distributed from different entities. Clear 
inghouse 90 can be used to process payment transactions and 
Verify payment prior to issuing a license. 
(0091. In DRM system 10 discussed above, end user's 
rights to protected content are granted to each end user 
through a license. However, granting licenses to a particular 
individual may become cumbersome to use when the pro 
tected content is to be used by a large number of individuals. 
For example, granting licenses to each individual of an orga 
nization can become a difficult task due to the possibly large 
number of employees of the organization who are end users 
that require access and use of the protected content. In addi 
tion, in Such larger organizations, employees often change 
their roles within the organization, others leave the organiza 
tion, or others join the organization. Any Such change for end 
users may have associated change in authorization and access 
requirements to the protected content. 
0092 Monitoring records of each end user authorized to 
use and access the protected content, and issuing each end 
user a license may become a very difficult and cumbersome 
task for large number of individuals. Therefore, a DRM sys 
tem that avoids the noted disadvantage, and facilitates issu 
ance of a license to authorized end users is desirable. 

(0093. DRM system 1000 in accordance with another 
embodiment is illustrated in FIG. 12. DRM system 1000 
facilitates issuance of a license as well as monitoring and 
maintenance of end users 1014 that are authorized to access 
and use protected content 1008. In particular, DRM system 
1000 creates groups of end users in trusted community 1015 
described in further detail below that is associated to a par 
ticular protected content 1008. An end user 1014 in trusted 
community 1015 is automatically issued license 1016 
required to access and use protected content 1008. 
0094 Protected content 1008 is registered with, and man 
aged by a content device such as content server 1004 in a 
manner described in further detail below. Because protected 
content 1008 is encrypted, it cannot be used by end user 1014 
without proper license 1008 and software. In this regard, 
DRM system 1000 includes an activation device such as 
activation server 1002 that is adapted to issue software pack 
age 1003 to a user device, such as client 1006, during an 
activation process. Software package 1003 allows end user 
1014 to use protected content 1008. Activation server 1002 of 
DRM system 1000 also provides a public and private key pair 
to the user device, such as client 1006, each end user 1014 
having an identifier Such as an e-mail address, a public key, or 
other identifier that allows recognition of end user's 1014 
identity. 
0095 Content device such as content server 1004 of DRM 
system 1000 also includes a license device, such as license 
server 1010, that is adapted to issue license 1016 for end user 
1014 having usage rights which are associated with protected 
content 1008. License 1016 defines end user's 1014 rights 
regarding protected content 1008. Requests for license 1016 
from license server 1010 are made through network 1028 
such as Internet or intranet by end user 1014 via client 1006. 
Distribution portal 1029 that facilitates distribution of pro 
tected content 1008 and license 1016 from content server 
1004 to end user 1014 may be implemented as an application 
through a web site, an online Store, or in another appropriate 
a. 
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0096. When a license device such as license server 1010 
issues requested license 1016, distribution portal 1029 con 
veys license 1016 to end user 1014. In one embodiment, 
license 1016 can be made part of protected content 1008 and 
delivered to end user 1014 with protected content 1008. How 
ever, license 1016 may also be a separate file or other com 
ponent with a mechanism to associate the file to the appro 
priate protected content 1008. For example, a link, a call or 
other association mechanism can be used. 
0097 Client 1006 receives software 1003 package from 
activation server 1002, receives protected content 1008 and 
license 1016 associated thereto from content server 1004, and 
allows one or more end user 1014 to access protected content 
1008 for which end user 1014 is authorized. 
0098. In order to address the limitations noted previously 
and to facilitate issuance and management of licenses to 
plurality of end users 1014, DRM system 1000 utilizes a list 
of identities authorized to use protected content 1008. Thus, 
content server 1004 of DRM system 1000 is provided with an 
access list managing device Such as access list manager 1020 
that maintains access list 1023 stored in database 1022. 
Access list 1023 is associated to protected content 1008 and 
comprises identifications of end users 1014, who are autho 
rized to access and use protected content 1008. The end users 
identified in access list 1023 form trusted community 1015 
where any end user in the trusted community 1015 associated 
to access list 1023 is to be given rights to protected content 
10O8. 

0099. Access list managing device such as access list man 
ager 1020 is also adapted to recognize the identity of each end 
user 1014 intrusted community 1015 and to compare identity 
of end user requesting protected content 1008 with the autho 
rized end users identified in the access list 1023. When dis 
tribution portal 1029 requests a license on behalf of a particu 
lar end user, for instance, end user 1014 who is also identified 
in access list 1023, access list manager 1020 requests license 
server 1010 to issue the requisite license 1016 so that the 
requesting end user 1014 can access and use protected con 
tent 1008. 

0100. In the illustrated embodiment of FIG. 12, DRM 
system 1000 can be used in the following manner. First, 
protected content 108 is associated with access list 1023 in 
database 1022 by access list manager 1020. Access list 1023 
sets forth identities of end users 1014 in trusted community 
1015 that are to be given access to protected content 1008. 
Then, requesting end user 1014 utilizes client 1006 activated 
by server 1002, to request access to protected content 1008 
via distribution portal 1029. During the request process, a 
series of steps may be provided to ensure identity of end user 
114 requesting access. Such as logging in using an identifier 
Such as account name and password, or any other appropriate 
a. 

0101 Distribution portal 1029 submits the request of end 
user 1014 through client 1006, to access list manager 1020 of 
content server 1004. Access list manager 1020 compares the 
identity of requesting end user 1014 to identities of end users 
inaccess list 1023 stored in database 1022 which is associated 
to the requested protected content 1008. When access list 
manager 1020 confirms that the identity of requesting end 
user 1014 is present in access list 1023, it requests license 
server 1010 to issue a license 1016 to allow end user 1014 to 
access protected content 1008. If identity of an end user 
requesting access to protected content 1008 is not in access 
list 1023, this means that the end user requesting access is not 
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part of trusted community 1015, and thus, should not be given 
access to protected content 1008. Consequently, no request 
for a license is sent to license server 1010 in such an instance 
thereby preventing the unauthorized end user from gaining 
access to protected content 1008. 
0102 The request for licenses may be executed using an 
API or by any other appropriate mechanism or protocol. 
Upon receiving the request to issue license 1016, license 
server 1010 then issues license 1016, and delivers license 
1016 to distribution portal 1029 for delivery to end user 1014 
that requested access. License 1016 is delivered to client 1006 
so that end user 1014 can readily access and use protected 
content 1008. In this regard, client 1006 includes rendering 
application 2012 that allows protected content 1008 to be 
used or otherwise consumed by authorized end user 1014, i.e. 
an end user that is granted license 1016. Rendering applica 
tion 2012 would typically be received by client 1006 from 
activation server 1002 during the activation process with soft 
ware 1003. Rendering application 2012 may be a word pro 
cessing document if protected content 1008 is a document, a 
multimedia player if protected content 1008 is a multimedia 
file, and so forth. 
(0103 As also shown in the embodiment of FIG. 12, client 
1006 of DRM system 1000 includes content preparation 
application 2014 that allows administrators in control of 
DRM system 1000 to generate protected content such as 
protected content 1008 from unprotected clear content in the 
manner previously described relative to FIG.1. In particular, 
content preparation application 2014 allows various rights for 
a particular content to be specified and content to be 
encrypted. The generated protected content may then regis 
tered with content server 1004 where protected content is 
uploaded to content server 1004 and associated to access list 
1023 by access list manager 1020 in the manner previously 
described. As previously noted, various information may be 
required to register protected content 1008 into content server 
1004. In one implementation, administrators that create pro 
tected content may be required to have a valid account with 
content server 1004 in order to register content therein. More 
over, as also previously noted, various information regarding 
the content, and e-mail address of administrators that regis 
tered content into content server 1004 may also be required. 
0104. A significant advantage of DRM system 1000 in 
accordance with the illustrated embodiment is that it allows 
administrators of organizations and/or DRM system 1000 to 
maintain and manage access list 1023 so that end users can 
readily be added to or deleted from trusted community 1015, 
one method being described in further detail below and also 
relative to FIG. 16. Therefore, for example, as employees of a 
company move departments or leave the company, their 
respective membership in any given trusted community can 
also readily be changed. In addition, automation of license 
issuance is facilitated since the decision to issue license 1016 
may be substantially automated using access list manager 
1020 that verifies presence of end user's identification in 
access list 1023. 

0105. It should be noted that in the above discussed DRM 
system 1000 of FIG. 12, only one protected content 1008 was 
discussed for example purposes only. In actual implementa 
tion, DRM system 1000 may be used to manage numerous 
protected content that are registered into content server 1004. 
Each of the registered protected content would then be asso 
ciated with an access list stored in database 1022 and man 
aged by access list manager 1020. Whereas the illustrated 
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embodiments show access list manager 1020 as a component 
of content server 1004 that substantially automates manage 
ment of access list 1023, it should be noted that human over 
sight and control may be used as desired, for instance, by an 
administrator for client server 1004. In other embodiments, 
functions of access list manager 1020 may be manually per 
formed by an administrator or the like. 
0106 Registration of all protected content into content 
server 1004 may require provision of various information 
regarding each protected content, and may also optionally 
require entry of an e-mail address of the creator of each 
protected content. As discussed above, access to each of the 
registered protected content is determined by whether or not 
the end user requesting access to the protected content is part 
of the trusted community associated to the protected content. 
Content server 1004 may also be provided with ancillary 
features that allow administrative facilities to view, edit, 
delete and update rights labels associated with each of the 
protected content. 
0107 Moreover, it should also be noted that in the above 
discussed DRM system 1000 of FIG. 12, access list 1023 
stored in database 1022 and managed by access list manager 
1020 was associated with only one protected content 1008 for 
example purposes only. In actual implementation, access list 
1023 that defines trusted community 1015 may be associated 
to one or more protected content. This is especially advanta 
geous in the instance where same group or groups of end users 
are to be given access to a plurality of protected content. Thus, 
DRM system 1000 may be used to manage numerous pro 
tected content that is registered into content server 1004, and 
to manage access lists that are associated with one or more 
protected content. 
0108. In addition, as previously noted, distribution portal 
1029, which is merely schematically shown in FIG. 12, may 
be a computer application or a storefront Such as a web based, 
on-line store or vendor. In other embodiments however, dis 
tribution portal 1029 may be a computer application that is 
integrated with a mail server, license server 1010, or content 
Server 1004. 

0109 Maintenance of access list 1023 in database 1022 by 
access list manager 1020 could be as simple as storing e-mail 
addresses, cookies, or public keys associated with the end 
user 1014. Such embodiments are especially advantageous in 
an enterprise Such as a organization, company or entity, where 
content server 1004 may be implemented using e-mail 
addresses as identities of end users so that various distribution 
lists that are likely to already be present and used in the 
organization may be considered or be adapted for use as 
access list 1023 by associating it to protected content 1008. In 
the above manner, DRM system 1000 in accordance with the 
present invention facilitates issuance of a license to access 
and use a protected content, and also facilitates monitoring 
and maintenance of those end users that are to have Such 
aCCCSS, 

0110 FIG. 13 is schematic illustration a DRM system 
2000 in accordance with an alternative embodiment. As 
shown, this embodiment is Substantially similar to applica 
tions shown in FIG. 12 discussed above. Consequently, com 
mon numerals have been used for common components. In 
contrast to DRM system 1000, in DRM system 2000 of FIG. 
13, content preparation application 2014 is provided as a 
component of content server 1004 and provides protected 
content 1008 for distribution as shown. In the above embodi 
ments, the physical locale of various components is not 
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important as long as their functions are retained, especially 
since network 1028 allows transfer of data and instructions 
between the various applications and devices. In this regard, 
in the implementation of FIG. 13, client 1006 is also provided 
with web interface 3000 that facilitates such transfer of data 
and instructions between content server 1004 and client 1006 
via network 1028. Thus, various embodiments of DRM sys 
tem of the present invention such as those shown in FIGS. 12 
and 17 are merely examples of how the present invention may 
be implemented. 
0111 FIG. 14 is a schematic illustration showing genera 
tion of license 1016 in DRM system 1000 of the preferred 
embodiment, the process and operation of the DRM system 
being discussed in detail below. Only the components 
required to generate license 1016 has been shown for clarity 
purposes, but other ancillary components of DRM system 
1000 of FIG. 12 are referenced. Therefore, both FIG. 14 and 
FIG. 12 should be referenced to better understand license 
generation in DRM system 1000 in accordance with the illus 
trated embodiment. 
(O112 End user 1014 receives protected content 1008 
through an e-mail, or other distribution mechanism without 
license 1016 that is required to use or consume protected 
content 1008. End user 1014 attempts to open protected con 
tent 1008. Client 1006 detects that there is no license and 
extracts an identifier for protected content 1008 that identifies 
protected content 1008, for instance, content ID number. 
Such an identifier is preferably provided as metadata in pro 
tected content 1008, for instance, by using content prepara 
tion application 2014 when clear content is made into pro 
tected content 1008. Client 1006 automatically connects to 
content server 1004 via network 1028 and uploads identity of 
end user 1014 such as the user's e-mail address into content 
server 1004, as well as extracted content ID number associ 
ated with protected content 1008. 
0113. The following metadata may be added to protected 
content 1008 during its creation by content preparation appli 
cation 2014: 

0114 Content identifier: a unique ID for the content. 
0115 Publisher or creator identifier: a unique ID for the 
publisher or creator of the content. 

0116 Secondary content identifier: A number assigned 
by the publisher or storefront. This typically is a catalog 
ID that is used by distribution point. This number is 
associated with content identifier. 

0.117 Content server URL: A URL where licenses are 
obtained through license server. 

0118 Services URL: A URL that a “services' button 
(described below) connects to when services button is 
pressed. 

0119 The above is merely an example of the metadata 
components that may be provided. However, not all of the 
metadata need be captured for all protected content and the 
system can be designed to capture other metadata in other 
embodiments. For example, secondary identifiers or identity 
of the publisher or creator may not be required. In addition, 
services button feature need not be provided in certain 
embodiments. Moreover, whereas in the above examples, an 
on-line implementation was used so that URLs are provided 
in the metadata, in off line implementations or closed sys 
tems, URLs would not be applicable and other types of point 
ers may be used. 
I0120 Content server 1004, through access list manager 
1020, checks access list 1023 associated with identified pro 
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tected content 1008 to determine whether end user 1014 is in 
trusted community 1015 associated with protected content 
1008 and whether end user 1014 is to access protected content 
1008 in decision block 1040. If content server 1004 identifies 
end user 1014 as being in trusted community 1015, i.e. on 
access list 1023, content server 1004 requests license server 
1010 to issue license 1016 to end user 1014. If end user 1014 
is not a member of the trusted community, then depending on 
policies followed by content server 1004 and DRM system 
1000, a request for permission can be made, for instance, via 
a "services' button described further below. 
0121. It should also be noted that protected content 1008 
that end user 1014 is given access to, does not have to be 
digital content itself, e.g. a multimedia file. Instead, protected 
content 1008 may be a means to obtain the actual digital 
content, for instance, a hyper link to Such digital content that 
is available by download. It is also possible to reverse the 
above described process so that end user 1014 first obtains 
license 1016 and then, obtains protected content 1008. The 
downloading or otherwise obtaining of protected content 
1008 may occur at any appropriate time. 
0122 Content server 1004 may be implemented with the 
ability to specify a “License Request Process', a policy which 
determines how DRM system 1000 handles a request to gen 
erate a license made by users that are not currently part of the 
access list, i.e. not intrusted community. When the requesting 
end user does not belong to access list 1023 for protected 
content 1008, license 1016 is not automatically generated. 
Instead DRM system 1000 generates a exception and the 
request is handled according to the License Request Process 
which can be set to: “No Request' or “Make Request'. 
0123. A “No Request' policy means that the end user, if 
not part of the trusted community, will automatically be 
denied access to the content. An error message may be shown 
to the requesting end user indicating that “the user is not 
authorized to use content. 
0.124. A “Make Request' policy means that when an end 
user attempts to use content 1008 and the end user is not part 
of the trusted community, a request to the author of the con 
tent or administrator of content server 1004 is made and an 
information box is presented to the requesting user indicating 
that user can make a request to use protected content. Content 
server 1004 communicates the request to access list manager 
1020, for example, by sending an e-mail to an administrator 
who is in charge of managing access list manager 1020 or 
accounts associated with each registered protected content. 
The request is entered in the “license request disposition' 
facility of content server 1004 where access list manager 
1020 is used to either grant or deny the request for license 
1016. 
0.125 More specifically, when access list manager 1020 
receives the notification, it proceeds to process the requests. 
In an implementation where access list manager 1020 is 
designed for intervention by an administrator, notification 
may be via e-mail with instructions and URL, so that the 
administrator can log into records of content server 1004. The 
administrator can then proceed to the “license request dispo 
sition’ facility to process any one or all of the outstanding 
requests. For each request, the access list manager 1020 
would either “grant’ or “deny’ the request. 
0126 One embodiment of user interface 4000 that may be 
used to present and process the request is shown in FIG. 15 for 
an implementation where access list manager 1020 is 
designed for intervention by an administrator. User interface 
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4000 lists each request 4004 that describes identifies the 
requester via e-mail addresses 4006 and the requested content 
4008. First column of check boxes 4012 may be selected by 
the administrator to grant the request while second column of 
checkboxes 4014 is selected by the administrator to deny the 
request. Alternatively, the administrator could make a 
“counter offer to the requester such as by offering to provide 
access under certain conditions, for instance, payment of a 
fee. After all the outstanding requests 4004 have been 
reviewed, the administrator can process them by clicking on 
a “process' button 4016. 
0127. Of course, in other embodiments, the above noted 
process may largely be automated where access list manager 
1020 determines whether to grant or deny the request based 
on various predetermined parameters, for example, current 
demand for the requested protected content. Moreover, the 
request may be conditionally granted, for example, based on 
action of the requesting end user Such as payment of a fee. 
I0128 If the request is denied, the content server 1004 can 
communicate with the requesting end user, for example, by 
sending an e-mail with a message indicating that the request 
has been denied and that the end user is not authorized to use 
protected content 1008 requested. If the request is granted, 
access list manager 1020 of content server 1004 adds the 
requesting end user to access list 1023 associated with pro 
tected content 1008. The license server 1010 would then issue 
license 1016. In addition, the end user may be instructed to 
open and render the protected content. Alternatively, the com 
munication could be dispensed with and the content auto 
matically opened/rendered. In the preferred embodiment, the 
end user is not automatically added to address book 5030 
discussed below relative to FIG. 8 because the assumption is 
that the end user is granted access only for that particular 
request. Of course, DRM system 1000 could be implemented 
to change that assumption. In any event, access list manager 
1020 can add/delete the requester to/from, address book 
5030, manually or automatically, based on pre-defined rules. 
I0129. In other embodiments, features may be provided to 
allow specifying of parameters upon which a "request' or "no 
request decision is made. For example, DRM system 1000 
could be implemented to make requests during business hours 
or periods of low demand and to make no request at other 
times. 

0.130. As previously discussed, access list manager 1020 
manages access list 1023 stored in database 1022 that is 
associated with protected content 1008. In this regard, it was 
further noted that plurality of protected content is managed by 
access list manager 1020. FIG. 16 illustrates an example 
graphical user interface 5000 demonstrating a sample data 
structure that may be used to manage the plurality of pro 
tected content. An administrator overseeing operation of 
access list manager 1020 may access the illustrated graphical 
user interface 5000 by logging into content server 1004, and 
selecting the “Manage Access List function button. 
0131 This button launches the illustrated windows with 
headings “PTC List”5010, “Access List”5020, and “Address 
Book”5030. PTC List window 5010 lists protected contents 
5012 managed by access list manager 1020 of content server 
1004, and more specifically, PTC List window 5010 is a 
listing of all protected content in DRM system 1000 for which 
there are rights labels. In this regard, PTC List window 5010 
is somewhat like a catalog and entries to this list are automati 
cally added whenever a new protected content is registered 
into content server 1004. It should be noted however, that 
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PTC List window 5010 is not a catalog that can be accessed by 
end users or any particular end user. The purpose of this list is 
to provide a mechanism for the content creator or adminis 
trator to manage access lists associated to each protected 
content and to aid in performance of other administrative 
tasks. 
(0132) Once a protected content in PTC List window 5010 
is selected, for instance, content entitled “Design Review'. 
various information regarding the selected protected content 
is shown in Section 5014 of PTC List 5010 Such as metadata 
and rights associated with the particular protected content. An 
alternative implementation is to have the administrator click 
on abutton such as a “show details” button before the details 
are shown. 

0133. In addition, Access List window 5020 that is asso 
ciated with the protected content “Design Review' is shown. 
As discussed previously, whenever a protected content is 
created, an access list associated thereto is created. If the 
creator of the protected content or administrator does not put 
any entries in the access list, the access list would be “empty”. 
Empty access lists which may be specially indicated in PCT 
List window 5010. In the illustrated example, only one end 
user identified by e-mail address “Lao(ahotmail.com' is 
listed in Access List window 5020. 

0134. In addition, Address Book window 5030 is also 
displayed which may be used to add/delete end users to the 
access list for the displayed protected content, namely for 
“Design Review' in the illustrated example. As shown, 
Address Book window 5030 lists various end users 5032 that 
may be added to Access List window 5020 by selecting the 
desired end user in Address Book window 5030, and clicking 
add arrow 5036. Likewise, an end user already listed in 
Access List window 5020 may be removed by selecting the 
desired end user in Access List window 5020 and clicking 
remove arrow 5038. 

0135 The address books supports the customary elements 
for an address book such as individuals and distribution lists. 
In this regard, entries in Address Book window 5030 may be 
existing distribution lists within an organization, derived 
from such distribution lists, or individual entries for individu 
als. In addition, the address book supports “wild-card’ entries 
Such as “everyone(a)contentguard.com’ or “(a)contentguard. 
com' if, for example, an access list is to allow access to a 
protected content to everyone within a domain. Entries in 
Address Book window 5030 can be manually created or 
imported to the DRM system through customary means Such 
as LDAP directory services, CSV files, etc. In the above 
described manner, the administrator may add/delete end users 
from the trusted community by adding/deleting end users 
from the access list. 

0136. In addition to the above described features, DRM 
systems in accordance with the present invention may also be 
provided with other ancillary features as well. One optional 
feature which may be implemented via DRM system 1000 of 
FIG. 12 is a “services button' that establishes a connection 
between various parties privy to DRM system 1000 to facili 
tate communication or other function. Services button may be 
used for any function or service specified by DRM systems 
design. For example, services button may connect client 
application 2010 to a web server and pass information to 
server application 2020 based on end user's activity. Specifi 
cally, when services button is clicked, client 1006 tries to 
connect to a URL that is specified in the currently active, 
opened protected content. This URL could lead to any service 
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Such as an on-line store offering related content for sale, or a 
connection to a users group discussing a similar or related 
topic. 
0.137 When the services button is clicked, but no services 
URL is found in the content currently active, a message 
acknowledging the use of the services button may be pre 
sented which states that for the particular content, creator of 
the protected content has not offered any additional services. 
The DRM system 1000 may be designed so that the services 
button appears only when a protected content is active so that 
if there are no protected contents opened, the services button 
disappears. 
0.138. The above example was an on-line system using 
URLs. This would be a typical embodiment involving com 
merce over network 1028 such as the Internet. The principles 
work with an off-line or closed system as well. In such closed 
systems, one can access additional services within a single 
enterprise and without connecting to the Internet, or without 
going on-line at all. 
0.139. In another embodiment, a “Connect to Community” 
feature may be provided by content server 1004 that allows 
the administrator or other individuals to electronically con 
tact members of trusted community 1015 thereby facilitating 
communication. The administrator or content creator may 
want to send an electronic note to all the listed end users 1014 
of a particular protected content 1008 that form trusted com 
munity 1015, for example, to indicate that a new version of 
protected content 1008 is available, or just to start some 
discussion regarding protected content 1008. This feature 
may be implemented by GUI that allows selection of one or 
more members of access list 1023, or selecting the entire 
access list 1023 by sending the message to the associated 
protected content 1008, and merely clicking a button marked 
'send message'. A mail form may be launched so that the 
administrator can create a note addressed to the appropriate 
party. By actuating 'send’, the administrator sends the cre 
ated note to the indicated parties. 
0140. Another example of use for the services button is in 
providing a “Connect to Author function in which an end 
user using a protected content wishes to send an e-mail to the 
author/creator of protected content 1008 via content server 
1004. End user 1014 clicks on the services button which 
connects end user 1014 to content server 1004 and presents an 
e-mail form or web page which end user 1014 can use to send 
a message to the author of the protected content 1008. A 
typical design would launch the mail form/web page in a 
separate window so end user 1014 may still access protected 
content 108 while writing the message. End user's identity 
and protected content ID may be sent to content server 1004 
so that content server 1004 can automatically populate the 
“from field and the “subject” field of the mail form. User 
enters a message and clicks 'send'. The e-mail of the author 
may, or may not, be shown for privacy reasons, etc. Ofcourse, 
related features such as “send a copy to yourself may be 
provided as well. After the message is sent, the content server 
1004 would close the mail form. In order to provide the 
described “Connect to Author function, input of the e-mail 
address of the creator of the protected content 1008 would be 
required during its registration into content server 1004. 
0141 DRM system 1000 in accordance with another 
embodiment may also be adapted to provide further protec 
tion for access to protected content 1008 where client 1006 
includes a protection application, or alternatively, where the 
protected application is hosted by content server 1004 and 
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accessed over network 1028 such as the Internet. In one 
embodiment, the protection application, whether as a local 
application, or as a web-based application hosted in content 
server 1004, supports a graphic user interface/workflow that 
requires login with password authentication. 
0142. In addition, in another embodiment, distribution of 
protected content may be preferably designated by the author/ 
creator of the protected content or an administrator who oth 
erwise controls the protected content to further ensure secu 
rity for accessing protected content 1008. Protected content 
1008 may be designated to be protected and downloaded as a 
protected file so that the creator or administrator may distrib 
ute the protected content through e-mail, or place the pro 
tected content in Some existing repository, for instance, clear 
inghouse 90 discussed above relative to FIG.1. Alternatively, 
the creator or administrator may also designate that protected 
content 1008 be “published to a document portal served by 
content server 1004, in which case, additional metadata 
would be desirable, for example, an abstract of the content. 
0143. In another embodiment, content server 1004 may be 
provided with reporting functions for reporting general sta 
tistics such as number of licenses generated by license server 
1010, number of protected contents that are registered, etc. 
Content server 1004 may also have features for reporting 
specific statistics Such as number of licenses issued per spe 
cific protected content, all licenses issued with the associated 
content identifier and/or the end user identifier, licenses for 
each protected content, etc. Other general statistics may also 
be reported including number of request received, number of 
requests granted, number of requests denied, and time to 
process a request Such as average, mean, maximum and mini 
mum time required. 
0144. Therefore, in view of the above, content server 1004 
and other components of DRM system 1000 as shown in FIG. 
12 enable the end-to-end workflow where many functions are 
attained to provide a portal for consuming protected content 
1008. In the above discussed manner, DRM system 1000 acts 
to manage rights labels; generate, process and dispose of 
licenses; manage protected content; provide address book 
functionality; manage access lists; provide reporting features; 
provide services button to allow communication; facilitate 
communication; and account management. Of course, in still 
other embodiments, other ancillary features may be provided 
as well. 

0145. Furthermore, it should again be understood that 
whereas the terms "server” and "client” are is used to describe 
the devices for implementing the present invention in the 
illustrated embodiments above, these terms should be broadly 
understood to mean any appropriate device for executing the 
described function, such as a personal computer, hand held 
computer, PDA, or any other general purpose programmable 
computer or combination of Such devices, such as a network 
of computers. Communication between the various devices 
can be accomplished through any channel. Such as a local area 
network (LAN), the Internet, serial communications ports, 
and the like. The communications channels can use wireless 
technology, such as radio frequency or infra-red technology. 
The various elements of the preferred embodiment such as the 
various devices and components are segregated by function 
for the purpose of clarity. However, the various elements can 
be combined into one device or segregated in a different 
manner. For example, the Software package and/or licenses 
can be a single executable file and data files, or plural files or 
modules stored on the same device or on different devices. 
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The Software package can include any mechanism for enforc 
ing security and need not include a rendering application or 
the like. 

014.6 Any protocols, data types, or data structures can be 
used in accordance with the invention. Moreover, any appro 
priate means of expressing usage rights and conditions may 
be used in implementing the present invention. For instance, 
as previously noted, a rights language grammar Such as 
XrMLTM or any other appropriate grammar can be used. In 
addition, Software using objects or an object-oriented Soft 
ware development environment may be used that provides 
portable source code that can be used on a variety of computer 
hardware platforms. For example, the software used in imple 
mentation of the present invention can be written in the JAVA 
language and run in a JAVA virtual machine. Alternatively, 
the disclosed operations may be implemented partially or 
fully in a hardware using standard logic circuits or VLSI 
designs. The hardware can include any type of general pur 
pose computer, dedicated computer, or other devices. 
0147 While various embodiments in accordance with the 
present invention have been shown and described, it is under 
stood that the invention is not limited thereto. The present 
invention may be changed, modified and further applied by 
those skilled in the art. Therefore, this invention is not limited 
to the detail shown and described previously, but also 
includes all such changes and modifications as defined by the 
appended claims and legal equivalents. 
0.148. The preferred embodiment as described above can 
be used in a subscription model (for example, for magazine or 
marketing reports) in which the future issues of the content 
have not been published, but the rights for those issues have 
already been assigned and stored. At an appropriate future 
time, the rights will be associated with the corresponding 
content. By selling the content of a future event through a 
vendor such as a web site before the actual event, the traffic of 
the web site or other distribution device can be drastically 
reduced and distributed over a longer period of time, making 
the requirements for the servers and the web site easier to 
satisfy and less expensive to operate. Note, however, that the 
entity selling the rights or tickets, i.e. the license, might be 
different from the entity providing the content later on. 
0149. It should again be understood that whereas the terms 
“server and “system” are is used to describe the devices for 
implementing the present invention in the illustrated embodi 
ments above, these terms should be broadly understood to 
mean any appropriate device for executing the described 
function, Such as a personal computer, hand held computer, 
PDA, or any other general purpose programmable computer 
or combination of Such devices, such as a network of com 
puters. Communication between the various devices can be 
accomplished through any channel. Such as a local area net 
work (LAN), the Internet, serial communications ports, and 
the like. The communications channels can use wireless tech 
nology, such as radio frequency or infra-red technology. The 
various elements of the preferred embodiment such as the 
various devices and components are segregated by function 
for the purpose of clarity. However, the various elements can 
be combined into one device or segregated in a different 
manner. For example, the Software package and/or licenses 
can be a single executable file and data files, or plural files or 
modules stored on the same device or on different devices. 
The Software package can include any mechanism for enforc 
ing security and need not include a rendering application or 
the like. 
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0150. Any protocols, data types, or data structures can be 
used in accordance with the invention. Moreover, any appro 
priate means of expressing usage rights and conditions may 
be used in implementing the present invention. For instance, 
as previously noted, a rights language grammar Such as 
XrMLTM can be used. In addition, software using objects or 
an object-oriented Software development environment may 
be used that provides portable source code that can be used on 
a variety of computer hardware platforms. For example, the 
Software used in implementation of the present invention can 
be written in the JAVATM language and run in a JAVATM 
virtual machine. Alternatively, the disclosed operations may 
be implemented partially or fully in a hardware using stan 
dard logic circuits or VLSI designs. The hardware can include 
any type of general purpose computer, dedicated computer, or 
other devices. 
0151. While various embodiments in accordance with the 
present invention have been shown and described, it is under 
stood that the invention is not limited thereto. The present 
invention may be changed, modified and further applied by 
those skilled in the art. Therefore, this invention is not limited 
to the detail shown and described previously, but also 
includes all Such changes and modifications within the scope 
of the appended claims and legal equivalents. 
We claim: 
1. A computer-implemented method executed by one or 

more computing devices for managing use of content, the 
method comprising: 

creating, by at least one of the one or more computing 
devices, an access list defining a trusted community of 
content users Subscribed to a content service; 

associating, by at least one of the one or more computing 
devices, content with the content service; 

specifying, by at least one of the one or more computing 
devices, a license request process to handle a license 
request made by a user that is not subscribed to the 
content service; 

receiving, by at least one of the one or more computing 
devices, a license request from a user device; 

determining, by at least one of the one or more computing 
devices, based on the access list if the user is currently 
Subscribed to the content service; and 

issuing, by at least one of the one or more computing 
devices, a subscription license to the user if the user is 
currently subscribed to the content service and, if the 
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user is not currently subscribed to the content service, 
executing the license request process to issue a usage 
license to the user for use of the requested content. 

2. An apparatus for managing use of content, the apparatus 
comprising: 

one or more processors; and 
one or more memories operatively coupled to at least one 

of the one or more processors and having instructions 
stored thereon that, when executed by at least one of the 
one or more processors, cause at least one of the one or 
more processors to: 
create an access list defining a trusted community of 

content users Subscribed to a content service; 
associate content with the content service; 
specify a license request process to handle a license 

request made by a user that is not subscribed to the 
content service; 

receive a license request from a user device; 
determine based on the access list if the user is currently 

subscribed to the content service; and 
issue a Subscription license to the user if the user is 

currently subscribed to the content service and, if the 
user is not currently subscribed to the content service, 
executing the license request process to issue a usage 
license to the user for use of the requested content. 

3. At least one non-transitory computer-readable medium 
storing computer-readable instructions that, when executed 
by at least one of one or more computing devices, cause at 
least one of the one or more computing devices to: 

create an access list defining a trusted community of con 
tent users Subscribed to a content service; 

associate content with the content service; 
specify a license request process to handle a license request 
made by a user that is not subscribed to the content 
service; 

receive a license request from a user device; 
determine based on the access list if the user is currently 

Subscribed to the content service; and 
issue a Subscription license to the user if the user is cur 

rently subscribed to the content service and, if the user is 
not currently subscribed to the content service, execut 
ing the license request process to issue a usage license to 
the user for use of the requested content. 
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