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Fig. 1

with at least a top and a bottom layer, wherein the update master belongs to or is coequal with the
top layer and wherein the layers having systems with software which can be updated, the process
having the steps: -Supply the update package to the update master; -Analyze and divide the update
package; -Roll-out the update-packages to the top layer, -Analyze and divide the update packages; -
Roll-out the update-packages to the next lower-ranking layer; -Execute the update-packages to up-
date hierarchically at least parts of the systems of the layers, beginning at the bottom layer.
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Description

Process for software and function update of hierarchic vehicle systems

BACKGROUND OF THE INVENTION

This invention relates {0 a process for updating an electronic unit of a vehicle with an
update package over an over-the-air update by an update master, an electronic unit

performing such an update process and a vehicle with such an electronic unit.

In state of the art vehicles the electronic systems have a hierarchical design with a
top level, a lowest level and different middle levels. The lowest levels is typically
comprised of sensors, actuators and other low level electronic units. The middie
levels are typically comprised of electronic control units (ECUs) and the {op level of
servers. Vehicle components are typically connected via a bus system. In vehicle
construction and design, efficiency and economy play a major role. Therefore, each
system is designed accordingly to these terms. Whereas the top levels are
connected via a high bandwidth bus, the lowest levels are connected via a low

performance bus.

For vehicles the update of software and functions is designed to take place in a
professional workshop where the vehicle is not in use. The update process is further
designed to update application software only, in order {0 keep the firmware of the
devices intact and mitigate security risks. These updates are initiated by a master,
for example in form of an over-the-air (OTA} update, which passes through the
different units in hierarchic order to update the lowest level unit. The middie level
units act as a bridge to facilitate a form of direct connection between the OTA master
and the lowest level unit. The time which is required for this update is limited by the
smallest bandwidth of the system, which is typically the bandwidth of the lowest
levels. The updates can therefore take a very long time, up to several hours, in

which the vehicle cannot be used.
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Due to the economic design and the specifications of the vehicle systems,
especially the AUTOSAR specifications, the software of the uniis cannot be read out.
Therefore, when an update is applied to the units, the current software cannot be
saved. In case the update fails, a roll-back has to be initiated, in which a previous
software version has to be supplied. As long as the update or roli-back procedure

did not succeed, the vehicle cannot be used.

The update processes of vehicle systems have therefore several disadvaniages.
Due to limited flash speed and limited bandwidth, long update times are required,
during which the vehicle cannot be used. Furthermore, full network bandwidth is
required during the update process and the update process cannot be interrupted.
Additionally, only limited functions can be updated, such as navigation data or a
human machine interface (HM!). Likewise the units in chain between the update

master and the updated unit must be simultanecusly involved in the update process.

Therefore it would be advantageous to provide a stable and robust procedure to
update vehicle functions over the air, o have a fast update execution based on ECU
computing capability, to have an update preparation process that can be proceeded
during driving with dedicated bandwidth. Furthermore, it would be desirable if the
update preparation process can be stopped and then continued seamlessly if
updates are available also for ECU firmware and not only application software, and
if the involvement of in-vehicle devices during update execution can be limited

iocally.
SUMMARY OF THE INVENTION

This invention relates {0 a process for updating an electronic unit of a vehicle with an
update package over an over-the-air update by an update master. The electronic
unit has an hierarchic system design with at least a top and a bottom layer and the
update master belongs to or is coequal with the top layer of the hierarchic system
design. The layers have systems with software which can be updated. The process
is performed using the steps of

- Supplying the update package to the update master;
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- Analyzing and dividing the update package,

- Rolling-out the update-packages to the top layer;

- Analyzing and dividing the update packages;

- Rolling-out the update-packages to the next lower-ranking layer;

- Executing the update-packages to update hierarchically at least parts of the
systems of the layers, beginning at the bottom layer.

By having a central instance steering the update process, the uniformity and the
integrity of the update process can be ensured. By analyzing and dividing the
update package into several update packages before rolling-out, the update master
can limit the amount of data needed to transfer to the different systems of the top
layer. In this way only the needed data is provided and no unnecessary surplus of
data need {o be stored and analyzed by the systems of the top layer. The
advantages of this step also prevail when performed by a system of another layer,
especially a sub-master of another layer. Executing the updates hierarchically
beginning at the bottom makes the update process more stable and safer. By
working from the bottom to the top, the integrity and uniformity of the system is

ensured.

According to one embodiment of the process, an update feedback is provided {o the
next higher level or {o the update master after executing the update-package of a
system. This ensures that the system is ready to work after the updating process

because either the update was successiul or a roll-back could be performed.

According to another embodiment of the process the elecironic unit furthermore has
at least one middle layer having systems which can be updated. The more layers
the elecironic unit has, the more efficient is the update process according to the

invention.

in a further embodiment of the process the update master decides if a roll-back is
necessary or not. A roll-back can be necessary when in at least some of the updated
systems, the update was not successful or completed in order to ensure that the
electronic unit can work properly. Having a centralized instance {o decide about this

mitigates risks of a collapsing uniformity.
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According to another aspect of the invention, an electronic unit of a vehicle for
performing the process of the previous embodiments has a hierarchic system
design with at least a top and a bottom layer. The layers have systems with software
which can be updated and at least some of the systems have enough memory to
support the storage of at least two version of the software. They can be designed
such that they are able to switch between an aclivation of one of the at least two
versions of the software. This ensures that the previously active software is still
stored in the system when an update been performed. In case of an update failure or
problems with the new software, the system can switch back to the previously
working software. If a roli-back is initiated, for example due to a failed update, no

new data has o be supplied.

According to another aspect of the invention. Vehicle with an electronic unit

according to claim 5 adapted to perform the process of claims 1 to 4.

The update master can be a central server outside of the vehicle or a central ECU
connected to highest level in the hierarchic architecture of the vehicle. The update
master has connectivity and storage capabilities at the same ECU. The update
master is the central control instance for the update procedure. He is able o
distribute update packages, control the process and decide about roll-back if

neaded.

A sub-master can be any generic system element if a subsystem in that hierarchy
level is existing. The sub-master is the master for the next lower hierarchy level He
is able to control the next lower level systems. The sub-master should have enough
performance and storage and encugh bandwidth to the upper level systems. The
sub-master should be able to perform all relevant operations for update package

analysis and transition.

The timing of an update of vehicle software is often critical. During the update
process, using the vehicle is not possible due to the systems being occupied with

the update. Therefore an OTA update has to be timed correctly. In order {o
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determine a possible time window during which the vehicle might execute the
update, different support systems might be used. For example the user of the
vehicle might be questioned via a human machine interface (HMUI) if or when the
update can be performed. A navigation or data analyzation support system might be
able to determine from historical usage data, that the user will typically not use the

vehicle for a certain period of time such that the update might be executed.

The OTA update can be downloaded from a server during driving. The analyzation
and division of the update packages can also be performed while driving. If
bandwidth and storage capabilities allow, a roll-out to lower levels can also be
performed. However, the roli-out during the usage of the vehicle bears the risk, that

bandwidth, storage or computational resources might not be present during use.
Various aspects of this invention will become apparent {o those skilled in the art from
the following detailed description of the preferred embodiments, when read in light

of the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 Shows a flowchart of a process according to a first embodiment of the
invention;
Fig. 2 Shows a hierarchic system architecture of an electronic unit according to

the invention

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

in Fig. 1 a process for updating an electronic unit of a vehicle with an update
package over an over-the-air update by an update master according to an

embodiment of the invention is shown.
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the electronic unit having an hierarchic system design with at leastatop and a
bottom layer, wherein the update master belongs to or is coequal with the top layer
and wherein the layers having systems which can be updated;

the process having the steps:

In a first step 81 the update package is supplied to the update master. In a second
step 52, the update master analyzes the update package, especially with respect o
the receiver of the update. if the update master determines that the update package
comprises update packages for more than one layer and/or for more than one
system, he can divide the update package in several update packages such that the
systems of the next layers receive only update packages relevant for themselves or
for any of the following systems in the subsequent layers. Then in the next step S3
the update packages are rolied-out to the next layer, here the top layer. The systems
of the top layer receive the update packages and act themselves now as a kind of
update sub-master in the next step S4. They also analyze the received update
package, especially with respect to the receiver of the update. if the update
sub-master determines that the update package comprises update packages for
more than one layer and/or for more than one system, he can divide the update
package in several update packages such that the systems of the next layers
receive only update packages relevant for themselves or for any of the following
systems in the subsequent layers. Preferably the sub-master can control the
systems of the lower levels connected to him. relevant for themselves or for any of
the following systems in the subsequent layers. Then in the next step 55 the update
packages are rolled-out to the next layer, The steps of analyzing, dividing and
roll-out to the next lower level can then be repeated until the update packages are
rolled-out {0 the bottom or the last relevant fayer. When the update packages have
been received by the systems of these layers, in the next step 56 the update
packages are executed to update hierarchically all of the systems of the layers

which should be updaied, beginning at the bottom layer.

Additionally, the updated systems can give an update feedback to the next higher
layer. In this way, the failure or success of an update can be communicated along

the different layers up to the update master. If the update has failed, once or several
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times, a roli-back can be initiated. If the systems are designed such that they can
store only one version of the software to be updated, a previous version of the
software can be provided by the update master. This can either be provided by a
new data distribution from the update master or the data can be already part of the
update packages, when the next higher layer systems have the ability to siore this
amount of data. If the systems are designed such that they can store more than one
version of the software to be updated, both versions can be stored in paraliel. When
the update has failed, the system can directly use the previous version of the
software without the need to receive a previous version of the software. The
decision, if a roll-back is necessary, can be executed by the update master or a

sub-master within the update chain.

Fig. 2 shows exemplarily a hierarchical system architecture. The update master 1
and the systems 2 form the {op level connected via a bus system. Connected to
them via a bus system are the systems 3 of the next lower level. Connected to them
via a bus system are the systems 4 of the bottom level. The capabilities of the bus

system and the systems will typically decrease for lower levels,

in accordance with the provisions of the patent statutes, the principle and mode of
operation of this invention have been described and illustrated in its preferred
embodiments. However, it must be understood that this invention may be practiced
otherwise than as specifically explained and illustrated without departing from its

spirit or scope.
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Patent claims
1. Process for updating an electronic unit of a vehicle with an update package

aver an over-the-air update by an update master,

5} the electronic unit having an hierarchic system design with at least a top and
a bottom layer, wherein the update master belongs to or is coequal with the
top laver and wherein the layers having systems with software which can be
updated;
the process having the steps:

10 - Supply the update package to the update master (81);
- Analyze and divide the update package (S2};
- Roll-out the update-packages to the top layer (83);
~ Analyze and divide the update packages (S4);
- Roll-out the update-packages to the next lower-ranking layer (85);
15 - Execute the update-packages to update hierarchically at least parts of the

systems of the layers, beginning at the bottom layer (&6},

2. Process according to claim 1, wherein after executing the update-package of
a system, an update feedback is provided to the next higher level or to the

20 update master.

3. Process according to claim 1 or 2, wherein the electronic unit furthermore has

at least one middle layer having systems which can be updated.

25 4. Process according to any of the preceding claims, wherein the update master

decides if a roll-back is necessary.

5. Electronic unit of a vehicle for performing the process of claims 1 to 4, the
electronic unit having a hierarchic system design with at leastatop and a
30 bottom layer, wherein the layers having systems with software which can be
updated; and wherein the systems have enough memory to support the

storage of at least two version of the software and are designed to be able to
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switch between an activation of one of the at least two versions of the

software.

6. Vehicle with an electronic unit according to claim 5 adapted to perform the

process of claims 1 to 4.



WO 2020/257981 PCT/CN2019/092566

1/2

S1

S2

Fig. 1



WO 2020/257981 PCT/CN2019/092566

272
1 2 2 2
— 4
{ 3 i | i
3 3 M
H 3 | 3 |5 | L8
4

*H s 1

L By
4




INTERNATIONAL SEARCH REPORT International application No.
PCT/CN2019/092566

A.

CLASSIFICATION OF SUBJECT MATTER
GO6F 16/185(2019.01)i

According to International Patent Classification (IPC) or to both national classification and IPC

B.

FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

GO6F

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

CNABS, VEN, CNKI, CNTXT: updat+, package, hierarch+, top, bottom, layer, level, upper, lower, vehicle, car

C.

DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X US 5721914 A (MCI CORP) 24 February 1998 (1998-02-24) 1-6
description, column 3, line 50 to column 7, line42, claim 1, figures?2 and 3

Y CN 104142896 A (ALIBABA GROUP HOLDING CO LTD) 12 November 2014 1-6
(2014-11-12)
description, paragraphs [0068]-[0177], figures 1-3

Y CN 106571967 A (SHANGHAI PHICOMM COMMUNICATION CO LTD) 19 April 2017 1-6
(2017-04-19)
description, paragraphs [0035]-[0045], claim 1, figure 1

D Further documents are listed in the continuation of Box C. See patent family annex.

*  Special categories of cited documents: “T” later document published after the international filing date or priority
“A” document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand the
to be of particular relevance principle or theory underlying the invention
«g” earlier application or patent but published on or after the international «X» document of particular relevance; the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive step
«1» document which may throw doubts on priority claim(s) or which is when the document is taken alone
cited to establish the publication date of another citation or other «y» document of particular relevance; the claimed invention cannot be
special reason (as specified) ) o considered to involve an inventive step when the document is
“0” document referring to an oral disclosure, use, exhibition or other combined with one or more other such documents, such combination
means being obvious to a person skilled in the art
«p>» document published prior to the international filing date but later than . & document member of the same patent family
the priority date claimed ’
Date of the actual completion of the international search Date of mailing of the international search report
19 March 2020 02 April 2020
Name and mailing address of the ISA/CN Authorized officer
National Intellectual Property Administration, PRC
6, Xitucheng Rd., Jimen Bridge, Haidian District, Beijing SUN,Weiwei
100088
China
Facsimile No. (86-10)62019451 Telephone No. 62412076

Form PCT/ISA/210 (second sheet) (January 2015)




INTERNATIONAL SEARCH REPORT International application No.

Information on patent family members

PCT/CN2019/092566
. Patf‘/nt document Publication date Patent family member(s) Publication date
cited in search report (day/month/year) (day/month/year)
uUsS 5721914 A 24 February 1998 None
CN 104142896 A 12 November 2014 CN 104142896 B 31 May 2017
CN 106571967 A 19 April 2017 None

Form PCT/ISA/210 (patent family annex) (January 2015)



	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - claims
	Page 10 - claims
	Page 11 - drawings
	Page 12 - drawings
	Page 13 - wo-search-report
	Page 14 - wo-search-report

