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MULTI-FACTOR PROVISIONING OF WIRELESS DEVICES

CROSS REFERENCE TO RELATED APPLICATIONS

[0001] The present application claims priority to and the benefit of United States
provisional patent application number 62/185,731, titled “MULTI-FACTOR PROVISIONING
OF WIRELESS DEVICES”, filed June 29, 2015, the entire contents of which are incorporated

herein by reference in their entirety for all purposes.

BACKGROUND

[0002] Wireless devices communicate with other devices over wireless communications
networks using a variety of wireless communications protocols. Non-limiting examples of
wireless communications protocols include 4G LTE, 3G, Wi-Fi, Bluetooth, Zigbee, NFC, etc.
Wireless communications networks may include wireless wide area networks (WAN), local area
networks (LAN), and/or personal area networks (PAN). Some wireless devices may establish
mesh networks with one or more other wireless devices using wireless links of WAN, LAN,
and/or PAN.

[0003] Wireless devices may draw power from electrical power circuits of home
residences, businesses, or other premises over wired or wireless electrical power links. In this
context, wireless devices may be electrical loads of an electrical power circuit from which power
is drawn. Wireless devices may provide a variety of services, including serving as a sensor that

obtains measurements of a physical condition, reports information to another device, implements
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a user-defined or automated control routine for itself or another device, and/or facilitates
communication between two or more other devices.

[0004] Wireless devices may take a variety of different forms, including a wireless
electronic appliance or a wireless interface device for an electronic appliance, a wireless
electrical power outlet or a wireless interface device for an electrical power outlet, a wireless
lighting fixture or a wireless interface device for a lighting fixture, a wireless access point, or a
wireless personal computing device such as a mobile phone, mobile computer, etc. Wireless
devices may be used within the context of a home residence, business, or other premises to
measure electrical usage or operating state of itself or other electrical devices, control lighting or

electrical appliances, and/or implement control policy.

SUMMARY

[0005] In an example implementation, a group of wireless devices are provisioned. As
part of a wireless detection phase, multiple wireless communications are received that were
transmitted by multiple wireless devices. Individual wireless devices are distinguished from each
other among the multiple wireless devices based on a distinguishing feature of each of the
multiple wireless communications to obtain a provisional set of wireless devices.

[0006] As part of an electrical load detection phase (also described herein as a circuit
isolation operation), one or more wireless devices connected to an electrical power circuit are
identified based on time-based measurements of electrical power consumed by electrical loads
on the electrical power circuit and/or powerline communications received via the electrical

power circuit.
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[0007] The provisional set of wireless devices obtained by wireless detection may be
filtered to obtain a filtered set of wireless devices that excludes wireless devices of the
provisional set not connected to the electrical power circuit (i.e., the same electrical power circuit
or associated set of two or more electrical power circuits). For each wireless device of the
filtered set, one or more wireless communications may be transmitted to that wireless device to
establish a paired relationship. Each wireless device of the filtered set may be further associated
with a group identifier in a database system. The group identifier may identify the electrical
power circuit or a premises served by the electrical power circuit.

[0008] This summary is provided to introduce a selection of some of the concepts that are
described in further detail in the written description. Accordingly, this summary is intended to be

non-limiting.

BRIEF DESCRIPTION OF DRAWINGS

[0009] FIG. 1 is a schematic diagram depicting an example system.

[0010] FIG. 2 is a flow diagram depicting an example method.

[0011] FIG. 3 depicts an example user interface.

[0012] FIG. 4 is a flow diagram depicting an example method, including a network

isolation operation.
[0013] FIG. 5 is a flow diagram depicting an example method, including a circuit
isolation operation.
[0014] FIG. 6 is a flow diagram depicting an example method, including a geospatial
isolation operation.

[0015] FIG. 7 is a schematic diagram depicting an example network system.
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[0016] FIG. 8 is a schematic diagram depicting an example hardware system.
[0017] FIG. 9 is a schematic diagram depicting aspect of an example service.

[0018] FIG. 10 is a schematic diagram depicting an example computing system.
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DETAILED DESCRIPTION

[0019] The act of provisioning a wireless device may include pairing the wireless device
with another device. For example, a user may pair a wireless sensor with a mobile phone or other
suitable wireless device. Following pairing of the wireless device, a device with which the
wireless device is paired may be used to send or receive control information to or from the
wireless device, send or receive measurement information to or from the wireless device, or
update settings at the wireless device. The act of provisioning a wireless device may further
include or implicitly include the granting of permission for that wireless device to join a group or
network of other devices.

[0020] The act of provisioning a group of wireless devices may be time consuming and
challenging for a variety of reasons. In some scenarios, wireless devices located within a first
premises may be within wireless range of wireless devices located within a second neighboring
premises. A user, if confronted with multiple wireless devices available for provisioning, may
have difficulty distinguishing wireless devices within the first premises that are to be provisioned
from wireless devices within the second premises that are not to be provisioned. The present
disclosure may address some or all of these issues by enabling a user to provision one or more
wireless devices using multiple factors, including wireless detection and detection of electrical
power loads on a particular electrical power circuit.

[0021] FIG. 1 is a schematic diagram depicting an example system 100. System 100
includes multiple wireless devices 110 — 124 that are electrical loads on one or more electrical
power circuits. Wireless devices 110 — 124 are divided among multiple wireless device groups in
this example. Wireless devices 110 — 112 form part of a first group 130, wireless devices 113 —

121 form part of a second group 132, and wireless devices 122 — 124 form part of a third group
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134. Each group of wireless devices may correspond to a respective premises that contains the
wireless devices of that group located therein or thereon that premises.

[0022] As described herein, a premises may refer to a home residence or portion thereof,
a business or portion thereof, a government building or portion thereof, a public space, or other
type of premises. First group 130 may correspond to a first premises, second group 132 may
correspond to a second premises, and third group 134 may correspond to a third premises. As an
example, the first premises may be an apartment within a multiple apartment building that also
contains the second premises and the third premises that are also apartments of the multiple
apartment building. As another example, a first premises may be a first business suite of a
multiple business suite building that also contains a second premises and a third premises that are
also business suites of the multiple business suite building. As yet another example, the first,
second, and third premises may refer to separate rooms within the same apartment unit, business,
offices, or public space. As yet another example, the first premises may be an apartment of a
residential apartment building, the second premises may be a business suite of the same building
or a different building, and the third premises may be a public space located outside of the
building.

[0023] Typically, groups 130, 132, and 134 each refer to a group of wireless devices that
are electrical loads on a commonly billed account and/or commonly metered electrical power
circuit of an electrical power utility. For example, first group 130 includes wireless devices 110 —
114 that are electrical loads on a first billing account and/or metered electrical power circuit,
second group 132 includes wireless devices 113 — 121 that are electrical loads on a second
billing account and/or second metered electrical power circuit, and third group 134 includes

wireless devices 122 — 124 that are electrical loads on a third billing account and/or third metered
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electrical power circuit. However, in other examples, groups of wireless devices may be defined
on an individual electrical circuit level within a commonly metered circuit. A system, such as
system 100, may include any suitable quantity of wireless device groups, including tens,
hundreds, thousands, or more wireless device groups.

[0024] Within the example depicted in FIG. 1, first group 130 includes at least a first
electrical power circuit 140, second group 132 includes multiple electrical power circuits 142,
144, and 146, and third group 134 includes at least a first electrical power circuit 148. Each
electrical power circuit may be defined with respect to a junction or other suitable location along
the electrical pathway between a source of electrical energy and an electrical load. For example,
electrical power circuit 140 may be defined as a portion of a larger electrical power circuit that is
located downstream of junction 150. Similarly, electrical power circuit 148 may be defined as a
portion located downstream of junction 158.

[0025] Electrical power circuits 142, 144, and 146 may form sub-circuits of a larger
electrical power circuit 162 located downstream of junction 160. In this example, each of
electrical power circuits 142, 144, and 146 are located downstream of respective junctions 152,
154, 156 that are in-turn located downstream of junction 160. As an example, junctions 152, 154,
156 may represent respective circuit breakers of a multi-circuit breaker premises, with junction
160 representing an electrical feed into the multi-circuit breaker premises. Each of electrical
power circuits 140, 142, 144, 146, 148, and 162 may form sub-circuits of a larger electrical
power circuit located downstream of a master junction 170. As an example, master junction 170
may represent an electrical feed into a building or into a floor or other sub-region of a building.
[0026] System 100 includes a circuit monitor 180 (also referred to herein as an energy

meter device) that monitors electrical power usage and/or electrical properties at an individual
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circuit level. A non-limiting example of a commercially available circuit monitor or energy
meter device includes the Z-Wave Home Energy Meter by Aeotec (TM). However, any suitable
circuit monitor or energy meter device may be used. As an example, circuit monitor 180
independently monitors electrical power usage and/or electrical properties at or downstream of
least some of or each of junctions 150, 152, 154, 156, 158, 160, and 170. Circuit monitor 180
may report electrical power usage and/or electrical properties measured for each individual
circuit to a controller 182,

[0027] Circuit monitor 180 and/or controller 182 may communicate with other devices,
such as one or more wireless access points (e.g., wireless access point 184), one or more client
devices (e.g., client devices 186, 188), and/or one or more cloud services (e.g., cloud service
190) residing at a server system. Communications among or between these devices may be via a
wide area network 160. Wide area network 160 may include a wired wide area network
component in some implementations, and may include or take the form of the Internet or a
portion thereof. Client device 186 may be located nearby and within wireless range of wireless
devices 110 — 124, whereas client device 188 may be remotely located and outside of wireless
range of wireless devices 110 — 124, Wireless access point 184 and/or client device 186 may
communicate with each of wireless devices 110 — 124 by receiving wireless transmissions from
and/or sending wireless transmissions to each other.

[0028] Controller 182 may obtain wireless transmissions from wireless devices 110 —
124 via one or more wireless access points (e.g., wireless access point 184) and/or one or more
client devices (e.g., client device 186). Additionally, controller may obtain measurements of
electrical power usage and/or electrical properties of each electrical power circuit via one or

more circuit monitors (e.g., circuit monitor 180). Controller 182 may utilize this information to
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identify wireless devices located within wireless range of a wireless access point or client device
that are also electrical loads on a particular electrical power circuit or set of electrical power
circuits. As an example, controller 182 may identify wireless devices 113 — 121 as being within
wireless range of wireless access point 184 or client device 186, and also as being electrical
loads on electrical power circuit 162. Controller 182 may associate wireless devices 113 — 121
identified as second group 132 with a group identifier that enables other wireless devices to be
distinguished from the second group. In some implementations, circuit monitor 180 may be
integrated with controller 182. Controller 182 may take the form of a computing device in an
example. In some implementations, controller 182 may be portable, enabling controller 182 to be
used across multiple premises to provision wireless devices located therein.

[0029] FIG. 2 is a flow diagram depicting an example method 200 of provisioning a
group of wireless devices. In an example, method 200 or a portion thereof may be performed by
controller 182 of FIG. 1. A group of wireless device provisioned by implementation of method
200 may include previously described second group 132 of FIG. 2, for example.

[0030] At 210, a wireless detection phase may be performed in which one or more
wireless devices are detected by receiving their wireless transmissions. In this example, wireless
detection phase 210 includes one or more of sub-processes 212 — 216.

[0031] At 212, the method includes obtaining wireless communications transmitted by
wireless devices. As an example, wireless communications may be obtained by receiving, via
one or more wireless access points and/or client devices, multiple wireless communications
respectively transmitted by multiple wireless devices. As a non-limiting example, a technician or
other installer may carry a wireless client device that receives wireless transmissions from

wireless devices within range of the wireless client device. Alternatively or additionally, a
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wireless access point of a premises, such as a Wi-Fi access point, may be used to receive
wireless transmissions from wireless devices within range of the wireless access point. Wireless
communications may be formatted according to any suitable wireless protocol, including 4G
LTE, 3G, Wi-Fi, Bluetooth, Zigbee, NFC, etc. In at least some implementations, a controller,
such as controller 182 of FIG. 1, may be configured to obtain, process, and analyze a plurality of
different wireless communications protocols received from a plurality of different wireless
devices.

[0032] At 214, wireless communications obtained at 212 may be processed and/or
analyzed. Processing wireless communications may include demodulating, decrypting, and/or
unpacking information from one or more message frames. Analyzing wireless communications
may include identifying one or more distinguishing features of each wireless communication,
and attributing each wireless communication to an individual wireless device that transmitted
that wireless communication. Non-limiting examples of distinguishing features include an IP
address, a MAC address, a model number, a brand identifier, a serial number, a device
classification identifier, etc. of the wireless device.

[0033] At 216, the method includes identifying individual wireless devices and/or
distinguishing individual wireless devices from each other among the multiple wireless devices
to obtain a wireless detection set. Individual wireless devices may be identified and/or
distinguished from other wireless devices based on one or more distinguishing features of each
of the multiple wireless communications.

[0034] A wireless detection set may take the form of a provisional set (i.e., initial set) of
wireless devices that is later filtered based on one or more additional factors, such as will be

described in further detail with reference to process 250. A wireless detection set may include
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zero wireless devices (i.e., no detected wireless devices) or may include one or more wireless
devices (e.g., an individual detected wireless device or multiple detected wireless devices).
[0035] An electrical load detection phase 220 may be performed to identify and/or
distinguish wireless devices that are electrical loads on an electrical power circuit. Electrical load
detection phase 220 may include one or more of sub-processes 222 — 230.

[0036] At 222, the method includes obtaining measurements of electrical power
consumption. Measurements of electrical power consumptions may take the form of time-based
measurements of electrical power consumption. A plurality of electrical power measurement
samples may be obtained over a period of time.

[0037] At 224, the method includes processing and/or analyzing measurements of
electrical power consumption obtained at 222. Processing measurements of electrical power
consumption may include storing individual electrical power measurement samples with an
associated timestamp or in a defined sequential position relative to other electrical power
measurement samples.

[0038] Processing measurements of electrical power consumption may be performed for
an electrical power circuit at any suitable level within an electrical power circuit system. As an
example, a circuit monitor, such as previously described circuit monitor 180 of FIG. 1, may
measure electrical powered consumed by electrical loads at any suitable junction or position
within an electrical power circuit. As an example, electrical power consumption may be
measured at a junction that corresponds to a power feed to a premises to identify and/or
distinguish electrical loads of the premises.

[0039] At 230, the method includes identifying each electrical load and/or distinguishing

electrical loads from among each other based on measurements of electrical power to obtain an
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electrical load detection set of zero, one or more detected electrical loads. Changes in electrical
power measurements over time or among samples may be attributed to individual electrical
loads. For example, an individual electrical load may be detected by observing an increase or
decrease in electrical power usage over time caused by a change in electrical power used by that
electrical load. In an example implementation, a technician or other installer may initialize the
electrical load detection phase by obtaining power usage measurements prior to electrically
connecting one or more wireless devices to the electrical power circuit or powering-up the
wireless devices. The one or more wireless devices may be later connected to the electrical
power circuit and powered-up, and changes in electrical power usage that follows connection
and/or power-up of the one or more wireless devices may be attributed to the existence of those
one or more wireless device as electrical loads on the circuit.

[0040] Alternatively or additionally, powerline communications received from electrical
loads on the electrical power circuit (e.g., by a circuit monitor) may be used to identify and/or
distinguish electrical loads from each other. At 226, powerline communications may be obtained.
As an example, powerline communications may be received by a circuit monitor and provided to
a controller for further processing and analysis. At 228, powerline communications obtained at
226 may be processed and/or analyzed. Processing powerline communications may include
demodulating, decrypting, and/or unpacking information from one or more message frames.
Analyzing powerline communications may include identifying one or more distinguishing
features of each powerline communication, and attributing each powerline communication to an
individual electrical load that transmitted that powerline communication. Non-limiting examples
of distinguishing features include an IP address, a MAC address, a model number, a brand

identifier, a serial number, a device classification identifier, etc. of the electrical load. At 230, the
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method includes identifying each electrical load and/or distinguishing electrical loads from
among each other based on the powerline communications to obtain an electrical load detection
set of zero, one or more detected electrical loads.

[0041] A load detection set obtained based on electrical power measurements and/or
powerline communications may take the form of a provisional set (i.e., initial) of wireless
devices that is later filtered based on one or more additional factors, such as will be described in
further detail with reference to process 250.

[0042] The wireless detection phase 210 and electrical load detection phase 220 may be
performed in parallel or in series. In an example, the wireless detection phase may be performed
before the electrical load detection phase. In another example, the electrical load detection phase
may be performed before the wireless detection phase. In yet another example, the electrical load
detection phase and the wireless detection phase may at least partially overlap in time. Individual
wireless devices detected by the wireless detection phase may be correlated with individual
electrical loads detected by the electrical load detection phase. For example, an increase in
electrical power consumption resulting from connection of a wireless device to an electrical
power circuit or power-up of the wireless device may be correlated in time with initiation of
wireless transmissions by that wireless device that are received via a wireless access point or
wireless client device within wireless range of that wireless device.

[0043] At 240, assistance information may optionally be obtained. Assistance
information may include information provided by a user (e.g., a technician or other installer), for
example, via a user interface of a computing device. Such assistance information may include a
quantity of wireless devices of the premises to be provisioned, a type of some or all of the

wireless devices, an identification of some or all of the wireless devices, an indication that a
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wireless device has been electrically connected to an electrical power circuit or has been
powered-up (including associated time of such events), identification of the electrical power
circuit to be considered for provisioning of wireless devices, whether powerline communications
and/or power usage measurements are to be used or omitted, among other suitable information.
[0044] At 250, information obtained from the wireless detection phase (e.g., the wireless
detection set), electrical load detection phase (e.g., the electrical load detection set), and/or
assistance information may be combined to obtain a filtered set of wireless devices. At 250, the
method may include filtering the provisional set (e.g., obtained at 216) to obtain a filtered set of
wireless devices that excludes wireless devices of the provisional set not connected to the
electrical power circuit (i.e., the same electrical power circuit). As previously discussed,
electrical load detection may be performed to obtain a provisional set of electrical loads that are
then filtered based on information obtained from a wireless detection phase (e.g., a wireless
detection set) to arrive at a filtered set of wireless devices that are electrically connected to an
electrical power circuit.

[0045] At 252, for each wireless device of the filtered set, the method includes
transmitting one or more wireless communications directed to that wireless device to establish a
paired relationship with that wireless device. Wireless communications may be formatted
according to any suitable wireless protocol, including e.g., 4G LTE, 3G, Wi-Fi, Bluetooth,
Zigbee, NFC, etc. Additionally or alternatively, the method at 252 may include transmitting one
or more powerline communications over the electrical power circuit directed to that wireless
device to established a paired relationship with that wireless device.

[0046] Process 252 may be performed for each wireless device identified as being

electrically connected to a target electrical power circuit and identified via wireless transmissions
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sent by that wireless device. Establishing a paired relationship may include sending information
to and/or receiving information from the wireless device over a wireless communications link (or
alternatively over the electrical power circuit via powerline communications). In at least some
implementations, upon identification of a wireless device, an application programming interface
(API) for that wireless device may be accessed to exchange information. Information pertaining
to the API (e.g., if residing at the wireless device) may be retrieved from a remote database
system over a wide area network or the API may reside at the remote database system. Typically,
the API or information pertaining to the API may be referenced at a remote database system
operated by the manufacturer or distributor of the wireless device. In at least some
implementations, an identifier of the wireless device type may be used to reference a look-up
table of manufacturers and their respective network resource location for the API or information
pertaining to the APIL

[0047] At 254, the method includes associating each wireless device of the filtered set
with a group identifier in a database system. As an example, the database system may reside
locally at a controller and/or remotely at a cloud service of a database system accessible via a
wide area network, such as the Internet. The group identifier may take the form of or be further
associated with a premises identifier or electrical power circuit identifier within or upon which
the wireless device is present. The group identifier may be referenced within the database system
to identify all provisioned wireless devices of a premises or electrical power circuit. At 254, the
method may further include associating a device identifier with each wireless device that enables
each wireless device to be distinguished from other wireless devices within the database system.
[0048] At 256, the method includes interacting with the wireless devices of the filtered

set. As previously described, the wireless devices may be used to obtained measurements of
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physical conditions within a premises, implement a control policy, or facilitate communications
between two other devices. Interactions with the wireless devices may include communications
formatted according to any suitable wireless communications protocol or powerline
communications protocol. Such communications may utilize API calls or other API
communications supported by the wireless communications device. In another example,
communications with a wireless communications device may traverse a wide area network, and
may be routed to the wireless device via a server system. Interactions with wireless devices
and/or third-party devices may include, reference, or utilize the group identifier and/or individual
device identifier associated with each wireless device.

[0049] FIG. 3 depicts an example user interface (UI) 300. UI 300 may be presented as a
graphical user interface (GUI) via a display device. UI 300 includes a list of wireless devices
(e.g., device IDs: DEVICE A — DEVICE H) that were identified and/or distinguished from each
other using wireless detection, such as described with reference to method 200 of FIG. 2. UI 300
further includes a list of group identifiers associated with each of the wireless devices. In this
example, wireless devices having device identifiers DEVICE A — C, and DEVICE F are
associated with a group identifier GROUP A. UI 300 includes other group identifiers associated
with wireless devices. UI 300 further includes a list of device types associated with each of the
wireless devices. In this example, device types TYPE A — TYPE C may correspond to or be
based upon device model numbers, device brands, or device classifications communicated by the
wireless devices in wireless transmissions received from the wireless devices. Alternatively,
device types may be received in the form of user inputs specifying the device types. UI 300
includes a pairing status associated with each wireless device. In this example, each wireless

device is indicated as being either paired or unpaired. For example, wireless devices associated



WO 2017/004246 PCT/US2016/040167
17

with GROUP A have been paired. GROUP A may correspond to wireless devices of a particular
premises that differs from a premises of GROUP B or GROUP C. In at least some
implementations, UI 300 may include one or more tools 310 — 316 that enables a user to add,
remove, modify, or indicate a setting for a device identifier, group identifier, device type, or
pairing status of each wireless device.

[0050] FIG. 4 is a flow diagram depicting an example method 400. Method 400 may
refer to an example implementation of previously described method 200 of FIG. 2. Method 400
may represent a processing pipeline or workflow for identifying and distinguishing in-network
devices from out-of-network devices among a set of wireless devices. Method 400 or portions
thereof may be performed by a computing system that includes one or more computing devices.
As an example, a computing system that implements method 400 may serve as a host for in-
network devices to access or otherwise interact with a service, such as an Internet of Things
(IoT) service.

[0051] Wireless transmissions by one or more wireless devices 410 are observed by
wireless monitoring 440 via one or more wireless access points. As used herein, the phrase
“wireless device” refers to a wireless capable device that includes the hardware and/or software
for performing one or more of: receiving wireless communications/transmissions from another
wireless device and/or transmitting wireless communications/transmissions for reception by
another wireless device. In this example, observed wireless devices 410 includes a plurality of
wireless devices represented schematically by reference numerals 420, 422, 424, 426, and 428. It
will be understood that any number of wireless devices may be present within range of at least

one wireless access point by which wireless transmissions of the wireless devices are observed,
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including zero, one, two or more, ten or more, a hundred or more, etc. a thousand or more, etc.
wireless devices.

[0052] At least some of observed wireless devices 410 may be electrically connected to
an electrical circuit 430. As an example, electrical circuit 430 may refer to an individually
metered electrical circuit for a unit of a multi-unit building. Electrical circuit 430 may include a
plurality of electrical sub-circuits corresponding to respective branches of the electrical circuit
located downstream of an electrical breaker panel. As another example, electrical circuit 430
may refer to an individual sub-circuit or branch of an electrical breaker panel that is served by an
electrical breaker. As yet another example, electrical circuit 430 may refer to a multi-unit
electrical circuit for an entire building, a building floor, or a portion of a building or other
premises that serves multiple downstream breaker panels and/or electrical meters each having
their respective sub-circuits.

[0053] Wireless devices that are electrically connected to electrical circuit 430 may be
referred to as electrical loads that consume or are capable of consuming electrical energy on
electrical circuit 430. In this example, wireless devices 420, 422, and 424 are electrically
connected to and refer to electrical loads on electrical circuit 430. As an example, some or all of
wireless devices 420, 422, and 424 may include or take the form of electrical fixtures, such as
smart electrical outlet fixtures or smart lighting fixtures that are hardwired into electrical circuit
430 via respective junction boxes located throughout a building unit. As another example, some
or all of wireless devices 420, 422, and 424 may include or take the form of electrical appliances
or other electrical devices that are plugged into an electrical outlet. By contrast, wireless devices
426 and 428 are not electrically connected to electrical circuit 430 in this example, and are not

electrical loads on electrical circuit 430. It will be understood that any number of wireless
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devices may be electrically connected to and may be electrical loads on an electrical circuit,
including zero, one, two or more, ten or more, a hundred or more, etc. a thousand or more, etc.
wireless devices.

[0054] Electrical circuit 430 may be monitored by an energy meter device to provide
circuit monitoring 432. As an example, this energy meter device may be in addition to a utility’s
energy meter device that monitors electrical energy consumption for a unit or set of units of a
building or other premises. Here, the energy meter device may measure electrical energy
consumption on electrical circuit 430 at or along the same or equivalent circuit location as the
utility’s energy meter device. As another example, this energy meter device may refer to the
utility’s energy meter device for electrical circuit 430.

[0055] Using input information obtained from circuit monitoring 432 and wireless
monitoring 440, an operation referred to as network isolation 460 may be performed to identify
and distinguish in-network devices from out-of-network devices from among observed wireless
devices 410. In-network devices refer to devices (e.g., wireless devices) that are located within or
form part of a particular network for which network isolation 460 is performed. This network
may correspond to a particular unit of a multi-unit building, for example, in which each unit
corresponds to a respective network. Within the context of network isolation 460, in-network
devices include devices that are either electrically connected to electrical circuit 430 or are
electrically disconnected from electrical circuit 430 but are located within a particular geospatial
region (e.g., a target unit or premises).

[0056] By contrast, out-of-network devices may include devices that are not located
within and do not form part of the network for which network isolation 460 is performed. As an

example, out-of-network devices may include devices (e.g., wireless devices) that are located
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within or form part of neighboring or nearby units to the unit for which network isolation 460 is
performed. Typically, wireless devices that are out-of-network devices are within wireless
detection range of a wireless access point by which wireless monitoring 440 is performed, but
are not electrically connected to electrical circuit 430 and are not within the particular geospatial
region (e.g., the target unit or premises).

[0057] Network isolation 460 may additionally or alternatively use information obtained
from other sources 450 to identify and distinguish in-network devices from out-of-network
devices. Other sources 450 may include user inputs (e.g., active human assistance) received via a
user input device, sensor inputs received from one or more sensor devices, information (e.g.,
data) retrieved from a database system and/or received from remote computing systems over a
communications network.

[0058] In this example, network isolation 460 includes two phases. A first phase of
network isolation 460 includes an operation referred to as circuit isolation 470. A second phase
of network isolation 460 includes an operation referred to as geospatial isolation 480. Circuit
isolation 470 and geospatial isolation 480 are briefly described with reference to FIG. 4, and are
described in further detail with reference to FIGS. 5 and 6, respectively.

[0059] Circuit isolation 470 includes the use of time-based measurements of electrical
energy consumed on electrical circuit 430 obtained via circuit monitoring 432 to identify and
distinguish on-circuit devices from off-circuit devices. As an example, each wireless device of
observed wireless devices 410 may be coordinated by a computing system to individually
perform one or power control actions that vary an amount of energy consumption by or through
that wireless device. In this example, a wireless device may be determined to be an electrical

load on electrical circuit 430 (i.e., on-circuit) responsive to time-based measurements indicating
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varied energy consumption by or through the wireless device that is correlated in-time with the
one or more power control actions. An output of circuit isolation 470 includes wireless devices
(e.g., 420, 422, and 424) that are electrically connected to and are electrical loads on electrical
circuit 430 being identified as on-circuit devices, and wireless devices (e.g., 426 and 428) that
are not electrically connected to and are not electrical loads on electrical circuit 430 being
identified as off-circuit devices. Circuit isolation 470 is described in further detail with reference
to FIG. 5.

[0060] Geospatial isolation 480 includes the use of wireless monitoring of off-circuit
devices 474 (e.g., wireless devices 426 and 428) via on-circuit devices (e.g., wireless devices
420, 422, and 424) to identify a geospatial position of each off-circuit device. As an example,
wireless signal strength reported by a plurality of on-circuit devices may be used to triangulate a
geospatial position of each wireless device of previously identified off-circuit devices 474. In
this example, wireless device 426 is located within a particular geospatial region (e.g., a target
unit or premises), whereas wireless device 428 is located outside of that geospatial region. An
output of geospatial isolation 470 includes wireless devices (e.g., 426) that is located within the
geospatial region being identified as one of on-premises devices 482, whereas wireless devices
(e.g., 428) that is located outside of the geospatial region being identified as one of off-premises
devices 484. Geospatial isolation 480 is described in further detail with reference to FIG. 6.
[0061] On-circuit devices 472 and on-premises devices 482 may be identified as in-
network devices 492. In this example, wireless devices 420, 422, 424, and 426 are identified as
in-network devices 492. By contrast, off-circuit devices 474 and off-premises devices 484 may
be identified (at least provisionally until geospatial isolation is performed) as out-of-network

devices 494. In this example, wireless device 428 is identified as an out-of-network device 494.
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As will be described in further detail with reference to FIGS. 5 and 6, a different set of policies
may be implemented with respect to in-network devices 492 and out-of-network devices 494. As
an example, in-network devices 492 may be admitted to a service (e.g., an IoT service) hosted by
the computing system in which a paired and/or trusted relationship is established between the
computing system and the in-network devices. In this example, out-of-network devices 494 may
be rejected or denied from being admitted to or accessing the service and/or may be released
from the initial session with the computing system following network isolation 460.

[0062] While method 400 is described within the context of identifying wireless devices
as being either in-network or out-of-network, in at least some implementations, the computing
system may assign a confidence value or score to the determination of whether a particular
wireless device is in-network or out-of-network. Here, wireless devices identified as being on-
circuit are typically assigned the highest confidence value or score, since on-circuit devices are
directly measured as electrical loads on an electrical circuit. However, lower confidence values
or scores may be assigned to on-circuit devices depending on signal-to-noise ratios of the
measured and reported electrical energy consumption. Confidence values or scores may be
assigned to wireless devices within the context of geospatial isolation based on one or more of
(1) the relative proximity of the geospatial position of a subject wireless device to a boundary of
a target geospatial region, (2) a quantity of on-circuit wireless devices that report wireless signal
strength of the subject wireless device, and/or (3) a signal-to-noise ratio of the wireless signal
strengths measured and reported by the on-circuit wireless devices. Wireless devices assigned a
higher confidence value may be permitted to access greater features of a service hosted by the
network service, whereas wireless devices assigned a lower confidence value may be permitted

to access lesser features or denied access to the service.
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[0063] Method 400 or portions thereof may be continuously performed, for example, by
monitoring wireless transmissions received via the wireless access point to detect presence of a
new wireless device having a device identifier not included in the initial set. Responsive to
detecting presence of the new wireless device, method 400 may further include performing at
least one of the circuit isolation operation and/or the geospatial isolation operation for the new
wireless device. For example, the computing system may first attempt to characterize the new
wireless device as either on-circuit or off-circuit using circuit isolation, and then proceed to
geospatial isolation if identified as off-circuit. Alternatively, the computing system may proceed
directly to geospatial isolation for new wireless devices without performing circuit isolation.
[0064] FIG. 5 is a flow diagram depicting an example method 500. Method 500 or
portions thereof may be performed by a computing system that includes one or more computing
devices. As an example, a computing system that implements method 500 may serve as a host
for in-network devices to access or otherwise interact with an IoT service. Method 500 or
portions thereof may represent a non-limiting example of previously described method 400,
including circuit isolation 470 of FIG. 4.

[0065] At 510, the method includes obtaining time-based measurements of electrical
energy consumed by electrical loads on an electrical circuit. The time-based measurements may
be obtained from or via an energy meter device. The energy meter devices monitors the electrical
circuit and measures an amount of electrical energy consumed on the electrical circuit over a
period of time. The time-based measurements may take the form of a time-series set of values in
which each value represents an amount of energy consumed on the electrical circuit at a

particular instance in-time or within a particular time period.
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[0066] At 512, the method includes receiving wireless transmissions from an initial set of
one or more wireless devices. The wireless transmissions may be received via a wireless access
point from wireless devices that are within communication range of the wireless access point.
The wireless transmissions may include communication messages that are formatted according
to any suitable wireless communications protocol. Typically, the wireless transmissions use a
wireless local area network protocol or a personal area network protocol, such as Wi-Fi and/or
IEEE specification 802.11, Bluetooth and/or IEEE specification 802.15.1, Zigbee and/or IEEE
specification 802.15.4, Z-Wave, etc. It will be understood that these wireless protocols are
merely non-limiting examples, as other suitable wireless protocols may be used. The wireless
access point may include a wireless receiver and/or transceiver to receive the wireless
transmissions, as well as signal processing hardware and/or software to interpret the
communication messages and to communicate information contained within the messages to
another system component. As an example, the wireless access point may take the form of a
wireless router.

[0067] In at least some implementations, the wireless access point may be one of a
plurality of wireless access points by which wireless transmissions are received. In this
implementation, the method at 512 may include receiving wireless transmissions of wireless
devices via a plurality of geospatially distributed wireless access points, such as where a
common computing system monitors wireless transmissions over one or more geospatial regions
via multiple wireless access points. In one example, wireless devices having their wireless
transmissions received on a particular wireless access point may be grouped into an initial set,
with each wireless access point having a respective initial set of wireless devices. Where two or

more wireless access points are geospatially distributed, the initial set of wireless devices for
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each wireless access point may differ from each other by some or all of the wireless devices. In
another example, wireless transmissions received over two or more wireless access points may
be grouped into a common initial set. Typically, the initial set of wireless devices includes all
wireless devices that are potentially located within a target geospatial region.

[0068] At 514, the method includes obtaining a device identifier included in the wireless
transmissions received by the wireless access point for each wireless device of the initial set.
Here, the computing system (or alternatively the wireless access point) may read a corresponding
device identifier from one or more communication messages wirelessly transmitted by each
wireless device. As an example, the device identifier may include or take the form of a binary
sequence or other suitable set of values assigned by the manufacturer of the device’s
communication protocol in accordance with a governing body, which guarantees this unique
binary sequence is associated with only single device. Here, the device identifier is unique for
the specific protocol being used for communication. The device identifier enables the computing
system to distinguish wireless devices from each other within a domain of devices. A device
identifier may additionally include an indication of device type, category, classification, and/or
device capability, among other suitable device information.

[0069] The computing system may store each device identifier obtained from the
wireless transmissions in a database system in association with (1) an identifier of the wireless
access point over which the wireless transmissions were received (or other suitable group
identifier — e.g., an identifier of the target geospatial region — unit or premises), (2) any
additional information reported by the wireless devices, (3) wireless signal strength reported by
the wireless access point with respect to each wireless device. The computing system may utilize

this information stored in the database system for subsequent processes or operations of FIGS. 5
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or 6, for example. Where a computing system monitors wireless transmissions over multiple
wireless access points, the method at 514 may be performed for wireless access point.

[0070] At 516, the method may include performing a circuit isolation operation for some
or all of the wireless devices of the initial set of wireless devices. As an example, the method at
516 may include performing the circuit isolation operation for each wireless device of the initial
set. As another example, the method at 516 may filtering the initial set of wireless devices
according to filtering criteria to obtain a filtered set. Here, the method may further include
performing the circuit isolation operation for each wireless device of the filtered set of wireless
devices. As an example, the filtered set may include wireless devices having at least a threshold
signal strength as measured and reported by the wireless access point while excluding wireless
devices having less than the threshold signal strength. As another example, the filtered set may
include wireless devices of a particular type, category, or classification (e.g., electrical fixtures)
while excluding wireless devices of a different type, category, or classification (e.g., mobile
devices or non-fixtures). As will be described in further detail with reference to FIG. 7, the
computing system may receive an indication of wireless devices identified as being on-circuit
devices with respect to a different electrical circuit. These wireless devices may be excluded
from the filtered set by the computing system, since these wireless devices are therefore out-of-
network with respect to the subject network for which the circuit isolation operation is
performed.

[0071] The circuit isolation operation performed at 516 may include sub-processes 518 —
524 for a subject wireless device of the initial set. At 518, the method includes establishing an
initial session with the wireless device over a wireless communications link via the wireless

access point. Establishing an initial session may include wireless communications transmitted
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and/or received by one or more of the wireless device and/or the wireless access point,
depending on the wireless protocol utilized for the initial session.

[0072] At 520, during the initial session, the method includes sending one or more power
control commands to the wireless device via the wireless access point as one or more wireless
transmissions that directs the wireless device to perform one or more power control actions that
varies energy consumption by or through the wireless device at a device-specific timing. The
wireless device receives and implements the one or more power control commands. The
computing system may utilize an API to communicate with wireless device. This API may
support one or more different power control commands. The computing system may reference a
database system for a communications protocols and/or API protocol that is supported by the
wireless device (e.g., based on the device identifier). The computing system may utilize a
different device-specific timing across a set of two or more wireless devices to enable the power
control actions performed by the wireless devices to be spaced apart in time relative to each
other.

[0073] As an example, a power control action may include the wireless device
momentarily or for a pre-defined time period reducing its energy consumption as an electrical
load on the electrical circuit before returning to an increased or steady-state energy consumption
state. A non-limiting example of this type of power control action includes a power reset or
device reset command that directs the wireless device to power down momentarily before
powering up again. As another example, a power control action may include the wireless device
momentarily or for a pre-defined time period increasing its energy consumption as an electrical
load on the electrical circuit before returning to a decreased or steady-state energy consumption

state. Two or more power control actions may be performed in sequence to provide an energy
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consumption fingerprint that can be identified by the computing system via monitoring of the
electrical circuit.

[0074] In at least some implementations, a wireless device may supply electrical energy
to one or more accessory devices that are electrically connected to the wireless device. As an
example, a smart electrical outlet fixture may supply electrical energy to an electrical appliance
or other electrical load connected to the fixture. In these implementations, an accessory device
consumes electrical energy on the electrical circuit through the wireless device. Here, a power
control action may similarly include the wireless device momentarily or for a pre-defined time
period reducing or increasing energy consumption through the wireless device to the accessory
device(s) as an electrical load on the electrical circuit before returning to a previous or steady-
state energy consumption state. Again, two or more power control actions may be performed in
sequence to provide an energy consumption fingerprint that can be identified by the computing
system via monitoring of the electrical circuit.

[0075] In at least some implementations, a wireless device may be capable of drawing a
relatively small amount of electrical energy from the electrical circuit. Here, an accessory device
in the form of a dummy load (e.g., light bulb or other suitable electrical load) may be electrically
connected to the wireless device (e.g., by an installer, technician, or other user) prior to
performing the circuit isolation operation to increase an amount of energy consumption through
the wireless device. This increase in energy consumption may thereby provide the wireless
device with the ability to augment energy consumption on the electrical circuit to a greater extent
by performing the power control action, thereby enabling a stronger energy consumption signal

to be generated by the wireless device for detection via circuit monitoring.
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[0076] At 522, the method includes determining whether the wireless device is an
electrical load on the electrical circuit based on the time-based measurements obtained from the
energy meter device. As an example, the wireless device is determined to be an electrical load on
the electrical circuit if or responsive to the time-based measurements indicating the varied energy
consumption by or through the wireless device that is correlated in-time with the device-specific
timing for the one or more power control actions. Here, the computing system may search the
time-based measurements for an indication of the one or more power control actions that
correspond in-time with the device-specific timing. As a non-limiting, the computing device may
command the wireless device to reduce its power consumption for 3 seconds at a device-specific
timing of 9:12:00am world-time (9 hrs., 12 min, 0 seconds), and then searches the time-based
measurements of energy consumption on the electrical circuit for a corresponding reduction in
power consumption at that device-specific timing.

[0077] In at least some implementations, the one or more power control commands may
further indicate or define a time-based function according to which the energy consumption is to
be varied by the wireless device performing the one or more power control actions. Here, the
wireless device is determined to be an electrical load on the electrical circuit responsive to the
time-based measurements indicating the time-based function. As an example, the time-based
function may define one or more step-wise and/or continuous increases and/or decreases in
electrical energy consumption over a time period. As a non-limiting example, the time-based
function may define an initial rate of increase or decrease in electrical energy consumption over
an initial period of time followed by a subsequent rate of increase or decrease in electrical energy
consumption over a subsequent period of time. The computing system may utilize different time-

based functions for some or all of the wireless devices to enable the computing system to further
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identify and distinguish wireless devices from each other based on correlations with the time-
based measurements of energy consumption reported by the energy meter device.

[0078] If the time-based measurements indicate the wvaried energy consumption
correlated in-time with the device-specific timing, the computing system may identify the
wireless device is an electrical load on the electrical circuit —1i.e., an on-circuit device. However,
if the time-based measurements do not indicate the varied energy consumption correlated in-time
with the device-specific timing, the computing system may identify the wireless device as an off-
circuit device. In at least some implementations, the computing system may perform the circuit
isolation operation or portions thereof multiple times for a subject wireless device to increase
confidence in the determination of whether the wireless device is an on-circuit or off-circuit
device. As an example, the computing system may reissue an on-circuit challenge to a wireless
device that has not been initially determined to be on-circuit by repeating some or all of the
circuit isolation operation.

[0079] At 524, the method includes upon determining the wireless device to be an
electrical load on the electrical circuit, associating the device identifier for the wireless device
with an on-circuit device group and/or an in-network device group (e.g., via a group identifier)
for the electrical circuit and/or premises within a database system. In at least some
implementations, the computing system may associate the device identifier with both an on-
circuit device group and an in-network device group to enable the computing system to
distinguish wireless devices that are on-circuit from wireless devices that are on-premises.
Alternatively or additionally, the method at 524 may include upon determining that the wireless
device is not an electrical load on the electrical circuit, associating the device identifier for the

wireless device with an off-circuit device group (e.g., via a group identifier) for the electrical
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circuit within the database system. These associations in the database system may be
subsequently referenced to determine whether the wireless device is on-circuit/in-network or off-
circuit with respect to a particular electrical circuit and/or unit/premises.

[0080] At 526, the method includes implementing a set of policies with respect to the
wireless device based on the determination at 522 — i.e., whether the wireless device is or is not
an electrical load on the electrical circuit. As an example, wireless devices identified as being on-
circuit with respect to the electrical circuit may be (1) admitted to a trusted relationship with the
computing system over the wireless communications link, (2) paired with a service (e.g., an loT
service) hosted by the computing system over the wireless communications link, and/or (3)
permitted to access the service over the wireless communications link. For example, upon
determining that the wireless device is an electrical load on the electrical circuit and/or
associated with the on-circuit device group, the method may include completing a device pairing
operation with the wireless device that establishes a trusted relationship with the wireless device
(e.g., including exchanging encryption keys or other forms of authentication information) and/or
enables the wireless device to access a service hosted at the computing system. In at least some
implementations, completion of the pairing operation may result in the wireless device that is
associated with the on-circuit device group to be further associated with the in-network device
group to reflect that the pairing operation has been completed. By contrast, wireless devices
identified as being off-circuit may be (1) transitioned onward to the geospatial isolation
operation of FIG. 6, (2) provisionally rejected from the service, and/or (3) released from the
initial session.

[0081] As previously described, circuit isolation may be performed for some or all of the

wireless devices observed via a wireless access point to obtain a set of on-circuit and off-circuit
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devices. Each wireless device may be commanded to perform its power action(s) at its respective
device-specific timing(s) to minimize or reduce noise on the electrical circuit that may obscure
detection and correlation of on-circuit devices. As also described with reference to FIG. 4,
wireless devices identified as on-circuit devices may be characterized as in-network devices,
whereas wireless devices identified as off-circuit devices may be provisionally characterized as
out-of-network devices until otherwise identified as being in-network via the geospatial isolation
operation.

[0082] While the circuit isolation operation of FIGS. 4 and 5 have been described with
reference to wireless communications and has been applied to wireless devices, in other
implementations powerline communications may be used as an alternative to or in addition to
wireless communications to determine whether a device (e.g., wireless or non-wireless capable)
is in-circuit or off-circuit. For example, the previously described processes for identifying an
initial set of devices (e.g., operation 512 of FIG. 5), establishing an initial session (e.g., operation
520 of FIG. 5), sending power control commands (e.g., operation 522 of FIG. 5), and pairing on-
circuit or in-network devices (e.g., operation 526 of FIG. 5) may be performed using powerline
communications over the electrical circuit on which the device is electrically connected.

[0083] FIG. 6 is a flow diagram depicting an example method 600. Method 600 or
portions thereof may be performed by a computing system that includes one or more computing
devices. This computing system may be the same computing system that performed method 500
or portions thereof with respect to a particular electrical circuit or unit/premises. As an example,
a computing system that implements method 600 may serve as a host for in-network devices to

access or otherwise interact with an IoT service. Method 600 or portions thereof may represent a
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non-limiting example of previously described method 400, including geospatial isolation 480 of
FIG. 4.

[0084] At 610, the method includes obtaining device identifiers for wireless devices
identified as off-circuit devices. As previously described with reference to FIG. 5, the computing
system may reference a database system for a previously stored association of wireless device
identifiers and on-circuit/off-circuit state determined via implementation of method 500. The oft-
circuit wireless devices may include wireless devices of the initial set of wireless devices from
operation 512 of FIG. 5 that were not identified as on-circuit devices at operation 522.

[0085] At 612, a geospatial isolation operation is performed for some or all of the
wireless devices previously identified as off-circuit devices. As an example, the method at 612
may include performing the geospatial isolation operation for each wireless device identified as
an off-circuit device with respect to a particular electrical circuit. As another example, the
method at 612 may include filtering the initial set of off-circuit devices according to filtering
criteria to obtain a filtered set of off-circuit devices, and performing the circuit isolation
operation for each wireless device of the filtered set of the off-circuit devices. As an example, the
filtered set may include wireless devices identified as off-circuit that also have at least a
threshold signal strength as measured and reported by the wireless access point and/or other on-
circuit devices while excluding wireless devices having less than the threshold signal strength.
As another example, the filtered set may include wireless devices of a particular type, category,
or classification (e.g., mobile devices or non-fixtures) while excluding wireless devices of a
different type, category, or classification (e.g., fixtures). As will be described in further detail
with reference to FIG. 7, the computing system may receive an indication of wireless devices

identified as being on-circuit devices with respect to a different electrical circuit. These wireless
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devices may be excluded from the filtered set by the computing system, since these wireless
devices are therefore out-of-network with respect to the subject network for which geospatial
isolation operation is performed.

[0086] The geospatial isolation operation performed at 612 may include one or more sub-
processes 614 — 620 applied to a subject wireless device identified as an off-circuit device by
implementation of method 500. At 614, the method includes requesting and obtaining, from a
plurality of wireless devices identified as on-circuit devices, indications of wireless signal
strength of the subject wireless device as measured and reported by the on-circuit devices. Here,
the on-circuit devices provide a set of spatial-diverse observations of the subject wireless device,
enabling the computing system to estimate the geospatial position of the subject wireless device
relative to a target geospatial region.

[0087] At 616, the method includes processing the wireless signal strength to identify a
geospatial position of the subject wireless device. Any suitable processing technique may be
used by the computing system to identify the geospatial position of the subject wireless device.
As an example, a geospatial position of a subject wireless device may be based wireless signal
strength measured and reported by a single on-circuit or in-network wireless device. As another
example, a geospatial position of a subject wireless device may be based on two, three, or more
spatially-diverse measurements of wireless signal strength as reported by two, three, or more on-
circuit or in-network wireless devices. As an example, triangulation of the subject wireless
device may be performed on three or more wireless signal strength measurements obtained from
reference devices (e.g., on-circuit or in-network devices) whose relative spatial locations are

known or have been approximated. In at least some implementations, directional methods may
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be used in addition to or as an alternative to methods that rely on wireless signal strength,
including multiple antenna arrays and/or line of sight operations.

[0088] At 618, the method includes determining whether the geospatial position of the
subject wireless device is within a target geospatial region. Typically, the target geospatial region
corresponds to a two or three-dimensional space that is served by the electrical circuit, such as a
unit of building, outdoor space, or other suitable premises. Here, the computing system may
compare the geospatial position identified for the subject wireless device to a data representation
of the target geospatial region to determine whether the subject wireless device is to be
characterized as on-premises (e.g., within the target geospatial region) or off-premises (e.g.,
outside of the target geospatial region). This data representation of the target geospatial region
may include a floor plan of the building or unit (e.g., with known floor height or other predefined
height in a third spatial dimension), as well as known locations of electrical fixtures including
wireless devices previously identified as on-circuit devices.

[0089] In at least some implementations, the method may further include generating a
target geospatial region by identifying a relative geospatial position of on-circuit wireless devices
relative to each other. Here, on-circuit wireless devices may measure and report on each others
signal strengths to provide an estimate of the geospatial arrangement of on-circuit devices. For
example, a target geospatial region may be defined as a region that is enclosed by the geospatial
arrangement of on-circuit devices.

[0090] A key recognition of the above techniques is that on-circuit devices (typically
fixtures) are tied to known locations on the floor plan, which creates the appropriate physical
reference in addition to the logical context. The on-circuit devices, once identified as such, may

be mapped to a floor plan through a process that may be referred to as spatial assignment. Spatial
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assignment may include a fully automated approach, a fully manual approach, or a hybrid
approach that includes automated and manual techniques. An example of a fully automated
approach may include the computing system assigning each on-circuit device to a respective
location relative to the floor plan based on triangulation of on-circuit devices using wireless
sensing among other on-circuit devices. An example of a fully manual approach may include a
user directing one or more user inputs to a user interface that directs the computing system to
assign each on-circuit device to a particular location within a floor plan. An example of a hybrid
approach includes the computing system presenting a user (e.g., via a user interface) with an
automated estimate of assigned locations for the on-circuit devices that can be corrected by the
user directing one or more user inputs to a user interface.

[0091] At 620, the method includes associating a device identifier for the subject wireless
device with an on-premises device group identifier or an off-premises device group identifier for
the target geospatial region within the database system based on the determination at 618. These
associations in the database system may be subsequently referenced to determine whether the
wireless device is on-premises or off-premises with respect to a particular geospatial region (e.g.,
unit or premises). Accordingly, the database system may include one or more entries for each
geospatial region, including a geospatial region identifier, the device identifier for the wireless
device, and indication of on-premises or off-premises. In at least some implementations, the
database system may be updated by the computing system to include an on-premises device
group identifier or oft-premises device group identifier that both identifies the premises and
indicates whether the device has been identified as on-premises or off-premises for that premises.

It will be understood that the previously described wireless access point identifier and/or
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electrical circuit identifier may be the same as or may be associated with the premises identifier
within the database system.

[0092] At 622, the method includes implementing a set of policies with respect to the
subject wireless device based on the determination at 618 — i.e., whether the subject wireless
device is on-premises or off-premises. As an example, wireless devices identified as being on-
circuit with respect to the electrical circuit may be admitted to a trusted relationship and/or
paired with an IoT service hosted by the computing system, whereas wireless devices identified
as being off-circuit may be passed onto the geospatial isolation operation of FIG. 6, provisionally
rejected from the IoT service, and/or released from the initial session.

[0093] As previously described, geospatial isolation may be performed for some or all of
the wireless devices previously identified as off-circuit to obtain a set of on-premises and off-
premises devices. This geospatial isolation operation or portions thereof may be performed
multiple times per wireless device to increase the confidence of the determination. As an
example, this confidence may increase if the subject wireless device moves through or relative to
the geospatial region and/or the on-circuit devices through which wireless signal strength is
measured while performing geospatial isolation or between multiple geospatial operations. This
form of location sampling may be referred to as dynamic location sampling. Directed positional
variance may be more distinctive than radio frequency variance under certain conditions. As also
described with reference to FIG. 4, wireless devices identified as on-premises devices may be
characterized as in-network devices, whereas wireless devices identified as off-premises devices
may be provisionally characterized out-of-network devices until otherwise identified as being in-

network via repetition of circuit isolation or geospatial isolation operations.



WO 2017/004246 PCT/US2016/040167
38

[0094] FIG. 7 is a schematic diagram depicting an example network system 700. Within
FIG. 7, an example multi-unit or multi-region configuration 710 of wireless devices is depicted.
As an example, configuration 710 may take the form of a building structure having a plurality of
units 712, 714, 716, etc. Within FIG. 7, units 712, 714, and 716 are depicted in a top-down plan
or elevation view. Each of units 712, 714, and 716 defines a respective geospatial region within
two or three-dimensional space that contains a respective set of wireless devices.

[0095] For example, unit 712 includes wireless devices 720 — 729, unit 714 includes
wireless devices 730 — 739, and unit 716 includes wireless device 740 — 749. Within this
example, each of units 712, 714, and 716 are supplied electrical energy via a different electrical
circuit. Also, within FIG. 7, wireless devices that are on-circuit with respect to an electrical
circuit that serves the respective unit are depicted without shading, whereas wireless devices that
are off-circuit with respect to that electrical circuit but are on-premises with respect to the unit
are depicted with shading.

[0096] In this example, each unit includes a respective on-premises unit-specific system.
Here, unit 712 includes system 752, unit 714 includes system 754, and unit 716 includes system
756. Each on-premises unit-specific system may include one or more of: (1) a computing system
having one or more computing devices, (2) one or more wireless access points, and (3) one or
more energy meter devices that are located on-premises — i.e., within or nearby the geospatial
region that defines the unit. In other implementations, on-premises unit-specific systems may be
omitted.

[0097] An on-premises master system 758 may be included in at least some
implementations. On-premises master system 758 may include one or more of: (1) a computing

system having one or more computing devices, (2) one or more wireless access points, and (3)
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one or more energy meter devices. On-premises master system 758 may be located within or
nearby the building or premises that includes units 712, 714, and 716. On-premises master
system 758 may communicate with the on-premises unit-specific systems over a wired or
wireless local area network (LAN) 760 via wired or wireless communications protocols. Two or
more unit-specific systems may communicate with each other via on-premises master system
758 over LAN 760. Alternatively or additionally, two or more unit-specific system may
communicate with each other via direct wired or wireless communications over LAN 760 or a
personal area network (PAN) that does not traverse on-premises master system 758. In other
implementations, on-premises master system 758 may be omitted.

[0098] In at least some implementations, network system 700 may further include an oft-
premises master system 770. Off-premises master system 770 may serve a plurality of on-
premises master systems, including 758, 772, etc. that in-turn serve respective buildings or other
multi-unit groups. Off-premises master system 770 may communicate with on-premises master
systems over a wide area network (WAN) 780 (e.g., the Internet) using wired or wireless
communications protocols. For implementations where on-premises master systems are omitted,
off-premises master system 770 may communicate with on-premises unit-specific systems via
WAN 780 and/or LAN 760 using wired or wireless communications protocols. In other
implementations, off-premises master system 770 may be omitted.

[0099] Within the context of IoT technologies, a computing device or computing system
located at one or more of systems 752, 754, 756, 758, and/or 770 may host an IoT service or a
portion of an IoT service. The IoT service may be distributed across on-premises unit-specific,
on-premises master, and off-premises master systems in an example. In at least some

implementations, these various systems may coordinate with each other with respect to wireless
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devices identified as being on-circuit, off-circuit, on-premises, off-premises, in-network, or out-
of-network for a particular unit, building, or geographically-diverse set of buildings. As an
example, once a particular wireless device is identified as being in-network (e.g., on-circuit or
on-premises) with respect to a particular electrical circuit / unit, this information may be
propagated to other systems to eliminate the need to determine whether that wireless device is in-
network (e.g., on-circuit or on-premises) with respect to a different electrical circuit / unit. This
aspect of information sharing among system components may be used within the context of the
filtered sets described with reference to FIGS. 5 and 6.

[00100] FIG. 8 is a schematic diagram depicting an example hardware system 800.
Hardware system 800 may correspond to any of the previously described on-premises or off-
premises systems of FIG. 7. Hardware system 800 includes a computing system 810, a wireless
access point 812, and an energy meter device 814. Computing system 810 may include one or
more computing devices that are co-located or geographical distributed. The previously
described controller 182 of FIG. 1 is an example of a computing device or computing system.
Previously described cloud service 190 of FIG. 1 is an example of a service (e.g., an [oT service
or a portion thereof) that is hosted by a server system of one or more server devices. These server
devices are another example of a computing device or a computing system. Similarly, computing
devices that form part of systems 752, 754, 756, 758, 770, and 772 of FIG. 7 are an example of a
computing system.

[00101] In a first example, components 810 (or one or more computing devices thereof),
812, and 814 are housed within a common enclosure 820. In a second example, components 810
(or one or more computing devices thereof) and 812 are housed within a common enclosure 822,

whereas component 814 is housed in a separate enclosure. In a third example, components 812
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and 814 are housed within a common enclosure 824, whereas component 810 (or one or more
computing devices thereof) is housed in a separate enclosure. In a fourth example, components
810 (or one or more computing devices thereof) and 814 are housed within a common enclosure
826, whereas component 812 is housed in a separate enclosure.

[00102] Computing system 810 (or one or more computing devices thereof) may
communicate with wireless access point 812 via communications path 832. Computing system
810 (or one or more computing devices thereof) may communicate with energy meter device 814
via communications path 836. Wireless access point 812 may communicate with energy meter
device 814 via communications path 834. Communications paths 832, 834, and 836 may take the
form of wired or wireless communications paths depending on implementation. In at least some
implementations, one or more of communications paths 832, 834, and 836 may be omitted. As
an example, computing system 810 may receive measurements of electrical energy consumption
on an electrical circuit from energy meter device 814 via wireless access point 812 over
communications path 834 and 832.

[00103] In at least some implementations, hardware system 800 may include a plurality of
wireless access points of which wireless access point 812 is a member, and may include a
plurality of energy meter devices of which energy meter device 814 is a member. Multiple
energy meter devices may be used to monitor electrical energy usage on respective electrical
circuits within the same unit or premises, or among multiple units or premises. Multiple wireless
access points may be used to observe and communicate with wireless devices located within
wireless range of the same unit or premises, or among multiple units or premises. Each wireless
access point and energy meter device may be assigned a respective identifier to enable the

computing system to distinguish these hardware components from each other. Measurements
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obtained via these hardware components may be associated with their respective identifiers in a
database system by the computing system and may be subsequently referenced by the computing
system.

[00104] FIG. 9 is a schematic diagram depicting aspect of an example service 900. Service
900 may be hosted by a computing system. As previously described, a computing system may
include one or more computing devices that are co-located or geographically distributed.
Accordingly, aspects of service 900 may be distributed across a plurality of computing devices
(e.g., on-premises and remote) in at least some implementations. Aspects of service 900 may be
distributed among the various hardware elements described herein, including controller 182 of
FIG. 1, server devices hosting cloud service 190 of FIG. 1, client devices including client 186 or
188 of FIG. 1., on-premises unit-specific systems of FIG. 7, on-premises master systems of FIG.
7, and oft-premises master systems of FIG. 7 to name a few examples.

[00105] Service 900 may include an Internet of Things (IoT) service in at least some
implementations. As an example, service 900 as an IoT service may utilize the various wireless
devices described herein as sensors that provide measurements to the service, and may report
those measurements to a subscriber (e.g., a client device of a user or a user account accessible to
a user via a client device). As another example, service 900 as an IoT service may enable a user
to control operation of the various wireless devices described herein via a client device.

[00106] Service 900 may take the form of software, and may include one or more
instances of firmware, operating systems, application programs, or program portions that are
executable by a logic subsystem of a computing device. Service 900 may include software
components in the form of modules. As an example, service 900 may include a user accounts

module 910, a communications module 912, a policy module 914, a provisioning module 916,
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and a user interface module 918, among other suitable modules. Service 900 may additionally
include or interface with a database system 920 that contains information or data that may be
referenced and updated by the various modules of service 900.

[00107] User accounts module 910 manages user accounts, including user authentication
(e.g., login), account settings, permissions, and associations with the various hardware entities
and identifiers described herein including wireless devices, electrical circuits, access points,
energy meter devices, building units, etc. Communications module 912 manages
communications over wireless or wired communications links using any of the supported
communications protocols. Policy module 914 implements the various policies described herein
with respect to on-circuit, off-circuit, on-premises, off-premises, in-network, and out-of-network
devices. Provisioning module 916 implements the network isolation operations described herein,
including circuit isolation and geospatial isolation. User interface module 918 supports user
interfaces by which users may interact with the service.

[00108] In at least some implementations, the methods, operations, processes, or portions
thereof described herein may be tied to a computing system of one or more computing devices.
In particular, such methods, operations, and processes may be implemented as a computer-
application program or service, an application-programming interface (API), a library, and/or
other computer-program type.

[00109] FIG. 10 schematically shows a non-limiting example of a computing system 1000
that can perform the methods and processes described above. Computing system 1000 is shown
in simplified form. Computing system 1000 may take the form of one or more personal
computers, server computers, mobile computing devices, electronic controller devices, loT

devices, and/or other computing devices.
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[00110] Computing system 1000 includes a logic subsystem 1010 and a storage subsystem
1012. Computing system 1000 may further include an input subsystem 1014, an output
subsystem 1016, a communication subsystem 1018, and/or other components not shown in FIG.
10.

[00111] Logic subsystem 1010 includes one or more physical logic devices configured to
execute instructions. For example, the logic subsystem may be configured to execute instructions
that are part of one or more applications, services, programs, routines, libraries, objects,
components, data structures, or other logical constructs. Such instructions may be implemented
to perform a task, implement a data type, transform the state of one or more components, achieve
a technical effect, or otherwise arrive at a desired result.

[00112] The logic subsystem may include one or more processors configured to execute
software instructions. Additionally or alternatively, the logic subsystem may include one or more
hardware or firmware logic machines configured to execute hardware or firmware instructions.
Processors of the logic subsystem may be single-core or multi-core, and the instructions executed
thereon may be configured for sequential, parallel, and/or distributed processing. Individual
components of the logic subsystem may be distributed among two or more separate devices,
which may be remotely located and/or configured for coordinated processing. Aspects of the
logic subsystem may be virtualized and executed by remotely accessible, networked computing
devices configured in a cloud-computing configuration.

[00113] Storage subsystem 1012 includes one or more physical, non-transitory memory
devices configured to hold instructions executable by the logic subsystem in non-transitory form,
to implement the methods and processes described herein. When such methods and processes are

implemented, the state of storage subsystem 1012 may be transformed—e.g., to hold different
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data. Storage subsystem 1012 may include removable and/or built-in devices. Storage subsystem
1012 may include optical memory devices, semiconductor memory devices, and/or magnetic
memory devices, among other suitable forms. Storage subsystem 1012 may include volatile,
nonvolatile, dynamic, static, read/write, read-only, random-access, sequential-access, location-
addressable, file-addressable, and/or content-addressable devices. Aspects of logic subsystem
1010 and storage subsystem 1012 may be integrated together into one or more hardware-logic
components. While storage subsystem 1012 includes one or more physical devices, aspects of
the instructions described herein alternatively may be propagated by a communication medium
(e.g., an electromagnetic signal, an optical signal, etc.) that is not held by a physical device for a
finite duration.

[00114] The terms “module,” “program,” and “engine” may be used to describe an aspect
of computing system 1000 implemented to perform a particular function. In some cases, a
module, program, or engine may be instantiated via logic subsystem 1010 executing instructions
held by storage subsystem 1012. It will be understood that different modules, programs, and/or
engines may be instantiated from the same application, service, code block, object, library,
routine, API, function, etc. Likewise, the same module, program, and/or engine may be
instantiated by different applications, services, code blocks, objects, routines, APIs, functions,

29 LC

etc. The terms “module,” “program,” and “engine” may encompass individual or groups of
executable files, data files, libraries, drivers, scripts, database records, etc. A “service”, as used
herein, may refer to an application program executable across multiple user sessions. A service

may be available to one or more system components, programs, and/or other services. In some

implementations, a service may run on one or more server-computing devices.
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[00115] Input subsystem 1014 may include or interface with one or more user-input
devices such as a keyboard, mouse, touch screen, microphone etc. Input subsystem 1014 may
include or interface with one or more sensor devices, such as the previously described circuit
monitor or energy meter device, for example. Output subsystem 1016 may include or interface
with one or more user-output devices such as a graphical display device, touch screen, audio
speakers, etc.

[00116] Communication subsystem 1018 may be configured to communicatively couple
computing system 1000 with one or more other devices. Communication subsystem 1000 may
include wired and/or wireless communication devices compatible with one or more different
communication protocols. As non-limiting examples, the communication subsystem may be
configured for communication via a wired or wireless WAN, LAN, or PAN. In an example, the
communication subsystem may allow computing system 1000 to send and/or receive messages to
and/or from other devices via a communications network.

[00117] As described herein, a variety of information in the form of data may be
measured, collected, received, stored, retrieved from storage, processed, analyzed, organized,
copied, reported, and/or transmitted in raw and/or processed forms. Data includes a set of one or
more values (i.e., data values) of one or more parameters or variables. Such values may be
quantitate or qualitative in nature. Data may be represented by one or more physical quantities,
attributes, or characteristics of one or more signals or object states.

[00118] An object state refers to a physical state of a tangible, physical object, such as a
device or machine. Within the context of a computing system or other electronic system, an
object state may include a value of a bit stored in a memory cell or other suitable

bistable/multistable electronic circuit (e.g., flip-flop or latch) of a memory device. As an
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example, a value of a bit may be defined by a high or low physical voltage value of a memory
cell, corresponding to values of 1 or O for the bit, respectively.

[00119] Data represented by one or more signals (i.e., data signals) may be propagated by
a communication medium, in the form of electrical signals, electromagnetic signals, optical
signals, etc. Data signals may be communicated over one or more wired and/or wireless
communications links or paths. Data signals may take the form of or form part of a modulated
signal or a non-modulated signal. Data signals may be formatted or otherwise organized into one
or more messages, streams, packets, datagrams, and/or frames as defined by one or more
communications protocols.

[00120] Data may be represented in a variety of digital and/or analog forms. Within the
context of digital data, an object state or signal component representing an individual data unit
may be observed or identified as having a discrete value of two or more discrete values. Within
the context of analog data, an object state or signal component representing an individual data
unit may be observed or identified as having a value within a range of non-quantized values.
[00121] A collection of data may take the form of a set instructions that are executable by
a machine to perform one or more operations. Such instructions may be referred to as machine-
readable instructions that direct the machine to perform one or more operations. A set of
instructions may take the form of software or a portion thereof (e.g., a software component).
Software may include firmware, an operating system, an application program or other program
type, a software plug-in, a software update, a software module, a software routine, or other
software component.

[00122] An organized collection of data may take the form of a database system or other

suitable data structure (e.g., an electronic file). A database system includes one or more
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databases that define relationships and associations between and among data objects. As an
example, a data object (e.g., a user identifier) that includes a set of one or more data values may
be associated with one or more other data objects (e.g., a user setting). A database system may be
integrated with or form part of a software component.

[00123] Data may include metadata that describes other data. Metadata describing the
structure of other data, such as a relationship or association of data objects in a database may be
referred to as structural metadata. Metadata describing the content of other data may be referred
to as guide metadata. A collection of data may include metadata and other data described by that
metadata.

[00124] In view of the disclosed subject matter, an example implementation includes a
method performed by a computing system in which the method comprises: obtaining from an
energy meter device, time-based measurements of electrical energy consumed by electrical loads
on an electrical circuit monitored by the energy meter device; receiving wireless transmissions
via a wireless access point from an initial set of one or more wireless devices within
communication range of the wireless access point; obtaining a device identifier included in the
wireless transmissions received by the wireless access point for each wireless device of the initial
set; for a wireless device of the initial set, performing a circuit isolation operation that includes:
establishing an initial session with the wireless device over a wireless communications link via
the wireless access point; during the initial session, sending one or more power control
commands to the wireless device via the wireless access point as one or more wireless
transmissions that directs the wireless device to perform one or more power control actions that
varies energy consumption by or through the wireless device at a device-specific timing;

determining whether the wireless device is an electrical load on the electrical circuit based on the
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time-based measurements obtained from the energy meter device in which the wireless device is
determined to be an electrical load on the electrical circuit responsive to the time-based
measurements indicating the varied energy consumption by or through the wireless device that is
correlated in-time with the device-specific timing for the one or more power control actions; and
upon determining the wireless device to be an electrical load on the electrical circuit, associating
the device identifier for the wireless device with an in-network device group for the electrical
circuit within a database system. In this example implementation or any other implementation
disclosed herein, performing the circuit isolation operation for the wireless device further
includes: if the wireless device is not determined to be an electrical load on the electrical circuit,
then associating the device identifier for the wireless device with an off-circuit device group for
the electrical circuit within the database system; and releasing the wireless device from the initial
session. In this example implementation or any other implementation disclosed herein, the
method may further comprise permitting the wireless device to access a service hosted at the
computing system over the wireless communications link upon determining the wireless device
to be an electrical load on the electrical circuit. In this example implementation or any other
implementation disclosed herein, performing the circuit isolation operation for the wireless
device further includes: upon determining that the wireless device is an electrical load on the
electrical circuit, completing a device pairing operation with the wireless device over the
wireless communications link that establishes a trusted relationship with the wireless device. In
this example implementation or any other implementation disclosed herein, the method further
comprises performing the circuit isolation operation for each wireless device of the initial set, in
which the initial set includes a plurality of wireless devices. In this example implementation or

any other implementation disclosed herein, the method further comprises filtering the initial set
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of one or more wireless devices to obtain a filtered set of one or more wireless devices based on
an attribute of the device identifier obtained for each wireless device of the initial set; and
performing the circuit isolation operation for each wireless device of the filtered set. In this
example implementation or any other implementation disclosed herein, the attribute includes a
device type indicated by the device identifier; and the method further comprises determining
whether the device type indicates a wireless device that is an electrical fixture; wherein filtering
the initial set includes excluding wireless devices of the initial set that are not electrical fixtures
from the filtered set such that the filtered set includes wireless devices indicated to be electrical
fixtures. In this example implementation or any other implementation disclosed herein, the
method further comprises filtering the initial set of one or more wireless devices to obtain a
filtered set of one or more wireless devices having at least a threshold wireless signal strength for
the wireless transmissions received via the wireless access point; and performing the circuit
isolation operation for each wireless device of the filtered set. In this example implementation or
any other implementation disclosed herein, the one or more power control commands indicate or
define a time-based function according to which the energy consumption is to be varied by the
wireless device performing the one or more power control actions; and the wireless device is
determined to be an electrical load on the electrical circuit responsive to the time-based
measurements indicating the time-based function. In this example implementation or any other
implementation disclosed herein, the method further comprises performing the circuit isolation
operation for each wireless device of a plurality of wireless devices of the initial set to obtain a
plurality of corresponding device identifiers for the plurality of wireless devices that are
associated with the in-network device group; and performing a geospatial isolation operation that

includes: obtaining an indication of wireless signal strength for a subject wireless device as
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measured and reported by each of the plurality of wireless devices that are associated with the in-
network device group; identify a geospatial position of the subject wireless device based on the
wireless signal strength measured and reported by each of the plurality of wireless devices that
are associated with the in-network device group; and admitting the subject wireless device to the
in-network device group if the geospatial position is within a target geospatial region. In this
example implementation or any other implementation disclosed herein, the method further
comprises monitoring wireless transmissions received via the wireless access point to detect
presence of a new wireless device having a device identifier not included in the initial set; and
responsive to detecting presence of the new wireless device, performing at least one of the circuit
isolation operation and/or the geospatial isolation operation for the new wireless device.

[00125] In view of the disclosed subject matter, another example implementation includes
a computing system, comprising: one or more computing devices including: a logic subsystem
including one or more processors; and a storage subsystem having instructions stored thereon
executable by the one or more processors to: obtain from an energy meter device, time-based
measurements of electrical energy consumed by electrical loads on an electrical circuit
monitored by the energy meter device; receive wireless transmissions via a wireless access point
from an initial set of one or more wireless devices within communication range of the wireless
access point; obtain a device identifier included in the wireless transmissions received by the
wireless access point for each wireless device of the initial set; for each of a plurality of wireless
devices of the initial set, performing a circuit isolation operation that includes: establishing an
initial session with the wireless device over a wireless communications link via the wireless
access point, during the initial session, sending one or more power control commands to the

wireless device via the wireless access point as one or more wireless transmissions that directs
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the wireless device to perform one or more power control actions that varies energy consumption
by or through the wireless device at a device-specific timing, determining whether the wireless
device is an electrical load on the electrical circuit based on the time-based measurements
obtained from the energy meter device in which the wireless device is determined to be an
electrical load on the electrical circuit responsive to the time-based measurements indicating the
varied energy consumption by or through the wireless device that is correlated in-time with the
device-specific timing for the one or more power control actions, if the wireless device is
determined to be an electrical load on the electrical circuit, associating the device identifier for
the wireless device with an in-network device group for the electrical circuit within a database
system, and if the wireless device is not determined to be an electrical load on the electrical
circuit, then associating the device identifier for the wireless device with an off-circuit device
group for the electrical circuit within the database system and releasing the wireless device from
the initial session; and permit each of the wireless devices having a device identifier associated
with the in-network device group to access a service hosted at the computing system over a
corresponding wireless communications link. In this example implementation or any other
implementation disclosed herein, the computing system further comprises the wireless access
point; wherein the wireless access point and a computing device of the one or more computing
devices are housed within the same enclosure. In this example implementation or any other
implementation disclosed herein, the computing system further comprises the energy meter
device;, wherein the energy meter device and a computing device of the one or more computing
devices are housed within the same enclosure. In this example implementation or any other
implementation disclosed herein, the instructions are further executable by the one or more

processors to: for a subject wireless device associated with the off-circuit device group,
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performing a geospatial isolation operation that includes: obtaining an indication of wireless
signal strength for the subject wireless device as measured and reported by each of a plurality of
wireless devices that are associated with the in-network device group; identify a geospatial
position of the subject wireless device based on the wireless signal strength measured and
reported by each of the plurality of wireless devices that are associated with the in-network
device group; and admitting the subject wireless device to the in-network device group if the
geospatial position is within a target geospatial region.

[00126] The configurations and/or approaches described herein are exemplary in nature,
and specific implementations or examples are not to be considered in a limiting sense, because
numerous variations are possible. The specific methods, operations, or processes described
herein may represent one or more of any number of processing strategies. As such, various acts
illustrated may be performed in the sequence illustrated, in other sequences, in parallel, or in
some cases omitted. Likewise, the order of the above-described processes may be changed. The
subject matter of the present disclosure includes all novel and nonobvious combinations and
subcombinations of the various methods, processes, operations, systems and configurations, and
other features, functions, acts, and/or properties disclosed herein, as well as any and all

equivalents thereof.
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CLAIMS:

1. A method performed by a computing system, the method comprising:
obtaining from an energy meter device, time-based measurements of electrical energy
consumed by electrical loads on an electrical circuit monitored by the energy meter device;
receiving wireless transmissions via a wireless access point from an initial set of one or
more wireless devices within communication range of the wireless access point;
obtaining a device identifier included in the wireless transmissions received by the
wireless access point for each wireless device of the initial set;
for a wireless device of the initial set, performing a circuit isolation operation that
includes:
establishing an initial session with the wireless device over a wireless
communications link via the wireless access point;
during the initial session, sending one or more power control commands to the
wireless device via the wireless access point as one or more wireless transmissions that
directs the wireless device to perform one or more power control actions that varies
energy consumption by or through the wireless device at a device-specific timing;
determining whether the wireless device is an electrical load on the electrical
circuit based on the time-based measurements obtained from the energy meter device in
which the wireless device is determined to be an electrical load on the electrical circuit
responsive to the time-based measurements indicating the varied energy consumption by
or through the wireless device that is correlated in-time with the device-specific timing

for the one or more power control actions; and
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upon determining the wireless device to be an electrical load on the electrical
circuit, associating the device identifier for the wireless device with an in-network device

group for the electrical circuit within a database system.

2. The method of claim 1, wherein performing the circuit isolation operation for the wireless
device further includes:

if the wireless device is not determined to be an electrical load on the electrical circuit,
then associating the device identifier for the wireless device with an off-circuit device group for
the electrical circuit within the database system; and

releasing the wireless device from the initial session.

3. The method of claim 2, further comprising permitting the wireless device to access a
service hosted at the computing system over the wireless communications link upon determining

the wireless device to be an electrical load on the electrical circuit.

4. The method of claim 1, wherein performing the circuit isolation operation for the wireless
device further includes:

upon determining that the wireless device is an electrical load on the electrical circuit,
completing a device pairing operation with the wireless device over the wireless communications

link that establishes a trusted relationship with the wireless device.

5. The method of claim 1, further comprising:
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performing the circuit isolation operation for each wireless device of the initial set, in

which the initial set includes a plurality of wireless devices.

6. A computing system, comprising:
one or more computing devices including:
a logic subsystem including one or more processors;
a storage subsystem having instructions stored thereon executable by the one or
more processors to:
obtain from an energy meter device, time-based measurements of
electrical energy consumed by electrical loads on an electrical circuit monitored
by the energy meter device;
receive wireless transmissions via a wireless access point from an initial
set of one or more wireless devices within communication range of the wireless
access point;
obtain a device identifier included in the wireless transmissions received
by the wireless access point for each wireless device of the initial set;
for each of a plurality of wireless devices of the initial set, performing a
circuit isolation operation that includes:
establishing an initial session with the wireless device over a
wireless communications link via the wireless access point,
during the initial session, sending one or more power control
commands to the wireless device via the wireless access point as one or

more wireless transmissions that directs the wireless device to perform one
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or more power control actions that varies energy consumption by or
through the wireless device at a device-specific timing,

determining whether the wireless device is an electrical load on the
electrical circuit based on the time-based measurements obtained from the
energy meter device in which the wireless device is determined to be an
electrical load on the electrical circuit responsive to the time-based
measurements indicating the varied energy consumption by or through the
wireless device that is correlated in-time with the device-specific timing
for the one or more power control actions,

if the wireless device is determined to be an electrical load on the
electrical circuit, associating the device identifier for the wireless device
with an in-network device group for the electrical circuit within a database
system, and

if the wireless device is not determined to be an electrical load on
the electrical circuit, then associating the device identifier for the wireless
device with an off-circuit device group for the electrical circuit within the
database system and releasing the wireless device from the initial session;

and

permit each of the wireless devices having a device identifier associated with the

in-network device group to access a service hosted at the computing system over a

corresponding wireless communications link.



WO 2017/004246 PCT/US2016/040167
1/10

FIG. 1

CLOUD
100\‘ SERVICE
190

WIRELESS AP CONTROLLER CLIENT
184 182 m 188

CL1'8Eg‘T CIRCUIT
20 MONITOR
/ 18 [N
/ N
M_JUNC_1
170
Cr 7 < O\
(N 7
JUNC_2
160
16071 /
JUNC_1 JUNC_21 | | JUNC_22 | | JUNC_2.3 JUNC_3
150 152 154 156 158
I b I 142 T N6 148
| [ (| l
o qwo_t1| ' v [wD_21 WD_2.4 wp_27() | |wp31| !
B T I I K 116 19 (v v | 12 |
| | | | | |
: N » :
|
| |
v [wo 1] ) [wp 22 WD_25 wo 28| 1 [wp32] |
O A T 17 20 | ) |3
[ (I |
: N | :
| | : o |
L [wo_t3| 1 {wp_23 WD_2.6 wp_29|, | [wp.33| !
I 112 o | 18 118 121 I 124 l
| 1) |
| FIRSTGROUP ! 1 SECOND GROUP ! | THIRD GROUP !
I 130 " : 132 o 134 I

—— o ———— ——— e — — —— — e — — — — — = — — — — —— o ————



WO 2017/004246 PCT/US2016/040167
2/10

FIG.2 X

WIRELESS DETECTION PHASE 210

OBTAIN WIRELESS COMMUNICATIONS TRANSMITTED BY WIRELESS DEVICES 212
]
PROCESS / ANALYZE WIRELESS COMMUNICATIONS 214

]
IDENTIFY WIRELESS DEVICES / DISTINGUISH WIRELESS DEVICES
FROM EACH OTHER BASED ON WIRELESS COMMUNICATIONS
TO OBTAIN WIRELESS DETECTION SET 216

ELECTRICAL LOAD DETECTION PHASE 220

OBTAIN MEASUREMENTS OF OBTAIN POWERLINE COMMUNICATIONS
ELECTRICAL POWER CONSUMPTION 222 226
] ]

PROCESS / ANALYZE MEASUREMENTS

PROCESS / ANALYZE POWERLINE
OF ELECTRICAL P(Z\ZI\ZER CONSUMPTION COMMUNICATIONS 228

] ]

IDENTIFY ELECTRICAL LOADS / DISTINGUISH ELECTRICAL LOADS FROM EACH OTHER
BASED ON MEASUREMENTS OF ELECTRICAL POWER CONSUMPTION AND/OR
POWERLINE COMMUNICATIONS OBTAIN ELECTRICAL LOAD DETECTION SET 230

\ 4 \ 4

PROCESS / ANALYZE WIRELESS DETECTION | _ OBTAIN ASSISTANCE INFORMATION
SET, ELECTRICAL LOAD DETECTION SET, |~ 240

ASSISTANCE INFORMATION TO OBTAIN
FILTERED SET OF WIRELESS DEVICES 250

- el

FOR WIRELESS DEVICES OF FILTERED SET,
ESTABLISH PAIRED RELATIONSHIP 252

v

ASSOCIATE GROUP IDENTIFIER WITH »| INTERACT WITH WIRELESS DEVICES
WIRELESS DEVICES OF FILTERED SET 254 OF FILTERED SET 256

y




WO 2017/004246 PCT/US2016/040167
3/10

310 312 314 316

DEVICE ID GROUP ID DEVICETYPE PAIRING STATUS
DEVICE A GROUP A TYPEA PAIRED

DEVICE B GROUP A TYPEB PAIRED

DEVICE C GROUP A TYPEC PAIRED
DEVICED GROUP B TYPEA UNPAIRED
DEVICE E GROUP B TYPEB UNPAIRED
DEVICE F GROUP A TYPEA PAIRED

DEVICE G GROUP C TYPEA UNPAIRED
DEVICEH GROUP C TYPEB UNPAIRED

(F%)
[l
o

FIG. 3



WO 2017/004246 PCT/US2016/040167
4/10

OBSERVED WIRELESS DEVICES 410

¥ FIG. 4

422
OTHER SOURCES 450
ELECTRICAL CIRCUIT 430
\ 4
CIRCUIT MONITORING 432 WIRELESS MONITORING 440
\ 4 \ 4

NETWORK ISOLATION 460

PHASE 1 - CIRCUIT ISOLATION 470

ON-CIRCUIT DEVICES 472 X OFF-CIRCUIT DEVICES 474

IN-NETWORK DEVICES 492 + OUT-OF-NETWORK DEVICES 494



WO 2017/004246 PCT/US2016/040167
5/10

500

OBTAIN TIME-BASED MEASUREMENTS OF ELECTRICAL ENERGY CONSUMED BY
ELECTRICAL LOADS ON ELECTRICAL CIRCUIT 510

Y

RECEIVE WIRELESS TRANSMISSIONS FROM INITIAL SET OF WIRELESS DEVICES
512

Y

OBTAIN AND/OR STORE DEVICE IDENTIFIER FOR EACH WIRELESS DEVICE
ALONG WITH OTHER ASSOCIATED INFORMATION 514

Y

PERFORM CIRCUIT ISOLATION OPERATION FOR SOME OR ALL OF WIRELESS
DEVICE OF INITIAL SET 516

ESTABLISH INITIAL SESSION WITH WIRELESS DEVICE 518

\ 4

SEND POWER CONTROL COMMANDS TO WIRELESS DEVICE THAT DIRECTS
WIRELESS DEVICE TO PERFORM POWER CONTROL ACTIONS 520

\ 4

DETERMINE WHETHER WIRELESS DEVICE IS ELECTRICAL LOAD ON
ELECTRICAL CIRCUIT BASED ON TIME-BASED MEASUREMENTS 522

y

ASSOCIATE DEVICE IDENTIFIER FOR WIRELESS DEVICE WITH ON-CIRCUIT/

IN-NETWORK GROUP OR OFF-CIRCUIT GROUP WITHIN DATABASE SYSTEM
BASED ON DETERMINATION 524

\ 4

IMPLEMENT A SET OF POLICIES WITH RESPECT TO WIRELESS DEVICE BASED
ON DETERMINATION 526

FIG. 5




WO 2017/004246 PCT/US2016/040167
6/10

600

OBTAIN DEVICE IDENTIFIERS FOR WIRELESS DEVICES IDENTIFIED AS OFF-
CIRCUIT DEVICE 610

A

FOR SUBJECT WIRELESS DEVICE IDENTIFIED AS OFF-CIRCUIT DEVICE, PERFORM
GEOSPATIAL ISOLATION OPERATION 612

REQUEST AND OBTAIN INDICATIONS OF WIRELESS SIGNAL STRENGTHS OF
SUBJECT WIRELESS DEVICE AS MEASURED AND REPORTED BY WIRELESS
DEVICES IDENTIFIED AS ON-CIRCUIT DEVICES 614

\

PROCESS WIRELESS SIGNAL STRENGTHS TO IDENTIFY GEOSPATIAL
POSITION OF SUBJECT WIRELESS DEVICE 616

\

DETERMINE WHETHER GEOSPATIAL POSITION OF SUBJECT WIRELESS
DEVICE IS WITHIN PRE-DEFINED GEOSPATIAL REGION 618

\

ASSOCIATE DEVICE IDENTIFIER FOR SUBJECT WIRELESS DEVICE WITH ON-
PREMISES/IN-NETWORK DEVICE GROUP OR OFF-PREMISES/OUT-OF-
NETWORK DEVICE GROUP WITHIN DATABASE SYSTEM BASED ON
DETERMINATION 620

\

IMPLEMENT SET OF POLICIES WITH RESPECT TO SUBJECT WIRELESS DEVICE
BASED ON DETERMINATION 622

FIG. 6



WO 2017/004246

7/10

PCT/US2016/040167

b i a.
720 2T > 0 737" 744
739 B
728 738 ™~ 745
~ ~o 714 748 -s
P 76 P~ s _A G~
721 ~ ' 735 140 743
S Q
N
. A N 747
b TN733 734 189
_E 712 725 5 Q AT
795 723 72477 >N\740 741 T

R " y "

; ; 710
ON-PREMISES ON-PREMISES ON-PREMISES
UNIT-SPECIFIC UNIT-SPECIFIC UNIT-SPECIFIC

SYSTEM SYSTEM SYSTEM

152 754 756
LAN
760
= FIG. 7
ON-PREMISES MASTER SYSTEM
758

|
' OFF-PREMISES
ON-PREMISES MASTER SYSTEM

MASTER 170

SYSTEM 772




WO 2017/004246

PCT/US2016/040167
8/10
820
824 822
\ v\
\ \
....... | P
+ | WIRELESS ACCESS
: POINT .
: 812 «— 832 —
: : 826
: A '
o— b — gy
. . \ .
% : COMPUTING
: 834 : SYSTEM '
[ ] E E m
E \ E [}
: | ENERGYMETER [%— 836 :
o DEVICE :
: 814

800



WO 2017/004246

PCT/US2016/040167

SERVICE 900

USER ACCOUNTS PROVISIONING
MODULE 910 MODULE 916
COMMUNICATIONS USER INTERFACE
MODULE 912 MODULE 918

POLICY DATABASE
MODULE 914 SYSTEM 920

FIG. 9



WO 2017/004246 PCT/US2016/040167
10/10

( COMPUTINGSYSTEM 1000
( LOGICSUBSYSTEM )
N 1019
( STORAGE SUBSYSTEM |
N 1012)
[ INPUTSUBSYSTEM
. 1014
(" OUTPUT SUBSYSTEM |
. 1016)
( COMMUNICATION
. SUBSYSTEM 1014
\_ J

FIG. 10



INTERNATIONAL SEARCH REPORT International application No.
PCT/US2016/040167

A. CLASSIFICATION OF SUBJECT MATTER

IPC(S) - GO1R 21/00; GO6Q 50/06; GO6F 1/26; GO1D 4/00 (2016.01)

CPC - H02J 3/14; G06Q 50/06; GO1R 21/133; GO1D 4/004 (2016.08)

According to International Patent Classification (IPC) or to both national classification and IPC

B.  FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

IPC - GO1R 21/00; G06Q 50/06; GO6F 1/26; GO1D 4/00
CPC - H02J 3/14; G06Q 50/06; GO1R 21/133; GO1D 4/004

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
UE: 700/206; 702/61; 7NR/412 (keyword delimited)

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

PatBase, Google Patents, ProQuest
Search terms used: energy meter, energy consumption, wireless, identifier, electrical load, device

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
A US 2010/0161148 A1 (FORBES, JR. et al) 24 June 2010 (24.06.2010) entire document 1-6
A US 2010/0191487 A1 (RADA et al) 29 July 2010 (29.07.2010) entire document 1-6
A US 2011/0202194 A1 (KOBRAEI et al) 18 August 2011 (18.08.2011) entire document 1-6
A BOONSONG et al. Wireless Monitoring of Household Electrical Power Meter Using 1-6

Embedded RFID with Wireless Sensor Network Platform. 2014. [retrieved on 2016-09-03].
Retrieved from the Internet:<URL:http://dsn.sagepub.com/content/10/6/876914.full >. entire

document.
A US 2012/0245752 A1 (BORRETT MARC et al) 27 September 2012 (27.09.2012) entire 1-6
document
US 8,560,134 B1 (LEE) 15 October 2013 (15.10.2013) entire document . 1-6
A US 2014/0180486 A1 (LUTRON ELECTRONICS CO. INC.) 26 June 2014 (24.06.2014) entre |16
document
A US 2010/0328023 A1 (THOMSON) 30 December 2010 (30.12.2010) entire document 1-6
D Further documents are listed in the continuation of Box C. D See patent family annex.
* Special categories of cited documents: “T” later document published after the international filing date or priority
“A” document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand
to be of particular relevance the principle or theory underlying the invention
“E” earlier application or patent but published on or after the international “X™ document of particular relevance; the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive
“L" document which may throw doubts on priority claim(s) or which is step when the document is taken alone

g":gi a‘l",ee:s‘?,ﬂ"(i'; ;h:cﬁ’ggg)ca"o" date of another citation or other “Y” document of particular relevance; the claimed invention cannot be
p P . » considered to involve an inventive step when the document is

“0” document referring to an oral disclosure, use, exhibition or other combined with one or more other such documents, such combination
means being obvious to a person skilled in the art

“P” document published prior to the international filing date but later than  « g,

nen fami
the priority date claimed document member of the same patent family

Date of the actual completion of the international search Date of mailing of the international search report
05 September 2016 1 6 S E P 2016

Name and mailing address of the ISA/ Authorized officer

Mail Stop PCT, Attn: ISA/US, Commissioner for Patents Blaine R. Copenheaver

P.O. .Bo.x 1450, Alexandria, VA 22313-1450 PCT Helpdask: 571-272-4300

Facsimile No. 571-273-8300 PCT OSP: 571-272-7774

Form PCT/ISA/210 (second sheet) (January 2015)



	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - description
	Page 34 - description
	Page 35 - description
	Page 36 - description
	Page 37 - description
	Page 38 - description
	Page 39 - description
	Page 40 - description
	Page 41 - description
	Page 42 - description
	Page 43 - description
	Page 44 - description
	Page 45 - description
	Page 46 - description
	Page 47 - description
	Page 48 - description
	Page 49 - description
	Page 50 - description
	Page 51 - description
	Page 52 - description
	Page 53 - description
	Page 54 - description
	Page 55 - description
	Page 56 - claims
	Page 57 - claims
	Page 58 - claims
	Page 59 - claims
	Page 60 - drawings
	Page 61 - drawings
	Page 62 - drawings
	Page 63 - drawings
	Page 64 - drawings
	Page 65 - drawings
	Page 66 - drawings
	Page 67 - drawings
	Page 68 - drawings
	Page 69 - drawings
	Page 70 - wo-search-report

