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ACCESS CONTROL SYSTEM
FIELD OF THE INVENTION

{6001} This document relates generally to Access Control Systeras (“ACSs”) for

restricted areas. More particularly, this document relates to AUSs using a wearable access

BACKGROUND OF THE INVENTION

{0062} There are many ACSs known in the art. One such ACS comprises a plurality of
Access Control Readers (“ACRS”) mounted at exits and/or entries of restricted arcas. For
example, an ACR may be disposed adjacent to a doorway through which access to a
restricted room is gained. A badge worn by a persoun is used to gain access to a resiricted
room via the ACR. In this regard, the badge comprises a Low Freguency {“LF”) passive
Radio Frequency Identifier (“RFID) communication device disposed thercon or therein.
The LF passive RFID communication device typically operates at a frequency of 125 kHz.
The ACR is a near field device with a detection range of about 5 om or less. Throughout a
given time peried, the ACS tracks which entries a given person passes through for purposes
of entering a restricted arca. However, the ACS does not track when the person leaves cach

visited restricted area within the given time period.

{8003} Angther conventional ACS employs beacons and wireless communication devices
{¢.¢., mobile phones) which communicate via Bluetooth techuology. A personal wdentifier is
stored on the wireless communication device, and communicated to the beacon when the
person is in proximity thereto. In response to the reception of the personal identifier, the

ACS would allow the person to have access to the restricted area.
SUMMARY OF THE INVENTION

{0064} The present tovention concerus implementing systems and methods for
controlling access to a restricted arca. The methods involve: determining whether a person
destres to enter or exit the restricted area based on (1) Received Signal Strength Indicator
{"RSSI”) measurement data specifying a power present in a signal received from a Wearable
Access Sensor ("WAS”Y worn by the person or (2) rate of change data specifying a rate of
change of a charging voltage of an encrgy storage device disposed within the WAS. This

1



WO 2016/090151 PCT/US2015/063758

determination may also be made based on at least one of a detected direction of the person’s
motion and a detected speed of the person’s motion. Notably, the energy harvesting circuit of
the WAS collects energy from an electromagnetic ficld emitted from access control

communications equipment disposed at an access point to one or more restricted arcas.

{6885} When a determination is made that the person desires to enter or exit the restricted
arca and/or the personal identification information of the WAS 15 verified, a mechanical
actuator s actuated so as to enable the person’s entrance into or exit from the restricted area.
Subsequently, information is stored in a data store. The information can include, but is not
livotted to, a unique identifier and information indicating that the person entered or exited the
restricted arca at a particular time. The stored information may then be used in a historical

avalysis of the person’s movement through a facility.

130606} When a determination is made that the person does not desire to enter or exit the
restricted area, information is also stored in the data store. The information includes, but is
not limited to, the unigue identifier and information indicating that the person passed by an
access point of the restricted arca but did not enter or exit the restricted area. The stored
mformation may subsequently be used in the historical analysis of the person’s rmovement

through the facility.

166671 In some scenarios, the methods further inveolve: receiving the unique identifier
obtained from the WAS; determining whether the person is authorized to access the restricted
area using the umque identifier; and causing actuation of the mechanical actuator when a
determination is made that the person is authorized to access the restricted arca and the
determination 1s made that the person desires to enter the restricted arca. The unigue
identifier is obtained from a signal transmitted from the WAS, The signal may be transmitted
from the WAS 1n response to an inferrogation signal transmmitted from a reader disposed at an
access point of the restricted arca. Alternatively, the signal is transmitted from the WAS in
response to the transitioning of the WAS from an cnergy harvesting roode to a
communication mode. This mode transition occurs when the energy storage device is

charged to an operating voltage level of a communication device disposed in the WAS.
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DESCRIPTION OF THE DRAWINGS

{3008} Erabodiraents will be described with reference to the following drawing figures, 1n

which like numerals represent like items throughout the figures, and in which:

18009} FIG. 1 1s a perspective view of an exemplary ACS that is useful for understanding

the present invention,
{6010} FIG. 2 15 a block diagram of an exeraplary architecture for the WAS of FIG. 1.

{6011} FIGS. 3A-3B collectively provide a flow diagrars of an exemplary method for

controlling access to a restricted area.

{6012] FIGS. 4A-4B collectively provide a flow diagram of another exemplary method

for controlling access to a restricted arca.

{6013} FIG. 5 18 a graph tllustrating the collection of energy by an encrgy harvesting

4

device as it travels closer to an access point of a restricted area.

DETAILED DESCRIPTION OF THE INVENTION

10614 It will be readily understood that the components of the embodiments as generaily
described herein and tllustrated i the appended figures could be arranged and designed in a
wide variety of different configurations. Thus, the following more detailed description of
various cmbodiments, as represented in the figures, is not intended to limit the scope of the
present disclosure, but s merely representative of various embodiments. While the various
aspects of the embodiments are presented in drawings, the drawings are not necessarily

drawn to scale unless specifically indicated.

[6015] The present invention may be embodied in other specific forms without departing
from its spirit or essential characteristics. The described embodiments are to be considered in
all respects only as ilhustrative and not restrictive. The scope of the invention is, therefore,
indicated by the appended claims rather than by this detailed description. All changes which
come within the meaning and range of equivalency of the clairas are to be cmbraced within

their scope.
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18016} Reference throughout this specification to features, advantages, or similar
language does not imply that all of the features and advantages that may be realized with the
present invention should be or are in any single embodument of the invention. Rather,
langunage referring to the features and advantages 1s understood to mean that a specific
feature, advantage, or characteristic described in connection with an embodiment 1s included
in at least one ernbodivaent of the present invention. Thus, discussions of the features and
advantages, and similar language, throughout the specification may, but do not necessarily,

refer to the same embodiment.

{6617} Furtherroore, the described features, advantages and characteristics of the
invention may be combined in any suitable manner in one or more embodiments. One skilied
in the relevant art will recognize, 1u bight of the description herein, that the wmvention can be
practiced without one or more of the specific features or advantages of a particular
embodiment, In other instances, additional features and advantages may be recognized in

certain embodiments that may not be present in all embodiments of the invention.

{6618] Reference throughout this specification to “one embodiment”, “an embodiment”,
or siratiar language means that a particular feature, structure, or characteristic described in
connection with the indicated embodiment 1s included in at least one embodiment of the
present invention, Thus, the phrases “in one embodiment”, “in an embodiment”, and similar
language throughout this specification may, but do not necessarily, all refer to the same

embodiment.

PRI

{6619} As used in this document, the singular form “a”, “an”, and “the” include phural
references unless the context clearly dictates otherwise. Unless defimed otherwise, all
technical and scientific terms used herein have the same meanings as commeonly understood
by one of ordinary skill in the art. As used in this document, the torm “comprising” means

“inchuding, but not limited to”.

{G028] The present invention provides a novel ACS implementing a method for
controlling access to restricted arcas. An exernplary architecture 1088 for the novel ACS 1
provided n FIG. 1. As shown wn FIG. 1, ACS 166 15 generally configured to mwanage the
entrance and cxit of people through at least one secure arca 118, In this regard, cach secure

arca is entered and exited via an access point, such as a doorway 162, Exit and entrance
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antennas 186, 188 are disposed on front and back surfaces of the same structaral wall or
different structural walls located adjacent to the access point 182, For example, the entrance
antenna 188 15 disposed on g front sidewall surface 138 of a structural wall 132 located
adjacent to the doorway 102, In contrast, the exit antenna 186 s disposed on a back sidewall
surface (not shown in FIG. 1) of 4 structural wall 134 located adjacent to the doorway 162
The antennas 186, 108 arc also communicatively coupled to a reader 104, The reader 184
conmmmunicatively coupled to a Data Processing System (“DPS”) 112 via a network {¢.g., an

Intranet and/or an Internet).

{6021} A WAS 114 15 assigned to cach mdividual authorized for accessing restricted
arcas of a business entity. The WAS 114 comprises a wearable communications device that
can be worn by the person 116 to which it is assigued. As shownio FIG. 1, WAS 114
comprises a wrist band with internal sensor circuitry {not shown in FIG. 1), The present
invention is not limited in this regard. WAS 114 can include any other type of wearable ttern,
such as a watch, necklace, hat or clip-on item which can be worn on a person or on a person’s
clothing at a location offsct from the person’s center axis. In all scenarios, the WAS 114

facilitates the cotrance and exit of the authorized person through the secure arca 118

180221 A schematic dlusiration of an exemplary architecture for the sensor circuitry of
WAS 114 is provided FIG. 2. As shown in FIG. 2, the sensor circuitry COmprises an energy
harvesting cireuit 228 for deriving energy from an external source to power other electronic
components 204, 2086, 208, 260 internal to WAS 114, The energy is collected from an
clectromagnetic field emutted within g surrounding environment from equipment disposed at
an access point of a restricted area. The energy is stored in an energy storage device 222
{¢.¢., a capacitor) for later use in electronic components 204, 206, 208, 268, The encrgy
storage device 222 accumulates charge as it is carried from one access point to another access

point within a facility.

{0023} A graph 582 15 provided in FIG. S that lustrates the collection of energy by the
coergy harvesting circuit 228 as the person travels closer to an access point of a restricted
arca. FIG. 5 also inclades a graph 504 iliustrating the supply of power to a processor of the
WAS 114. When the processor is sapplied power, the WAS 114 begins collecting data

specifying the rate of encrgy storage by the energy storage device 222,
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10024} Referring again to FIG. 2, the antenna 282 of WAS 114 may comprise a
directional antenna arranged to point away from the person’s body when the WAS 14 is
being worn thereby. The antenna 282 is coupled to a Short Range Commumication ("SRC™)
device 212 implementing SRC technology. The SR technology inchudes, but 1s not himited
to, Radio Frequency Identification (“RFID) technology which uses radio-frequency
clectromaguetic fields to identity persouns and/or objects when they core close to the reader
184, Accordingly, the SRC device 212 facilitates communication of a unique identifier 218
to the reader 164 via SRC reply signals 1n response to inferrogation signals sent frovo reader
14, The unique identifier 210 is then used by the reader 184 and/or DPS 112 o
automatically identify the person 116 which is in proximity to the access point 182 and/or

whether the person is authorized to access the restricted area.

{8625} At the access point 182, the reader 104 determines the directionality of the WAS
114 emitting the SRC reply signal. This deternunation is made based on RSST measurements
of the power present in the SR reply signal received by an antenna 186 or 188 from the
WAS 114, The RSSI measurements specity the signal strength of the SRC reply signal
received at antenna 186 or antenna 188, and whether the sigoal strength s increasing or
decreasing during a given period of time. If the signal strength of the SRC reply signal is
increasing during the given period of tivae, then the WAS 114 1s deerued to be traveling
towards to the respective antenna 146 or 188, In contrast, if the signal strength of the SRC
reply signal is decreasing during the given period of time, then the WAS 114 s deemed to be

traveling away from the respective antenna 166 or 10K

{8026} However, such determinations are not sufficient to detect whether the person is
attempting to enter or exit the restricted arca. Accordingly, additional motion sensors 128,
122 are emploved herein. The motion sensors may be provided at the access point 162, A
first motion sensor 122 is disposed on the front sidewall surface 138 of the structural wall 132
located adjacent to the access point 182, In contrast, a second motion sensor 122 is disposed
on a back sidewall surface {not shown in FIG. 1} of the structural wall 134 located adjacent to
the access point 182, The wotion sensors 1284, 122 are used to determine the divection and/or
speed/velocity of travel of the person 116 in proximity to the access point 142, Information
specifying the person’s direction and/or speed/velocity of travel is provided frorn the motion

sensors 126, 122 to the reader 104,

6
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180271 Notably, the present invention is not limited to the motion sensor configuration
shown tn FIG. 1. Additionally or alternatively, the motion sensors provided in wireless
conurunication devices (e.g., mobile phones or smart phones) can be used to detect the

direction and/or velocity of the person’s motion.

{6628] In turn, the reader 104 forwards the information received from the motion
sensor(s}y 128, 122 to the DPS 112 via network 116, Similarly, reader 184 communicates
information to the BPS 112 indicating the directionality of the WAS 114 (i.c., whether the
WAS 114 is traveling towards or away from the antenna 186 or 148). The DPS 112 may be
located 1n the same faciity as the reader 1084 or i a different facility remote from the faciity
in which the reader 164 is disposed. As such, the network 118 may comprise an Intranet
and/or the Toternet. Additionally, each exit and/or entrance to a restricted area in cach facility
of a business entity may have access control sensory systems 164-188, 128, 122 disposed

thereat so as to define a distributed network of access control sensor systems.

[3329] At the DPS 112, the information is used to determine whether or not the person s
attempting to enter or exit the access point 182, For example, if the information indicates that
the WAS 114 is traveling towards the entrance antenna 108 and the person is moving in
divection 124, then a determunation is roade that the person desires to enter the restricied area
via access point 102, In contrast, if the information indicates that the WAS 114 is traveling
towards anterna 186 and the person is moving 1o durection 126, then a determaination is made
that the person desires to exit the restricted area via the access point 182, If the mformation
indicates that the WAS 114 is traveling away from the antenna 188, then g determination is
made that the person is not trying to enter the restricted area. Similarly, if the information
indicates that the WAS 114 18 traveling away from the antenna 186, then a determination is

made that the person is not trying to exit the restricted area.

{G038] The DPS 112 may also analyze patterns of motion defined by the information to
determine whether or not the person desires to enter or exit the access point 182, For
example, if the inforroation 1odicates that the person 116 18 traveling in a divection 124, 136
or 138 towards the access point 182 during a first period of time and then travelsin a
direction 126, 136 or 138 away from the access point 182 during an iomediately following
second period of time, then a determination is made that the person does not want to gain
access to the restricted arca, but is siraply passing by the aceess point. In contrast, if the

7
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information indicates that the person 116 1s traveling at a fivst speed in a divection 124, 136 or
138 towards the access point 182 during a first period of time and then slows down as (s)he
approaches the access point, a determination is made that the person docs want to gain access
to the restricted area. Similarly, if the information indicates that the person 116 is traveling at
a first speed n a direction 124, 136 or 138 towards the access point 162 during a first period
of time and stops upou reaching the access point, a determivation 1s made that the person

docs want to gain access to the restricted area.

{8031 Upon determining that the person does not want to enter or exit the restricted area,
the DPS 112 sivoply logs the unigue identifier, the directionality information, the rootion
direction information, the speed/velocity information, and/or the results of the information
avalysis in a data store (not shown n FIG. 1) for later use. Upon determining that the person
does want to enter the restricted area, the DPS 112 compares the unique identifier 2H to a
plurality of unique identifiers stored i the data store to check whether the person is
authorized to enter the restricted area. If the person is authorized to enter the restricted area,
the DPS 112 causes a door opening actuator 128 to be actuated (c.g. for unlocking a lock).
The DPS 112 also logs results of the information analysis and/or information specifying that
access to the restricted area was provided to the person at a particular time. Upon
deterroining that the person wauts to exit the resiricted avca, the DPS 12 caunses a door
opening actuator 128 to be actuated, and also logs results of the information analysis and/or

mformation specifying that the person exited the restricted arca at a particular time.

{0032} The data logging allows the DPS 112 to track the access points through which the
persen enters and exits, and the time of such entering and exiting. This historical information
is usctul for a varicty of reasons. For example, the historical information can be used to
determine when employees arrive at and/or leave work, whereby the need for conventional
employee time-attendance systems requiring each employee to mamually clock-in upon
arrival at work and clock~-out upon leaving work is no longer necessary. The historical
information can also be used to identify individuals who gained access to a restricted arca

when a possible theft occurred or when equiprocnt was removed from the restricted area.

{6033} Notably, the above described access control system overcomes certain drawbacks
of conventional aceess control systems. For example, in the present invention, authorized
mdividuals do not need to take any manual actions {(e.g., swiping a card) to gain 4¢cess to

&
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restricted arcas. In effect, the need for certain access countrol equipracnt {e.g., card readers)
has been eliminated, thereby reducing the overall cost of implementing the present access

control system 184,

{6034} In other scenarios, the WAS 114 operates in both an energy harvesting mode and
a communications mode. In the energy harvesting mode, the energy harvesting circuit 226
collects energy every time WAS 114 passes by an access point. The collected energy s
stored in the energy storage device 222 {e.g., a capacitor). Unce the energy storage device
222 is charged to an operating voltage level of the SRC device 212, the mode of the WAS
114 is changed frow the energy harvesting mode to the communications mode. Thereafier,
an SRC identifier signal is sent to the reader 104 via antenna 202 at the access point 182, The
SR identifier signal comprises the unigue identifier 218, Inforroation 214 indicating the rate
of change of the charging voltage of the energy storage device 222 {¢.g., a capacitor) may
also be sent from the WAS 114 to the reader 184 via the SRC identifier signal. The rate of
change information 214 specifies directionality of the WAS 114, At a later time, the reader
184 cornmunicates the umique identitier 218 and/or rate of change information 214 to the

DPS 112,

18035} Notably, the motion sensors 128, 122 are also employed along with the multi-
mode WAS 114 (i.c., the WAS configured to operate n both an energy harvesting mode and
a communications mode). The motion sensors 128, 122 are used to determine the direction
and/or speed/velocity of travel of the person 116 in proximity to the access point 182,
Information specifying the person’s direction and/or speed/velocity of travel 1s provided from

the motion sensors 126, 122 to the reader 104,

{8036} Atthe DPS 112, a determination is made as to whether the person is authorized to
access the restricted arca based on the unique identifier 218 and/or whether the person is
attempting to enter or exit the restricted area based on the rate of change information 214, If
the person s atternpting to enter the restricted arca and s not authorized to access the
restricted area, then the DPS 112 sivoply logs information indicating that the person was in
proximity of the access point at a particular time. In contrast, if the person is attempting o
enter the restricted area and is authorized to access the restricted area, then the BPS 112
causes the door opening actuator 128 to be actuated. The DPS 112 also logs information
specifying that access to the restricted arca was provided to the person at a particular time.

9
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{80371 In this scenario, the reader 184 s simply au edge counect module that controls the
door opening actuator. As a result, the need for an interrogation reader {¢.g., an RFID reader)

is climinated, thereby reducing the overall cost required to implement system 160,

{6038] Referring now to FIGS. 3A-3B, there 1s provided a flow disgram of an cxemplary
method 386 for controlling access to a restricted area. As shown in FIG. 3A, method 306
begins with step 362 and continues with step 384 where an interrogation signal 18 transmitted
from a reader {¢.g., reader 184 of FIG. 1) of an ACS {e.g., ACS 188 of FIG. 1), In response
to the interrogation signal, an SRC reply signal is transmitted from a WAS (c.g., WAS 114 of
FIG. 1), as shown by step 386, The SRC reply signal comprises a unigue identifier {e.g.,
unique identifier 216 of FIG. 2). In next step 308, the SR reply signal is received at an

antenna {¢.g., antenna 106 or 108 of FIG. 1) coupled to the reader.

{8039} At the reader, actions are performed to obtain RSSI measureroent data specifying
the power present in the SRC reply signal over a given period of time, as shown by step 318
The RSS1 measurement data is used by the reader to determine if the signal strength of the
SRC reply message is increasing. Notably, this determination can alternatively be performed
by a DPS {e.g, DPS 112 of FIG. 1}, In this case, method 308 can be amended accordingly.

Such changes are understood by persous skilled 1o the art.

18046} I the signal strength of the SRC reply signal is decreasing [312: NG, then step
314 is performed where first information is generated indicating that the WAS is traveling
away from the antenna. In contrast, it the sigoal strength of the SRC reply sigoalis

indicating that the WAS is traveling towards the antenva.

10041} Upon completing step 314 or 316, the method 308 continues with step 318, Step
318 invoives detecting the direction and/or speed/velocity of motion of the person {e.g.,
person 116 of FIG. 1) wearing the WAS. One or more motion sensors {e.g., scnsors 128
and/or 122 of FIG. 1} can be used in step 318 for said detection. Thereafter in step 328, third
information is communicated to the reader specifying the detected direction and/or
speed/velocity of the person’s motion. The reader then communicates the following
information to the DPS: the unique identificr; a time stamp; the first information; the second

information; and/or the third information, as shown by step 322

10
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10042} At the DPS, operations are performed to determine whether or not the persou is
attempting to enter or exit the restricted arca using the information received in previous step
322. For cxample, if the received information indicates that the WAS 18 traveling towards an
entrance antenna {¢.g., antenna 108 of FIG. 1) and the person is moving in a first direction
{c.g., direction 124 of FIG. 1), then a determination 1s roade that the person desires to enter
the resiricted arca via an access point €¢.g., access point 182 of FIG. 1). In contrast, if the
recetved information indicates that the WAS s traveling towards an exit antenna {¢.g.,
antenna 186 of FIG. 1) and the person 1s woving in a direction opposite the first direction
{c.g., direction 126 of FIG. 1), then a determination is made that the person desires to exit the
restricted arca via the access point. If the received inforraation indicates that the WAS 1s
traveling away from the entrance antenna, then a determination is made that the person is not
trying to enter the restricted area. Similarly, i the rececived information indicates that the
WAS is traveling away from the exit antenna, then a determination is made that the person is
not trying to exit the restricted area. The present invention is not limited to the particulars of
these examples. In this regard, it should be understood that the DPS additionally or
alternatively analyzes patterns of motion defined by the recetved information to determine

whether or not the person desires to enter or exit the access point,

{6043} After completing step 322, method 368 continues with decision step 324 of FIG.
3B. ifit is determined that the person does not want to enter or oxit the restricted arca
[326:M0, then step 328 1s performed where the following mformation 1s logged in a data
store: the unique identifier; a time stamp; the first or second information; the third
information; and/or the fourth imformation indicating the results of the operations performed
in previous step 324, Subsequently, step 342 is performed where method 388 ends or other

processing is performed.

[0044] if it is determined that the person does want to enter or exit the restricted area
[326:YES], then optional step 332 1s performed. Optional step 332 is performed when the
person is attemipting to enter the restricted area, and therefore involves comparing the unique
identifier with a plurality of unique 1deuntifiers stored 1n a data store to check whether the
person is authorized to enter the restricted area. When a person is attempting to oxit the
restricted arca or an authorized person is attermpting to enter the restricted ares, the DPS

performs actions to cause actuation of a door opening actuator (€.g., door opening actuation

i1
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128 of FIG. 1) as shown by step 334. Upon completing step 334, sieps 336-338 are
performed to log the following information: the unique identifier; the time stamp; the first or
sccond information; the third mformation; the fourth information; and/or fifth information
indicating that the person entered or exited the restricted area at a particular time. The logged
information can optionally be used in step 348 to perform a hustorical analysis of the person’s
roovernent through a facility. Thereafter, step 342 is performed where method 380 ends or

other processing is performed.

16845} Referring now to FIGS. 4A-4B, there is provided a flow diagram of another
exemplaty method 488 for controlling access to a restricted area. As shown in FIG. 44,
method 488 begins with step 482 and continues with step 444 where an energy harvesting
cirenit {e.g., circuit 228 of FIG. 2y of a WAS (e.g., WAS 114 of FIG. 1) collects energy. The
collected energy is then stored in an energy storage device {e.g., device 222 of FIG. 2) of the
WAS., When the cnergy storage device charges to an operating voltage level of an SRC
device {e.g., SRC device 212 of FIG. 2) of the WAS [408: YES], step 418 is performed where
the WAS is transitioned from its energy harvesting mode to s corarmunication mode. In its
communication mode, step 412 18 performed. Step 412 involves transrotting an SRC
identifier signal from the WAS. The SRC identifier signal comprises a unique identifier
and/or first information indicating a rate of change of the charging voltage of the cuergy
storage device. The SRC identifier signal is then received in step 414 at an antenna {(e.g.,

antenna 136 or 188 of FIG. 1) coupled to the reader.

{6046} In a next step 416, the direction and/or speed/velocity of motion of the person
wearing the WAS is detected. One or more motion sensors (€.g., sensors 128 and/or 122 of

FIG. 1) can be used in step 416 for said detection. Thercafier in step 418, second information
is communicated to the reader specifying the detected direction and/or speed/velocity of the
person’s motion. The reader then communicates the following information to the DPS: the
unigue identifier; a time stamp; the first information; and/or the second nformation, as shown

by step 426, After completing step 420, method 40¢ continues with step 422 of FIG. 4B.

{8047} At the DPS, operations are performed in step 422 to determine whether or not the
person 18 attempting to enter or exit the restricted area using the information received 1o
previous step 428, For example, if the received information indicates that the WAS is
traveling towards an entrance antenna {e.g., antenna 188 of FIG. 1) and the person is moving

12
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10 a first direction (e.g., direction 124 of FIG. 1}, then a determination is roade that the person
desires to enter the restricted area via an access point (.g., access point 182 of FIG. 1} In
contrast, if the received mformation indicates that the WAS 1s traveling towards an exit
antenna {e.g., antenna 186 of FIG. 1) and the person is moving in a direction opposite the first
direction {c.g., dircction 126 of FIG. 1), then a determination is made that the person desires
to exit the restricted area via the access point. If the received information indicates that the
WAS is traveling away from the entrance antenna, then a determination is made that the
person 1s not trying to enter the restricted arca. Similarly, if the received wnformation
indicates that the WAS is traveling away from the exit antenna, then a determination is made
that the person is not trying to exit the restricted area. The present invention 1s not limited to
the particulars of these examples. In this regard, it should be understood that the DPS
additionally or altcrnatively analyzes patterns of motion defined by the reccived information

to determine whether or not the person desires to enter or exit the access point.

{G043] After completing step 422, method 466 continues with decision step 424 of FIG.
48. If it 1s determined that the person docs not want to enter or exit the restricted arca

[424: NG, theo step 326 18 performed where the following taformation 1s logged in a data
store: the unique identifier; a time stamp; the first information; the second information;
and/or the third information indicating the resulis of the operations perforroed in previous
step 422, Subscquently, step 436 is performed where method 488 ends or other processing is

performed.

[0649] If 1t 18 determined that the person docs want to cnter or exit the restricted area
[424:YES], then optional step 427 1s performed. Optional step 427 is performed when the
person is attempting to cnter the restricted area, and therefore involves comparing the unique
identifier with a plurality of unique identifiers stored in a data store to check whether the
person is authorized to enter the restricted area. When a person is attempting to oxit the
restricted arca or an authorized person is atteropting to enter the restricted area, the DPS
performs actions to cause actuation of a door opening actuator (¢.g., door opening actuation
128 of FIG. 1) as shown by step 428, Upon completing step 428, steps 438-432 are
performed to log the following information: the unique identifier; the time stamp; the first
information; the second information; the third mformation; and/or the fourth information

indicating that the person entered or exited the restricted area at a particular time. The logged

[
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information can optionally be used in step 434 to perform a historical analysis of the person’s
movement through a facility. Thereafter, step 4361s performed where method 406 ends or

other processing is performed.

{8050} Additionally, in some scenarios, the WAS may deteet no rate of change when the
wearer is standing near the access point of a restricted area. For example, let’s assume that a
person travels towards the access point whereby the WAS detects a rate of change of the
energy collected by the energy harvesting circuit thereof. When the person arrives at the
access point, {sihe is stopped by another person for a discussion. At this time, the WAS
detects no rate of change of the encrgy collected by the energy harvesting circuit thereof. In
response to such a detection, the WAS commumicates a signal to the reader {¢.g., reader 104
of FIG. 1) indicating that there 1s currently no change 1u the rate at which the energy
harvesting circuit is collecting energy. In turn, the reader performs operations to cause
terraination of the cnussion of an clectromagnetic field from the entrance antenna {(¢.g.,
antenna 188 of FIG. 1). The electromagnetic field is once again emitted upon the expiration
of a pre-defined period of time (e.g., 2 nunutes). In this way, the person may stil obtain

access to the restricted area after finishing sard discussion with the other person.

{0051} All of the apparatus, methods, and algorithms disclosed and claimed herein can be
made and executed without undue experimentation in light of the present disclosure. While
the invention has been described in terms of preferred embodiments, it will be apparent to
those having ordinary skill in the art that variations may be applied to the apparatus, methods
and sequence of steps of the method without departing from the concept, spirit and scope of
the invention. More specifically, it will be apparent that certain components may be added
to, combined with, or substituted for the components described herein while the same or
similar results would be achieved. Al such similar substitutes and modifications apparent to
those having ordinary skill in the art arc decmed to be within the spirit, scope and concept of

the invention as defined.

[8052] The features and functions disclosed above, as well as alternatives, may be
combined into many other different systems or applications. Various presently unforeseen or
unanticipated alternatives, modifications, variations or itaproveraents may be made by those
skilled in the art, cach of which is also intended to be encompassed by the disclosed
cmbodiments.

14
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CLAIMS

We claim:

I A method for controlling access to a restricted area, comprising:

ictermining, by an electronic circuit, whether a person desires to enter or exit the
restricted arca based on (1) Recetved Signal Strength Indicator ("RSSI7) rocasurement data
specifying a power present in a signal received from a Wearable Access Sensor ("WAS™)
worn by the person or (2) rate of change data specifying a rate of change of a charging
voltage of an energy storage device used in an electromagnetic field energy harvesting circuit
disposed within the WAS; and

causing, by the electronic circuit, actuation of a mechanical actuator to enable the
person’s entrance into or exit from the restricted area when a determination is made that the

person desires {o enter or exit the restricted area.

2. The methed according to claim 1, further comprising:

receiving, by the electronie circuit, a unigue wdentifier obtained from the WAS,;

determining whether the person is authorized to access the restricted area using the
unique identifier; and

causing said actuation of the mechanical actuator when a determination is made that
the porson 18 anthorized to access the restricted area and the determination is made that the

person desires to enter the restricted area.

3. The method according to claim 1, further comprising transmitting the signal from the
WAS in respouse o an interrogation sigoal transmitied frove a reader disposed at an access

point of the restricted arca.

4. The method according to claim 1, further comprising transitioning the WAS from an
energy harvesting mode to a8 communication mode when the energy storage device is charged
to an operating voltage level of a communication device disposed in the WAS.

5. The method according to claim 4, further comprising transmitting the signal from the
WAS in response to the transitioning of the WAS to the coramunication mode.

15



WO 2016/090151 PCT/US2015/063758

6. The rocthod according to claivo 1, wherein the determining step 1s based further on at
least one of a detected direction of the person’s motion and a detected speed of the person’s

motion.

7. The method according to claim 1, further comprising storing the unique identifier and
mformation indicating that the person entered or exited the restricted arca at a particular time

subsequent to said actuation of the mechanical actuator,

8. The method according to claim 7, further comprising using the unique identifier and

the information 1 a historical analysis of the person’s movement through a facility,

9. The method according to claim 1, further comprising storing the unique identifier and
information indicating that the person passed by an access point of the restricted ares but did
not enter or exit the restricted area, when a determination is made that the person does not

desire to enter or cxit the restricted arca.

10, The method according to claim 1, further comprising collecting energy by the energy
harvesting circuit of the WAS from an clectromagnetic field emitted from access control

equipment disposed at an access pownt to one or more restricted areas.

1. A system, comprising:
access control equipment at least partially disposed adjacent to an access point of a
restricted arca, the access control equipment
determining whether a person desires to enter or exit the restricted arca based
on {1} Received Signal Strength Indicator (“"RSSI”) measurement data specifying a
power present in a signal received from a Wearable Access Sensor (“WAS™) worn by
the person or {2} rate of change data specifyving a rate of change of a charging voltage
of an encrgy storage device disposed within the WAS, and
causing actuation of a raechanical actuator to enable the person’s entrance nto
or exit from the restricted area when a determination 18 made that the person desires to

enter or exit the restricted area.

16
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12 The system according to claim 11, wherein the access control equipment further

receives a unique identifier obtained from the WAS,

determines whether the person s authorized to access the restricted arca using the
unique identifier, and

causcs said actuation of the mechanical actuator when a deternunation 1s roade that
the person is authorized to access the restricted arca and the determivation 18 made that the

person desires to enter the restricted arca.

13. The system according to claim 11, wheren the sigoal s transmitted from the WAS in
response to an interrogation signal transmitted from a reader disposed at the access point of

the restricted area.

14, The system according to claim 11, wherein the WAS s transitioned from an energy
harvesting mode to a communication mode when the energy storage device s charged to an

operating voltage level of a communication device disposed in the WAS.

15, The system according to claim 14, wherein the signal is transmitted from the WAS in
3 g g

response to the transitioning of the WAS to the communication mode.

16.  The system according to claim 11, wherein the determination as to whether a person
destres to enter or exit the restricted area s further based ou at least one of a detected

direction of the person’s motion and a detected speed of the person’s motion.

17.  The systern asccording to clatm 11, wherein the access control equipment further
stores the unique identifier and information indicating that the person entered or exited the
restricted arca at a particular thme subsequent to said actuation of the mechanical actuator,
18.  The system according to claim 17, wherein the access control equipment further uses
the unique identificr and the information in a historical analysis of the person’s movement

through a facility.

Pt
~}



WO 2016/090151 PCT/US2015/063758

19 The system according to claim 11, wherein the access control equipment further
stores the unique identifier and information indicating that the person passed by an access
point of the restricted area but did not enter or exit the restricted arca, when a determination 18

made that the person does not desire to enter or exit the restricted area.

~

20. A Wearable Access Sensor ("WAS”), comprising:

an energy harvesting circuit harvesting cuergy from an electromagnetic ficld of a
surrounding environment when the WAS is in an energy harvesting mode; and

a coramunication device commurnicating information to or from an external device
when the WAS is in & communication mode;

wherein the WAS is transitioned from the energy harvesting meode to the
communication mode when an energy storage device is charged to an operating voltage level

of the communication device,

18
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317
300 ( Begin 302 )

Transout an inferrogation signal from a reader of an Access Control System ("AUS™) 354

Y

Transmit an SRC reply signal from a Wearable Access Sensor { WAS) in response to the
tnterrogation signal, where the SRC reply signal comprises a unique identifier 306

Y

Receive the SRC reply signal af an antenna coupled to the reader 8

-
d

5

Y

Perforns actions at the veader to oblain Received Signal Strength fadicator ("RESIE™
measurement data specifving the power present in the SR reply signal over a given peried of
time 210

Generate second
information indicating
that the WAS is
traveling towards the
the antenna 314 antenna 310

(Generate first
information mdicating
that the WAS is
traveling away from

5 the signal strength of the
SRC reply signal increasing?

' v

Dretect the divection and/or speed/vetocity of motion of the person wearing the WAS 3¢

o

Y

Communicate third mtormation to the reader specifying the detected direction andfor
speeddvelocity of the person’™s motion 320

Y

Communicate the following information from the reader to a Data Processing System ("DPS™)
the unigoe wWentifiern; a thme stamp; the Hrst mformation; the second mformation; andf/or the
ihird information 199

;

Perform operations at the DPS to determine whether or not the porson 18 att‘empti nw o enter or
exit & restnicted arca using the information received in previous step 322 324

FIG. 3A

Go To FIG. 3B
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‘ 326
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Optionally compare
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with a plurality of
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Cause actuation of a
door opening actuator

Y

Log the wnigque dentifier, time stamp, the first or secord information, third information,
andfor foweth information indicating the resulis of the operations performed in previous

step 324 336
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particudar time 338

Y

Optionally use the logged information in a historical analysis of the person’s movement

through a feility

Y

End or perform other processing

342
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406
s the energy storage device
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Device of the WAS?
Transition the WAS from the energy harvesting mode {0 a commnnication mode 494

Transmit an SRC identifier signal from the WAS which comprises a unique identifier andéor
first information indicating a rate of change of the charging voltage of the energy storage device

412
Recetve the SRC wdentifier signal at an antenna conpled to the reader 414

Y

Detect the divection andfor speedivelocity of motion of the person wearing the WAS 444

Communicate second information to the reader spectfving the detected direction and/or

speedivelocity of the person’s motion 41

Y

Conmnunicate the fellowing mformation from the reader 1o 3 Data Processing Systemy ("DPS™)
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420
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