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(57) Abstract: Systems, apparatuses, and methods for increasing the security of electronic payment transactions, such as eCom-
merce transactions conducted over the Internet. A transaction approval or authorization mechanism uses an out of band process to
provide authentication or identification data that has previously been registered by a user and associated with the user's payment
device or account. The out of band authentication data may be provided in response to a message sent to a uset's mobile phone,
where the message is generated in response to entering the user's phone number into a form that is provided when the user engages
in an electronic payment transaction using a desktop computer. The data may include a digital signature and associated digital cer-
tificate that is used to authenticate the user.
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Payment Transaction Processing Using Out of Band Authentication

CROSS REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority from United States Provisional Patent
Application No. 61/114,981, entitled “Out of Band Authentication,” filed November
14, 2008, and from United States Patent Application No. 12/534,042, entitled,
“Payment Transaction Processing Using Out of Band Authentication,” filed July 31,

2009, the contents of which are hereby incorporated in their entirety by reference.
BACKGROUND

[0002] Embodiments of the present invention are directed to systems, apparatuses
and methods for processing payment transactions, and more specifically, to use of
an out of band authentication process in the authorization of an electronic commerce
transaction. The out of band authentication process provides both an Issuer and the
owner of a valid payment device with added security in situations in which a
transaction is conducted remotely and a Merchant is unable to request verifiable
identification from a person making a purchase or payment. The inventive out of
band authentication process may be used to detect and prevent potentially
fraudulent transactions by identifying situations where a transaction is initiated using
a personal computer but the operator of the computer is unable to provide the
requested out of band authorization for the transaction. The out of band
authorization may involve providing data using an out of band communication
process, with the data having been registered with an Issuer and associated with a

valid owner of the account being used to pay for the transaction.

[0003] Consumer payment devices such as debit cards or credit cards are used by
millions of people worldwide to facilitate various types of commercial transactions. In
a typical transaction involving the purchase of a product or service at a merchant

location, the payment device is presented at a point of sale terminal (“POS terminal”)

located at a merchant’s place of business. The POS terminal may be a card reader
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or similar device that is capable of accessing data stored on the payment device,
where this data may include identification or authentication data, for example. Some
or all of the data read from the payment device is provided to the merchant’s
transaction or data processing system and then to the Acquirer, which is typically a
bank or other institution that manages the merchant’s account. The data provided to
the Acquirer may then be provided to a payment processing network (e.g., a
payment processor) which processes the data to determine if the transaction should
be authorized by the network, and assists in the clearance and account settlement
functions for the transaction. The authorization decision and clearance and
settlement portions of the overall transaction may also involve communication and/or
data transfer between the payment processing network and the bank or institution
that issued the payment device to the consumer (the Issuer). Transactions in which
a consumer payment device is presented to a merchant or accessed by a point of
sale terminal are termed “card present” transactions since the payment device is in

the same physical location as the merchant or terminal.

[0004] In addition to card present transactions, a consumer may also initiate a
transaction in a situation in which the payment device is not in the same physical
location as the merchant or terminal, and instead the relevant data is provided over a
communications network to the merchant (termed a “card not present” transaction).
For example, a card not present transaction involving the purchase of a product or
service may be initiated by a consumer by providing payment data from a remote
location to a merchant over a network such as the Internet. Transactions of this type
are typically initiated using a computing device such as a personal computer or
laptop computer. Thus, payment information for a transaction may be provided
using a payment device and point of sale terminal or remotely located computing

device, among other methods.

[0005] Given the large number of transactions and the amounts of money involved,
the detection and prevention of fraud is an important consideration of any transaction
processing system. In order to address this problem, payment processors and
others involved in authorizing a transaction typically require that a user provide one
or more forms of authentication or identification prior to authorizing a transaction. In

a card present transaction, a merchant may simply ask for another form of
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identification from the customer, such as a picture ID (driver’s license, passport, etc.)
to provide additional assurance that the customer is authorized to use the consumer

payment device being presented.

[0006] However, in the case of a card not present transaction (such as an
eCommerce transaction conducted over the Internet) a merchant cannot as readily
be certain that the person who is attempting to use a payment device is the person
who is authorized to use that device. The remote nature of the transaction makes a
picture 1D or other form of identification both impractical and unreliable as a means
of authenticating a consumer. Further, requesting an additional piece of supposedly
confidential data from the person attempting to use the payment device may not be
sufficient to verify that the person is authorized to use the payment device. This is
because in some situations the additional data may be obtained fraudulently in the
same manner as the payment device account data (e.g., by improperly obtaining
access to a person’s computer that stores the account data and other confidential
data).

[0007] What is desired is a system, apparatus and method for authorizing an
electronic payment transaction, such as an eCommerce transaction, and which

overcomes the disadvantages or limitations of current approaches.

SUMMARY

[0008] Embodiments of the present invention are directed to systems, apparatuses,
and methods for increasing the security of electronic payment transactions, such as
eCommerce transactions conducted over the Internet. Embodiments of the present
invention introduce a transaction approval or authorization mechanism that uses an
out of band process (i.e., a process using a different communication channel than
the one being used for the transaction) to provide authentication or identification data
that has previously been registered by a user and associated with the user’s
payment device or account. In some embodiments the out of band authentication
data may be provided in response to a message sent to a user’s mobile phone,
where the message is generated in response to entering the user’s phone number

into a form that is provided when the user engages in an electronic payment
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transaction using a desktop computer. In some embodiments, the data may include
a digital signature and associated digital certificate that is used to authenticate the

user.

[0009] Embodiments of the invention may be used as part of a regular transaction
approval process for every transaction, for transactions satisfying a specified criteria
(e.g., transactions involving purchases above a specified threshold, transactions in
excess of a certain number or total value during a predetermined period,
transactions having a specified risk profile, etc.), or as an approval process for
transactions in situations in which there is some reason to suspect potential fraud
(such as those transactions in which a “challenge” message might normally be
generated). Embodiments of the invention are able to detect and prevent the
completion of potentially fraudulent transactions in situations in which a person
initiating a transaction using a first communication channel (e.g., a computer
communicating over the Internet) is unable to provide previously registered
authentication data (e.g., security data, a digital certificate, etc.) over a second
communication channel (e.g., a mobile phone communicating over a wireless
network) when requested to as part of the transaction approval process. Similarly,
embodiments of the invention may be used to provide confirmation that a person
initiating a transaction is authorized to use a particular payment device or account for
the transaction by virtue of their being able to provide the requested authentication
data over the second communication channel. Embodiments of the present
invention may be used to increase the security of electronic payment transactions

and thereby provide benefits to both Issuers and valid users of payment devices.

[0010] [n some embodiments, the inventive out of band authentication process
includes transferring authentication or security data issued to a user (such as a
digital certificate) and that is resident on the user's computing device to the user’s
mobile phone, and associating the user's payment account with the user’'s mobile
phone. When a person using the computing device initiates an electronic payment
transaction, the person is asked to provide the mobile phone number to the Issuer,
who then causes a message to be sent to the mobile phone. If the message is
responded to by selecting the proper authentication data resident on the mobile
phone, then the transaction is approved. In this way a transaction initiated using a

personal computer can only be approved and fully executed if the person using the
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personal computer is also the person whose mobile phone number is associated
with the account used for the transaction. Further, the person initiating the
transaction must be in possession of the mobile phone, so that the authentication

data issued to the personal computer is available on the person’s mobile phone.

[0011] In one embodiment, the present invention is directed to a transaction
processor, where the transaction processor includes an electronic processor, a
memory coupled to the electronic processor, and a set of instructions stored in the
memory which, when executed by the electronic processor implement a process to
receive a request to authenticate a transaction initiated by a user at a merchant’s
web-site, send a request for authentication data to the user over a first
communications channel, receive a response to the request for authentication data
from the user over the first communications channel, process the received response
to obtain the user’s contact data to enable contacting the user over a second
communications channel, send a request to approve the transaction to the user over
the second communications channel, and in response to the request to approve the
transaction, receive a message from the user approving or denying the transaction

over the second communications channel.

[0012] In another embodiment the present invention is directed to a method of
processing an electronic payment transaction, where the method includes registering
a user by associating contact data for the user with the user's payment account,
receiving a request to authorize an electronic payment transaction initiated by the
user, sending a request for authentication data to the user over a first
communications channel, receiving a response to the request for authentication data
over the first communications channel, processing the response to determine contact
data for the user, generating a transaction approval message to be sent to the user,
sending the transaction approval message to the user over a second
communications channel using the contact data, and in response to the transaction
approval message, receiving a message from the user approving or denying the

transaction.

[0013] In yet another embodiment the present invention is directed to a method of
processing an electronic payment transaction, where the method includes receiving

a request to authenticate the electronic payment transaction from a merchant’'s web-
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site, wherein the electronic payment transaction is initiated by a user, sending a
request for authentication data to the user over a first communications channel,
receiving a response to the request for authentication data over the first
communications channel, processing the response to determine the user's mobile
phone number, generating a transaction approval message to be sent to the user,

and sending the transaction approval message to the user’'s mobile phone.

[0014] Other objects and advantages of embodiments of the present invention will
be apparent to one of ordinary skill in the art upon review of the detailed description

of the present invention and the included figures.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015]Fig. 1 is a functional block diagram illustrating the primary functional elements
of an exemplary system for authorizing an electronic payment transaction using an
out of band authentication process, in accordance with some embodiments of the

present invention;

[0016]Figs. 2(a) and 2(b) are flowcharts illustrating a process for authenticating a
user conducting an electronic payment transaction using an out of band
authentication procedure, in accordance with some embodiments of the present

invention;

[0017]Fig. 3 is a block diagram of the primary functional elements of a computer

system that may be used to implement an embodiment of the present invention; and

[0018]Fig. 4 is a diagram illustrating a card or payment device authentication system

which may be used with embodiments of the present invention.

DETAILED DESCRIPTION

[0019] Embodiments of the present invention are directed to systems, apparatuses,
and methods for increasing the security of electronic payment transactions, such as
eCommerce transactions conducted over the Internet. Embodiments of the invention

are typically implemented in the context of an electronic payment transaction;
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therefore prior to describing one or more embodiments of the invention in greater
detail, a brief discussion of the entities involved in authorizing an electronic payment
transaction and their roles in the authorization process will be presented. Figure 1 is
a functional block diagram illustrating the primary functional elements of an
exemplary system for authorizing an electronic payment transaction using an out of
band authentication process, in accordance with some embodiments of the present
invention. Figure 1 illustrates two primary functional architectures or systems. The
first (labeled element 100) illustrates the functional elements that are typically
involved in an electronic payment transaction and the authorization process for such
a transaction. The second functional architecture (labeled element 101) illustrates
the functional elements that may be used in combination with some or all of those of

element 100 to implement embodiments of the present invention.

[0020] As shown in element 100 of Figure 1, in a typical eCommerce transaction, a
consumer wishing to purchase a good or service from a merchant provides payment
account and transaction data (which may be used as part of an authorization
process) by means of a device 102. In an eCommerce transaction, the consumer
may enter data into a consumer device capable of communicating with a merchant

or other element of system 100, such as a laptop or personal computer.

[0021] The payment account and transaction data (as well as any required
consumer data) is communicated over a communication network 105 (e.g., the
Internet or other suitable network or communications channel) to the merchant 106
and ultimately to the merchant’s transaction/data processing system 108. The data
may be provided to communication network 105 by any method or elements suitable
for use with device 102. If device 102 is a consumer’s desktop or laptop computing
device, then the data may be provided by a connection to the Internet, such as a
cable modem or wireless router. Depending on the merchant or transaction
involved, communication network 105 may be the Internet, a closed network such as
a corporate network, a wireless network, or other suitable form of data transport

channel.

[0022] As part of the authorization process performed by the merchant, merchant
transaction processing system 108 may access merchant database 110, which

typically stores data regarding the customer/consumer (as the result of a registration
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process with the merchant, for example), the consumer’'s payment device, and the
consumer’s transaction history with the merchant. Merchant transaction processing
system 108 typically communicates with Acquirer 112 (which manages the
merchant’s accounts) as part of the overall authorization process. Merchant
transaction processing system 108 and/or Acquirer 112 provide data to Payment
Processing Network 116, which among other functions, participates in the clearance
and settlement processes that are part of the overall transaction processing.
Communication and data transfer between Merchant transaction processing system
108 and Payment Processing Network 116 may be by means of a direct connection
114, or by means of an intermediary, such as Acquirer 112. As part of the
transaction authorization process, Payment Processing Network 116 may access
account database 118, which typically contains information regarding the consumer’s
account payment history, chargeback or dispute history, credit worthiness, etc.
Payment Processing Network 116 communicates with Issuer 120 as part of the
authorization process, where Issuer 120 is the entity that issued the payment device
to the consumer and manages the consumer’s account. Customer or consumer
account data is typically stored in customer/consumer database 122 which is
accessed by Issuer 120 as part of the authorization and account management

processes.

[0023] In standard operation, an authorization request message is created during
or after a consumer purchase of a good or service at a point of sale (POS). The
point of sale may be a merchant’s physical location or as in the present case, a
virtual point of sale such as a web-site that is part of an E-commerce transaction. In
a typical transaction, the authorization request message is sent from the point of sale
to the merchant's Acquirer 112, to a Payment Processing Network 116, and then to
an Issuer 120. An "authorization request message” can include a request for
authorization to conduct (or approval for) an electronic payment transaction. It may
include one or more of an account holder's payment account number, currency code,
sale amount, merchant transaction stamp, acceptor city, acceptor state/country, etc.
An authorization request message may be protected using a secure encryption
method (e.g., 128-bit SSL or equivalent) in order to prevent data from being

compromised.
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[0024] Payment Processing Network 116 may include data processing subsystems,
networks, and other means of implementing operations used to support and deliver
authorization services, exception file services, and clearance and settlement
services for payment transactions. An exemplary Payment Processing Network may
include VisaNet™. Payment Processing Networks such as VisaNet™ are able to
process credit card transactions, debit card transactions, and other types of
commercial transactions. VisaNet™, in particular, includes a VIP system (Visa
Integrated Payments system) which processes authorization requests and a Base |l

system which performs clearing and settlement services.

[0025] Payment Processing Network 116 may include a server computer. A server
computer is typically a powerful computer or cluster of computers. For example, the
server computer can be a large mainframe, a minicomputer cluster, or a group of
servers functioning as a unit. In one example, the server computer may be a
database server coupled to a web server. Payment Processing Network 116 may
use any suitable combination of wired or wireless networks, including the Internet, to
permit communication and data transfer between network elements. Among other
functions, Payment Processing Network 116 may be responsible for ensuring that a
user is authorized to conduct a transaction (via an authentication process), confirm
the identity of a party to a transaction (via receipt of a personal identification
number), confirm a sufficient balance or credit line to permit a purchase, or reconcile
the amount of a purchase with the user's account (via entering a record of the

transaction amount, date, etc.).

[0026] As also illustrated in Figure 1 (in the exemplary form of the components of
system/element 101), a consumer may also have access to a mobile phone or
personal data assistant (PDA) that communicate over a wireless network 130 with a
cellular system 132. In some embodiments of the present invention, cellular system
may be capable of communication and data transfer with a mobile gateway/relay
server 134. Mobile gateway/relay server 134 is capable of coupling the cellular
(wireless) network or system to a second network (typically a wireline network such
as the Internet) and enabling the transfer of data between the networks. Mobile
gateway/relay server 134 may perform data processing operations as needed to

permit the efficient transfer of data between the two types of networks, including, but
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not limited to, data reformatting or other processing to take into account differences
in network protocols. Mobile gateway/relay server 134 may also perform data
processing operations to enable more efficient data transfer between the networks
and devices coupled to each type of network, such as for purposes of improving the

ability of a user to utilize the received data on a mobile device.

[0027] Mobile gateway/relay server 134 communicates with Issuer 120 over a
suitable communications channel 107, such as the Internet. As will be described,
mobile gateway/relay server 134 functions to relay or transfer a message or other
form of request for authentication data generated by Issuer 120 (or another suitable
entity such as an element of the payment processing network) to enable its
transmission over the cellular network to a user's mobile phone or other form of

wireless device.

[0028] In some embodiments of the inventive out of band authentication process,
an authentication mechanism is used in which a cardholder who is performing a
transaction using a first communications channel is requested to authorize or
approve the transaction using data provided by means of a second communications
channel. For example, a user may be engaging in a purchase transaction on the
web site of a merchant using a personal computer. As part of the purchase
transaction, the user may receive a message delivered to his cellular phone asking
him to enter a password, select a digital certificate, or provide another form of
authentication or approval to confirm the web site purchase. If the user receives the
message and responds with the requested data, a response may be sent from the
cellular phone to the Issuer by way of the mobile gateway/relay server. The
purchase transaction can then be completed. If the message is not responded to, or
is not responded to properly, then the Issuer may conclude that the transaction is

possibly fraudulent and deny approval for the transaction.

[0029] Figures 2(a) and 2(b) are flowcharts illustrating a process for authenticating
a user conducting an electronic payment transaction using an out of band
authentication procedure, in accordance with some embodiments of the present
invention. The process steps or stages illustrated in the figure may be implemented
as an independent routine or process, or as part of a larger routine or process. Note

that each process step or stage depicted may be implemented as an apparatus that

10
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includes a processor executing a set of instructions, a method, or a system, among
other embodiments. Note further that in some embodiments, one or more of the
stages of the illustrated process may be combined or not executed without departing

from the underlying concepts of the invention.

[0030] As shown in Figure 2(a), in some embodiments the inventive process may
include a user registering the user's mobile phone number and associating the
mobile phone number with the user’'s payment account (stage 210). The payment
account may be an account associated with a credit card, a debit card, a savings
account, a checking account, or other suitable payment mechanism. The
registration may be accomplished by accessing a web-site or submitting the
information by another suitable method. The web-site or other submission method
may be operated for the benefit of the Issuer responsible for the payment account
(such as element 120 of Figure 1),or by an element of the payment processing
network (element 116 of Figure 1), such as a payment processor, for example. In
some embodiments, the registration process may be executed using either the
user’'s computing apparatus or mobile phone (for example, personal computer 102 or
mobile phone/PDA 103 of Figure 1). Regardless of the entity operating the
registration site, the Issuer and/or payment processor will typically be advised of the
user’s registration and of the association between the user's payment account and
mobile phone number. Typically, the association between the user's payment
account data and mobile phone number will be stored in a database or other suitable
format, such as a mapping table that is maintained by the Issuer, the payment
processor, or both (for example, account database 118 and/or customer database
122 of Figure 1).

[0031] At stage 220, the user is prompted to download a set of executable
instructions in the form of an application software routine to their mobile phone
(element 103 of Figure 1). The application may be downloaded to the mobile phone
over the wireless network (element 130 of Figure 1), via a direct connection to the
Internet or a computing device, or another suitable method. The downloaded
application is used to manage, control and execute the out of band authentication
process, and will typically enable the mobile phone to perform one or more of the

following functions:

11
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¢ Download to the mobile phone one or more digital certificates issued by a
certificate authority (CA), where the certificates may be downloaded from a
server operated by an Issuer, certificate authority, or other entity — the
certificates will typically correspond to or be duplicates of one or more
certificates resident on the user’'s computing device that have previously been
registered and associated with the user. The digital certificates may be used
to provide a digital “signature” to authenticate an approval of a payment

transaction;

e Download and install encryption software on the phone — the encryption
software is typically used to provide secure data transfer between the mobile

phone and the mobile gateway/relay server; and

e Download and install communication software on the phone — the
communication software is used for enabling communication between the

mobile gateway/relay server and the mobile phone.

[0032] After download of the out of band authentication software application to the
mobile phone, one or more digital certificates are downloaded to the mobile phone
(stage 230). The digital certificates may be used to provide a digital signature to
authenticate a response to a request to approve a payment transaction. The digital
certificates may be issued by any suitable certificate authority (CA), including but not
limited to, a governmental agency, private business, Issuer, payment processor,
security provider, etc. The digital certificates may be newly issued to the user or
may be digital certificates that were previously provided to the user and stored on the
user’s personal computer. The digital certificates may be uploaded from the
personal computer and then transferred to the mobile phone, or may be downloaded
from a certificate server that stores copies of certificates previously provided to the

user.

[0033] At a later time the user accesses a merchant or vendors web-site using their
personal computer or other suitable computing device (stage 240). The user selects
the goods or services they desire to purchase and enters the data required to initiate
the transaction. This data may include the purchaser's name or other form of

identification. In some embodiments, the user may enter payment account data

12
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such as a credit or debit card number into a field on the merchant’s web-site. As part
of the authentication process (such as that described with reference to Figure 1), the
payment account data may be used by a payment processor to identify the Issuer of
the payment device (e.g., the credit or debit card). |dentification of the Issuer then
results in generation of an authentication request message that is presented to the
user at the merchant’s web-site and displayed on the user’s personal computer
(stage 250). In some embodiments, the authentication request message will include

a field for entry of the user’'s mobile phone number.

[0034] In some embodiments, and prior to the user receiving a request for their
mobile phone number, the user’'s computing device may present a list of possible
payment accounts (such as credit card accounts, debit card accounts, etc.) to the
user and enable them to select which payment account they wish to use for the
transaction. The list of accounts may represent (or be derived from) the Issuers,
payment processing entities, or certificate authorities that have provided digital
certificates (or other forms of authorization) to the user and that are stored on the
computing device. Selection of a payment account will permit the Issuer associated
with that account to be identified and result in triggering a request from the Issuer or
payment processor for the user's mobile phone number. As mentioned, selection of
a payment account may also result in notifying an intermediary entity (such as a
payment processor) of the transaction and result in triggering a request from that

entity for the user's mobile phone number.

[0035] In some embodiments, a user may be offered the option of entering their
mobile number as part of completing the transaction. In such cases, entry and
submission of the mobile number may be processed by the Issuer or payment
processor to confirm the previous registration of the user and result in triggering the
sending of the out of band authentication message to the mobile number. Further, in
some embodiments, the act of sending the authentication request to the user may
activate a process in the mobile gateway/relay server (element 134 of Figure 1)
which informs the mobile gateway/relay server of the authentication request and may

initiate preparations for executing portions of the out of band authentication process.

[0036] Note that the registration process (described with reference to stage 210)

may be performed either prior to or at the time of initiating a transaction using a

13
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merchant’s web-site. In a situation in which the registration (and subsequent
download of the software application and digital certificates) is performed at the time
of visiting the merchant’s web-site, the registration process may be initiated by
activating a user interface element provided by an Issuer or payment processor in

response to a user initiating the transaction.

[0037] Note further that in addition to other possible use cases or scenarios,
embodiments of the present invention may be used in the following exemplary

situations:

(1) If the user provides their payment account data (such as an account
number, credit card number, etc.) or other identifying data (e.g., name or other
previously registered data that has been associated with a mobile phone number) to
the merchant in the process of completing the payment transaction, then
embodiments of the present invention may perform a lookup to determine if there is
a mobile phone number that is registered as being associated with that payment
account or other data. In such a case, a message or other form of communication
may be sent to the mobile number without requesting further information. This
implementation may not provide the security of shielding the payment account data
from the merchant web-site, but does enable the out of band authentication process
to be triggered without additional user input;

(2) If the user provides their mobile phone number as part of the transaction
and not the payment account data, then the security of the payment account data is
maintained, and embodiments of the present invention can operate to lookup the
payment account(s) previously registered and associated with the mobile number to
determine the payment account to be used for the transaction, or to request the user

to identify the desired payment account for the transaction.

[0038] In response to the authentication request message (and if the user has
previously registered to use the out of band authentication process), the user enters
their mobile phone number into the appropriate field in the message (stage 260).
The mobile phone number may also be provided by another suitable method, such
as part of a separate message directed to the Issuer. The user’s mobile phone
number is provided to the Issuer and if desired, used to confirm the payment account

that should be used to pay for the transaction (via a lookup table or other suitable
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data structure). This is done by determining the payment account that was
previously associated with the submitted mobile phone number (stage 270). Note
that in some embodiments, the mobile phone number may be provided to the
payment processor instead of or in addition to the Issuer, with the payment
processor being the entity responsible for generating the communications to the user

and processing the user’s responses.

[0039] After verifying that the submitted mobile phone number is properly
associated with a valid payment account that will be used for the transaction, the
Issuer generates, or causes to be generated, a message to the user that is delivered
to the user on their mobile phone (stage 280). The message may be in any suitable
form and is provided to the mobile gateway/relay server or generated by the mobile
gateway/relay server for transmission to the user over the wireless/cellular network
to the user’'s mobile phone. The message may be a SMS message which may
cause activation of an application installed on the mobile phone. The message may
include a “callback URL” that identifies a web-site or server location to which a
response to the message should be directed. The message will typically contain
information regarding the transaction and payment for the transaction. Note that as
mentioned, a payment processor may be the entity responsible for generating the
message or messages delivered to the user's mobile phone, or may serve as an
intermediary that receives instructions from the Issuer and in response generates the

desired message(s).

[0040] At stage 282, the user is asked to confirm or approve payment for the
transaction using their mobile phone. The confirmation may take the form of
entering data using the phone keypad, providing a verbal or audio response using
the mobile phone microphone, or another suitable method. The entered data may
be a single character, a string of characters, or an indicator character, among
suitable forms of response or input. If the user response is to confirm or approve
payment for the transaction (the “yes” branch), then the user is presented with a list
or other form of display of the digital certificates stored on the mobile phone (stage
284). Display or presentation of the list of certificates will typically be managed or
controlled by the out of band authentication software application that was previously
downloaded to and installed on the mobile device. If the user response is to decline

to confirm or approve payment for the transaction (the “no” branch), then the out of
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band authentication application is terminated and the transaction decline is provided

to the Issuer (stage 283).

[0041] If payment for the transaction is approved and the list of digital certificates
stored on the mobile phone is presented to the user, then the user will be asked to
input a selection of which digital certificate they wish to use to authorize the
transaction. In addition to selecting the certificate, the user may be requested to
enter a password or other form of security data (stage 286). The selected certificate
is used to authenticate the user and authorize the transaction. The selected
certificate may be issued to the user by the relevant certificate authority (CA) for a
specified class of transactions (e.g., banking, eCommerce, stock trades), or may be
unique to a specific merchant, group of merchants, or Issuer. In some embodiments,
the certificate enables the use of a previously distributed encryption key that is
associated with the user to encrypt and decrypt data provided by the user, or to the

user.

[0042] Next, the out of band authentication software application that was previously
downloaded to and installed on the mobile device generates a payment confirmation
message. The payment confirmation message may include the digital signature (or
a form of that data) associated with the selected certificate, and/or other relevant
data such as additional forms of authentication or identification, for example a
password (stage 288). The digital signature can serve to authenticate the user as
the intended recipient of the payment approval request. The confirmation message
is transmitted from the mobile phone over the wireless network to the cellular system
infrastructure, and then to the mobile gateway/relay server. The mobile
gateway/relay server enables the confirmation message to be provided to the Issuer
or payment processor (stage 290). The mobile gateway/relay server may also
enable the confirmation message to be provided to the user's computing device that
initiated the transaction (such as personal computer 102 of Figure 1). Note that the
confirmation message may also be directed to a desired location based on the
“callback URL” provided in the message received at the user's mobile phone that
requested approval of the transaction. The “callback URL” may refer to the location
of a server operated by the Issuer, payment processor, or other entity involved in the

processing of the transaction.
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[0043] The Issuer authenticates the payment message generated on the mobile
phone, typically by processing the received digital certificate or signature to
determine that it is a valid one and is associated with the owner of the payment
account being used for the transaction (stage 292). The Issuer will then typically
communicate its approval of the transaction to the payment processing network after
which the transaction authorization process may continue in the manner described

with reference to Figure 1.

[0044] Embodiments of the inventive system, apparatus, and method for
processing payment transactions using an out of band authentication process have
been described with reference to initiating a transaction using a first device (e.g., a
personal computer) communicating over a first communications network (e.g., the
Internet) followed by providing authentication data (e.g., a digital signature or
certificate) using a second device (e.g., a mobile phone) communicating over a
second communications network (e.g., a wireless or cellular network). However,
embodiments of the present invention may be practiced using other implementations
as well. For example, both the initiation and authentication of the transaction may be
communicated over a wireless network. In addition, the authentication data may be
different from a digital signature or digital certificate; for example it may consist of a
password or other security data that has previously been associated with a valid user
of a payment account. In such a use case, an account owner may have previously
registered their account with a payment processor or Issuer and submitted a
password or other form of security data that is associated with their account. During
a transaction, the account owner may be requested by the payment processor or
Issuer to enter their password or security data into a field in order to authenticate
themselves and enable the authorization of the transaction. The authentication data
(in whatever form or substance) may be encrypted using a standard encryption
process such as one based on the public key infrastructure (PKI) system, in which
case a digital certificate is typically used to associate a user with an encryption key
issued to that user. Embodiments of the present invention may be used to
supplement such a security process by providing either another layer of security
(e.g., a second confirmation of the identity of the account owner and their approval of
the transaction), or a different means of submitting the previously registered

password or security data.
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[0045] As an example, a suitable process to which embodiments of the present
invention may be appended or which embodiments of the present invention may be
used to modify is described in United states Patent Number 7,007,840, entitled
“Managing Activation of Cardholders in a Secure Authentication Program”, issued
March 7, 2006, and the contents of which is hereby incorporated by reference it its
entirety for all purposes. Figure 4 is a diagram illustrating a card or payment device
authentication system 400 which may be used with embodiments of the present
invention. In some embodiments, system 400 enables cardholders to be
authenticated when making electronic commerce card purchases online. In an
embodiment, cardholder system 405 initiates an online purchase by accessing a
merchant computer 410. In an embodiment, cardholder system 405 accesses a
website provided by the merchant computer 410 via the Internet via a web browser.
Alternatively, cardholder system 405 can access the merchant computer 410 via an
alternate electronic communications network. Cardholder system 405 can be any
type of communications device, for example a personal computer, a personal digital
assistant, or a telephone. To complete a purchase, a cardholder uses the
cardholder system 405 to submit his or her electronic commerce card information
450, such as a card number and expiration date, to the merchant system 410. In an
embodiment, a secure communication system, such as SSL, is used for all

communications, including the electronic commerce card information 450.

[0046] In response to the electronic commerce card information 450, the merchant
system initiates an authentication procedure to determine whether the electronic
commerce card information is valid and has been provided by an authorized
cardholder. In an embodiment of system 400, there are numerous electronic
commerce card issuers. Each electronic commerce card issuer is responsible for
authenticating its own electronic commerce cards. To authenticate the electronic
commerce card information 450, the merchant system 410 locates the authentication
service of the electronic commerce card issuer associated with the electronic
commerce card information 450. The merchant system sends a verifying enroliment
request (VEReq) 452 to a directory server 420 to locate the appropriate
authentication service. In an embodiment, authentication-related communication is
coordinated by an authentication plug-in 415 integrated with the merchant system

410. The VEReq 452 includes at least a portion of the electronic commerce card
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information 450 to be used by the directory server 420 to identify the authentication
service associated with the cardholder's electronic commerce card. In an
embodiment, each electronic commerce card issuer is assigned a different range of
electronic commerce card numbers. This embodiment of the directory server 420
includes a list of all electronic commerce card issuers and their associated electronic
commerce card number ranges. By comparing the electronic commerce card
information with the list of electronic commerce card issuers, the directory server 420

is able to identify the appropriate authentication service.

[0047] After identifying the authentication service, the directory server 420 forwards
the VEReq 454 to an access control server (ACS) 425 associated with the card
issuer's authentication service. The ACS 425 determines whether the card
information provided in the VEReq 454 can be authenticated. Card information may
not be able to be authenticated by the ACS 425 if, for example, the card information
does not include a valid electronic commerce card number, or if there is no
authentication information associated with the electronic commerce card number. If
the electronic commerce card information provided in the VEReq 454 can be
authenticated, the ACS 425 sends a verified enroliment response (VERes) 456 back
to the directory server 420. The VERes 456 includes a message indicating that the
ACS 425 can authenticate the electronic commerce card information and may
contain a pseudonym corresponding to the card number. The pseudonym can be
any type of code or number that can be uniquely linked to card information by the
ACS 425 at a later time. The VERes also includes a URL to be accessed by the
cardholder system 405 to authenticate the cardholder. For system 400, the URL is
associated with a web site provided by the ACS 425. Upon receiving a VERes from
the ACS 425, the directory server 420 forwards the VERes 458 to the merchant
system 410.

[0048] From the received VERes, the merchant system 410 generates an
authentication request. The authentication request includes the pseudonym created
by the ACS 425 and transaction information associated with the cardholder's
prospective purchase. The merchant system then forwards the authentication
request 460 to the cardholder system 405. In an embodiment, the authentication

request is sent to the cardholder system 405 with a web page having a redirection
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command, such as an HTTP redirect, to a web site hosted by the ACS 425. This
web page also includes a URL for returning information to the merchant system 410.
In response the authentication request received from the merchant system 410, the
cardholder system 405 accesses 462 a web site hosted by the ACS 425. In some
embodiments, in accessing this web site, the cardholder system 405 supplies the
ACS 425 with the pseudonym originally created by the ACS for the VERes. The
cardholder authenticates his or her identity by presenting authentication information
464 to the web site provided by the ACS 425. In an embodiment, the cardholder
authenticates his or her identity by providing to the ACS 425 a password or other
identifying information previously associated with the electronic commerce card. If a
pseudonym was used, the ACS 425 uses the pseudonym provided by the cardholder
system to identify the electronic commerce card being supplied by the cardholder
and retrieve authentication information previously associated with the electronic
commerce card. In an embodiment, the ACS 425 matches the pseudonym received
via the authentication request 462 with the pseudonym previously created for VERes
456. In a further embodiment, the pseudonym expires after a limited period of time,

for example five minutes, to prevent fraudulent reuse of the authentication request.

[0049] The ACS 425 returns an authentication response 466 to the cardholder
system 405. The cardholder system 405 in turn forwards the authentication
response 468 to the merchant system 410. If the authentication information 464
provided by the cardholder matches the authentication information previously
associated with the electronic commerce card, the authentication response includes
a message indicating that the authentication was successful. Alternatively, the
authentication response can include a message indicating that the authentication
failed. In a further embodiment, the authentication response also includes an error
code identifying the reason for authentication failure. In addition to sending the
authentication response to the merchant system 410, a copy of the authentication
response 467 is sent to an authentication history server 435. The authentication
history server 435 maintains an archive of all authentications performed by the
system 400. The authentication response is digitally signed to prevent the
cardholder system 405 or other third party systems from tampering with the contents
of the authentication response. After receiving the authentication response 468, the

merchant system 410 validates the authentication response. To validate the
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authentication response 468, the merchant system 410 first verifies the digital
signature associated with the authentication response to ensure that there has not
been any tampering. Once the authentication response is determined to have
arrived intact, and the response is for the request originally submitted, the contents
of the authentication response are analyzed to determine if authentication has been
successful. If the authentication was not successful, the merchant system 410 halts
the transaction. If the authentication was successful, the merchant system 410 can
continue with the transaction by initiating a charge to the electronic commerce card
provided by the cardholder. In an embodiment, the merchant system 410 charges
the electronic commerce card by submitting the card information to a card acquirer
444. The card acquirer then sends the charge request over a private card
association network 448 to be processed by the electronic commerce card issuer
associated with the card. In a further embodiment, an electronic commerce indicator
and a Cardholder Authentication Verification Value, which indicates that the
electronic commerce card has been successfully verified, is included with the charge

request.

[0050] As described, embodiments of the inventive system, apparatus, and method
involve registering a user's payment account information with an Issuer, payment
processor or other entity, and associating the payment account data with a user’s
mobile phone number. This association may take the form of a mapping, table, or
other suitable data structure. The mapping, table, or other data structure will
typically be stored on a server operated by an Issuer, but may also or instead be
stored on a server operated by an element of the payment processing system. The
mobile phone number may correspond to the number for a mobile phone, PDA, or
other suitable device. One of the underlying concepts of embodiments of the
invention is to provide a means for contacting the user on a device that is expected
to be in the user's possession, and which would not be expected to be in the location
of their personal or home computer when they are away from that personal or home
computer. In this way even if someone other than the user gains access to the
user's home computer and attempts to conduct a payment transaction, that person
will not be able to complete the authorization process because they presumably will

not have access to the valid user’s alternative means of communication.
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[0051] Embodiments of the inventive out of band authentication process provide an
additional layer of security for payment transactions and is especially useful for
authenticating card not present transactions. The data or response provided by a
user via the out of band communication channel serves as additional identification or
authentication data to that provided in other forms or via another communication
channel. The process or operations used to acquire the additional data provided by
the inventive out of band process may be managed by the Issuer, the payment
processor, or another suitable entity. The additional data provided by the user may
take the form of a previously registered password, digital certificate password, or
other suitable data that is associated with the user, the user's mobile device, or the
user's payment account, for example. Note that in some embodiments, a user may
enter their payment account data into a merchant’s web-site to initiate the out of
band authentication process, while in other embodiments, a user may only need to
enter their mobile phone number into the web-site to initiate the out of band process.
Note also that in some embodiments, the user may enter the payment account data
or mobile phone number into a web-site operated by the Issuer of the payment
account, where the user is directed to that site after selection of a desired payment

account or Issuer at a merchant web-site.

[0052] Figure 3 is a block diagram of the primary functional elements of a computer
system that may be used to implement an embodiment of the present invention. The
elements of the computing apparatus illustrated in Figure 3 may be used to
implement embodiments of the inventive processes, methods, or operations in whole
or in part, and may be part of a server or other computing apparatus (e.g., a mobile
gateway, an Issuer managed server, etc.). The subsystems shown in Figure 3 are
interconnected via a system bus 300. Additional subsystems such as a printer 310,
keyboard 320, fixed disk 330 (or other memory comprising computer readable
media), monitor 340, which is coupled to display adapter 350, and others are shown.
Peripherals and input/output (I/O) devices, which couple to /O controller 360, can be
connected to the computer system by any number of means known in the art, such
as serial port 370. For example, serial port 370 or external interface 380 can be
used to connect the computer apparatus to a wide area network such as the Internet,
a mouse input device, or a scanner. The interconnection via system bus allows the

central processor 390 to communicate with each subsystem and to control the
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execution of instructions from system memory 395 or the fixed disk 330, as well as
the exchange of information between subsystems. The system memory 395 and/or

the fixed disk 330 may embody a computer readable medium.

[0053] It should be understood that embodiments of the present invention as
described above can be implemented in the form of control logic using computer
software in a modular or integrated manner. Based on the disclosure and teachings
provided herein, a person of ordinary skill in the art will know and appreciate other
ways and/or methods to implement embodiments of the present invention using

hardware and a combination of hardware and software

[0054] Any of the software components or functions described in this application,
may be implemented as software code to be executed by a processor using any
suitable computer language such as, for example, Java, C++ or Perl using, for
example, conventional or object-oriented techniques. The software code may be
stored as a series of instructions, or commands on a computer readable medium,
such as a random access memory (RAM), a read only memory (ROM), a magnetic
medium such as a hard-drive or a floppy disk, or an optical medium such as a CD-
ROM. Any such computer readable medium may reside on or within a single
computational apparatus, and may be present on or within different computational

apparatuses within a system or network.

[0055] The above description is illustrative and is not restrictive. Many variations of
the invention will become apparent to those skilled in the art upon review of the
disclosure. The scope of the invention should, therefore, be determined not with
reference to the above description, but instead should be determined with reference

to the pending claims along with their full scope or equivalents.

[0056] One or more features from any embodiment may be combined with one or
more features of any other embodiment without departing from the scope of the

invention.

[0057] A recitation of "a", "an" or "the" is intended to mean "one or more" unless

specifically indicated to the contrary.
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[0058] All patents, patent applications, publications, and descriptions mentioned
above are herein incorporated by reference in their entirety for all purposes. None is

admitted to be prior art.
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WHAT IS CLAIMED IS:

1. A transaction processor, comprising:

an electronic processor;

a memory coupled to the electronic processor; and

a set of instructions stored in the memory which, when executed by the

electronic processor implement a process to
receive a request to authenticate a transaction initiated by a

user at a merchant’s web-site;
send a request for authentication data to the user over a first

communications channel,

receive a response to the request for authentication data from
the user over the first communications channel,

process the received response to obtain the user’'s contact data
to enable contacting the user over a second communications channel;

send a request to approve the transaction to the user over the
second communications channel; and

in response to the request to approve the transaction, receive a
message from the user approving or denying the transaction over the second
communications channel, the message including a digitally signed certificate

authenticating the user.

2. The transaction processor of claim 1, wherein the first

communications channel is the Internet.

3. The transaction processor of claim 1, wherein the user’s contact

data includes the user's mobile phone number.

4. The transaction processor of claim 1, wherein the transaction is
initiated by the user using a computing device coupled to the first communications

channel.
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5. The transaction processor of claim 1, wherein the request to
approve the transaction includes an address to which a response to the request
should be directed.

6. The transaction processor of claim 4, wherein the digitally
signed certificate corresponds to a digitally signed certificate resident on the

computing device.

7. A method of processing an electronic payment transaction,
comprising:
registering a user by associating contact data for the user with the

user’s payment account;
receiving a request to authorize an electronic payment transaction

initiated by the user;
sending a request for authentication data to the user over a first

communications channel;

receiving a response to the request for authentication data over the first
communications channel,

processing the response to determine contact data for the user;

generating a transaction approval message to be sent to the user;

sending the transaction approval message to the user over a second
communications channel using the contact data; and

in response to the transaction approval message, receiving a message
from the user approving or denying the transaction, the message including a digitally

signed certificate authenticating the user.

8. The method of claim 7, wherein the first communications

channel is the Internet.

9. The method of claim 7, wherein the second communications

channel is a cellular network.

10. The method of claim 7, wherein the contact data includes the

user’'s mobile phone number.
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11.  The method of claim 7, wherein the transaction approval

message is a SMS message.

12.  The method of claim 7, wherein the transaction approval

message includes an address to which the response to the message should be sent.

13.  The method of claim 7, wherein the first communications
channel is coupled to the user's computing device and the second communications
channel is coupled to the user's mobile phone, and wherein the method further
comprises:

transferring a digital certificate stored on the user's computing device to

the user's mobile phone; and
receiving the digital certificate from the user's mobile phone as part of

the message from the user approving or denying the transaction.

14. A method of processing an electronic payment transaction,
comprising:

receiving a request to authenticate the electronic payment transaction
from a merchant’s web-site, wherein the electronic payment transaction is initiated
by a user,

sending a request for authentication data to the user over a first

communications channel;

receiving a response to the request for authentication data over the first
communications channel;

processing the response to determine the user’'s mobile phone number;

generating a transaction approval message to be sent to the user;

sending the transaction approval message to the user's mobile phone;
and

receiving a response to the transaction approval message from the
user’'s mobile phone, the response including a digitally signed certificate

authenticating the user.

15.  The method of claim 14, wherein the transaction approval

message is a SMS message.
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16.  The method of claim 14, wherein the transaction approval

message is an email message.

17.  The method of claim 14, wherein the transaction approval

message includes an address to which the response to the message should be sent.

18.  The method of claim 14, wherein the electronic payment
transaction is initiated by a user using a computing device, and wherein the method

further comprises:
transferring a digital certificate stored on the user's computing device to

the user’'s mobile phone; and
receiving the digital certificate from the user's mobile phone as part of a

response to the transaction approval message.

28



PCT/US2009/064352

WO 2010/056969

1/5

Zcl
asegeleq

Jawolsnd

8Ll

aseqele(

JUN020Y

| 2inbiH

oLl

aseqgele(

jueyolapy

801
WIDISAS
Buissaooid
e1eq
jueyaliep

—

NIOMISN SUIISIIAA

oLl viL

0zl NIOMION
JONSS —1 Buissaooid
juswAied
49"
Jalnboy
yeEL
£01 JonIes Aejoy
(yousau)) /Remeres) o|Iqo

¢l

woIsAg Jein|an

oL
(3auasyuy)
YIOMISN SUI[BIAA c0lL
Emww."\m_\,_ J9ndwo)
SOl |euostad
LOL
) €0l
e vad
ocl /eudyd allqoIN
JJOM]IDN SSBIBJIAA

SUBSTITUTE SHEET (RULE 26)



PCT/US2009/064352

WO 2010/056969

2/5

(a) z sunBi4g

4

oLz
uonoEesuEa |
A0J JUNODONY
JjuswAed BuluwuyuoD
10} 10SSS301d juswAed
10 JBNSS| O] pPapiAaold
J1SquinnN suoyd S)1qoin

»

09<
obesso|n 1sonbaoy
uoneosnuaylnyg ul pisid
aju|] asqunp suoyd
S IO Sisi1ug dosMN

+

osc
pPeleAnowy Janriags Aejoy
— SUS-ASAA SJUeysisn
je 4SSN o) PaplAcld
Isenbay uonesiuaylIMy

%

(0] 24
aseyodnd o}
DOIANIDS/POOD S1OoD|9S
1osmM ‘da23indwoD
JBuosiaad BbuisMm

+

otz
soiIneq SNqoIn

AUO (s)azes e o

renBbia peocjumoq

h

oc<c
SdIASg SIIqoin
O] sJeMmos uoljesiddy
uoneosnusylIny
pueg Jo N pecojumod

%

oLz
1SqUINN SUuUoyd 2)1qoiA
UHAA JUNODDVW JUusSwAed
ojeInossy pue 19)s1Boy

(e) z sanbid

SUBSTITUTE SHEET (RULE 26)



PCT/US2009/064352

WO 2010/056969

3/5

6
1O0SS38D0IH JjuUswAed
O] enciaddy spusg
— osbessop\ juswAed
sS91E211USYINY J9NSS]

+

(8] 57
uonesnusasyiny
104 aSNsSSs| O}
usayl pue asnusg Ae|on]
/Aemsles o] suoyd
angqoy woly jues
abessapy uonleuluoD

%

88<
abessanN

uoneuwajuoD juswied
sajedsuss suoyd
SlqopN uo uonesijddy

%

982
paomssed
sJisjug pue SjesijusD
paJise SsI1oSIeS 49SM)

I

€82
SSO00Ud UOIIEDIIuUSYyliny
pueq 1o 1IN0 S1eUllulsS |

+8c
19SS O] SSIEDJIHUDD)
JO 1S1T] JUSSSId

EEP

N zgE

FJuswAeq wayu OO/

_ /uonoesuel)
T _®Aocaddy

4

o8z
aoraes Aelopm
elA JaquinpnN a2uoyd
J9sM o) sbessaon
sSpusS pue JasM Jo
Jaquunp auoyd snqoin
SSIUS A JOSSSO01H
JUSWAEH 4O 18NSss|

(a) g sanbi4g

SUBSTITUTE SHEET (RULE 26)



PCT/US2009/064352

WO 2010/056969

4/5

¢ ainbi4
o€
JOJIUO|A
A
A
08¢ 0S€
SJBLAU] v_m_% m_ummx_u_ E%um_m»mv_ tOnmV _nmm:mm 1oydepy
|euldaixy : : : Ae|dsiq
47 A A A A
. A -~
-~ N A A y. g
00€ \ 4 ,
sng
Wa3sAs o1 06 G6¢ 09¢
10S5220.1d AlowB|y 19|j013U0D)
12jud
|lenua) WisAS O/1

SUBSTITUTE SHEET (RULE 26)



PCT/US2009/064352

WO 2010/056969

5/5

+ 2anNnbBbi4

erl
HAOMILAN
NOILVIDOSSWY
AHdVv O

ANINTTOAHNIA

9T

fel=y =g

rst

NOILVYAI TV /A
Hd3IANOILSMND

Sctv
SOV

oct
d3aNnd3as
AAHO1LOD3Id-H1Aa

rat.= g

SS9t

vt
HIHINOOV
A
sev
SHY
ooV
jei=) o
SLt
NI-©N1d
oLt
ANVHDH3IN

(04254 -

[0].=4

A A

9t

o

SUBSTITUTE SHEET (RULE 26)



	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - claims
	Page 27 - claims
	Page 28 - claims
	Page 29 - claims
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - drawings

