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TITLE: METHOD, APPARATUS, AND COMPUTER PROGRAM PRODUCT
FOR WLAN POSITIONING WITH AN ACTIVE CACHE

INVENTORS: Jari SYRJARINNE and Mikko BLOMQVIST

FIELD:

The field of the invention relates to electronic positioning, and more particularly

to wireless position determination.

BACKGROUND:

Modern society has adopted, and is becoming reliant upon, wireless
communication devices for various purposes, such as connecting users of the wireless
communication devices with other users. Wireless communication devices can vary from
battery powered handheld devices to stationary household and/or commercial devices
utilizing an electrical network as a power source. Due to rapid development of the
wireless communication devices, a number of areas capable of enabling entirely new

types of communication applications have emerged.

Cellular networks facilitate communication over large geographic areas. These
network technologies have commonly been divided by generations, starting in the late
1970s to early 1980s with first generation (1G) analog cellular telephones that provided
baseline voice communications, to modern digital cellular telephones. GSM is an
example of a widely employed 2G digital cellular network communicating in the 900
MHZ/1.8 GHZ bands in Europe and at 850 MHz and 1.9 GHZ in the United States. While
long-range communication networks, like GSM, are a well-accepted means for
transmitting and receiving data, due to cost, traffic and legislative concerns, these

networks may not be appropriate for all data applications.

Short-range communication technologies provide communication solutions that
avoid some of the problems seen in large cellular networks. Bluetooth™ is an example of
a short-range wireless technology quickly gaining acceptance in the marketplace. In
addition to Bluetooth™™ other popular short-range communication technologies include
Bluctooth™ Low Energy, IEEE 802.11 wireless local area network (WLAN), Wireless
USB (WUSB), Ultra Wide-band (UWB), ZigBee (IEEE 802.15.4, IEEE 802.15.4a), and
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ultra-high frequency radio frequency identification (UHF RFID) technologies. All of
these wireless communication technologies have features and advantages that make them

appropriate for various applications.

At least one communication-related application currently being offered in various
forms is electronic positioning. Basic electronic positioning may provide the current
location of a device in terms of coordinates, in relation to a visual map. However, the
means by which the raw positioning information is obtained may vary. Offerings may
include the incorporation of Global Positioning System (GPS) receivers in a device for
obtaining the electronic positioning information from satellites. Further, long range
wireless communication systems, such as cellular telephony, may also provide electronic
positioning information through methods such as cell-based triangulation. Short-range
wireless systems may be able to provide similar information through a determination of

proximity of a device to a particular wireless access point.

SUMMARY:

Method, apparatus, and computer program product example embodiments provide

wireless position determination.
In an example embodiment of the invention, a method comprises:

scanning, by a wireless device, for signals from other wireless devices, including

identification information of the other wireless devices;

accumulating in a cache, identification information from the scanned signals for a

plurality of the other wireless devices;

sending a request including the identification information for the plurality of other
wireless devices, to a positioning server, requesting location information corresponding to

the identification information for the plurality of other wireless devices;

receiving from the positioning server location information corresponding to the

identification information for the plurality of other wireless devices; and

determining a current location of the wireless device based on the received

location information.
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In an example embodiment of the invention, the method further comprises:

accumulating in the cache, a history of identification information from the

scanned signals from a plurality of the other wireless devices.
In an example embodiment of the invention, the method further comprises:

accumulating in the cache, a history of identification information from the
scanned signals from a plurality of the other wireless devices in a background interval as

an ongoing process while other processes are running on the wireless device.
In an example embodiment of the invention, the method further comprises:

accumulating in the cache, a history of identification information from the
scanned signals, including at least one of MAC addresses, received signal strength
indication (RSSI), and frequency (F).

In an example embodiment of the invention, the method further comprises:

sending the request when ever there is an opportunity to communicate with the
positioning server, in a background interval as an ongoing process while other processes
are running on the wireless device.

In an example embodiment of the invention, the method further comprises:

sending the request to a nearby access point for forwarding over a backbone link
to the positioning server.

In an example embodiment of the invention, the method further comprises:

sending the request, including identification information for a plurality the
scanned other devices whose identification information has been accumulated in the
cache and which are not duplicates.

In an example embodiment of the invention, the method further comprises:

conducting, by the wireless device, scanning at intervals in a background process,

scanning beacon and probe packets from the other wireless devices.
In an example embodiment of the invention, the method further comprises:

storing, by the wireless device, scanning results in the cache, including an

observed MAC address and a time stamp for each scan.
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In an example embodiment of the invention, the method further comprises:

establishing, by the wireless device, a connection to the positioning server and
sending a positioning request based for a current scan and positioning requests for all

scans stored in the cache.
In an example embodiment of the invention, the method further comprises:

receiving, by the wireless device from the positioning server, a plurality of
location responses, one for each identification information from the scanned signals for a

plurality of the other wireless devices.
In an example embodiment of the invention, the method further comprises:

receiving, by the wireless device from the positioning server, a plurality of
location responses, one for each of a plurality of location requests, the location responses

being linked to corresponding identification information in the cache.
In an example embodiment of the invention, the method further comprises:

receiving, by the wireless device from the positioning server, a plurality of
location responses, one for each of a plurality of location requests, the location requests

being for unduplicated identification information in the cache.
In an example embodiment of the invention, the method further comprises:

accessing the cache of the wireless device, with a location request when a scanned
MAC address is a duplicate of a MAC address in identification information already in the

cache.
In an example embodiment of the invention, the method further comprises:

calculating, by the wireless device, the location information if a new MAC
address in new identification information is similar to one or more MAC addresses

associated with location information in a local location database of the wireless device.
In an example embodiment of the invention, an apparatus comprises:
at least one processor;

at least one memory including computer program code;
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the at least one memory and the computer program code configured to, with the at

least one processor, cause the apparatus at least to:

scan for signals from other wireless devices, including identification information

of the other wireless devices;

accumulate in a cache, identification information from the scanned signals for a

plurality of the other wireless devices;

send a request including the identification information for the plurality of other
wireless devices, to a positioning server, requesting location information corresponding to

the identification information for the plurality of other wireless devices;

receive from the positioning server location information corresponding to the

identification information for the plurality of other wireless devices; and

determine a current location of the apparatus based on the received location

information.

In an example embodiment of the invention, a computer program product
comprises computer executable program code recorded on a computer readable non-

transitory storage medium, the computer executable program code comprising;:

code for scanning, by wireless device, for signals from other wireless devices,

including identification information of the other wireless devices;

code for accumulating in a cache, identification information from the scanned

signals for a plurality of the other wireless devices;

code for sending a request including the identification information for the plurality
of other wireless devices, to a positioning server, requesting location information

corresponding to the identification information for the plurality of other wireless devices;

code for receiving from the positioning server location information corresponding

to the identification information for the plurality of other wireless devices; and

code for determining a current location of the wireless device based on the

received location information.
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In an example embodiment of the invention, a method comprises:

receiving in a server, a request including identification information for a plurality
of wireless devices, requesting location information corresponding to the identification

information for the plurality of other wireless devices; and

sending by the server, to the requester, location information corresponding to the

identification information for the plurality of wireless devices.
In an example embodiment of the invention, the method further comprises:

receiving the request including at least one of MAC addresses, received signal
strength indication (RSSI), and frequency (F) for the plurality of wireless devices.

In an example embodiment of the invention, an apparatus comprises:
at least one processor;
at least one memory including computer program code;

the at least one memory and the computer program code configured to, with the at

least one processor, cause the apparatus at least to:

receive a request including identification information for a plurality of wireless
devices, requesting location information corresponding to the identification information

for the plurality of other wireless devices; and

send to the requester, location information corresponding to the identification

information for the plurality of wireless devices.

In an example embodiment of the invention, a computer program product
comprises computer executable program code recorded on a computer readable non-

transitory storage medium, the computer executable program code comprising;:

code for receiving in a server, a request including identification information for a
plurality of wireless devices, requesting location information corresponding to the

identification information for the plurality of other wireless devices; and

code for sending by the server, to the requester, location information

corresponding to the identification information for the plurality of wireless devices.

The example embodiments of the invention provide wireless position

determination.
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DESCRIPTION OF THE FIGURES:

Figure 1A illustrates an example embodiment of the invention, depicting an
example network diagram showing a mobile wireless device including an active cache
and a local database for scanning in the background for signals from other wireless
devices, including identification information of the other wireless devices and
accumulating in the active cache, identification information from the scanned signals for
a plurality of the wireless access point devices, in accordance with at least one

embodiment of the present invention.

Figure 1B illustrates an example embodiment of the invention, depicting a first
stage in the active cache accumulating identification information from the scanned signals
for a plurality of the wireless access point devices and sending a positioning request for
location information about two or more of the scanned access point devices for which
locations are not currently known, in accordance with at least one embodiment of the

present invention.

Figure 1C illustrates an example embodiment of the invention, depicting a second
stage in the active cache accumulating identification information from the scanned signals
for a plurality of the wireless access point devices and sending a second positioning
request for location information about additional scanned access point devices for which
locations are not currently known, in accordance with at least one embodiment of the

present invention.

Figure 1D illustrates an example embodiment of the invention, depicting a third
stage in the active cache accumulating identification information from the scanned signals
for a plurality of the wireless access point devices and avoiding sending a positioning
request for location information about additional scanned access point devices with
duplicate identification information, in accordance with at least one embodiment of the

present invention.

Figure 2A illustrates an example embodiment of the invention, depicting the
example network diagram of Figure 1A, showing the mobile wireless device sending a
request including the identification information for the plurality of other wireless devices,

to a positioning server, requesting location information corresponding to the identification
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information for the plurality of other wireless devices, in accordance with at least one

embodiment of the present invention.

Figure 2B illustrates an example embodiment of the invention, depicting the
positioning server and global database receiving a request including identification
information for a plurality of wireless devices, requesting location information
corresponding to the identification information for the plurality of other wireless devices
and sending to the requester, the location information corresponding to the identification
information for the plurality of wireless devices, in accordance with at least one

embodiment of the present invention.

Figure 3A illustrates an example embodiment of the invention, depicting a request
packet including the identification information for the plurality of other wireless devices,
sent by the mobile wireless device to an access point connected to the positioning server,

in accordance with at least one embodiment of the present invention.

Figure 3B illustrates an example embodiment of the invention, depicting a
response packet including location information corresponding to the identification
information for the plurality of wireless devices, sent by the positioning server through an
access point to the mobile wireless device, in accordance with at least one embodiment of

the present invention.

Figure 4 illustrates an example embodiment of the invention, depicting an
example flow diagram of an example method, from the point of view of the mobile

wireless device, in accordance with at least one embodiment of the present invention.

Figure 5 illustrates an example embodiment of the invention, depicting an
example flow diagram of an example method, from the point of view of the positioning

sever and database, in accordance with at least one embodiment of the present invention.

Figure 6A illustrates a network of access points distributed at known locations in a
ceiling, showing the mobile wireless device at floor level beneath the ceiling, sending a
positioning request to one of the access points, which is forwarded over a backbone link
to the positioning server and database, in accordance with at least one embodiment of the

present invention.
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Figure 6B illustrates the network of access points distributed in the ceiling of
Figure 6A, showing the positioning server sending location responses to the mobile

wireless device, in accordance with at least one embodiment of the present invention.

Figure 7 illustrates an example embodiment of the invention, wherein examples of
removable storage media are shown, based on magnetic, electronic and/or optical
technologies, such as magnetic disks, optical disks, semiconductor memory circuit
devices, and micro-SD memory cards for storing data and/or computer program code as
an example computer program product, in accordance with at least one embodiment of

the present invention.

DISCUSSION OF EXAMPLE EMBODIMENTS OF THE INVENTION:

Example communication technologies that may benefit from example
embodiments of the invention, are organized into the following topics:

A. WLAN Communication Technology
1. IEEE 802.11 MAC Frames and Information Elements
2. IEEE 802.11 Beacon, Probe Request and Response
3. Generic Advertisement Service (GAS)
4. Wi-Fi Direct — Software Access Points
5. IEEE 802.11 Mesh Networks

B. WLAN Positioning with an Active Cache

A WLAN COMMUNICATION TECHNOLOGY

An example wireless network, such as a Wireless Local Area Network (WLAN)
may be organized as an independent basic service set (IBSS), mesh basic service set
(MBSS) or an infrastructure basic service set (BSS). Wireless devices in an independent
basic service set (IBSS) communicate directly with one another and there is no access
point (AP) in the IBSS. A mesh basic service set (MBSS) consists of autonomous
wireless devices that establish peer-to-peer wireless links that provide means for multi-

hop communication. An infrastructure basic service set (BSS) includes a wireless access

-9.-
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point that may be connected to one or more servers and peripheral devices by a wired
backbone connection. In an infrastructure BSS, the access point is a central hub to which
mobile wireless devices are wirelessly connected. The mobile wireless devices typically
do not communicate directly with one another, but communicate indirectly through the
access point. An access point may be connected to other access points by a wired
backbone connection in an extended service set (ESS). Mobile wireless devices may
roam from one wireless connection with one access point to a second wireless connection
with a second access point in the ESS, and still be linked to the first access point in the

ESS via the wired backbone connection.

The IEEE 802.11 standard specifies methods and techniques of wireless local arca
network (WLAN) operation. Examples include the IEEE 802.11b and 802.11g wireless
local area network specifications, which have been a staple technology for traditional
WLAN applications in the 2.4 GHz ISM band. The various amendments to the IEEE
802.11 standard were consolidated for IEEE 802.11a, b, d, ¢, g, h, 1, j protocols, into the
base standard IEEE 802.11-2007, Wireless Medium Access Control (MAC) and Physical

Layer (PHY) Specifications, June 2007. Since then, emerging broadband applications

have stimulated interest in developing very high-speed wireless networks for short range
communication, for example, the IEEE 802.11n, the planned IEEE 802.11ac, and the
planned IEEE 802.11ad WLAN specifications that are to provide a very high throughput
in higher frequency bands. Applications of these IEEE 802.11 standards include products
such as consumer electronics, telephones, personal computers, and access points for both

for home and office.

According to an example embodiment, wireless local area networks (WLANS)
typically operate in unlicensed bands. IEEE 802.11b and 802.11g WLANS have been a
staple technology for traditional WLAN applications in the 2.4 GHz ISM band and have a
nominal range of 100 meters. The IEEE 802.11ah WLAN standard is being developed
for operation in the 900 MHz ISM band and will have a greater range and lower

obstruction losses due to its longer wavelength.

- 10 -
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1. TIEEE 802.11 MAC Frames and Information Elements

There are three major types of medium access control (MAC) frames in the IEEE
802.11 protocol: the management frame, the control frame, and the data frame.
Management frames provide management services. Data frames carry payload data.
Control frames assist in the delivery of data frames. Each of these types of MAC frame
consists of a MAC header, a frame body, and a frame check sequence (FCS). The header
contains control information used for defining the type of 802.11 MAC frame and
providing information necessary to process the MAC frame, including the 48-bit MAC
address of the sender. The frame body contains the data or information included in either
management type or data type frames. The frame check sequence is a value representing
a cyclic redundancy check (CRC) over all the fields of the MAC header and the frame
body field.

MAC addresses are 48-bits long and are included in a field of the header of a
MAC frame. MAC addresses provide a unique identification of the transmitting device.
The MAC addresses may be universally administered addresses or locally administered
addresses. A universally administered address is uniquely assigned to a device by its
manufacturer as an Organizationally Unique Identifier (OUI). The first three octets in
transmission order identify the organization that issued the identifier. The next three
octets are assigned by that organization as unique address values. A locally administered
address may be assigned to a device by a network administrator, overriding the OUI.
Universally administered and locally administered addresses are distinguished by setting
a particular bit of the address. If the least significant bit of the most significant octet of an
address is set to (zero, the frame is a unicast frame. If the least significant bit of the most
significant address octet is set to one, the frame is a multicast MAC frame.

Management frames are used to provide management services that may be
specified by variable-length fields called information elements included in the MAC
frame body. An information element includes three fields: its function is identified by an
element ID field, its size is provided by a length field, and the information to deliver to

the recipient is provided in a variable-length information field.

- 11 -



WO 2013/117966 PCT/IB2012/050618

2. IEEE 802.11 Beacon, Probe Request and Response

a. Beacon

The beacon frame is a management frame that is transmitted periodically to allow
wireless devices to locate and identify a network. The beacon frame includes the fields:
timestamp, beacon interval, and capability information. The timestamp contains the value
of the device's synchronization timer at the time that the frame was transmitted. The
capability information field is a 16-bit field that identifies the capabilities of the device.
The information elements in a beacon frame are the service set identifier (SSID), the
supported rates, one or more physical parameter sets, an optional contention-free

parameter set, and an optional traffic indication map.

i Infrastructure BSS Networks with Access Point

In an infrastructure BSS networks with an Access Point, beacon frames are used
for enabling wireless devices to establish and maintain orderly communications. The
beacon frames are transmitted by the Access Points at regular intervals and include a
frame header and a body with various information, including a SSID identifying the name
of a specific WLAN and a beacon interval specifying the intended time interval between
two beacon transmissions. One purpose of the beacon frames is to inform the wireless
devices about the presence of an Access Point in the area. The access point in an
infrastructure BSS IEEE 802.11 WLAN network, may be a central hub that relays all
communication between the mobile wireless devices (STAs) in an infrastructure BSS. If
a STA in an infrastructure BSS wishes to communicate a frame of data to a second STA,
the communication may take two hops. First, the originating STA may transfer the frame
to the AP. Second, the AP may transfer the frame to the second STA. In an
infrastructure BSS, the AP may transmit beacons or respond to probes received from
STAs. After a possible authentication of a STA that may be conducted by the AP, an
association may occur between the AP and a STA enabling data traffic to be exchanged
with the AP. The Access Point in an Infrastructure BSS may bridge traffic out of the BSS
onto a distribution network. STAs that are members of the BSS may exchange packets

with the AP.

-12-
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ii, Ad Hoc IBSS Networks

The first ad hoc wireless device to become active establishes an IBSS and starts
sending beacons to inform the other wireless devices about the presence of an ad hoc
network in the area. Other ad hoc wireless devices may join the network after receiving a
beacon and accepting the IBSS parameters, such as the beacon interval, found in the
beacon frame.

Each wireless device that joins the ad hoc network may send a beacon periodically
if it doesn't hear a beacon from another device within a short random delay period after
the beacon is supposed to be sent. If a wireless device doesn't hear a beacon within the
random delay period, then the wireless device assumes that no other wireless devices are
active in the ad hoc network and a beacon needs to be sent.

A beacon signal is periodically transmitted from the ad hoc network. The beacon

frame is transmitted periodically and includes the address of the sending device.

b. Probe Request

The probe request frame is a management frame that is transmitted by a wireless
device attempting to quickly locate a wireless local area network (LAN). It may be used
to locate independent basic service sets (IBSSs), infrastructure basic service sets (BSSs)
or mesh basic service sets (MBSSs) only or any of them, . It may be used to locate a
wireless LAN with a particular SSID or to locate any wireless LAN. The probe request
frame may contain a service attribute request.

For active scans, the wireless device either broadcasts or unicasts a probe request
on the channel it is scanning. It may set the SSID in the probe request to a wildcard SSID
or to a specific SSID value. It may set the BSSID in the probe request a wildcard BSSID
or to a specific BSSID value. With these options the wireless device can look for any
SSID or BSSID, any representative of a specific SSID or a specific BSSID. The wireless
device will add any received beacons or probe responses to a cached BSSID scan list.
For passive scans, the wireless device does not send a probe request, but instead, listens
on a channel for a period of time and adds any received beacons or probe responses to its
cached BSSID scan list. The wireless device may scan both infrastructure and ad hoc
networks, regardless of the current setting of its network mode. The wireless device may

use either the active or passive scanning methods, or a combination of both scanning

- 13-
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methods. The wireless device performs the scan across all the frequency channels and

bands that it supports.

i Infrastructure BSS Networks with Access Point

The wireless device may transmit a probe request and receive a probe response
from the access point in the BSS. The probe request is transmitted by a wireless device to
obtain information from another station or access point. For example, a wireless device
may transmit a probe request to determine whether a certain access point is available. In
the infrastructure BSS, only the AP responds to probe requests. The probe response sent
back by the AP contains a timestamp, beacon interval, and capability information. It also
includes the SSID of the BSS, supported rates, and PHY parameters. The wireless device
STA may learn that the access point AP will accept the STA’s credentials.

Exemplary rules applied by the scanning wireless device (i.e. scanner) and the
APs with active scanning are as follows:

1) Scanner (for each channel to be scanned):
a. Transmit a probe request frame (or multiple of thereof) with the SSID and
the BSSID fields set as per the scan command;
b. Reset ProbeTimer to zero and start it upon the probe request transmission;
c. Ifnothing is detected (any signal with high enough energy) on the channel
before the ProbeTimer reaches MinChannelTime (a.k.a.
Min_Probe Response Time), then go to scan the next channel (if any),
else when the ProbeTimer reaches MaxChannelTime (i.e.,
Max_Probe Response Time), process all received probe responses and go
to scan the next channel ( if any).
2) APs:
a. An AP may respond with a probe response only if:
1. The Address 1 field in the probe request frame is the broadcast
address or the specific MAC address of the AP; and
ii. The SSID in the probe request is the wildcard SSID, the SSID in
the probe request is the specific SSID of the AP, or the specific
SSID of the AP is included in the SSID list element of the probe

- 14 -
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request, or the Address 3 field in the probe request is the wildcard
BSSID or the BSSID of the AP.
b. Some further conditions may be set as well for the generation of a probe
response.
In general, the probe request transmitter specifies the conditions that wireless
devices need to meet in order to respond to with a probe response. All wireless devices
that fulfill the condition try to send a probe response frame. The active scanning

mechanism defines the signaling.

ii, Ad Hoc IBSS Networks

The effect of receiving a probe request is to cause the wireless device to respond
with a probe response if the conditions indicated in the probe request are met. When a
wireless device arrives within the communication range of any member of an ad hoc
network, its probe request frame inquiry signals are answered by a member of the ad hoc
network detecting the inquiry. A device in an ad hoc network that broadcasted the latest
beacon in the network responds to the probe request frame inquiry signals with a probe
response containing the address of the responding device. The probe response frame also
includes the timestamp, beacon interval, capability information, information elements of
the SSID, supported rates, one or more physical parameter sets, the optional contention-
free parameter set, and the optional ad hoc network parameter set.

Once a device has performed an inquiry that results in one or more ad hoc
network descriptions, the device may choose to join one of the ad hoc networks. The
joining process may be a purely local process that occurs entirely internal to the wireless
device. There may be no indication to the outside world that a device has joined a
particular ad hoc network. Joining an ad hoc network may require that all of the wireless
device's MAC and physical parameters be synchronized with the desired ad hoc network.
To do this, the device may update its timer with the value of the timer from the ad hoc
network description, modified by adding the time elapsed since the description was
acquired. This will synchronize the timer to the ad hoc network. The BSSID of the ad hoc
network may be adopted, as well as the parameters in the capability information field.
Once this process is complete, the wireless device has joined the ad hoc network and is

ready to begin communicating with the devices in the ad hoc network.
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C. Probe Response

The probe response sent back by a wireless device that met the conditions set by
the received probe request contains a timestamp, beacon interval, and capability
information. It also includes the SSID of the BSS, supported rates, and PHY parameters.

According to an example embodiment, standard spacing intervals are defined in
the IEEE 802.11 specification, which delay a station’s access to the medium, between the
end of the last symbol of the previous frame and the beginning of the first symbol of the
next frame. The short interframe space (SIFS), the shortest of the interframe spaces, may
allow acknowledgement (ACK) frames and clear to send (CTS) frames to have access to
the medium before others. The longer duration distributed coordination function (DCF)
interframe space (IFS) or DCF Interframe Space (DIFS) interval may be used for
transmitting data frames and management frames.

According to an example embodiment, after the channel has been released, IEEE
802.11 and before a probe response is transmitted, wireless devices normally employ a
spectrum sensing capability during the SIFS interval or DIFS interval, to detect whether
the channel is busy. A carrier sensing scheme may be used wherein a node wishing to
transmit a probe response has to first listen to the channel for a predetermined amount of
time to determine whether or not another node is transmitting on the channel within the
wireless range. If the channel is sensed to be idle, then the node may be permitted to
begin the transmission process. If the channel is sensed to be busy, then the node may
delay its transmission of a probe response for a random period of time called the backoff
interval. In the DCF protocol used in IEEE 802.11 networks, the stations, on sensing a
channel idle for DIFS interval, may enter the backoff phase with a random value between
0 and a maximum value CWmin. The backoff counter may be decremented from this
selected value as long as the channel is sensed idle for a predetermined time interval.
After every received frame one may however wait for a DIFS before sensing the channel

status and resuming backoff counter update.

3. Generic Advertisement Service (GAS)

IEEE 802.11u-2011 is an amendment to the IEEE 802.11-2007 base standard
published as IEEE 802.11u-2011, Wireless LAN Medium Access Control (MAC) and

Physical Layer (PHY) Specifications, Amendment 9: Interworking with External
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Networks, February 25, 2011. IEEE 802.11u-2011 adds features to improve interworking
with external networks. TEEE 802.11u-2011 amendment establishes MAC and physical
layer PHY protocols for an interworking service to permit a wireless device to exchange
information with an external network, to enable the selection of networks to connect to,
and to enable access to emergency services. A GAS is specified in the IEEE 802.11u
amendment to enable mobile wireless devices or STAs to discover the availability of
information related to desired network services. For example, the GAS enables discovery
of information about services provided in an infrastructure basic service set, information
about local access services, information from available Subscription Service Providers
(SSP) and/or Subscription Service Provider Networks (SSPNs) or other external
networks. GAS enables a wireless device to transmit a generic advertisement service
initial request frame to request information about network services from access points and
it enables an access point to use a generic container, a GAS initial response frame, to
advertise information about network services over an IEEE 802.11 network. The GAS
protocol has been proposed to be updated to operate with broadcast request and response
messages. Public action frames are used to transport the GAS initial request frame and

the GAS initial response frame.

4. Wi-Fi Direct

The Wi-Fi Alliance has developed a Wi-Fi Peer-to-Peer technology named Wi-Fi
Direct™ that is specified in the Wi-Fi Alliance Peer-to-Peer Specification, October 2010.

Wi-Fi Direct is also referred to herein as Peer-to-Peer (P2P) or Device-to-Device (D2D).
Wi-Fi Direct enables IEEE 802.11a, g, or n devices to connect to one another, peer-to-
peer, without prior setup or the need for wireless access points. Devices that support Wi-
Fi Direct may discover one another and advertise available services. Wi-Fi Direct
devices support typical Wi-Fi ranges and the same data rates as can be achieved with an
802.11a, g, or n infrastructure connection. When a device enters the range of the Wi-Fi

Direct device, it may connect to it using the specified protocol.

Wi-Fi Direct enables wireless devices that support Wi-Fi Direct, to connect to one
another, point-to-point, without joining an infrastructure network. Wireless devices that
support the specification will be able to discover one another and advertise available

services. Wi-Fi Direct devices will support typical Wi-Fi ranges and the same data rates
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as can be achieved with an infrastructure connection. Wi-Fi Direct provides point-to-
point connections for networks by embedding a software access point into any Wi-Fi

Direct devices.

Wi-Fi Direct-certified devices may create direct connections between each other
without requiring the presence of a traditional Wi-Fi infrastructure network of an access
point or router. Wi-Fi Direct Device Discovery and Service Discovery features allow
users to identify available devices and services before establishing a connection, for
example, discovering which Wi-Fi Direct devices have a printer. Wi-Fi Direct devices

may use Wi-Fi Protected Setup to create connections between devices.

A Wi-Fi Direct device is capable of a peer-to-peer connection and may support
either an infrastructure network of an access point or router or a peer-to-peer connection.
Wi-Fi Direct devices may join infrastructure networks as stations (STAs). Wi-Fi Direct
devices may connect by forming groups in a one-to-one or one-to-many topology. The
groups functions in a manner similar to an infrastructure basic service set. A single Wi-Fi
Direct device will be the group owner that manages the group, including controlling
which devices are allowed to join and when the group is started or terminated. The group
owner is responsible for responding to probe requests in a similar manner as an AP of an
infrastructure BSS. The group owner will appear as an access point to legacy client
devices. A significant difference between a group owner and an access point is that it is

optional for the group owner to route and forward traffic between clients associated to it.

Wi-Fi Direct devices include Wi-Fi Protected Setup Internal Registrar
functionality. A Wi-Fi Direct device may be a group owner of a group and may be able
to negotiate which device adopts this role when forming a group with another Wi-Fi
Direct device. A group may include both Wi-Fi Direct devices and legacy devices (i.e.,
that are not compliant with the Wi-Fi Alliance Peer-to-Peer Specification). Legacy

devices may only function as clients within a group.

Wi-Fi Direct devices may support discovery mechanisms. Device discovery is
used to identify other Wi-Fi Direct devices and establish a connection by using a scan
similar to that used to discover infrastructure access points. If the target is not already
part of a group, a new group may be formed. If the target is already part of a group, the
searching Wi-Fi Direct device may attempt to join the existing group. Wi-Fi Protected

Setup may be used to obtain credentials from the group owner and authenticate the
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searching Wi-Fi Direct device. Wi-Fi Direct devices may include service discovery that
enables the advertisement of services supported by higher layer applications to other Wi-
Fi Direct devices. Service discovery may be performed at any time (e.g. even before a

connection is formed) with any other discovered Wi-Fi Direct device.

A Group may be created by a single Wi-Fi Direct device. When forming a
connection between two Wi-Fi Direct devices, a group may be formed automatically and
the devices may negotiate to determine which device is the group owner. The group
owner may decide if this is a temporary (single instance) or persistent (multiple, recurring
use) group. After a group is formed, a Wi-Fi Direct device may invite another Wi-Fi
Direct device to join the group. The decision of whether or not to accept an invitation

may be left to the invited Wi-Fi Direct device.

S. IEEE 802.11 Mesh Networks

IEEE 802.11s is an IEEE 802.11 amendment for mesh networking, defining how
wireless devices may interconnect to create a WLAN mesh network. In IEEE 802.11s
networks, a wireless distribution system (DS) to which an access point (AP) connects
may be replaced by a mesh of interoperable wireless links or multi-hop paths. End
stations may establish interoperable peer-to-peer wireless links with neighboring end
stations and APs in an 802.11 wireless mesh network. Mesh stations or mesh points may
support mesh services in interoperable formation and operation of a Mesh Basic Service
Set (MBSS). A mesh basic service set (MBSS) is a basic service set (BSS) that forms a
self-contained network of mesh points, and which may be used as a distribution system
(DS).

Mesh points that are members in an 802.11 WLAN mesh network, broadcast
probe requests to discover candidate neighbors and obtain information about neighbors
based on information elements (IEs) in probe response frames and in beacons. A mesh
point performs passive or active scans to discover neighbor mesh points. A discovered
mesh point may be considered a candidate peer mesh point if:

1. A beacon or probe response frame is received from the discovered mesh
point;

2. The received beacon or probe response frame contains a mesh ID that

matches the mesh ID of the scanning mesh point’s mesh profile; and
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3. The received beacon or probe response frame contains an appropriate
mesh configuration element.

All mesh point devices have the same capability and each mesh point is capable of
forward traffic. Each mesh point transmits Beacons as per beacon interval determined by
each mesh point individually. Mesh points authenticate each other and provide a means to
establish and manage links and peerings between mesh points. Peering is a logical
relationship between two neighboring mesh points. A mesh network operates on the
medium access control (MAC)-level and may operate as a bridge. Data type frame
transmissions occur in links that a mesh point establishes with neighbor mesh points. A
link is a result of a peering in which two neighboring mesh points authenticate each other.
Actual data delivery occurs across paths that are established on top of links. Paths are
either single-hop or multi-hop paths depending on the number of links along the path.
Any higher layer, e.g. the internet protocol (IP) layer for networking, considers a mesh as
a single hop and does not need to be aware of mesh operations.

A logical peering: relationship is established from one mesh point to another mesh
point with a mesh peering management protocol. Mesh points participate with other
mesh points in mesh functionalities such as path selection and forwarding. Mesh points
may propagate mesh frames over multiple hops and connectivity is provided to all
member mesh points.

IEEE 802.11s networks are described in the IEEE P802.11s™/ Standard for
Information Technology- Telecommunications and information exchange between
systems- Local and metropolitan area networks- Specific requirements- Part 11: Wireless
LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications
Amendment 10: Mesh Networking, dated September 2011.

B. WLAN Positioning With An Active Cache

Wireless local area networks (WLANS) are an example environment that may be
used in the following example embodiments of the invention. However, example
embodiments of the invention are applicable to other environments as well.

Example WLANS that may be available for WLAN positioning include, for
example, IEEE 802.11, Digital Enhanced Cordless Telecommunications (DECT), and
HiperLAN networks.
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WLAN discovery mechanisms include passive and active scanning. A device or
station that uses the discovery mechanisms is said to be in discovery state. In the passive
scanning mode, a device or station in the discovery state listens to a channel for no longer
than an interval determined for the scan. In practice, the passively scanning device looks
for beacon frames from any wireless networks or representatives of wireless networks or
alternatively beacon frames that meet a given criterion, such as a device address or
network ID. When a device in the discovery state uses the active scanning, it generates
probe request frames and transmits them to request APs to reply with probe response
frames, as discovery responses, providing requested information.

The Generic Advertisement Service is an active discovery mechanism wherein
mobile wireless devices or STAs in the discovery state may discover the availability of
information related to desired network services. Generic Advertisement Service enables a
wireless device to transmit a Generic Advertisement Service initial request frame to
request information about network services from devices representing the network (as an
example, access points) and it enables the devices to use a generic container, a Generic
Advertisement Service initial response frame, as discovery responses, to advertise
information about network services over an IEEE 802.11 network.

Wireless networks have been used for positioning by mapping their locations,
such as the latitude and longitude coordinates, with their unique IDs, such as their MAC
addresses. Usually, the mapping is either done by crowd-sourcing, where voluntary
users/collectors are contributing to the mapping with their own devices. Another
technique is wardriving, where the data collection is done in a managed and coordinated
manner to gather all of the relevant data by carefully mapping a pre-defined
region/city/country, with equipment dedicated for that purpose.

Once the mapping data is collected, it is stored in global databases that may
consist of millions of entries describing the identified network nodes, such as the location,
ID type, frequency, and the like.

In principle, any wireless network may be mapped and used for positioning.
However, in practice, fixed network infrastructures are primarily used for mapping, such
as cellular networks and WLAN infrastructure networks.

The database servers containing the location information of the nodes, typically
reside in data centers that have collected and maintain the data. The mapping data in the

global databases that may be used for:

-21 -



WO 2013/117966 PCT/IB2012/050618

1) On-line positioning — Device is sending the ID(s) of the observed node(s)
to the global database server and the server converts this into actual coordinates/estimate
of the device’s location and sends it back to the device

2) Off-line positioning — Device has a pre-installed/downloaded database
covering, for example, just one country or a region, that may be used for positioning
without constant communication with the global mapping servers. The device resident
database is typically just a subset of the database in the global mapping servers. For
example, the total number of WLAN nodes in the world is estimated to several hundreds
of millions, so it is virtually impossible to fit all the location data of the WLAN nodes
into the device’s memory.

Figure 1A illustrates an example embodiment of the invention, depicting an
example network diagram showing a mobile wireless device 100 including an active
cache 114 and a local database 120 for scanning in the background for signals from other
wireless devices, such as the access points 150A, 150B, and 150C. The signals may be
WLAN probe or beacon packets 120A, 120B, and 120C including identification
information of the other wireless devices, such as their MAC addresses. The signals
120A, 120B, and 120C may also be characterized by their received signal strength
indication (RSSI), an indication of the power level being received by the antenna. The
signals 120A, 120B, and 120C may also be characterized by their frequency (F) or other
physical or informational attributes. The signals 120A, 120B, and 120C may be scanned
during sampling intervals, for example a sampling interval of several second conducted
periodically every minute in the background as an ongoing process while other processes
may be running on the wireless device 100. Each sampling interval may be time stamped.
During a sampling interval, each of the signals 120A, 120B, and 120C may be detected
and identification information, such as its MAC address, received signal strength
indication (RSSI), frequency (F) or other physical and/or informational attributes, may be
recorded and time stamped in the active cache 114.

The active cache 114 accumulates a history of identification information from the
scanned signals for a plurality of the wireless access point devices 150A, 150B, and 150C.
The accumulation of the history of the identification information is conducted in the
background as an ongoing process while other processes may be running on the wireless

device 100, in accordance with at least one embodiment of the present invention.
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In an example embodiment of the invention, the mobile wireless device 100 may
request location data for all MAC addresses of the WLAN nodes that it detects by
scanning, for those detected nodes that are currently without location data in the cache.
The scanning and detection is performed and the MAC address, received signal strength
indication (RSSI), frequency (F) may be accumulated in the background. When ever
there is an opportunity to communicate with the positioning server and database 160, the
mobile wireless device 100 prepares a positioning request packet that includes a plurality
of all identification information of the WLAN nodes that it detects that are not duplicates.
The positioning request packet is then sent to a nearby access point, such as 150A, and
the request is forwarded over the backbone link 105 to the positioning server and database
160. Thus, instead of requesting a single location for a single node whose MAC address,
received signal strength indication (RSSI), and frequency (F) is currently detected, a
plurality of the locations are requested for all the detected WLAN nodes accumulated in
the cache, which are not duplicates. The scanning, detection, and accumulation of
identification information, such as MAC address, received signal strength indication
(RSSI), frequency (F), is an ongoing background process, that runs even though the
device 100 is not in a positioning or navigation mode. Moreover, the preparation and
sending of the positioning request packet to the positioning server and database 160 is
opportunistic, taking place when a suitable connection to an access point, such as 150A,
is available. In this manner, the coverage of the active cache is expanded and mapping
data is immediately available for rapid navigation and other applications. The location
data requested from the position server 160, which has been accumulated in the active
cache 114 during background operation of the cache, is based not only on the current
location of the device, but on the history of locations visited by the device.

In an example embodiment of the invention, may include the following features:

A. The device may carry out WLAN scans in the background e.g. at a
reasonable interval (e.g. once a minute or even more infrequently). It is also possible to
use only the scans done by the WLAN-only device by default e.g. for WLAN
connectivity management.

B. The scan results (observed MAC addresses) may be stored in a local

database (cache).
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C. When the device makes a positioning request to the servers, the WLANS in
the current scan and also all the WLAN nodes (MAC addresses) in the cache without
location may be sent to the server to obtain their location data.

D. The server may send the locations for all the MAC addresses included in
the request back to the device.

E. The device may calculate its current position based on the returned
location data. The WLAN nodes (MAC addresses) in the cache may be updated with

location data (coordinates) for possible future.

In an example embodiment of the invention, may include the following features:

A. The device may carry out WLAN scans in the background e.g. at a
reasonable interval (e.g. once a minute or even more infrequently). It may also be
possible to use only the scans done by the WLAN-only device by default e.g. for
connectivity management.

B. The scan results may be stored in a local database (cache) as such i.e. the
observed MAC address per each scan are e.g. time stamped or otherwise linked to each
other.

C. When the device has a connection to the positioning server, the device
may not only send a positioning request based on the current scan, but it may also send
positioning requests for all the scans stored in the cache.

D. The server may send the locations responses back to the device, one
response per request (scan).

E. The location responses may be linked to the cached scans. If a new
positioning request is done roughly at the same location than any of the cached scans i.c.
the observed WLAN nodes (MAC addresses) are substantially the same, the location
request may not sent to the server, but the location response (coordinates) may be taken
from the cache.

In an example embodiment of the invention, may include the following features:

A. The device may carry out WLAN scans in the background e.g. at a
reasonable interval (e.g. once a minute or even more infrequently). It may also be
possible to use only the scans done by the WLAN-only device by default e.g. for

connectivity management.
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B. The scan results may be stored in a local database (cache) as such i.e. the
observed MAC address per each scan may be ¢.g. time stamped or otherwise linked to
cach other.

C. When the device has a connection to the positioning server, the device
may not only send a positioning request based on the current scan, but it may also send
positioning requests for all the scans stored in the cache.

D. The server may send the locations responses back to the device, one
response per request (scan).

E. The location responses may be used to define approximate locations for all
the MAC:s in the cached scans and the locations may be stored in the local WLAN node
location database. If the WLAN node (MAC address) already exists in the location
database, the location may be updated based on the latest information.

F. If a new positioning request is done and the majority of the MAC
addresses are in the local location database, the position may be calculated in the device
without any interaction with the servers.

The mobile wireless device 100 of Figure 1A includes processor 122 that may
access random access memory RAM 126 and/or read only memory ROM 127 in order to
obtain stored program code and data for use during processing. RAM 126 or ROM 127
may generally include removable or imbedded memories that operate in a static or
dynamic mode. Further, RAM 126 or ROM 127 may include rewritable memories such
as Flash, EPROM, etc. Examples of removable storage media based on magnetic,
electronic and/or optical technologies such as magnetic disks, optical disks,
semiconductor memory circuit devices, and micro-SD memory cards are shown at 135
and in Figure 7, and may serve, for instance, as a program code and data input/output
means. Code may include any interpreted or compiled computer language including
computer-executable instructions. The code and/or data may be used to create software
modules such as operating systems, communication utilities, user interfaces, more

specialized program modules, etc.

The mobile wireless device 100 may be, for example, a miniature device such as a
key fob, smart card, jewelry, or the like. The mobile wireless device 100 may be, for
example, a larger device such as a cell phone, smart phone, flip-phone, PDA, graphic pad,

or even larger devices such as a laptop computer, an automobile dashboard, and the like.
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Figure 1B illustrates an example embodiment of the invention, depicting a first
stage in the active cache 114 accumulating identification information in the background,
such as MAC address, received signal strength indication (RSSI), and/or frequency (F)
from the scanned probe or beacon signals 120A, 120B, and 120C for a plurality of the
wireless access point devices 150A, 150B, and 150C. The mobile wireless device 100, at
an opportune moment when wireless connectivity to an access point is available, sends a
positioning request 102 to the positioning server and database 160 via an access point,
such as 150A, and via the backbone link 105, for location information about two or more
of the scanned access point devices that are not duplicates, for which locations are not
currently known. The positioning server and database 160 is shown responding with a

location response 104 to the mobile wireless device 100 via an access point.

Figure 1C illustrates an example embodiment of the invention, depicting a second
stage in the active cache 114 accumulating identification information in the background,
such as MAC address, received signal strength indication (RSSI), and/or frequency (F),
from the scanned probe or beacon signals 120A, 120B, and 120C for a plurality of the
wireless access point devices 150A, 150B, and 150C. The mobile wireless device 100, at
an opportune moment when wireless connectivity to an access point is available, sends a
second positioning request 102 for location information about additional scanned access
point devices that are not duplicates, for which locations are not currently known, in
accordance with at least one embodiment of the present invention. The positioning server
and database 160 is shown responding with a location response 104 to the mobile wireless

device 100 via an access point.

Figure 1D illustrates an example embodiment of the invention, depicting a third
stage in the active cache 114 accumulating identification information in the background,
such as MAC address, received signal strength indication (RSSI), and/or frequency (F),
from the scanned probe or beacon signals 120A, 120B, and 120C for a plurality of the
wireless access point devices 150A, 150B, and 150C. The mobile wireless device 100
avoids sending a positioning request 102 for location information about additional
scanned access point devices with duplicate identification information, in accordance

with at least one embodiment of the present invention.

Figure 2A illustrates an example embodiment of the invention, depicting the

example network diagram of Figure 1A, showing the mobile wireless device 100 sending
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a positioning request 102 including the identification information for the plurality of other
wireless devices, to a positioning server and database 160 via the access point 150A. The
positioning request 102 requests location information corresponding to the identification
information for the plurality of other wireless devices, in accordance with at least one
embodiment of the present invention. The positioning server and database 160 is shown
responding with a location response 104 to the mobile wireless device 100 via the access

point 150A.

In an example embodiment of the invention, the positioning server and database
160 of Figure 2A includes processor 122 that may access random access memory RAM
126’ and/or read only memory ROM 127’ in order to obtain stored program code and data
for use during processing. RAM 126’ or ROM 127’ may generally include removable or
imbedded memories that operate in a static or dynamic mode. Further, RAM 126’ or
ROM 127’ may include rewritable memories such as Flash, EPROM, etc. Examples of
removable storage media based on magnetic, electronic and/or optical technologies such
as magnetic disks, optical disks, semiconductor memory circuit devices, and micro-SD
memory cards are shown at 135 and in Figure 7, and may serve, for instance, as a
program code and data input/output means. Code may include any interpreted or
compiled computer language including computer-executable instructions. The code
and/or data may be used to create software modules such as operating systems,

communication utilities, user interfaces, more specialized program modules, etc.

Figure 2B illustrates an example embodiment of the invention, depicting the
positioning server 170 receiving a positioning request 102 including MAC address,
received signal strength indication (RSSI), and/or frequency (F) as identification
information for a plurality of wireless access point devices 150A, 150B, and 150C,
requesting location information corresponding to the identification information for the
plurality of devices 150A, 150B, and 150C. The positioning server 170 is shown
processing the MAC address identification information and outputting location-related
data to the global database 140. The positioning request 102 may include identification
information received from multiple devices 150A, 150B, and 150C during a sampling
interval at the mobile wireless device 100. The positioning request 102 may include
identification information, such as MAC address, received signal strength indication

(RSSI), frequency (F) and/or other physical and/or informational attributes, received in
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the signals 120A, 120B, and 120C in a sampling interval by the mobile wireless device
100. The pattern of this identification information, analogous to a fingerprint, may
characterize the location of the mobile wireless device 100 during the time stamped
sampling interval. The positioning server 170 receiving the positioning request 102, may
analyze the patterns of this identification information and generate probability values of
the location of the mobile wireless device 100 during the time stamped sampling interval.
This location-related data may then be output to the global database 140.

The global database 140 may include data representing Wi-Fi hot spot maps of
certain geographic areas, including the interiors of buildings. Figure 2B depicts a Wi-Fi
hot spot map of Washington, DC, which correlates the location-related data of wireless
access points with the latitude and longitude of the locations of the access points. The
figure shows the global database 140 sending to the requester, the location response 104
with the location information corresponding to the identification information for the
plurality of wireless devices, in accordance with at least one embodiment of the present

invention.

Figure 3A illustrates an example embodiment of the invention, depicting a request
packet 102 that may include the MAC address, received signal strength indication (RSSI),
frequency (F) and/or other physical and/or informational attributes of the identification
information for the plurality of wireless access point devices 150B and 150C, sent by the
mobile wireless device 100 to an access point 150A connected to the positioning server
and global database 160, in accordance with at least one embodiment of the present

invention.

Figure 3B illustrates an example embodiment of the invention, depicting a
response packet 104 including latitude and longitude coordinate location information
corresponding to the identification information for the plurality of wireless access point
devices 150B and 150C, sent by the positioning server and global database 160 through
the access point 150A to the mobile wireless device 100, in accordance with at least one

embodiment of the present invention.

Figure 4 illustrates an example embodiment of the invention, depicting an
example flow diagram 320 of an example method, from the point of view of the mobile
device 100, in accordance with at least one embodiment of the present invention. The

steps of the flow diagram represent computer code instructions stored in the RAM and/or
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ROM memory of the device, which when executed by the central processing units (CPU)
124 and/or 125, carry out the functions of the example embodiments of the invention.
The steps may be carried out in another order than shown and individual steps may be

combined or separated into component steps. The flow diagram has the following steps:

Step 322: scanning, by a wireless device, for signals from other wireless devices,

including identification information of the other wireless devices;

Step 324: accumulating in a cache, identification information from the scanned

signals for a plurality of the other wireless devices;

Step 326: sending a request including the identification information for the
plurality of other wireless devices, to a positioning server, requesting location information

corresponding to the identification information for the plurality of other wireless devices;

Step 328: receiving from the positioning server location information
corresponding to the identification information for the plurality of other wireless devices;

and

Step 330: determining a current location of the wireless device based on the

received location information.

Figure 5 illustrates an example embodiment of the invention, depicting an
example flow diagram 620 of an example method, from the point of view of the
positioning sever and database 160, in accordance with at least one embodiment of the
present invention. The steps of the flow diagram represent computer code instructions
stored in the RAM and/or ROM memory of the apparatus, which when executed by the
central processing units (CPU) 124 and/or 125, carry out the functions of the example
embodiments of the invention. The steps may be carried out in another order than shown
and individual steps may be combined or separated into component steps. The flow

diagram has the following steps:

Step 622: receiving a request including identification information for a plurality of
wireless devices, requesting location information corresponding to the identification

information for the plurality of other wireless devices; and

Step 624: sending to the requester, location information corresponding to the

identification information for the plurality of wireless devices.
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Figure 6A illustrates a network of access points 150A, 150B, 150C, 150D
distributed at known locations in a ceiling 1002, showing the mobile wireless device 100
at floor level beneath the ceiling, sending a positioning request 102 to one of the access
points 150A, which is forwarded over a backbone link 105 to the positioning server and

database 160, in accordance with at least one embodiment of the present invention.

The mobile wireless device 100 of Figure 6 A may include removable or imbedded
memories that operate in a static or dynamic mode. The mobile wireless device 100 of
Figure 6A may include rewritable memories such as Flash, EPROM, etc. Examples of
removable storage media based on magnetic, electronic and/or optical technologies such
as magnetic disks, optical disks, semiconductor memory circuit devices, and micro-SD
memory cards are shown at 135 and in Figure 7, and may serve, for instance, as a
program code and data input/output means. Code may include any interpreted or
compiled computer language including computer-executable instructions. The code
and/or data may be used to create software modules such as operating systems,

communication utilities, user interfaces, more specialized program modules, etc.

Figure 6B illustrates the network of access points S0A, 150B, 150C, 150D
distributed in the ceiling 1002 of Figure 6 A, showing the positioning server and database
160 sending location responses 104 to the mobile wireless device 100 via the backbone
link 105 and access point 150A, in accordance with at least one embodiment of the

present invention.

Figure 7 illustrates an example embodiment of the invention, wherein examples of
removable storage media 135 are shown, based on magnetic, electronic and/or optical
technologies, such as magnetic disks, optical disks, semiconductor memory circuit
devices, and micro-SD memory cards, for storing data and/or computer program code as
an example computer program product, in accordance with at least one embodiment of

the present invention.

Using the description provided herein, the embodiments may be implemented as a
machine, process, or article of manufacture by using standard programming and/or
engineering techniques to produce programming software, firmware, hardware or any

combination thereof.
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Any resulting program(s), having computer-readable program code, may be
embodied on one or more computer-usable media such as resident memory devices, smart
cards or other removable memory devices, or transmitting devices, thereby making a
computer program product or article of manufacture according to the embodiments. As
such, the terms "article of manufacture" and "computer program product” as used herein
are intended to encompass a computer program that exists permanently or temporarily on

any computer-usable non-transitory medium.

As indicated above, memory/storage devices include, but are not limited to, disks,
optical disks, removable memory devices such as smart cards, SIMs, WIMs,
semiconductor memories such as RAM, ROM, PROMS, etc. Transmitting mediums
include, but are not limited to, transmissions via wireless communication networks, the
Internet, intranets, telephone/modem-based network communication, hard-wired/cabled
communication network, satellite communication, and other stationary or mobile network

systems/communication links.

Although specific example embodiments have been disclosed, a person skilled in
the art will understand that changes can be made to the specific example embodiments

without departing from the spirit and scope of the invention.
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CLAIMS:
What is claimed is:
1. A method, comprising;:

scanning, by a wireless device, for signals from other wireless devices, including

identification information of the other wireless devices;

accumulating in a cache, identification information from the scanned signals for a

plurality of the other wireless devices;

sending a request including the identification information for the plurality of other
wireless devices, to a positioning server, requesting location information corresponding to

the identification information for the plurality of other wireless devices;

receiving from the positioning server location information corresponding to the

identification information for the plurality of other wireless devices; and

determining a current location of the wireless device based on the received

location information.

2. The method of claim 1, further comprising;:

accumulating in the cache, a history of identification information from the

scanned signals from a plurality of the other wireless devices.

3. The method of claim 1, further comprising;:

accumulating in the cache, a history of identification information from the
scanned signals from a plurality of the other wireless devices in a background interval as

an ongoing process while other processes are running on the wireless device.

4. The method of claim 1, further comprising;:

accumulating in the cache, a history of identification information from the
scanned signals, including at least one of MAC addresses, received signal strength

indication (RSSI), and frequency (F).
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5. The method of claim 1, further comprising;:

sending the request when ever there is an opportunity to communicate with the
positioning server, in a background interval as an ongoing process while other processes

are running on the wireless device.

6. The method of claim 1, further comprising;:

sending the request to a nearby access point for forwarding over a backbone link

to the positioning server.

7. The method of claim 1, further comprising;:

sending the request, including identification information for a plurality the
scanned other devices whose identification information has been accumulated in the

cache and which are not duplicates.

8. The method of claim 1, further comprising;:

conducting, by the wireless device, scanning at intervals in a background process,

scanning beacon and probe packets from the other wireless devices.

9. The method of claim 1, further comprising;:

storing, by the wireless device, scanning results in the cache, including an

observed MAC address and a time stamp for each scan.

10. The method of claim 1, further comprising;:

establishing, by the wireless device, a connection to the positioning server and
sending a positioning request based for a current scan and positioning requests for all

scans stored in the cache.

-33.-



WO 2013/117966 PCT/IB2012/050618

11. The method of claim 1, further comprising;:

receiving, by the wireless device from the positioning server, a plurality of
location responses, one for each identification information from the scanned signals for a

plurality of the other wireless devices.

12. The method of claim 1, further comprising;:

receiving, by the wireless device from the positioning server, a plurality of
location responses, one for each of a plurality of location requests, the location responses

being linked to corresponding identification information in the cache.

13. The method of claim 1, further comprising;:

receiving, by the wireless device from the positioning server, a plurality of
location responses, one for each of a plurality of location requests, the location requests

being for unduplicated identification information in the cache.

14. The method of claim 1, further comprising;:

accessing the cache of the wireless device, with a location request when a scanned
MAC address is a duplicate of a MAC address in identification information already in the

cache.

15. The method of claim 1, further comprising;:

calculating, by wireless device, the location information if a new MAC address in
new identification information is similar to one or more MAC addresses associated with

location information in a local location database of the wireless device.

16.  An apparatus, comprising:
at least one processor;

at least one memory including computer program code;
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the at least one memory and the computer program code configured to, with the at

least one processor, cause the apparatus at least to:

scan for signals from other wireless devices, including identification information

of the other wireless devices;

accumulate in a cache, identification information from the scanned signals for a

plurality of the other wireless devices;

send a request including the identification information for the plurality of other
wireless devices, to a positioning server, requesting location information corresponding to

the identification information for the plurality of other wireless devices;

receive from the positioning server location information corresponding to the

identification information for the plurality of other wireless devices; and

determine a current location of the apparatus based on the received location

information.

17. A computer program product comprising computer executable program
code recorded on a computer readable non-transitory storage medium, the computer

executable program code comprising:

code for scanning, by a wireless device, for signals from other wireless devices,

including identification information of the other wireless devices;

code for accumulating in a cache, identification information from the scanned

signals for a plurality of the other wireless devices;

code for sending a request including the identification information for the plurality
of other wireless devices, to a positioning server, requesting location information

corresponding to the identification information for the plurality of other wireless devices;

code for receiving from the positioning server location information corresponding

to the identification information for the plurality of other wireless devices; and

code for determining a current location of the wireless device based on the

received location information.
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18. A method, comprising;:

receiving in a server, a request including identification information for a plurality
of wireless devices, requesting location information corresponding to the identification

information for the plurality of other wireless devices; and

sending by the server, to the requester, location information corresponding to the

identification information for the plurality of wireless devices.

19. The method of claim 18, further comprising:

receiving the request including at least one of MAC addresses, received signal

strength indication (RSSI), and frequency (F) for the plurality of wireless devices.

20.  An apparatus, comprising:
at least one processor;
at least one memory including computer program code;

the at least one memory and the computer program code configured to, with the at

least one processor, cause the apparatus at least to:

receive a request including identification information for a plurality of wireless
devices, requesting location information corresponding to the identification information

for the plurality of other wireless devices; and

send to the requester, location information corresponding to the identification

information for the plurality of wireless devices.

21. A computer program product comprising computer executable program
code recorded on a computer readable non-transitory storage medium, the computer

executable program code comprising:

code for receiving in a server, a request including identification information for a
plurality of wireless devices, requesting location information corresponding to the

identification information for the plurality of other wireless devices; and
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code for sending by the server, to the requester, location information

corresponding to the identification information for the plurality of wireless devices.

-37 -



PCT/IB2012/050618

WO 2013/117966

1/13

061
INIOd
$S302v
SSITUIM

a051
1NIOd
$S300v
SEERE )

™\

col
NI
ANOGXMIVY

[

o0¢C1
1aMovd

a0¢l

13Movd

vozl
13¥dvd

vosi

INIOd

-t

091
3asvavivad

NV ¥3AN3S
ONINOILISOd

§S300V
SSITRIIM

Vi ‘Old

00} 30IA3Q
TUSOW

J19VAONTA

Gel
JOVY0LS

H

Nm—\\

ONINNVIS

0zl an
ISvavivd te——»{ THOVD
V201 JAILOY
+ g
871 SIMD
*04¥3LNI
91} _ _
olavy LZ1 NOY
N .
9z} WVY
HIAV1 OVIN (¢—»
++ oLl 671 NdD
|/
NOILYOINddY [<*—| 2l NdD
o — «
U
AV1dSIC




PCT/IB2012/050618

WO 2013/117966

2113

05LdY ——

GLdY ——
q06ldv —

0l
" SISNOJSTY
NOILVOO1
1vandng——
091 _\
3svaviva
ANV 43A¥3S ﬁ
ONINOILISOd
0l
S1S3IN0I
ONINOILISOd

gl 'Old

866SSE /2 :NOT ‘009618°8€ 1V 60:01 20-20-99-44 [~ 18l
8655SE€" /2 :NOT ‘009618°8€ :1V1 90:01 20-20-99-44 [~ 281
866GG€° 22 :NOT ‘05961 8'8€ 11V 10:01 ZL-zi-g0ay M esh
NOLLYD01 dNVISIWNIL  4/1SS¥/dI-OVW
11 IHOVI JAILOY
86555€°LZ :NOT ‘059618'8€ 1V 2-T1-a0avy  — zg)
865GS€" L2 *NO ‘009618°8€ :1V1 20-20-98-44 6
NOLLY201 ar-ovI
0z} 3SVAYLYA V101
¢ 50:01 20-20-9g-44 [~ 18l
¢ 90:01 20-20-9g-44 [~ 8L
¢ 10:01 Zi-z1-g0-ay [~ esl
NOILYD01 dNVISIWNIL  4/ISSH / AI-OVIN
11 IHOVD FAILOY




PCT/IB2012/050618
313

WO 2013/117966

05 dY —— 8655GE°2/ INOT ‘009618'8€ 11V 50:01 20-20-99-44 [ 181
205bdv —>|  866SSE’ZL :NOT ‘009618'8€ 11V 90:0} 20-20-9g-44 [~ 281
405l dY —>|  86GGSE ZZ :NOT ‘0S9618°8€ (LY 10:01 Zi7g0-ay [~ €8l
VOSLdY —3|  009SSEZZ :NO1 0026188 LV 800} 44-0562-90 8l
'YT%:& —— 0095S¢ZZ :NO1 ‘00L6L8°8E : 1V 60:01 33-0552:80 58l
NOILY0T dNVLSIWIL  4/1SSY/aFOVIN
pLL IHOVO FAILOV
V.m 00955€"ZZ :NO1 ‘00.618°8€ :LV1 44-0562-99 g6l
mm_mhm”_mm_m 8665S¢" 22 :NOT ‘059618°8€ 1V 21-21-90-ay  ~z61
NOLLYI0T 8655SS° 22 'NOT ‘009618'S€E "1V 20-20-99-44 |16}
NOILY0T a-ovi
02} 3SYAVLYQ VIO
8655G€°2. :NO ‘00961L8°8€ 1V $0:01 20-20-99-44 [~ 181
8655GE°2L NO ‘0096188 1V 90:0} 20-20-99-14 [~ 281
8665662/ 'NOT ‘0S9618°8€ LV 10:01 Z1-71-g0-gy [~ €8l
091 ALYIrdNd —— e 80:0} 44-0862-80 1— 181
JsvavLvad I ) 60:01 44-ac-sz-g0 98l
ANV ¥3AY3S Nev
ONINOILISOd
153N03Y
ONINOLLISOd NOILV0T dNVLISIWIL  4/ISSH/alFoviN
Il Ol pLL IHOVO FAILOY




PCT/IB2012/050618

WO 2013/117966

4/13

0% dY —

NG dV ——
a0sl dv ——
VoSl dv ——
VoSl dY ——
a0sl dv ——
G dYV ——>

Lvondnd——
Lvindna——

dal 'old

86GGGE€ 2/ INOT ‘009618°8€ 1V G0:0} Z20-z0-9g-44 [~ 18}
8666G€°2Z :NOT ‘009618°8€ -1V 90:01 z0-zo-gg-44 [~ 8l
8655G€°2L 'NO1 ‘059618°8€ 'LV L0:0} Z1zi-g0-av €8l
0096622 :NO1 “002618°8€ 11V 80:01 44-0£-6z-99 [~—18l
00965€°2Z :NO1 ‘002618°8€ 1V 60:04 44-0¢-6z-90  [~—58)
866652 :NO1 ‘059618°8¢€ 1V 0L:0} Zi-T-a0-av ol
86665€ 22 *NO1 ‘009618°8€ LV Lb:0L 20-20-99-44 (.81

NOILYD01 dNVLISIWIL  4/ISS¥/AI-OVIN

1L IHOVI FAILOY

00966€°22 :NO1 ‘00261.8°'8€ 1V 41-0¢-62-99  {_¢6l
865GSE 2L INOT ‘05961.8°8€ 'LV 1290V 761
86666€°2/ INOT ‘009618'8€ 11V 20-20-99-44 | 16}

NOILY201 ar-ovn

0Z} 3SYAVLYa 1vI01
866SSE L. :NO1 ‘009618°8€ 1LV G001 20-20-99-44 [~ 181
8666S€ 2/ :NO1 ‘009618°8€ 1V 90:0} z0-zo-gg-44 [~ 28l
86655€°2L INOT ‘059618°8€ *LV1 10:01 Z1zi-a0-ay [~ €8l
00955€°22 :NO1 ‘00.618'8€ :1V1 80:01 44-0¢62-90 1~ 8l
009S5€°2Z :NO1 ‘002618'8€ :1V1 60:01 34-0€-62-90 1 581
& 010} 717909y [~99
é LL:0L 20-20-98-44  {_.81
NOILYD01 dNVLISIWIL  4/1SS¥/AI-OVi
L IHOVO IAILOY




PCT/IB2012/050618

gel ey | JOVREELNI >
-
JOVH0LS U yomLan
F19VAONTY i

0.1 ovl
YIANNIS <> 35vgvLva

ONINOLLISOd vg019

4

a 01 , , .
S3SNOdS3Y
NOILYD01 el I Y | R

'

513

ONA ™r HO
¥

821 SIND
‘04431INI

V051

INIOd ol R
$5300V L —

SSITIUIM

L NOY

AV1dSId

o
$153n03Y
ONINOILISOd A

001 301A3Q 3ISO0N

9C1 VY

G2l Ndd

Y2l NdD | NOILVIINddV /

G0l

2z N YNI1

WO 2013/117966

091 3svaviva

ANV ¥3AY3S ONINOILISOd YZ 9Ol

aNOGMIVE
/




PCT/IB2012/050618

WO 2013/117966

6/13

€61~

261~

161~

009SS¢ 2L “NOT “004618'8€ 1 LV'] 34-06-62-89 w%mmw.m\. "zo._c ooooms.wn 1LV
86555€ 2L :NO1 ‘0S9618°8€ LV Z1-Z1-80-ay ( b dv =20-20-98-4d
866SS¢"2/ (NO1 ‘009618'8€ *1V11 20-20-88-14 3 >
NOILYD01 a-ovi y01
ISNOJSTY
NOILY20']
0%} ISYEVLYA TYE0TD
viva
Q3.LVI34-NOILYIOT
20-20-99-44

4/1SSH/dl-OVIN

20 )
LS3NDIY ONINOILISOd a¢ ©ld

0L} Y3AY3S ONINOILISOd -




PCT/IB2012/050618

WO 2013/117966

7113

d3avaH
/\
/ \
(AR oLE 80¢ 90¢ o€
c / / / /
0-20-99-44 Zl-el-a0-av HLONI1 Em_n_\"__m_._m_ $38S3NAAY | IWvAL OV /
4/1SSYd/ Al-OVIN 4/1SSY/ AlI-OVN Z01 13X9Vd
N :S19120 Z :S19190 L 39120 1819190 :8J9190 1S3aN0
e
~_"
£0€ LNJINTT3 NOILYIWAOANI
20l 13IMOVd 1S3N0D3Y

Ve "OId



PCT/IB2012/050618

WO 2013/117966

8/13

¥3avaH

/ \

ZLe 0L .80¢ 90€ $0E
~ / / / /
8665SE"2/ INOT '009618'8E *1V71|86GSSE"2L INOT ‘0696L8'8E 11V | i ionar al sassmiaav | amvss o
906} dV = 20-20-99-34 q054dY = Zh-21-90-gY NI
N :S)18120 Z :s1e120 L 118190 1818300 1819300
- /
20€ INIWI13 NOILYIWHOANI
y0L 13NIVd
ISNOJSTY
0L LANOVd ISNOJSIY

a¢ '9Oid



PCT/IB2012/050618

WO 2013/117966

9/13

‘NOILYNHOANI
NOILYJ07T d3AI333d 3HL NO d3Svd 3JIA30 SSIT1FHIM 3HL 40 NOILVIOT LNIHAND V ONININYILIA :0€€ d3LS

!

1
ANV :S391A3A SSITIUIM ¥IHLO 40 ALITYHNTd THL ¥O4 NOILYIWHOLNI NOILYOI4ILNIAI
3HL O1 ONIANOdSIHHO0I NOILVINMOANI NOILYO0T d3AU3S ONINOILISOd 3HL INOH4 ONIAIFOIY :8Z€ d3LS

»

_w_m_o_>m_n_ SSTTUIM ¥3HLO 40 ALITVENTd FHL ¥O4 NOILVINYOANI
NOILYIIJILNIAl FHL OL ONIANOdSTHHOI NOILYINHOANI NOILYIOT ONILSINDIY ‘YIANIS ONINOILISOd V OL ‘S3IAIA
§S3T3HIM 43HLO 40 ALITVHNTd 3HL 404 NOILYINYOANI NOILYIIJILNIAl FHL ONIANTINI LSINDIY V ONIANIS :9¢¢€ 4318

-$301A30 SS3T13YIM ¥3HLO 3HL 40
ALNVEN1d V 304 STYNDIS GINNVIS JHL INOH4 NOILVINYOANI NOILYIIAILNIAl ‘GHOVD V NI ONILYINWNIIY :v2€ d3LS

*$301A3A $SI13MIM ¥IHLO JHL 40 NOILYIWHOANI
NOILYOIJILNAAl ONIGNTINI ‘SIIAIA SSTTIUIM ¥IHLO WOUH STYNOIS ¥O4 ‘IJIAIA SSTT1TIM A9 ‘ONINNVIS :ZZ€ d3Ls

N

174

001 321A3a 37190 NI SS320dd

¥ "Old




PCT/IB2012/050618

WO 2013/117966

10/13

"$301A30 SSITFYUIM 40 ALITYHNTd FHL O NOILVINHOANI
NOILVOIJILNIAl 3HL OL ONIANOdSIYYO0D NOILYWYOANI NOILYJO0T YALSINDIY IHL OL ONIANIS 729 dILS

ANV ‘S3IA3A SSTT1TUIM
Y¥3HLO 40 ALITVANTd IHL Y04 NOILVINYOANI NOILYOI4ILN3AI 3HL OL ONIONOdSIHYOI NOILYINYOANI NOILYIOT ONILSINDIY
‘S30IA3A SSIT1FMIM 40 ALTVANTd V ¥O4 NOILVWHOANI NOILYOI4ILNIAl ONIGNTINI LSANDIY V ONIAIFOTY :229 d3ALS

"

029

091 Isvavivd
fIIAYIS ONINOILISOd NI SS300ud

G "Old




PCT/IB2012/050618

WO 2013/117966

1113

> 001 301A3Q

B -

\, 190N

091
3svaviva
ANV ¥3Ad3S

ONINOILISOd

V9 "OId

1113
ANIT
ANOGMavd

g05} LNIOd
$8300V




7 > 001 301A30
\ ITI90N

PCT/IB2012/050618

WO 2013/117966

12/13

\
\

091
asvavivd
ANV d3AH3S
ONINOILISOd

g9 "Old

ANIT
ANOGMavd

€05} LNIOd
§S300V




PCT/IB2012/050618

WO 2013/117966

13/13

JOVdO0LS
YO AMOW3N
J0LONANOJINAS
as-OdoIN

39VYO0LS
39IA30
LIND¥ID AYOWIN
YOLONANOJINIS ~

JOVIOLS
9810 vIILdO

JOVHO0LS
JS10 JILANOYW
~

114
JOVI0LS
J19VAONIY

L "9Old



INTERNATIONAL SEARCH REPORT

International application No.

PCT/IB2012/050618

A.

CLASSIFICATION OF SUBJECT MATTER

See extra sheet

According to International Patent Classification (IPC) or to both national classification and IPC

B.

FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

IPC: GO1C, G01S, GO6F, GO6K, HO4W

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

FI, SE, NO, DK

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

EPO-Internal, WPI, INSPEC, XPIEE, XPI3E, XPESP, XPESP2, COMPDX, XP3GPP

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X WO 2008006077 A2 (SKYHOOK WIRELESS INC et al.) 1-21
10 January 2008 (10.01.2008)
abstract; paragraphs [0008], [0024], [0027], [0035], [0038]-[0039],
[0065]-[0067], [0071]; figs. 1-3

A US 2006095349 A1 (MORGAN, E. J. et al.) 04 May 2006 (04.05.2006) 1-21
entire document

A US 2004162896 A1 (CEN, S. et al.) 19 August 2004 (19.08.2004) 1-21
entire document

A US 2004203904 A1 (GWON, Y. L. et al.) 14 October 2004 (14.10.2004) 1-21
entire document

A US 2004078151 A1 (ALJADEFF, D. et al.) 22 April 2004 (22.04.2004) 1-21
entire document

[

Further documents are listed in the continuation of Box C.

See patent tamily annex.

*®

HAM

"En

npe

non
npn

Special categories of cited documents:

document defining the general state of the art which is not considered
to be of particular relevance

earlier application or patent but published on or after the international
filing date

document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

document referring to an oral disclosure, use, exhibition or other means
document published prior to the international filing date but later than
the priority date claimed

"T" later document published after the international filing date or priority
date and not in conflict with the application but cited to understand

the principle or theory underlying the invention

"X" document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive

step when the document is taken alone

"Y" document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination

being obvious to a person skilled in the art

"&" document member of the same patent family

Date of the actual completion of the international search

17 December 2012 (17.12.2012)

Date of mailing of the international search report

19 December 2012 (19.12.2012)

Name and mailing address of the ISA/FI
National Board of Patents and Registration of Finland
P.O. Box 1160, FI-00101 HELSINKI, Finland

Facsimile No. +358 9 6939 5328

Authorized officer

Tomi Koskinen

Telephone No. +358 9 6939 500

Form PCT/ISA/210 (second sheet) (July 2009)




INTERNATIONAL SEARCH REPORT . .
International application No.

PCT/IB2012/050618

CLASSIFICATION OF SUBJECT MATTER

Int.CI.
HO4W 64/00 (2009.01)
GOG6F 17/30 (2006.01)
GO01S 5/00 (2006.01)
GO01S 5/02 (2010.01)
GO1S 1/68 (2006.01)

Form PCT/ISA/210 (extra sheet)



INTERNATIONAL SEARCH REPORT
Information on patent family members

International application No.

PCT/IB2012/050618
Patent document Publication Patent family Publication
cited in search report date members(s) date
WO 2008006077 A2 10/01/2008 US 2012230313 A1 13/09/2012
US 2008008121 A1 10/01/2008
US 2008008120 A1 10/01/2008
US 2008008119 A1 10/01/2008
US 2008008118 A1 10/01/2008
US 2008008117 A1 10/01/2008
JP 2009543074 A 03/12/2009
CA 2657207 A1 10/01/2008
US 2007202888 A1 30/08/2007
US 2006095349 A1 04/05/2006 HK 1108037 A1 16/11/2012
US 2012309420 A1 06/12/2012
ES 2391566T T3 27/11/2012
EP 2527859 A2 28/11/2012
US 2011317579 A1 29/12/2011
JP 2012039628 A 23/02/2012
AU 2011201767 A1 12/05/2011
US 2011093443 A1 21/04/2011
US 2011035420 A1 10/02/2011
US 2009075672 A1 19/03/2009
US 2008139217 A1 12/06/2008
US 2008132170 A1 05/06/2008
KR 20070120085 A 21/12/2007
WO 2006110181 A2 19/10/2006
US 2006217131 A1 28/09/2006
US 2006095348 A1 04/05/2006
US 2006106850 A1 18/05/2006
SG 157355 A1 29/12/2009
JP 2008519495 A 05/06/2008
EP 1820120 A2 22/08/2007
CN 101980550 A 23/02/2011
CN 101438270 A 20/05/2009
CA 2585495 A1 19/10/2006
AU 2005330513 A1 19/10/2006
US 2004162896 A1 19/08/2004 HK 1082882 A1 09/04/2009
TW1261997B B 11/09/2006
WO 2004075592 A1 02/09/2004
EP 1593281 A1 09/11/2005
CN 1759631 A 12/04/2006
AT 403359T T 15/08/2008

Form PCT/ISA/210 (patent family annex) (July 2009)




INTERNATIONAL SEARCH REPORT

> - International application No.
Information on patent family members

PCT/IB2012/050618

Patent document Publication Patent family Publication
cited in search report date members(s) date
US 2004203904 A1 14/10/2004 JP 2004215258 A 29/07/2004
US 2004078151 A1 22/04/2004 US 2005207381 A1 22/09/2005

US 2005156711 A1 21/07/2005

JP 2006503286 A 26/01/2006

WO 2004036243 A1 29/04/2004

EP 1579240 A1 28/09/2005

AU 2003250526 A1 04/05/2004

Form PCT/ISA/210 (patent family annex) (July 2009)



	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - description
	Page 32 - description
	Page 33 - claims
	Page 34 - claims
	Page 35 - claims
	Page 36 - claims
	Page 37 - claims
	Page 38 - claims
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - drawings
	Page 42 - drawings
	Page 43 - drawings
	Page 44 - drawings
	Page 45 - drawings
	Page 46 - drawings
	Page 47 - drawings
	Page 48 - drawings
	Page 49 - drawings
	Page 50 - drawings
	Page 51 - drawings
	Page 52 - wo-search-report
	Page 53 - wo-search-report
	Page 54 - wo-search-report
	Page 55 - wo-search-report

