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METHOD FOR REGISTERING AND ENABLING PKI FUNCTIONALITIES

Field of the invention

The present invention is related to PKI (Public Key Infra-
structure), particularly to registering and activation of
PKI (Public Key Infrastructure) functionalities in SIM
(Subscriber Identity Module) cards.

Background of the invention

To realize the full potential of communication networks,
there has to exist a standardized system so that the users
can engage in electronic transactions with the same degree

of trust as associated with paper-based transactions.

For this reason, PKI has been developed as the primary
platform for global commerce and communications. PKI in-
sures that sensitive electronic communications are private
and protected from tampering. PKI is used for digital sig-

natures, authentication and encryption.

PKI is based on the use of cryptography, which means scram-
bling of information by a mathematical formula and a vir-
tual key, so that only an authorized party using a related
key can decode it. A PKI uses pairs of cryptographic keys
provided by a trusted third party known as a Certification
Authority (CA). Central to the workings of a PKI, a CA is-
sues digital certificates that identify the holder's iden-
tity. A CA maintains accessible directories of valid cer-

tificates, and a list of certificates it has revoked.

Traditionally, PKI functionalities have been used by data
terminals with the certificate and keys stored in an exter-
nal Smart Card. However, as cellular phones merge to data
terminals, there will be a need for PKI functions also in

the phones. The certificate and keys will then normally be
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stored in the subscriber card, e.g. in the SIM (Subscriber

Identity Module) card as for GSM phones.

For the PKI system to be trusted, there has to exist a se-
cure routine when registering new users by issuing digital
certificates. One has to be 100% sure that the one request-
ing digital certificates is who he or she claims to be.
This is normally done in that the user in person shows up
at an office, e.g. at a post office, fills in a form and
identifies himself by a trusted identification like a pass-
port. When the counter clerk at the post office has veri-
fied the identification information, the data form is
transmitted electronically to a CA. The CA controls and
whitewashes the data and issues a PKI card, either in the
form of a SIM card or a Smart Card, together with an acti-
vation code. The PKI card and the activation code are now
sent by registered mail to the user. Again, the user per-
sonally has to appear in the post office and identify him-
self by, e.g., his passport, for being allowed to receive

the mail.

This two-time appearance at an office has turned out to be
a problem for the spreading of PKI, simply because people
seem to have a resistance against making use of new tech-
nology with high entrance thresholds meaning that great
initial efforts have to be made. Also, the process is natu-
rally time consuming, and at least one week will lapse from
the certificate is ordered to the user has got access to

PKI functions.

From the issuer of digital certificates point of view, the
costs of the issuing process are relatively high, espe-
cially because of the execution and sending of the regis-

tered mail.

Thus, there is a need for simplifying the issuing process

for the benefit for both the issuer and the user.
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Summary of the invention

It is an object of the present invention to provide a
method that eliminates the drawbacks described above. The
features defined in the claims enclosed characterize this
method.

More specifically, the present invention provides a method
of a Public Key Infrastructure (PKI) for registering a user
of the PKI and enabling a PKI part of a Smart Card of the
user by preprinting a number of sealed envelopes each con-
taining an activation code hidden when unopened and a ref-
erence number or code visibly printed on the envelope. The
reference number or code and the associated activation code
of each envelope are stored in a table in a security server
being integrated in or connected to the PKI. The user is
provided one of the sealed envelopes together with an ap-
plication form. The user is requested to fill in the refer-
ence code or number on the application form together with
personal data, and this is transferred to the PKI and the

security server.

When the registration is approved by the PKI, approval in-
formation is transmitted to the user, requesting him to en-
ter the activation code in his terminal. Simultaneously,
the activation code associated with the reference code or
number in the table and a Smart Card identity corresponding
to the Smart Card of the user, are provided to an Activa-
tion Module in the PKI. Upon entering of the activation
code in the terminal, the activation code together with the
Smart Card identity is transmitted from the terminal to the
Activation Module. Upon receipt of the activation code and
the Smart Card identity, the Activation Module determines
if the received activation code and Smart Card identity
match those previously provided by the security server, and
if so, the Activation Module executes the necessary proce-

dure for enabling the PKI part of the Smart Card.
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Detailed description of an example embodiment

The present invention will now be described by an example
embodiment where a user is about to order a SIM card with
PKI functionality to his GSM phone.

As before, the user has to show up in person in authorized
offices, like a post office, a bank or at the telephone op-

erator, to which the user is subscribed.

At the authorized office, the user will receive a pre-
printed sealed envelope together with an application form
he is asked to fill in. A reference number printed on a no-
ticeable place thereon identifies the envelope. The form
and the sealed envelope that the user receive at the office
is uniquely associated with each other in that the men-
tioned reference number also is printed on the form, or is

one of the data the user is asked to fill in.

After filling the form, an officer will check if the given
personalia matches those on an identity card the user has
to produce and that the reference number corresponds to the
one printed on the envelope. If the personalia and the num-
ber are OK, the form is forwarded to further execution, and
the user will be asked to keep the envelope unsealed until

he has received his new SIM card.

The sealed envelope contains an activation code that is in-
visible when the envelope is unopened. Data concerning all
the preprinted envelopes are stored, e.g., in a table
within a security server connected to or integrated in the
PKI. For each envelope, at least the corresponding refer-
ence number, activation code and a status are stored so
that once the security server knows the reference number or
code of an application form, it also knows the activation
code that is given to the user in the envelope together
with the application form, and in which stage of execution
the application presently is. The status may be one of the
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following: unused, under consideration, approved, but not
activated, activated, not approved. Initially, the status

is set to "unused".

Turning to the user example, the form data is read, pref-
erably electronically, and transferred to the security
server. Simultaneously, the status of the envelope stored
in the table is changed from "unused" to "under considera-
tion". The form data, which in this example should be con-
sidered as an application for a PKI SIM card, is executed
by a PKI server under control of a CA in a way according to
the state of the art, which should be known to a person
skilled in the art. Additionally, the status of the enve-
lope will be changed in the security server according to
the result of the execution. If the application is refused,
the corresponding status is changed to "not approved". In
contrast, if the application is approved, the corresponding

status is naturally changed to "approved".

The result of the execution of the application will then be
sent to the user in a message via a communication network,
preferably carried by SMS or similar, and alternatively by
e-mail or mail. A new SIM card may be sent to the user, but
it is not necessary to use registered mail because the user
will be able to prove his identity by using the activation
code hidden in the envelope. Alternatively, if the user al-
ready has a SIM card with PKI functionality installed, but
till now not accessible, no new SIM card will be necessary
to issue. Simultaneously, the security server will provide
an Activation Module with the activation code associated
with the reference number or code together with necessary

identity information regarding the corresponding SIM card.

A message representing a positive result will, e.g., read
as follows: "Your application has been approved, please
open the sealed envelope and use the activation code inside

on your SIM card".
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However, before the user may enter the activation code, a
"SIM PKI menu" must be enabled. When the "SIM PKI menu" is
enabled, the user enters the activation code in his handset
to enroll to the service. The activation code is sent by
SMS to the PKI together with the SIM card identity. The

user may have 3 attempts to enter this code correctly.

The Activation Module fetches the activation code and the
SIM card identity and verifies if it matches the activation
code and the SIM card identity that already have been pro-
vided from the security server. The Activation Module then
transmits a “Generate PKI keys enabling command” back to
the SIM, and the key generation application in the SIM will
generate a key pair comprising one private key and one

verification public key.

The verification public key (VPuK) is transmitted by SMS to
the Activation Module, and the SMS is preferably encrypted
according to GSM 03.48 for protection of sensitive informa-

tion.

The user is then requested to choose a PIN SIGNKEY, which
is a personal self-chosen signing PIN used for, e.g.,

transaction signing and authentication.

In the case of successful verification, the Activation Mod-
ule connects to the CA to issue a valid certificate with
the public key associated with the user. This certificate

is at the same time sent to a certification directory.

A confirmation of successful certification is sent back to
the user and the PKI menu will then be disabled in the SIM.
Consequently, the PKI functions in the SIM card are en-
abled.

The present invention provides a method for registering and
activation of PKI (Public Key Infrastructure) functional-

ities making it unnecessary for a user to show up in person



10

15

WO 03/047161 PCT/NO02/00446

at an authorized office more than once. Sending of items
and data associated with the PKI functionalities after the
first identity confirmation will not be necessary, as the
user will be in possession of the activation code before
his identity is assigned to the activation code, inter
alia, in the RA. This guarantees that the right person is
in possession of the right activation code already at the

time of the first personal appearance.

From a user's point of view, the present invention allows
for less effort in providing PKI functionalities. From an
issuer's point of view, the present invention will most
likely increase the number of PKI users. In addition, the
costs per registration will decrease as the execution time
will decrease and the need of registered mail will be

eliminated.
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Patent claims

1. Method of a Public Key Infrastructure (PKI) for regis-
tering a user of the PKI and enabling a PKI part of a Smart
Card of the user, said Smart Card associated with a termi-
nal, said terminal connected to a communication network
providing access to the PKI, for the purpose of register-
ing, the user is requested to fill personal data in an ap-
plication form and to identify himself by a valid identity
card, the data is verified against the identity card and
electronically transferred to the PKI for approval of the
registering,

characterized in the following steps:

a) preprinting a number of sealed envelopes each con-
taining an activation code hidden when unopened
and a reference number or code visibly printed on
the envelope, the reference number or code and the
associated activation code of each envelope are
stored in a table in a security server being inte-

grated in or connected to the PKI,

b) providing one of the sealed envelopes to the user
together with the application form on which the
reference number or code possibly may be pre-

printed,

c) requesting the user to fill the reference code or
number on the application form if the reference

number is not already preprinted thereon,

d) transferring the reference code or number together
with said personal data to the PKI and the secu-

rity server,

e) when the registering is approved by the PKI,
transmitting approval information to the user re-

questing him to enter the activation code in his
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terminal and providing the activation code associ-
ated with the reference code or number in the ta-

ble and a Smart Card identity corresponding to the
Smart Card of the user to an Activation Module in

the PKI,

f) upon entering of the activation code, transmitting
the activation code from the terminal to the Acti-
vation Module together with the Smart Card iden-
tity, and upon receiving the activation code and
the Smart Card identity:

g) determining if the received activation code and
Smart Card identity match those previously pro-
vided by the security server, and if so, enabling
the PKI part of the Smart Card.

2. Method as defined in claim 1,
characterized in that said communication
network is a GSM or 3G network, said terminal is a GSM or

3G mobile telephone, and said Smart Card is a SIM card.

3. Method as defined in claim 2,
characterized in that said Smart Card
identity is an MSISDN and ICCID.

4. Method as defined in any of the preceding claims,
characterized in that said PKI functions
are stored in said Smart Card, but hidden for the user un-

til enabling.

5. Method as defined in any of the preceding claims,
characterized in that the approval infor-

mation is transmitted via SMS, e-mail or mail.

6. Method as defined in any of the preceding claims,

characterized in that for each of the



WO 03/047161 PCT/NO02/00446
10

sealed envelopes, a status is stored in the table together

with the reference number or code and the activation code.

7. Method as defined in claim 6,
characterized in that the status initially
is set to "unused" and changed to "under consideration”
during step d), "approved but not activated" in the case of
approval during step e), "not approved" in the case of non-
approval during step e), and "activated" in the case of a

match in step g).
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