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SYSTEMS AND METHODS FOR DEIDENTIFYING ENTRIES
IN A DATA SOURCE

Inventor: Latanya Sweeney

BACKGROUND OF THE INVENTION

Today's globally networked society places great demand on the dissemination
and sharing of person-specific data for many new and exciting uses. Even situations
where aggregate statistical information was once the reporting norm now rely heavily
on the transfer of microscopically detailed transaction and encounter information. This
happens at a time when more and more historically public information is also
electronically available. When these data are linked together, they provide an
electronic shadow of a person or organization that is as identifying and personal as a
fingerprint -- even when the information contains no explicit identifiers such as name
or phone number. Other distinctive data, such as birth date or zip code often combine
uniquely and can be linked to publicly available information to reidentify individuals.
Producing anonymous data that remains specific enough to be useful is often a very
difficult task, and practice today tends to either incorrectly believe confidentiality is
maintained when it is not or produces data that are practically useless.

One type of commonly shared data is electronic medical records. Analysis of
the detailed information contained within electronic medical reports promises
advantages to society, including improvements in medical care, reduced institution
cost, the development of predictive and diagnosis support systems and the integration
of applicable data from multiple sources into a unified display for clinicians. These
benefits, however, require sharing the contents of medical records with secondary
viewers, such as researchers, economists, statisticians, administrators, consultants, and
computer scientists, to name a few. The public would probably agree that these
secondary parties should know some of the information buried in the records, but that

such disclosures should not risk identifying patients.
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There are three major difficulties in providing anonymous data. One of the
problems is that anonymity is in the eye of the beholder. Consider an HIV testing
center located in a heavily populated community within a large metropolitan area. If
the table shown in Figure 1 shows the results for two days of testing, then it may not
appear very anonymous if the left-most column is the date, the middle column is the
patient's phone number and the right-most column holds the results. An electronic
phone directory can match each phone number to a name and address. Although this
does not identify the specific member of the household tested, the possible choices have
narrowed to a particular address.

Alternatively, if the middle column in the table of Figure 1 holds random
numbers assigned to samples, then identifying individuals becomes more difficult, but
still cannot guarantee the data are anonymous. If a person with inside knowledge (e.g.,
a doctor, a patient, a nurse, an attendant, or even a friend of the patient) recognizes a
patient and recalls the patient was the second person tested that day, then the results are
not anonymous to the insider. In a similar vein, medical records distributed with a
provider code assigned by an insurance company are often not anonymous because
thousands of administrators often have directories that link the provider's name, address
and phone number to the assigned code.

As another example, consider the table of Figure 2. If the contents of this table
are a subset of an extremely large and diverse data source, then the three records listed
in the table at Figure 2 may appear anonymous. Suppose the zip code 33171 primarily
consists of a retirement community; then there are very few people of such a young age
living there. Likewise, 02657 is the zip code for Provincetown, Massachusetts, in which
there may be only about five black women living there year-round. The zip code 20612
may have only one Asian family. In these cases, information outside the data identifies
the individuals.

Most towns and cities sell locally-collected census data or voter registration lists
that include the date of birth, name and address of each resident. This information can
be linked to medical data that include a date of birth and zip code, even if the names,

social security numbers and addresses of the patients are not present. Of course, census
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data are usually not very accurate in college towns and in areas that have a large
transient community, but for much of the adult population in the United States, local
census information can be used to reidentify deidentified data since other personal
characteristics, such as gender, data of birth and zip code, often combine uniquely to
identify individuals.

A second problem with producing anonymous data concerns unique and
unusual information appearing within the data themselves. Consider the data source
shown in the table of Figure 3. It is not surprising that the social security number is
uniquely identifying, or given the size of the illustrated data source, that the birth date
is also unique. To a lesser degree, the zip code identifies individuals since it is almost
unique for each record. Importantly, what may not have been known without close
examination of the particulars of this data source is that the designation of Asian
ethnicity is uniquely identifying. Any single uniquely occurring value can be used to
identify an individual. Remember that the unique characteristic may not be known
beforehand. It could be based on diagnosis, achievement, birth year, visit date, or some
other detail or combination of details available to the memory of a patient or a doctor,
or knowledge about the data source from some other source.

Measuring the degree of anonymity in released data poses a third problem when
producing anonymous data for practical use. The Social Security Administration (SSA)
releases public-use files based on national samples with small sampling fractions
(usually less than 1 in 1,000). The files contain no geographic codes, or at most
regional or size of place designators. The SSA recognizes that data containing
individuals with unique combinations of characteristics can be linked or matched with
other data sources. Thus, the SSA's general rule is that any subset of the data that can
be defined in terms of combinations of characteristics must contain at least five
individuals. This notion of a minimal Bin size, which reflects the smallest number of
individuals matching the characteristics, is useful in providing a degree of anonymity
within data: the larger the bin size, the more anonymous the data. As the bin size
increases, the number of people to whom a record may refer also increases, thereby

masking the identity of the actual person.
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In medical data sources, the minimum bin size should be much larger than the
SSA guidelines suggest for three reasons: (1) most medical data sources are
geographically located and so one can presume, for example, the zip codes of a
hospital's patients; (2) the fields in a medical data source provide a tremendous amount
of detail and any field can be a candidate for linking to other data sources in an attempt
to reidentify patients; and (3) most releases of medical data are not randomly sampled
with small sampling fractions, but instead include most, if not all of the data source.

Determining the optimal bin size to ensure anonymity is not a simple task. It
depends on the frequencies of characteristics found within the data as well as within
other sources for reidentification. In addition, the motivation and effort required to
reidentify release of data in cases where virtually all-possible candidates can be
identified must be considered. For example, if data are released that map each record
to ten possible people, and the ten people can be identified, then all ten candidates may
be contacted or visited in an effort to locate the actual person. Likewise, if the mapping
is 1 in 100, all 100 could be phoned because visits may be impractical, and in the
mapping of 1 in 1,000, a direct mail campaign could be employed. The amount of
effort the recipient is willing to spend depends on their motivation. Some medical files
are quite valuable, and valuable data will merit more effort. In these cases, the |
minimum bin size must be further increased or the sampling fraction reduced to render
those efforts useless.

The above-described anonymity concerns implicated upon the dissemination
and sharing of person-specific data must be countenanced with the fact that there is
presently unprecedented growth in the number and variety of person-specific data
collections and in the sharing of this information. The impetus for this explosion has
been the proliferation of inexpensive, fast computers with large storage capacities
operating in ubiquitous network environments.

There is no doubt that society is moving toward an environment in which
society could have almost all the data on all the people. As a result, data holders are
increasingly finding it difficult to produce anonymous and declassified information in

today's globally networked society. Most data holders do not even realize the jeopardy
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at which they place financial, medical, or national security information when they
erroneously rely on security practices of the past. Technology has eroded previous
protections leaving the information vulnerable. In the past, a person seeking to
reconstruct private information was limited to visiting disparate file rooms and
engaging in labor-intensive review of printed material in geographically distributed
locations. Today, one can access voluminous worldwide public information using a
standard hand-held computer and ubiquitous network resources. Thus, from seemingly
anonymous d\ata and available public and semi-pubic information, one can often draw
damaging inferences about sensitive information. However, one cannot seriously
propose that all information with any links to sensitive information be suppressed.
Society has developed an insatiable appetite for all kinds of detailed information for

many worthy purposes, and modern systems tend to distribute information widely.

BRIEF SUMMARY OF THE INVENTION

In one general respect, the present invention is directed to a system for
deidentifying entries in a data source. Deidentifying is sometimes also referred to as
anonymizing. According to one embodiment, the system comprises a deidentification
module. The deidentification module is for copying and then modifying entries in the
copied version of the data source (an input data source) to yield an output data source
such that the entries of the output data source match a specified anonymity requirement.
According to one embodiment, the resulting output data source may ma;cch the
specified anonymity requirement with respect to a recipient profile that the system may
receive as an input. The deidentification module may modify the entries by, for
example, generalizing, suppressing or replacing the entries in the copy of the input data
source as appropriate to satisfy the specified anonymity requirement. According to
another embodiment, the deidentification module may modify entries in the copy of the
input data source such that the entries in the resulting output data source are minimally
distorted given the specified anonymity requirement.

In another general respect, the present invention is directed to a method for

deidentifying (or anonymizing) entries in the input data source. According to one
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embodiment, the method includes receiving a specified anonymity requirement. The
method further includes copying and then modifying entries in the copy of the input
data source such that the entries in the resulting output data source match the specified
anonymity requirement. According to one embodiment, the resulting output data
source may match the specified anonymity requirement with respect to a recipient
profile that may be received as an input. Modifying the entries in the copy of the input
data source may include, for example, generalizing, suppressing or replacing entries
where appropriate to satisfy the specified anonymity requirement. According to
another embodiment, the method may include modifying the entries in the input data
source such that entries in the resulting output data source are additionally minimally
distorted given the specified anonymity requirement.

In another general respect, the present invention is directed to a computer
readable medium. The computer readable medium may have stored thereon
instructions, which when executed by a processor, cause the processor to read a
specified anonymity requirement. The computer readable medium may also cause the
processor to copy and then modify entries in the copy of the input data source to yield
an output data source having éntries that match the specified anonymity requirement.
According to another embodiment, the computer readable medium may cause the
processor to also read a specified recipient profile, and then modify the entries in the
copy of the input data source to match the specified anonymity requirement with
respect to the received recipient profile. The computer readable medium may cause
the processor to modify the entries in the copy of the data source by, for example,
generalizing, suppressing or replacing entries where appropriate to satisfy the
anonymity requirement. According to one embodiment, the computer readable medium
may cause the processor to modify the entries in the copy of the input data source such
that the entries in the resulting output data source are minimally distorted given the

specified anonymity requirement.
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BRIEF DESCRIPTION OF THE FIGURES

Embodiments of the present invention are described in conjunction with the

following figures, wherein: |
" Figures 1-3 are sample data tables;

Figures 4 and 5 are diagrams illustrating a system for deidentifying entries in a
data source according to one embodiment of the present invention;

Figure 6 is a flowchart illustrating the process flow through the deidentification
module according to one embodiment of the present invention;

Figures 7-11 are charts listing algorithms of the deidentification module
according to embodiments of the present invention;

Figures 12 and 14-16 illustrate an example of how the deidentification module
operates according to one embodiment of the present invention;

Figures 13a-d illustrate domain generalization hierarchies for the example
provided by Figures 12 and 14-16 according to one embodiment of the present
invention;

Figure 17 is a diagram of the process flow through the deidentification module
according to another embodiment;

Figures 18-29 are charts listing algorithms for the deidentification module
according to another embodiment of the present invention; and

Figures 30-33 illustrate an example of how the deidentification module operates

according to another embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

It is to be understood that the figures and descriptions of the following
embodiments have been simplified to illustrate elements that are relevant for a clear
understanding of the present invention, while eliminating, for purposes of clarity, other
elements. For example, certain operating system details and modules of computer
processing devices are not described herein. Those of ordinary skill in the art will
recognize, however, that these and other elements may be desirable. However, because

such elements are well known in the art, and because they do not facilitate a better
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understanding of the present invention, a discussion of such elements is not provided
herein.

Figure 4 is a block diagram of a system 10 for deidentifying (or anonymizing)
entries in a data source according to one embodiment of the present invention. The
system 10 maintains anonymify in entity-specific data by automatically generalizing,
substituting and removing information as appropriate without losing many of the details
found, for example, within the data. As used herein, the term “data source” refers to a
database or to any field-structured data, such as a table, a spreadsheet, a text file
organized as a table, or a data stream where the data is organizable as a table. A table
may have rows (“tuples” or “records™) and columns (“attributes” of “fields”). The
system 10, according to one embodiment, may receive certain user specifications
including, for example, specific fields and records, a profile of the recipient of the data,
and a minimum anonymity level. Based on the user specifications, the system 10 may
alter entries in a version (such as a copy that is read as an input) of the input electronic
data source 12, which may contain privately held data, to produce the resulting output
electronic data source 14, whose information matches the specified anonymity level
with respect to the recipient profile, according to such an embodiment. The output 14
could be a modification of the input 12. The input data source 12 may be stored, for
example, in a data source server (not shown) and the output data source 14 may be
displayed for the recipient by a display device (not shown), stored in the same or
another data source server, or a hard-copy version of the output data source 14 may be
created for use by the recipient. The input data source 12 may contain, for example,
any type of field-structured data including, but not limited to, medical records and
related medical information.

The system 10 may be implemented as a computing device such as, for
example, a personal computer, a laptop computer, a workstation, a minicomputer, a
mainframe, a handheld computer, a small computer device, or a supercomputer,
depending upon the application requirements. As illustrated in Figure 4, the system 10
may include a deidentification module 16. As described in more detail, the

deidentification module 16 may produce the output data source 14 from the input data
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source 12 based on the user specifications. The module 16 may be implemented as
software code to be executed by a processor (not shown) of the system 10 using any
suitable computer language such as, for example, Java, C or C++ using, for example,
conventional or object-oriented techniques. The software code may be stored as a
series of instructions or commands on a computer readable medium, such as a random
access memory (RAM), a read only memory (ROM), a magnetic medium such as a
hard-drive or a floppy disk, or an optical medium such as a CD-ROM.

Figure 5 provides an example of how the system 10 works according to one
embodiment. The input data source 12 is shown on the left. In the illustrated
embodiment, the user (e.g., data holder) specifies, for example, the attributes and tuples
for release, the recipient profile, and the anonymity level (in this example 0.7). These
user specifications may be input to the deidentification module 16 via, for example, a
user interface (not shown) of the system 10. The deidentification module 16 may make
a copy of the input data source 12, and then generate the output data source 14
according to, for example, the methods described herein. The output data source 14 is
the resulting data source whose attributes and tuples correspond to the anonymity level
specified by the data holder. According to other embodiments, as described further
herein, the user(s) may specify other inputs to the system 10.

According to one embodiment, before any output data source 14 is generated,
the deidentification module 16 may tag each attribute of the input data source 12 as
either requiring an equivalence class substitution or a generalization when its associated
values are to be released. If values of an attribute tagged as using equivalence class
substitution are to be released, the deidentification module 16 may use arbitrary
replacement values of the attribute in the released data. The Social Security number
(SSN) attribute in Figure 5 provides an example of an equivalence class substitution. A
strong one-way hashing (encryption) algorithm may be used to determine the
replacement value.

Alternatively, if an attribute is tagged as requiring a generalization replacement,
then an accompanying generalization hierarchy may be assigned to the attribute. The

deidentification module 16 may iteratively compute increasingly less specific versions
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of values for the attribute until eventually the desired anonymity level is attained. For
example, a birthdate attribute may first have the full month, day and year for each
value. If further generalization is necessary, only the month and year may be used.
Still further generalization may require that only the year be used, and so on, as the
values get less and less specific, moving up the generalization hierarchy. The iterative
process may end when there exist & tuples having the same values assigned across a
group of attributes (or “quasi-identifier”). This is termed a & requirement based on the
anonymity level specified by the end-user and/or data holder, and provides the basis for
k-anonymity. In Figure 5, the quasi-identifier under consideration, because of the size
of the data table shown, is only {Race, Birth, Sex, ZIP} and k= 2. Therefore, in the
output data source 14, there are at least two tuples for each combination of {Race,
Birth, Sex, ZIP} released.

According to one embodiment, the data holder (i.e., user) may declare specific
attributes and tuples in the input data source 12 as being eligible for release. The data
holder may also group a subset of the released attributes into one or more quasi-
identifiers and assign a number, such as between 0 and 1, to each attribute eligible for
release that identifies the likelihood each attribute within a quasi-identifier will used for
linking. A "0" value may mean not likely to be used for linking and a value of "1" may
mean a high probability of linking. Such a list is sometimes referred to herein as a
“profile.” According to another embodiment, the recipient profile need not be
specified, in which case the deidentification module 16 may treat all the values as
equally sensitive for linking.

The data holder may also specify a minimal overall anonymity level that
computes to a value of & According to another embodiment, rather than specifying the
anonymity level, the data holder may specify the value for £ The data holder may also
specify a threshold (referred to as “loss™ herein) that determi~nes the maximum number
of tuples that can be suppressed in the output data source 14, where loss may
correspond to at least £ tuples. As used herein, the term "anonymity requirement" is

used to generally refer to the specified anonymity level or the & value.
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The deidentification module 16 may then produce the output data source 14
from the eligible attributes and tuples of the input data source 12 such that each value
of a quasi-identifier in the output data source 14 appears in at least k tuples. The k
requirement may be accomplished by generalizing attributes within a quasi-identifier as
needed and suppressing no more than /oss tuples.

In the example of Figure 3, the record containing the “Asian” entry was
removed; the Social Security numbers were replaced with arbitrary (made-up)
alternatives; birth dates were generalized to the year; and ZIP codes were generalized to
the first three digits.

The overall anonymity level may be a number between 0 and 1 that relates to
the minimum & for each quasi-identifier. For such an embodiment, an anonymity level
of 0 may provide the original data and a level of 1 forces the deidentification module 16
to produce the most general data possible given the profile of the recipient. All other
values of the overall anonymity level between 0 and 1 may determine the operational
value of k. The data holder may map the anonymity level to particular values of &
based on, for example, analysis of the data in the input data source 12. Information
within each attribute may be generalized as needed to attain the minimum %, and
“outliers,” which are extreme values not typical of the rest of the data, may be
removed. Upon examination of the resulting data, every value assigned to each quasi-
identifier may occur at least & times with the exception of one-to-one replacement
values, as in the case with an equivalence class substitution.

In addition to an overall anonymity level, the data holder may also provide a
profile of the needs of the recipient of the data by, for example, specifying for each
attribute that is to be released whether the recipient could have or would use
information external to the data source that includes data within that attribute. That is,
the data holder may estimate on which attributes the recipient might link outside
knowledge. Thus, each attribute may have associated with it a profile value between 0
and 1, where 0 represents full trust of the recipient or no concern over the sensitivity of
the information within the attribute, and 1 represents full distrust of the recipient or

maximum concern of the sensitivity of the attribute’s contents. Semantically related
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attributes that are sensitive to linking, with the exception of one-to-one replacement
attributes, may be treated as a single concatenated attribute (a quasi-identifier) that
must meet the minimum £ requirement, thereby thwarting linking attempts that use
combinations of attributes. The role of these profiles may be to help select which
attribute within the quasi-identifier will be selected for generalization. If all attributes
in the quasi-identifier have the same value, then the attribute having the greatest
number of distinct values may be generalized.

According to one embodiment, the data holder may identify the fields which
make up the quasi-identifier and the value for £, as discussed previously. According to
another embodiment, the data holder may specify either a "0" or a "1" for each sensitive
field, and the recipient may specify a "0" or a "1" for the desired level of distortion in
the resulting data source 14. The deidentification module 16 may compute the value
for k based on these inputs, as described preciously. According to another embodiment,
the data holder and/or recipient may specify values between "0" and "1", inclusive.

The deidentification module 16 may provide the most general data that are
acceptably specific to the recipient's specification. Because the profile values may be
set independently for each attribute, particular atiributes that are important to the
recipient can result in less generalization from other requested attributes in an attempt
to maintain the usefulness of the data. A profile for data being released for public use,
however, may be one for all sensitive attributes to ensure maximum protection. The
purpose of the profiles are to quantify the specificity required in each attribute (to
maintain usefulness) and to identify attributes that are candidates for linking; and in so
doing, the profiles may identify the associated risk to patient confidentiality for each
release of the data.

Figure 6 is a flowchart illustrating an overview of how the deidentification
module 16 may function according to one embodiment of the present invention. The
process initiates at block 20 where the deidentification module 16 receives the user
specifications, which may include, as discussed previously with respect to one
embodiment, the anonymity level and the profile of the recipient. The user (or data

holder) may specify these inputs via a user-interface, for example. The anonymity
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level may be, for example, a value between 0 and 1, and the profile of the recipient may
be provided by a linking likelihood (P for each attribute that may also be a value
between 0 and 1. Based on these inputs, at block 22 the deidentification module 16
may compute k and determine the quasi-identifiers in the information to be released.
For example, subsets of attributes where Py= 1 may be treated as one concatenated
attribute (or quasi-identifier), which must satisfy the k-anonymity requirement. As
discussed previously, according to other embodiments, the deidentification module 16
may allow the data holder to specify the value for £ and/or the quasi-identifier.

At block 23, the deidentification module 16 may determine the sensitivity of
each attribute based on the values in each type. Next, at block 24, for each sensitive
attribute of the released information, the deidentification module 16 may determine the
replacement strategy. According to one embodiment, the first step in this process, at
block 26, may be to determine whether the attribute requires an equivalence class
substitution. If so, the process advances to block 28, where the deidentification module
16 may make the substitution. According to one embodiment, a strong one-way
hashing (encryption) algorithm may be used to generate the replacement value. On the
other hand, if an equivalence class substitution is not warranted at block 26, the process
may advance to block 30, where the deidentification module 16 may provide a
generalized replacement for the attribute based on a domain hierarchy specific to that
attribute, as described previously. Thereafter, the output data source 14 may be
published. According to one embodiment, the deidentification module 16 may employ
a special facility for cases involving multiple tuples attributable to the same person
because the number of occurrences and other information contained in the tuples, such
as relative dates, can combine to reveal sensitive information. According to such an
embodiment, the deidentification module 16 may, for example, transform the data into
another data table that makes each row correspond to one person.

Figure 7 lists the core algorithm of the deidentification module 16 according to
one embodiment of the present invention. The inputs to the deidentification module 16
are listed in Figure 7. The input data source 12 is referred to as “Private Table PT.”

The output of the method is the output data source 14, referred to as “MGT,” which is a

13
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generalization of PT[QI] that enforces k-anonymity, where QI is a quasi-identifier.
Steps 1 through 3 construct a frequency list containing unique sequences of values
across the quasi-identifier in PT along with the number of occurrences of each
sequence. The frequency list, “freq,” stores the result. Steps 4 through 7 generate a
solution by generalizing the attribute with the most number of distinct values and
suppressing no more than the allowed number of tuples. Therefore, each tuple in fieq
is unique and Ifreq]SIPTI.

The generalize() method of sub-step 6.1 of Figure 7 is listed in Figure 8
according to one embodiment. It may use a heuristic to guide its generalization
strategy. According to one embodiment, the attribute having the most number of
distinct values in the tuples stored in freq is selected and the algorithm may then
generalize those values in freq. All the values associated with that attribute are
generalized, enforcing generalization at the attribute level.

Step 7 of Figure 7 assumes that the number of tuples to suppress is less than or
equal to Joss * |PT|. That s, the frequencies associated with the tuples in fieq that are
less than £, together total no more than loss * |PT|. An embodiment of the suppress()
routine of sub-step 7.1 of Figure 7 is provided at Figure 9. The routine may traverse
through the tuples of freq replacing the tuples whose frequencies are less than k with
suppressed values for all the attributes of those tuples, thereby suppressing those tuples.
Suppression may be enforced at the tuple-level. Complementary suppression may be
performed so that the number of suppressed tuples adheres to the k requirement. An
embodiment of the reconstruct () routine of sub-step 7.2 of Figure 7 is provided at
Figure 10. This routine may produce a table, which becomes MGT, based on fieq.
According to one embodiment, the values stored for each tuple in fieq appear in MGT
as they do in frreq and are replicated in MGT based on the stored frequency. Therefore,

|pT| = |MGT].

Figure 11 provides the vectoradd() routine referred to in sub-steps 5.2, 5.3 and
5.4 of Figure 8 according to one embodiment. This route may add the tuples associated

with (t,occurs,sid) to V to avoid duplication.
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According to another embodiment, the method of Figure 7 may be extended to
have the generalized table include attributes not in the quasi-identifier. This may be
done, for example, by assigning a unique identifier to each tuple in PT and then storing
along with each tuple in freq, the unique identifiers of the corresponding tuples in PT.
The unique identifiers may be stored in freq but are not modified or included in step 1
through step 7.1 of Figure 7. The reconstruct() method of sub-step 7.2 (see Figure 10),
however, may be modified to link each tuple from freq to corresponding tuples in PT
using the unique identifiers and thereby expand the tuples stored in T to include the
additional unchanged attributes of PT that do not belong to QL

An example of how the deidentification module 16 may operate is described in
connection with the input data source (PT) 12 shown in Figure 12. Unique labels ¢/
through #/2 are used to indicate each tuple for the purpose of this example. Given PT
and the domain generalization hierarchies based on the depictions shown in Figures
13a-d, the deidentification module 16 outputs the output data source (MGT) 14 shown
in Figure 14, as a generalization of PT over the quasi-identifier QI = {Race, Birthdate,
Gender, ZIP} with no more than loss = &/ | PT| , which is 2/12 (or 17%) of the tuples
PT suppressed. MGT adheres to a k~anonymity requirement of £=2.

Figure 15 shows the content of freq after step 3 of the method of Figure 7,
before any generalization is performed. The sequences of values, considered as a unit
across QI in freq, are each unique. The numbers appearing below each column in the
tabular view of the attributes of QI in fieq report the number of distinct values found in
each attribute of QI in freq. For example, there are two distinct values, namely “black”
and “white” associated with the attribute Race. There are twelve distinct values
associated in Birthdate. There are two distinct values for Gender and there are three
distinct values for ZIP.

In Figure 15, the Birthdate attribute has the largest number of distinct values
(12) of any attribute of QI in freq. Therefore, at sub-step 6.1, the generalize() method
recodes those values to month and year of birth in accordance with the domain
generalization hierarchy associated with Birthdate shown in Figure 13d. On the second

iteration of steps 4 through 6, the Birthdate attribute again has the largest number of
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distinct values (12) of any attribute of QI in freq. So again, these values are recoded.
This time values associated with Birthdate report only the year of birth, as shown in
Figure 16. The two tuples identified as ¢7 and ¢8 in Figure 16 do not occur & times
(only once each). In order for this generalization to be a solution, these two tuples in
Jreq would have to be suppressed. That would be 2/12 (or 17%) of the tuples in PT,
which is in accordance with the allowable loss of tuples due to suppression (based on
loss). Therefore, a solution is found, as shown in Figure 14.

For the embodiment of the process flow for the deidentification module 16
outlined in Figures 7-11, in a worst case scenario, where | freq | = | PT | on the first
iteration, step 5 of Figure 7 executes | PT l times on the first iteration and fractions of

| PT | on subsequent iterations. The construction of a frequency list requires visiting
each element of the frequency list and, if changes are made due to generalization, the
element is removed and then the modified element is added. According to another
embodiment, all elements in the frequency list may be compared to the element that is
to be inserted.

The embodiment for the deidentification module 16 described previously in
connection with Figures 7-11, while satisfying the k-anonymity requirement, does not
necessarily provide minimally generalized solutions or minimally distorted solutions.
This is because the process of Figure 7 generalizes all values associated with an
attribute or suppresses all values within a tuple. In addition, the process of Figure 7
uses a heuristic, as described previously, to guide the selection of which attribute to
generalize. This can lead to unnecessary generalization. Any attribute that is not in the
domain of its maximal element could be selected for generalization, though some
choices may be better than others.

According to another embodiment, the deidentification module 16 may be
configured to use generalization and suppression to find optimal solutions such that
data are minimally distorted while still being adequately protected. According to one
embodiment, this may be achieved by, for example, dividing data into groups such that
the size of each group consists of & or more of the “closest” tuples. In this case,

according to one embodiment, closeness may be based on a minimal distance measure
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derived from distance vectors.

According to such an embodiment, the deidentification module 16 may provide
a solution to finding similarity matches in a high dimensional space with data
consisting of primarily categorical values. The approach may be based on combining
generalization and suppression, and on using the resulting hierarchies as a semantically
useful grouping that reflects a partial ordering on values. By cell generalization, it is
meant that a value can be replaced by a less precise but semantically consistent
alternative. Cell suppression in this context may be considered the most general value
possible because semantically no information is released. The distance between two
values may then be measured in terms of the minimal level up the generalization
hierarchy at which the two values have a common ancestor. This precision metric
provides the basis for a semantically meaningful measure of distance. Given an input
data source 12 and a value for £, the deidentification module 16 for such an
embodiment may group the tuples of the table in as many clusters as necessary such
that each cluster contains at least £ of its closest tuples. In terms of anonymity, having
k tuples that are indistinguishable is the basis for k-anonymity protection. The process
flow through the deidentification module 16 according to such an embodiment may be
similar to that of Figure 6, except that the deidentification module 16 uses the quasi-
identifier(s) and the k-anonymity requirement that is to be enforced on the quasi-
identifier(s) to find optimal solutions such that data are minimally distorted while still
being adequately protected.

Figure 17 is a diagram of the process flow through the deidentification module
16 for finding optimal solutions such that data are minimally distorted while still being
adequately protected, according to one embodiment. The process initiates at block 40,
where the deidentification module 16 may test for some base conditions. These
conditions include that: (1) if the number of tuples in the table is zero, then an empty
table is returned; (2) if the number of tuples in the table is less than %, an error results;
and (3) if the number of tuples in the table is greater than or equal to &, but less than 2k,
all the tuples are generalized into one cluster that is returned as the solution. In all the

cases, the deidentification module 16 may continue by automatically computing
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distance vectors between every two tuples and organizing the result in a clique. Each
distance vector recorded on an edge of the clique reports the generalization needed in
order for the two incident tuples to have the same generalized result.

Next the process advances to block 42, where the deidentification module walks
the edges of the clique to identify groups of & tuples that are “closest” in terms of
distance vectors. A set of & tuples that are minimally distant denote a possible cluster
of tuples in the generalized solution. Each of the tuples in the cluster appears in the
generalized solution with the same generalized values. The set of all k-sized clusters
determined to minimally include a couple is called mins. Each cluster is called a
“minimal.” The remainder of the process works with mins and subsets and partitions of
mins to identify which group of clusters in mins best accounts for all the tuples that
when generalized in accordance to their designated clusters would yield minimal
distortion in the overall generalized solution.

Some of the clusters in mins may consist of tuples that if their attributes were
generalized to the same values would not limit the ability of other tuples to combine
with their closest tuples. Such a cluster may be termed a “complementary minimum.”
At block 44, the deidentification module 16 traverses through mins identifying any
complementary minimums.

At block 46, the deidentification module 16 determines whether complementary
minimums exist in mins. If complementary minimums do exist, then the process
advances to block 48, where the deidentification module 16 puts the corresponding
tuples in the solution table, all minimally generalized to be indistinguishable. Next, at
block 50, the deidentification module removes those tuples from further consideration.
At block 52, the process may be repeated on connected partitions of the tuples
remaining. By this process, the tuples that comprise a complementary minimum are
generalized together and added to the generalized solution. Recall, a cluster in mins,
from block 42, identified its constituent tuples as being minimally distant and the
cluster as containing & tuples. Therefore, if the cluster is a complementary minimum, it
provides a solution for its constituent tuples. Clusters remaining in mins, after

complementary minimums are removed, have groups of clusters that share tuples.
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Returning to block 46, if there do not exist any complementary minimums in
mins, this is a special situation in which groups of clusters share one or more common
tuples. The process advances to block 54 where the common tuple(s) are removed
from consideration. At block 56, the process is recursively repeated on the result, and
at block 58 the withheld tuple(s) are added so that the overall distortion after the
withheld tuple(s) are included is minimal.

Figure 18 lists the core algorithm for the deidentification module 16 in more
detail according to one embodiment. For purposes of identification, this algorithm is
referred to as “k-Similar” in Figure 18. The inputs to the deidentification module 16
are listed in Figure 18. These inputs include the input data source 12, referred to as
“Table T,” a quasi-identifier QI = (4,,...,4,), a k-anonymity constraint £, and domain
and value generalization hierarchies DGH,; and VGHy;, where i=1,...,n with
accompanying functions f;. The output of the deidentification module 16 (i.e., the
output data source 14) is a k~minimal distortion of T[QI]. The routine provided in
Figure 18 begins at step 1 by expanding T to include an attribute labeled ID whose
values serve as a unique identifier (or key) of each tuple in T. From this point forward,
the deidentification module 16 may have the ability to uniquely refer to a tuple in T by
using its associated value of ID.

Step 2 of the k-Similar algorithm, provided in Figure 18, produces a clique of
the tuples of T stored in a 2-dimensional array named “clique.” The method
CliqueConstruct(), an embodiment of which is provided at Figure 19, performs the
construction according to one embodiment. Each node in the cligue is a tuple. Each
edge records the distance vector that corresponds to the distance between the tuples
whose nodes are incident. The method Distance(), an embodiment of which is
provided at Figure 20, computes the distance vector between two tuples using the value
generalization hierarchies VGHy;, where i=1,...,n with accompanying functions fy;.
The distance vector records the minimal generalization strategy needed for the two
tuples to have the same and generalized values.

Returning to Figure 18, at step 3 the deidentification module 16 may execute the
method ASimilarRun(), an embodiment of which is provided at Figure 21 and which
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will be described in more detail hereinafter. The kSimilarRun() method of Figure 21
returns a set of clusters that minimally generalizes the tuples of each cluster together so
that they become indistinguishable results in a table that is a k&~minimal distortion of
T[QI]. The method TableConstruct(), an embodiment of which is provided at

Figure 22, takes the set of clusters from kSimilarRun(), generalizes the tuples of each
cluster, and then returns the generalized table. Each cluster therefore identifies a group
of tuples that in the solution set are indistinguishable across QI. Therefore, the -
Similar approach can be described as translating the problem into one of partitioning
tuples. This may be done by the kSimilarRun() routine, provided at Figure 21.

The kSimilarRun() routine may begin by testing for the base conditions in steps
1 through 3. These conditions may be based on the size of the table provided to
kSimilarRun(). At step 1, if the number of tuples in the table is zero, an empty set of
clusters is returned denoting the empty table. At step 2, if the number of tuples is less
than £, an error results because the & requirement cannot be satisfied on a table having
less than & tuples. At step 3, if the number of tuples in the table is greater than or equal
to k, but less than 2£, all the tuples are generalized into one cluster designating that all
the tuples of the table are to be generalized together.

At step 4 of the kSimilarRun() method, the deidentification module 16 walks the
edges of clique using the method GenerateMinimums(), an embodiment of which is
provided at Figure 23, to identify groups of & tuples that are “closest” in terms of
distance vectors. The method traverse(), an embodiment of which is provided in
Figure 24, may perform the actual transversal on clique given a particular starting tuple
t. The method traverse() returns the cluster(s) of size k containing ¢ and £’s closest
tuples that when combined have less distortion than any other combination of & tuples
that include #. The method Generate Minimums() may execute traverse() on each tuple.
The end result is a set of all k-sized clusters determined to minimally include a tuple. It
may be called mins. Each cluster in mins may be called a “minimal.” As described
hereinafter, the remainder of the deidentification module 16 may work with mins and
partitions of mins to identify which group of clusters in mins best accounts for all the

tuples that when generalized in accordance to their designated clusters would yield
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minimum distortion in the overall generalized solution.

Some of the clusters in mins may consist of tuples that if their attributes were
generalized to the same values would not limit the ability of other tuples to combine
with their closest tuples. Such a cluster may be termed a “complementary minimum.”
Step 5 of the kSimilar Run() method, provided at Figure 21, executes the
FindComplements() routine, an embodiment of which is provided at Figure 25, to
identify complementary minimums within mins. Such clusters can be partitioned as an
independent sub-solution. The resulting set of complementary minimums found may
be called complements.

The sub-steps of step 6 of the kSimilar Run() method (see Figure 21) execute
only if complementary minimums are found in mins. In that case, complements returns
as part of the solution and kSimilarRunParts(), an embodiment of which is provided at
Figure 26, executes on the remaining tuples and minimals to recursively apply the
algorithm on partitions of connected clusters. If no complementary minimums are
found then complements has no elements, and so in step 7, kSimilarRunParts() (see
Figure 26) may execute on all the tuples and minimals under consideration.

The method of &SimilarRunParts() may employ mutual recursion by executing
kSimilarRun() on each connected partition of the remaining clusters in mins. The
method Partition(), an embodiment of which is listed at Figure 27, may be used in step
2 of kSimilarRunParts() to identify connected clusters within the given mins. If the
returned partition has less than 2k elements, then in step 3.1, kSimilarRun() may be
used to combine the tuples of that partition into a single cluster as part of the overall
solution.

If the returned partition, identified as Ty, has 2k or more elements, then the
partition has a special configuration in which all minimals within the partition share
one or more common tuples. This situation may be handled in step 4 of
kSimilarRunParts() (see Figure 26). At step 4.1, the method kSimilarRunParts() may
deploy the method CommonTuples(), an embodiment of which is listed at Figure 28, to
identify the set of 1 to (%-1) tuples that appear within each cluster of the partition.
These tuples may be stored in a set called withheld. If the number of tuples in the
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partition, not including the tuples withheld, is less than 2k, then the method addTuple(),
an embodiment of which is listed at Figure 29, may execute to determine which clusters
in the partition should include the withheld tuples. The decision may be made so that
the overall result has minimal distortion. On the other hand, if the number of tuples in
the partition, not including the tuples withheld, is greater than or equal to 2k, then
kSimilarRun() may be executed using mutual recursion on the partition not including
the withheld tuples. The method addTuple() (see Figure 29) may then execute
afterwards to determine which cluster(s) in the result will include the withheld tuples.

As previously stated, the final step of the k-Similar algorithm of Figure 18 uses
TableConstruct(), an embodiment of which is provided at Figure 22, to construct a
generalized table from the resulting set of clusters from kSimilarRun(). It can be shown
that the final table resulting from the k-Similar algorithm is a A~-minimal distortion of
the original table using cell-level generalization and suppression.

An example of how the deidentification module 16 operates according to one
embodiment using the algorithms of Figures 18-29 is provided in conjunction with
Figures 30-33. Given the private table PT (i.e., input data source 12) shown in Figure
30, the domain and value generalization hierarchies (DGH and VGH) based on Figure
13, and a k-anonymity requirement of k=2, the deidentification module 16, employing
the algorithms of Figures 18-29 according to such an embodiment, yields the table GT
(i.e., output data source 14) shown in Figure 31 as a A-minimal distortion of the input
data source 12 (PT) over the quasi-identifier QI={ HomeZIP, HospZIP, WorkZIP}. The
following discussion describes how that result is reached.

The table of Figure 30 shows the uniquely identifying values ¢, #2, ¢3 and ¢4
appended to the table after step 1 of the k-similar algorithm of Figure 18 executes.
These values are associated with the ID attribute. Figure 32 shows cligue, which is
constructed after step 2 of the algorithm of Figure 18 concludes. The nodes of the
cligue correspond to the tuples of PT. The edges are labeled with the distance vectors
between every two tuples in PT.

* None of the base conditions in first 3 steps of kSimilarRun() are applicable in

this example. T in this case is PT. It has 4 tuples and k=2, so |T|=2x Figure 33
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shows the value of mins after step 4 of the routine of Figure 18 concludes. The method
GenerateMinimumns() identifies the set of minimals for each tuple by traversing clique
to identify each tuple’s nearest (k-1) tuples. Traversing clique from I provides the
minimal {¢1, £2}, from ¢2 provides the minimals {¢1, 2} and {¢2, 14}, from ¢3 provides
the minimal {#/, £3}, and from ¢4 provides the minimal {¢2, t4}.

The minimals {7/, t3} and {22, 4} are returned as complementary minimums
by FindComplements() (see Figure 25). Therefore, complements = {{t1, t3}, {t2, t4}}
after step 5 of kSimilarRun(). When step 6 of kSimilarRun() concludes, T is empty.
Therefore, complements is returned at step 7 of kSimilarRun() as the set of clusters that
are minimally distorting. The call to kSimilarRunParts() in step 7 of kSimilarRun()
return & because T is empty. The final step of kSimilarRun() executes
TableConstruct() on clusts= {{tl, t3} , {t2, t4}}, the result of which is shown in Figure
31 with the ID values still appehded for ease of reference.

The possible cluster combinations and their distortion are: {{¢/, £2}, {3, t4}} at
8 levels of generalization is 2.67; {{t, 13}, {t2, t4}} at 6 levels of generalization is
2.00; and {{¢1, 14}, {¢2, t3}} at 10 levels of generalization is 3.33. The combination of
clusters with the least distortion is {{t/, 3}, {¢2, t4}}, which is the same found by the
algorithm of Figure 18.

Although the present invention has been described herein with respect to certain
embodiments, those of ordinary skill in the art will recognize that many modifications
and variations of the present invention may be implemented. For example, certain
steps of some of the methods presented herein may be performed in different orders.
The foregoing description and the following claims are intended to cover all such

modifications and variations.
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CLAIMS
What is claimed is:

1. A system for deidentifying entries in an input data source, characterized
by:

a deidentification module (16) for modifying entries in a version of the input
data source to yield an output data source such that the entries of the output data source
match a specified anonymity requirement and are minimally distorted.

2. The system of claim 1, wherein the deidentification module is further
for:

receiving a recipient profile; and

modifying entries in the version of the input data such that entries of the output
data source match the specified anonymity requirement with respect to the recipient
profile.

3. The system of claim 2, wherein the recipient profile identifies a
likelihood that entries in the output data source will be used for linking with another
data source.

4. The system of claim 1, wherein the deidentification module is for
modifying entries in the version of the inpﬁt data source by at least one of generalizing,
suppressing and replacing entries in the version of the input data source such that the
entries of the output data source match the specified anonymity requirement.

5. The system of claim 1, wherein the version of the input data source
includes a plurality of attributes and a plurality of tuples, and wherein the
deidentification module is for modifying entries in the version of the input data source
by:

determining whether each attribute in the version of the input data source
requires one of an equivalent class substitution or a generalization; and

replacing entries in each attribute with a replacement value determined
according to a generalization hierarchy when it is determined that the attribute requires

a generalization.
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6. The system of claim 5, wherein the deidentification module is further for
replacing entries in each attribute with a replacement value determined according to a
strong one-way hashing algorithm when it is determined that the attribute requires an
equivalent class substitution.

7. The system of claim 5, wherein the deidentification module is further for
replacing entries in each attribute with a replacement value determined according to a
generalization hierarchy when it is determined that the attribute requires a
generalization by iteratively computing increasingly less specific values for each
attribute until the specified anonymity requirement is obtained.

8. The system of claim 7, wherein the deidentification module is further for
iteratively computing increasingly less specific values for each attribute until the
specified anonymity requirement is obtained by iteratively computing less specific
values for each attribute until there exists a number of tuples corresponding to the
specified anonymity requirement having the same values across a group of attributes.

9. A computer readable medium, having stored thereon instructions, which
when executed by a processor, cause the processor to:

read a specified anonymity requirement; and

modify entries in a version of an input data source to yield an output data source
having entries that match the specified anonymity requirement and are minimally
distorted.

10.  The computer readable medium of claim 9, having further stored thereon
instructions, which when executed by the processor, cause the processor to:

read a specified recipient profile; and

modify entries in the version of the input data source to match the specified
anonymity requirement with respect to the recipient profile.

11.  The computer readable medium of claim 10, wherein the recipient
profile identifies a likelihood that entries in the output data source will be used for
linking with another data source.

12. The computer readable medium of claim 9, having further stored thereon

instructions, which when executed by the processor, cause the processor to modify
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entries in the version of the input data source by at least one of generalizing,
suppressing and replacing entries in the version of the input data source such that the
entries of the output data source match the specified anonymity requirement.

13. The computer readable medium of claim 9, wherein the version of the
input data source includes a plurality of attributes and a plurality of tuples, and having
further stored thereon instructions, which when executed by the processor, cause the
processor to:

determine whether each attribute in the version of the input data source requires
one of an equivalent class substitution or a generalization; and

replace entries in each attribute with a replacement value determined according
to a generalization hierarchy when it is determined that the attribute requires a
generalization.

14. The computer readable medium of claim 13, having further stored
thereon instructions, which when executed by the processor, cause the processor to:

replace entries in each attribute with a replacement value determined according
to a strong one-way hashing algorithm when it is determined that the attribute requires
an equivalent class substitution.

15.  The computer readable medium of claim 13, having further stored
thereon instructions, which when executed by the processor, cause the processor to:

replace entries in each attribute with a replacement value determined according
to a generalization hierarchy when it is determined that the attribute requires a
generalization by iteratively computing increasingly less specific values for each
attribute until the specified anonymity requirement is obtained.

16.  The computer readable medium of claim 15, having further stored
thereon instructions, which when executed by the processor, cause the processor to:

iteratively compute increasingly less specific values for each attribute until the
specified anonymity requirement is obtained by iteratively computing less specific
values for each attribute until there exists a number of tuples corresponding to the

specified anonymity requirement having the same values across a group of attributes.
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17. A method for deidentifying entries in an input data source, characterized

receiving a specified anonymity requirement; and

modifying entries in a version of the input data source to yield an output data
source such that the entries of the output data source match the specified anonymity
requirement.

18.  The method of claim 17, further comprising receiving a specified
recipient profile, and wherein modifying entries includes modifying entries in the
version of the input data source such that the entries of the output data source match the
specified anonymity requirement with respect to the recipient profile.

19.  The method of claim 18, wherein the recipient profile identifies a
likelihood that entries in the output data source will be used for linking with another
data source.

20.  The method of claim 17, wherein modifying entries in the version of the
input data source includes at least one of generalizing, suppressing and replacing
entries in the version of the input data source such that the entries of the output data
source match the specified anonymity requirement.

21.  The method of claim 17, wherein the version of the input data source
includes a plurality of attributes and a plurality of tuples, and wherein modifying entries
in the input data source includes:

determining whether each attribute in the version of the input data source
requires one of an equivalent class substitution or a generalization; and

replacing entries in each attribute with a replacement value determined
according to a generalization hierarchy when it is determined that the attribute requires
a generalization.

22.  The method of claim 21, wherein modifying entries in the version of the
input data source further includes replacing entries in each attribute with a replacement
value determined according to a strong one-way hashing algorithm when it is

determined that the attribute requires an equivalent class substitution.
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23.  The method of claim 21, wherein replacing entries in each attribute with
a replacement value determined according to a generalization hierarchy when it is
determined that the attribute requires a generalization includes iteratively computing
increasingly less specific values for each attribute until the specified anonymity
requirement is obtained.

24.  The method of claim 23, wherein iteratively computing increasingly less
specific values for each attribute until the specified anonymity requirement is obtained
includes iteratively computing less specific values for each attribute until there exists a
number of tuples corresponding to the specified anonymity requirement having the
same values across a group of attributes.

25. A system for deidentifying entries in an input data source, characterized
by:

means for modifying entries in a version of the input data source to yield an
output data source such that the entries of the output data source match a specified
anonymity requirement.

‘ 26.  The system of claim 25, wherein the means for modifying further
include means for modifying entries in the version of the input data source such that the
entries of the output data source match the specified anonymity requirement with
respect to a recipient profile.

27.  The system of claim 26, wherein the recipient profile identifies a
likelihood that entries in the output data source will be used for linking with another
data source.

28. | The system of claim 25, wherein the means for modifying entries in the
version of the input data source includes means for at least one of generalizing,
suppressing and replacing entries in the version of the input data source such that the
entries of the output data source match the specified anonymity requirement.

29.  The system of claim 25, wherein the version of the input data source
includes a plurality of attributes and a plurality of tuples, and wherein the means for

modifying entries in the input data source is further for:
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determining whether each attribute in the version of the input data source
requires one of an equivalent class substitution or a generalization; and

replacing entries in each attribute with a replacement value determined
according to a generalization hierarchy when it is determined that the attribute requires
a generalization.

30. The system of claim 29, wherein the means for modifying entries is
further for replacing entries in each attribute with a replacement value determined
according to a strong one-way hashing algorithm when it is determined that the
attribute requires an equivalent class substitution.

31.  The system of claim 29, wherein the means for modifying is further for
replacing entries in each attribute with a replacement value determined according to a
generalization hierarchy when it is determined that the attribute requires a
generalization by iteratively computing increasingly less specific values for each
attribute until the specified anonymity requirement is obtained.

32. The system of claim 31, wherein the means for modifying is further for
iteratively computing increasingly less specific values for each attribute until the
specified anonymity requirement is obtained by iteratively computing less specific
values for each attribute until there exists a number of tuples corresponding to the

specified anonymity requirement having the same values across a group of attributes.
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C. ore Algodtim

Input: Private Table PT; quas?—idcn(iﬁc( A=Ay, ..., A, k-anoaymity coastraial &; domaig
geacealization hiccarchics DGHy;, where i=I,...n with accompanying functioas f, and
loss, which is 2 Liruit oa the pececatage of tuples that can be suppeessed. PT(id] is the set
ol uaique ideatifices (key) foc cach tuple. ’

Quput:

MGT a geacalization of PT[QI] that eaforces k-anoaymity
Assunes: PT 2L, and loss < (PTI=k
algoditun cove:
{l Construct a frequency list containing unique sequences of values across the quasi-identifier in PT,
l along with the number of occurrences of eack Sequence. ) ’
1. letfreqbe an expaadable and collapsible Vector with no elemeats initially.
focr (QU, frequency, SID), where SID = (id; : A{id]e PTid] ={id]=id};.
“Therefoce, freq is also acx:c'ss_iblc as-a table over (Q, frequency, SID).
2. let pos <0, total O,
3. while total # 1PTtdo -
3.1 freqpos] < ({Q], occurs, SID)
where {QUle PTIQUY. ({Ql].__, _ )¢ freq; occurs =TI - PTQ — ()t
and, SID = {id; : A{id)e PT(id]={id]=id;)
3.2 pos < pos + 1, total < total + occurs
{ Make a solution by generalizing the attribute with the most number of distinct values
{l and suppressing no mace than the allowed nunmber of tuples. ’
4. tetbelowk 0
8. for pos « 1 to Hfreqt do
351 (_, cound) « freqlpos]
J2 il count < k then do
J2.1  belowk « belowk 4 count
6. il belowk > k thea do: {{ Note. loss *IPTI =k
61 {req « generalize(freq)
6-2 go to step 4
7. elsedo :
{l assert: the number of tuples to suppress i freq is <loss * 1P T
9.1 freq < suppress(ireq, belowk)
7.2 MGT « reconstruct({req)
§. retura MGT.

Each clement is of the
and, frequency =(SIDI.

Foo.7

algoridun reconstruct(freq):
I This algorithm produces a table based oa the tuples within fteq and their reported frequencics.
L1t T <@ ((Tisatable and so it is a mudiiset, which maintains duplicates
3. fo€ pos « 1 to fireqt do:
' 4.1 (t, count,sid) < freqlpos] -
42 foreach ide siddo: - =~ .
421 - T«Tou{4QL d) -

LS retum"'l' .

Feg.10




WO 02/084531 PCT/US02/11011

5/18

generalize Algocithm - : )
[gotithm identifies the attribute within the quasi-identifier having the most nundber of distinct

l{ values in the tuples stored in fteq and then generalizes those values in tceq. Generalization is

l enforced at the attribute level, 50 all the values associated with an attribute are in the same domairn.
L. letmax 0

2. foteach acQl do:
2.1 letvalues « O
" 2.2 for pos « 1 to ffreql do:
' 221 (t,__,_) <« freq{pos]
222  values «values U { ({a] }

. ! assert: values coatains set of values
23 f max<lvaluesthen do: =~

231 rmax < lvalues

232 attr<a

the attribute of Ql having the most number of distinct values (i max) in the tuples of freq

3. let Vbe a frequency list of the same type as freq. V initially has no elements.
4. max=1then do: :

4.1 haltoneror /1 1PTI<k
{l generalize values assigned to attr
5. for pos « 1 to lfreql do: .
5.8 ((Vats +--y Vadl, count, sid) < freqpos:
52 fattr= g, then do
521 V< VectotAdd(V, (fae(Var)s--Vadl, court, sid)
53 else il giur=aq, thea do:
531 V. VectotAdd(V, [Var. - fardVad)], count, sid)

5.4 else V « VectotAdd(V, (Vay,-- - JaalVards--Vaa], Count, sid)
6. freq &V

1. return freq

.IIT."lu’.ra

assigned to attribute a in the tuples of freq

Il assert: ar is

Figure 8

*VectorAdd Algorithm
Input: V, t, occurs, sid
Qutput: Updates and retucns V, a frequency fist
ll This method adds the tuples associated with (t,occurs,sid) 1o V avoiding duplication
algocithm VectorAdd: :
L. for pos <« 1 to Vido:
L1 tet (t1, occursy, sidy) < V[pos]
12. iy =tthea do: -

12.1. V(pos] « (t, occurs + occursy, sid; U sid)

122. retumV

2. V{pos+1] < (¢, occurs, sid) l add to end
(3. retu V

Figure 11
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algocithum suppress(freq, belowk):
1l This algorithm suppresses the tuples within freq that do not satisfy the k requirement; these
1l should total belowk number of tuples.
l Assume {teq has no more than loss *{PTl tuples to suppress, and loss * [PT(=k.
L. letsmallest «— PTL
2. for pos « 1 toffreql do:
2.1 (¢, cowrt, ) « freq(pos]
2.2 if count < k then do:
221 freqpos] « (null, count, )
’ where nul 1 is the suppressed values for the tuple
2.22. belowk « belowk — count o
2.3 else do: '
231 if cowut < smallest then do:
2.3.1.1 smallest < count
3 if (belowk > 0) and (belowk <) then do: I/ Note. loss * IPTl =k, belowk <k
3.1 (t, count, ) < {reqsmallest]
3.2 if (cowt — belowk) 2 k then do:
32.1 freqlpos+l] « (t, count-belowk, )
322 f{req{smalles] « (null, belowk, )
3.3 else do:
33.1 freq(smalles(] « (null, count,_)
4  relura freq
L

Figure 9
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Race Birthdate | Gender ALY Problem
tl black 9/1965 male 02141 short of breath
12 black 2/1965 male 02141 chest pain
3 black 10/1965 female 02138 painful eye
t4 black 8/1965 female 02138 wheezing
t5 black 11/1964 female 02138 obesity
16 black 12/1964 female 02138 chest pain
t7 white 10/1964 male 02138 short of breath
t8 white 3/1965 female 02139 hypertension
t9 white 8/1964 male 02139 obesity
t10 white 5/1964 male 02139 fever
tll white 2/1967 male 02138 vomiting
t12 white 3/1967 male 02138 back pain
Figure 12

Race Birthdate | Gender VALY Problem

black 1965 male 02141 | short of breath

black 1965 male 02141 chest pain

black 1965 female 02138 painful eye

black 1965 female 02138 wheezing

black 1964 female 02138 obesity

black 1964 female 02138 chest pain

white 1964 male 02139 obesity

white 1964 male 02139 fever

white 1967 male 02138 vomiting

white 1967 male 02138 back pain

Figure 14



WO 02/084531 PCT/US02/11011

8/18

ES 323
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Race Birthdate Gender VALY # accurs
tl black 9/20/65 male 02141 |
2 black 2/14/65 male 02141 1
13 black 10//23/65 female 02138 1
t4 black 8124/65 female 02138 1
5 black 11/7/64 female 02138 1
t6 black 12/1/64 female 02138 1
t7 white | 10/23/64 male 02138 1
8 white 3/15/65 female 02139 1
t9 white 8/13/64 male 02139 i
t10 white 5115164 male 02139 1
(1] white 2/13/67 male 02138 1
tl2 white 3/21/67 male 02138 1
2 12 2
Figure 15
Race Birthdate Gender Zip # occurs
tl, t2 black 1965 male 02141 2
13,14 black 1965 female 02138 2
15,16 black 1964 female 02138 2
t7,t8 white 1964 male 02138 2
19, 110 white 1964 male 02139 2
t11,t12 1 white 1967 male 02138 2
3

Figure 16
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Fig. 17

COMPUTE DISTANCE VECTORS BETWEEN EVERY TWO
TUPLES IN THE TABLE T[Ql]. THE RESULT IS A CLIQUE
CALLED "CLIQUE." — o

Y

WALK THE EDGES OF CLIQUE AND IDENTIFY THE (k-1) TUPLES THAT ARE MINIMALLY

PCT/US02/11011

DISTANT FROM EACH TUPLE. A SET OF TUPLES THAT ARE CLOSEST, BASED ON dist() » (,[ 2

APPLIED TO THEIR MAXIMAL DISTANCE VECTOR, IS TERMED A "MINIMAL * THE
RESULTING SET OF "MINIMALS" FOR ALL TUPLES (S CALLED mins.

\ 4

IDENTIFY ELEMENTS OF mins THAT ARE ISOLATED FROM OTHER MINIMALS N mins.

SUCH ELEMENTS REPRESENT TUPLES THAT IF THEY ARE EXCLUDED FROM CLIQUE |- C/y

WOULD NOT LIMIT OTHER TUPLES FROM COMBINING WITH THEIR CLOSEST TUPLES.
SUCH A SET OF TUPLES (S TERMED A “COMPLEMENTARY MINIMUM." THE SET OF ALL
COMPLEMENTARY MINIMUMS FOUND IN mins 1S CALLED complements.

qlo

COMPLEMENTARY
MINIMUMS
EXIST (N mins

No

Yes

59

THEN THERE EXIST A SET OF 1 TO (k1)
PUT THE CORRESPONDING ur TUPLES THAT ARE COMMON TO ALL MINIMALS
TUPLES IN THE SOLUTION TABLE, |- UL, IN mins. IN THIS CASE, REMOVE THE COMMON
ALL MINIMALLY GENERALIZED TO TUPLE(S) FROM CONSIDERATION.
BE INDISTINGUISHABLE; AND
l l - s¢
RECURSIVELY REPEAT ON THE RESULT
cern |60
REMOVE THOSE TUPLES EOR
FURTHER CONSIDERATION,
5
J 5T ADD THE WITHHELD TUPLE(S) SO THAT THE
OVERALL DISTORTION AFTER THE WITHHELD
RECURSIVELY REPEAT ON TUPLE(S) ARE INCLUDED (S MINIMAL
CONNECTED PARTITIONS OF THE -

TUPLES REMAINING.
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k-Similar Algodithm
Tnpat: Table T; quasi-ideatifier Ql = (A Is s A, kanoaymity coastraint k; and domain and
value geaeralization hiccarchies DGHN and VGHN whece i=1,....n with accorpanying
functions fy.. . ’
Output: A k-minimal distoction of T[Qf]
Assume: M=k
algorithum k-Similar: -,
1.

Appead an attribute (O o T. The associated vaIues of [Din T are key
cach tuple of T; these values are numbered from 1 to e

2. clique = CliqueCoastruct( T{QL1D] )

3. clusts < kSiamilacRua(T, £, clique)

4. rtetum TableCoastruct(clusts)

identifiers that are unique for

Figure 18

CliqueConstruct

Input: Table T[QL,{O]; where quasi-idcntiﬁcr Ql=(4,, .--, A, (D associates unique values

numbered from I to (Tl to the tuples of T, and value genecalization hicrarchies VGH;
and VGHy, where i=L,...,n with accompanying functions S

clique, which is a clique of the tuples of T stoced in 2 2-dimeasional array. Each node in
the cliqué is a tuple. Bach edge records the distance vector that coaresponds to the

distance between the tuples whose nodes are iacideat.
algonthm CliqueConstruct:

1. fetclique bean initially empty 2~dlmcnsmnal square array of size [Tt by (TL
21 foctuplefrom < 1 to Mdo:

2.1.1 foc ftupleto « 1 to (Tl do:
2111 i (tuplefrom + tupleto) then:
21111 diqueltuplefrom, tupleto) ‘
« Distance(T[Q (D=tuplefrom], T[QI,ID:tuplelo])

Output:

2. retura clique

.l

Figure 19

Distance

Inpat: i,, t,e TIQUJ; where quasi-ideatifier Qf = (4,, -2+ AJ,-and value generalization hiecacchies
: T VGHg, where i=l,...,n with accompanying functioas fi. _

OQulput: [dy, ..., dJ, which is a distance vector that cocresponds to the distance between the tuples
174 and 0.

algorithun Distance:

1. DV & {d,,....d] whcre cach d;is the leagth of the uxuquc path bctwocn 1(4] and {4 in VGH~ foci=1...n
2. retuca DV

Figure 20
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LSimilarRun Algorithm

Inpat: _ Table T[QL,(D], where quasi-identifiec Ql = (4, ..., A.), {D associates unique values

" numbered from 1 to (Tl to the tuples of T; k-anouymity coustraint &; valie generalization
hierarchies VGHy;, where i=1,. -« with accompanying functions fy;; and, clique, which
is a clique of the tuples.of T where each node in'the clique is a tuple and each edge
recocds the distaace vector that coaresponds to the distance between the tuples whose -
nodes are incideat.
clusts, which is a vector of sets of [D values of tuples. Each mermber set ideatifies a
cluster of tuples that whea geaeralized to respect to the distance vectors Incideat to the

tuples provide a set of “closest™ tuples in a k-minimal distortion of T[QI]
algorithm kSimilarRun: .

i€ [Tl =0 thea retum &
it [Tl < k then ecroc “Table must have at least k elements®
i€ [Tl < 2*k thea retun { T[(D] } {l make a cluster containing all tuplesin T
mins < GenerateMinimums(T{QL (D], clique, k)
complements «— FindComplements(mins)
i lcomplements! > 0 then do:
6.1  fet T, be a table with no elements initially
62 for pos < 1 to lcomplemerus! do:
6.2.1 T« (({QLID]LAQLIDIe T[QLIDe complements{pos]] }
622 T«T-T, '

623 i (M>0) thea do: rmins < GenerateMinimums(T[QL,(D], c{(que k)
retum complements U kSimtacRuaParts( T, mins )

Output:

AL A WN -

Figure 21

TableCounstruct
Input: clusts, which is a vector of sets of [D values of tuples. Each member set ideatifics a

_cluster of tuples that when geaeralized to respect to the distance vectocs incident to the
tuples'provide a set of "closest™ tuples in a k-minimal distoction of T(Q!], where quasi-
ideatfier Ql = (4, ..., A,), 1D associates unique values numbered from 1 to [T{ to the
(uplcs of T, and clique, which is a clique of the tuples of T where each node in the clique
is a tuple and each edge records the distance vector that corresponds to the distance
between the tuples whose nodes are incideat.

GT, which is a minimal genecalization of T(Q{]. Tuples ideatified wx(hm aa clcmcu( of
clusts ace generalized to have the same values.
algorithm TableConstruct:

1. letGT «@
2. forclztstnum(—ltolclusts{do

21 letV be a distance vector of (:hc focm {4y, ... d,) where cach d=0
and n is the Aumber of atiributes in the quasi-ideatifier Qf =
be an expandable and collapsible Vector whose clements
are initialized to clusts{clustnur]
23 foc tupleto <2 to laclurddo
- 241 V<« Ve diquel aclus1], aclust{tupleto] ]
24 fort < 1to laclusd do:

; 251 -GT « GT U GenedalizeTuple(T[QLIO=, V) generalize cach tuplc in cluster
3. retum GT : .

.

Oufput:

: A -, Ad
22 letaclust

1l compute maximal distarice vector

Figure 22
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GenerateMinimums Algorithm

Input: Table T[QL,ID]; where quasi-identifier Ql = (4, ..., A,), (D associates unique values
numbered from 1 to (Tl to the tuples of T, k-anonymity constraint k, and clique, which is
a clique of the tuples of T where each node in the clique is a tuple and each edge records
the distance vector that corresponds to the distance between the tuples whose nodes are
incident.

Output:

mins, which is a Vector of sets of ID values of tuples. Each member set identifies a

cluster of k-1 of r's closest tuples. Each member set includes ¢ so the total cluster size is
k.

algorithm GenerateMinimums:

1. let mins be an expandable and collapsible Vector with no elements initially.
2. letstack be an empty Stack.

3. let zero be a distance vector {d;,
quasi-identifier Ql =(4,, ..., A,)

4. for tupleto « 1 to Icliquel do:
4.1 mins = traverse(tupleto, tupleto+1, k, {tupleto), zero, o, mins)

1! stack and clique are globally available across iterations of traverse()

«-da) where each di=0 and n is the aumber of attributes in the

5. retum mins

Figure 23
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Traverse Algoditium
Input: (node, next, k, patk, mV, rdist, mins)
node  which is the uaique value associated with a tuple in dique that cepeeseats the
tuple “{rom" which distance will be measuced 0 next oa s itecation.
which is the uaique value assoctated with a tuple in clique that repeeseat the
tuple “(o" which distance will be measuced from rode o this i iteaation. ..
k which is the k-anoaymity constrain( .
path which'is the set of tuples comprising the shot(cst path from node to the tuple tha(
secves as the root of the taavecsal
,  which is 2 maximal distance vector from the tuple that secves as the oot of the
© travecsal to node.

which is the rueasuce of distoction from the root of the travecsal to rode, It docs
not include the distance from rade (0 rext.

which is a Vectoc of sets of (O values of tuples oomputod so far. Bach member
set ideatifics a'clustec of k-I of £'s closest tuples. Bach roembec set includes r so
the total cluster size is k. ACthe cad of the traversal thiis value provides the
answex. Itis shaced across itecations to track global infoamadion.

rmins, which is a Véctor of sets of 10 values of tuples. Bach membec set ldcnuﬁcs
cluster of k-1 of £'s closest tuplcs Each member set includes ¢ so the total clustcr szze is
k.

dist() function cx[sts and computes non-ncgauvc distance from a distance vectoc based

oa Pred(), can be weighted oc not.

Assumes following exist and acc globally avmlablc

stack  which is a Stack that coatains information oa each node from the rool of the
traversal up to, but not including node. Bach elemeat of the stack coatains values

of the focm: (rode, patk, mV, ndist). It is sharcd across iterations to track global
infocration.

next

Qutput:

Assumes

cique whichis a clique of the (uplcs of T where each node in the clique is a tuple and
cach edge records (e distance vector that conrespoads 1o the distance betwoen

the tuples whose nodes are incideny, ¢, whicli is an ID value ugique 1o a uple in
T ' .

algocithm Traverse:
L il (next > Icliquey) and stackEmpty{) thea do:
L1 cetucamins
2. else U (rext > Icliquey) thea do:
2.1. (roote, pathy, mtV,, mdistg) <~ stackPop()
22. cetum travecse(rooty, node+l, k1, palllq. fuins)
3. else i (nexx & T[(O] ) thea dos -

. 3.1, retum traverse(nade, rext+l, 1, path, mV, audist, mins)
4. Vy — mV & diquelnode, nex)
4 5.d; « dist(V) * (lpak + 1)
‘6. py  path U {next) : .
1. ¥ (d; > redist) thea do: ’ .
7.1 cetumn travecse(node, next+1, k, patk, mV, adist, murs)
8. else if (k=1) aad (d; = mdist) thea do:
T 8. rrddas{ bednsl € 1] < py
82. retum travecse(node, next+l, 1, path, wV, mdist, rains)
9. else i (K=1) thea do: M and (d¢ < radist) is implied
9.1. pucge all clemeats from riins
92. ndas{l] < py

93. mdist d[

94, mV«V;

95s. re(um u'aveme(uadc. rextl, 1, padl, &V, qudist, ttwu')
10. else do: Lk #1 is ingplied

10.1. stackPush(next, py, Vi dy)
102. fetu travecse(next, mnextel, k-1, py, Vi, d, ewdees) -

Figure 24
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Find Coplements Algorithm

Input: mirs, which is a set of sets of [D values of tples. Bach rember set ideqtifics a clustec of
k-1 of £'s closest tuples. Bach member set includes 1 so the total cluster size is k.

Oufput: distincts, whichis a vector of sets of [D values of tuples. Each member set ideatifics a
cluster that can be partitioned as an independent sub-solution.
algorithm Find Complements: '

L. tetdistincts be an expandable and collapsible Vector with no elemeats initially.
2. letallnodes < @

3. focrpos « 1 to lminsl do:
3.1 allnodes <— allnodes U miris{pos]
4. fac candidate < 1 to lminsl do:
. 41 lets <« allnodes- mins{candidate]
42 foc pos « 1 to bmins{ do: .
*4LL temp < mini{pos] A mins{candidate]
412 ¥ (temp + D) then do: :
42115 —s5—temp
43, © (s = allnodes — mins{candidate] ) thea do:
43.1 distincts{ istinctsl + 1] <« mins{candidate]
5. retumn distincts

L
Figure 25
kSimilacRunParts Algorithm
Input: Table T[QL,ID]; wheee quasi-ideatifier Qf = (Ar, .-, AL, [D associates uaique values

nuabered from 1 to (Tl to the tuples of T, and mins, which is a vector of sets of (D values
of tuples. Bach member set ideatifies a clustec of k closest tuples.

Output: clusts, which is a vectoc of sets of (D values of tuples. Each member setidentifies a
cluster of tuples that whea geaeralized (o respect to the distadce vectoss incident to the
tuples provide a set of “closest™ tuples in a k-minimal distoction of T{QU. Executes
&SimilarRun() mutually recussively, oa connected groups within rmins.

algorithm kSimilarRuaParts: .

L # (T =©Q) thea retum &

2. (T minsl, Ty, rins2) < Pactitioa(T, rirs)

3. € ([Td<2%k) then do: ' . .

_ 3.1 retum kSimitacRua(Ty) U kSimitacRuaPacts(To, ains2)

4. elsedo: ’
1l assert: there exist tuple(s) common to all elements within partition Ty, based on mins]
4.1 withheld <— CommonTuples(mins], clique) ) -
42 (T4l - lwithheld) < 2*K) thea do: :
42.1  retum addTuple(withheld, k (mins]-withheld), clique)
' ’ U kSimiacRuaParts(Ty, mins2) .
43  mins3 « kSiaitaRua(T, 1[0(,[0_95 withheld], k, clique) _
44 retum addTuple(withkeld, k, mins3, clique) U KSimitacRuaPacts(Ty, mins2)

Figure 26
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Output: (T4, Ty, rrs), where Tyu To=T and Ty To =@, The tuples of Ty identifies 3
coanected group of tuples that can be pactitioned as dn independent sub-solution. This
decision is based on the connectedaess of elements within rrirs. The ideatifier ms
coutains the subset of mirs not accounted for by the tuples of Ty. )

algorittun Partition: : ’

L. letallnodes O, s < @

2. foc pos ¢ 1 to lminst do:

2.1  allnodes « allnodes U mins{pos]
3. letr < mins{1] 1l test connectedness of mins(1]
4. {ot pos <2 to lmins! do:
4.1 (mins{pos] O r# @) thea do:
4.1l 1< rymins{pos]
42 else do:
421 ms < ras U mins{pos)
5. W (mins+r) thea do:
51 retumn (T4, 1, T, ms) where Ty = {1; 1 £; e T[QD=¢,] and 1, r} and To = T-T4
6 else do: '

Partition Algocitiun
Input:

Table T[QL(O]; where quasi-ideatifiec Ql = (4, ..., A, (O associates uaique values
numbered from 1 to [T to the tuples of T; and, mins, which is a st of sets of [D values of

tuples. Bach member set ideatifies a cluster of &-1 of ¢s closest tuples. Bach member set
includes  so the total cluster size is k. . .

6.1 retuen (T, r, 0, @)

Figure 27

CommonTuples Algocithm

[npu(:

Output:

algorithm CommouTuples:

1.
2.

. retum withheld

ruins, which is a set of sets of [D values of tuples. Each membec set ideatifies a cluster of
k-I'of ¢’s closest tuples. Bach member set includes 7 so the total cluster size is k; and,
clique, which is a clique of the tuples of T where each node in the clique is a tuple and
cach edge records the distance vector that coaesponds to the distance between the tuples
whose nodes are incident, ¢, which is an ID value unique €0 a tuple in T )

- withheld, which is a set of unique value associatéd with a tuple in T and that occurs in
cach elemeat of mins thereby making them “the™ closest tuple to all wples.

tet withheld < O
fo¢ tnum <« 1 to tdiquel do:
2.1 fletinall < true
22 forpos < 1 to lminsl do:

221 i (e & reiins{pos])

2211 inall < false

23 U (inall=twe ) thea do:

231 withheld < withheld U {trum}

Figure 28
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Wd‘[‘uplc
Inpa: withheld, which is a set of unique values associated with tuples in T; k-anonymity
coastraint k; clusts, also kmown as mins, is a vector of sets of (0 values oftuples. Rach
member set ideatifies a cluster of tuples that whea generalized to respect to the distance
vectors incideat to the tuples provide a set of “closest™ tuples in a k-miniraal distoction of
T[Ql], where quasi-identifier Ql = (4, ..., A.). (D associates unique values numbeged
from 1 to [Tl to the tuples of T; and, clique, which is a clique of the tuples of T where
each node in the clique is a tuple and each edge records the distance vector that
. corresponds to the distance betweea the tuples whose nodes acé incideat.
Output:

- clusts, which is a vector of sets of 1D values of tuples that is the same as the odginal
value of clusts (also known as mins) provided to the algorithm except the returned value
has an element that includes the elemeants of withheld. The tuple(s) ideatified in witkheld
replace tuple(s) in an original element of clusts such the ovecall loss of precision due to
geneaalization is minimized and all tuples remain included. = -

"| algorithum AddTuple: . '

L letd ¢ oo, n<0,ce—Q

2. foc clustnum 1 to lelusts! do:

Ll ¥ clusts{clustruam] =2 * k - (withheld thea do:

L1 testelust < be-an expandable and collapsible Vector whose elements
) are initialized to clusts{clustnum]
112 (d;, ¢)) «—addTupleMin(withheld, testclust, k, d, c, clique)
.13 i ({d; < d) thea do: -
LLLL ded;
LLI2. n ¢ clustnum
LL13. c<q

temp < clusts{n) U withheld

clusts(n)] « temp — ¢

clusts{ cluststi+1 1 < ¢

cetum clusts

Figure 29
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Al A2 A3
Home Zip Hosp. Z1P Work Zip
tl 02138 02138 02138
12 02138 02139 02138
t3 02138 02138 02141
t4 02138 02139 02139
Figure 30
Al A2 A3
Home Zip Hosp. ZIP Work Zip
tl 02138 02138 021%*
12 02138 02139 0213**
13 02138 02138 021%*
t4 02138 02139 0213%**
Figure 31
0,0,2 )
( 1 (3
;121
t4

[0,0,1]

Figure 32
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