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DESCRIPTION

CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application claims the benefit of U.S. Application No. 14/132,968, filed on
December 18, 2013.

BACKGROUND

[0002] Owners of copyrights in electronic items (e.g., digital songs, movies, books, and/or the
like) often are interested in gaining statistical insight into the scope of online piracy associated
with those electronic items. Conventional anti-piracy services may identify and capture, on a
network, a set of network identifiers (e.g., device identifiers and/or network locations that
represent users and/or devices) from a "swarm," which may refer to, for example, all entities
illegally accessing an electronic item such as, for example, a movie. The set of captured
network identifiers is generally only a portion of the swarm and conveys only a snapshot in time
of the activities taking place by the network identifiers.

[0003] KRYCZKA M ET AL: "Measuring the bittorrent ecosystem: Techniques, tips, and tricks",
IEEE COMMUNICATIONS MAGAZINE, IEEE SERVICE CENTER, PISCATAWAY, US, vol. 49,
no. 9, 1 September 2011 (2011-09-01), pages 144-152, XP011506969, ISSN: 0163-6804, DOI:
10.1109/MCOM.2011.6011746 discloses the main aspects and functionality of the complete
BitTorrent Ecosystem, and presents a survey of the existing BitTorrent measurement
techniques, and the challenges that these techniques face and the possible solutions to them.

SUMMARY

[0004] Embodiments of the present invention facilitate dynamically adjusting an execution
frequency of scheduled network scanning tasks based on scan results. For example, scanning
servers may be scheduled to repeatedly execute a network scanning task to detect, on a
network, activities associated with an electronic item, such as the downloading of a suspected
illegal copy of a movie. Information associated with the activities (e.g., network identifiers
corresponding to network locations and/or devices (e.g., associated with users) involved in the
activities, the types of activities, and/or the like) may be captured and analyzed. For example,
the information generated by each execution of a scanning task may be analyzed along with
information generated by previous executions of the scanning task. An execution frequency,
which refers to a length of a time interval between successive executions of a scanning task,
may be dynamically adjusted based on the results of the analysis. In embodiments, in the
course of successive executions of a scanning task in which little redundancy is detected
regarding, e.g., specific users associated with an activity, the execution frequency is increased
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to obtain a better sense for the number and composition of the users. Similarly, the frequency
may be decreased when significant redundancy is detected.

[0005] In particular, embodiments of the present invention include a computer-implemented
method for dynamically scheduling network scanning tasks. In embodiments, the method
includes receiving an identification of a scanning task associated with an electronic item. A
scanning task associated with the electronic item is scheduled to be repeatedly executed
according to an execution frequency. The execution frequency corresponds to a time interval
between each execution. Embodiments of the method further include receiving a first set of
scan results generated by a first execution, at a first execution time, of the scanning task and
receiving a second set of scan results generated by a second execution, at a second execution
time, of the scanning task. The first and second sets of scan results may include information
(e.g., network identifiers) associated with first and second sets of observed activities
associated with the electronic item, respectively. The first and second sets of scan results are
analyzed and the execution frequency is modified based on the analysis.

[0006] Embodiments of the invention include another computer-implemented method for
dynamically scheduling network scanning tasks. In embodiments, the method includes
receiving an identification of a scanning task associated with an electronic item and scheduling
a first execution of the scanning task for a first execution time. The first execution of the
scanning task is performed at the first execution time and a second execution of the scanning
task is scheduled for a second execution time. In embodiments, the first execution time and the
second execution time may be separated by a time interval having a length that is based on an
execution frequency. According to embodiments, the method further includes receiving a first
set of scan results generated by the first execution of the scanning task. The first set of scan
results may include a first set of network identifiers associated with a first set of detected
activities associated with the electronic item.

[0007] The method may further include performing the second execution of the scanning task
at the second execution time and scheduling a third execution of the scanning task for a third
execution time, which may be separated from the second execution time by a time interval
having a length that is based on the execution frequency. In embodiments, the method further
includes receiving a second set, Cn, of scan results (e.g., a second set of network identifiers
associated with a second set of detected activities associated with the electronic item)
generated by the second execution of the scanning task. A task scheduler may determine a
number, K(C,), of captured network identifiers in the second set of scan results and may
determine a number, R, of recaptured network identifiers based on a comparison of the first
set of network identifiers with a list, M, of previously captured network identifiers. The list, M,,

of previously captured network identifiers may include at least the first set of network
identifiers. According to embodiments of the method, a modified execution frequency may be
determined based on R, and N(C,), and the task scheduler may reschedule the third execution

of the scanning task for a fourth execution time, based on the modified frequency.
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[0008] In embodiments, a system for monitoring network activities includes a scanning server
configured to execute a network scanning task associated with an electronic item that is
accessible via a network; and a management server configured to manage the network
scanning task associated with the electronic item. The management server may be configured
to receive, from the scanning server, a set of scan results generated by a first execution, at a
first time, of the network scanning task. The set of scan results may include a set of network
identifiers. In embodiments, the management server includes a processor that instantiates a
plurality of software components stored in a memory.

[0009] According to embodiments, the plurality of software components includes a task
scheduler configured to: (a) schedule a second execution of the network scanning task for a
second time, where the second execution is scheduled based on an execution frequency, (b)
analyze the set of scan results generated by the first execution, where the task scheduler is
configured to compare the set of network identifiers with a list of previously captured network
identifiers, and (c) modify the execution frequency based at least on the comparison. The
plurality of software components may further include a services component configured to
facilitate a network activity-monitoring service based on the network scanning task.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010]

FIG. 1 is a block diagram illustrating an operating environment (and, in some embodiments,
aspects of the present invention) in accordance with embodiments of the present invention;

FIG. 2 is a flow diagram depicting an illustrative method of dynamically scheduling executions
of a network scanning task in accordance with embodiments of the present invention;

FIG. 3 is a flow diagram depicting an illustrative method of dynamically adjusting an execution
frequency used for scheduling executions of a network scanning task in accordance with
embodiments of the present invention;

FIG. 4 is a schematic diagram depicting an illustrative method of determining a time interval
corresponding to an execution frequency used for scheduling executions of a network
scanning task in accordance with embodiments of the present invention;

FIG. 5 is a flow diagram depicting another illustrative method of dynamically adjusting an
execution frequency used for scheduling executions of a network scanning task in accordance
with embodiments of the present invention;

FIG. 6 is a schematic diagram depicting another illustrative method of determining a time
interval corresponding to an execution frequency used for scheduling executions of a network
scanning task in accordance with embodiments of the present invention;

FIG. 7 is a flow diagram depicting another illustrative method of dynamically scheduling
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executions of a network scanning task in accordance with embodiments of the present
invention; and

FIG. 8 is a flow diagram depicting another illustrative method of dynamically scheduling
executions of a network scanning task in accordance with embodiments of the present
invention.

[0011] While the present invention is amenable to various modifications and alternative forms,
specific embodiments have been shown by way of example in the drawings and are described
in detail below. The present invention, however, is not limited to the particular embodiments
described. On the contrary, the present invention is intended to cover all modifications,
equivalents, and alternatives falling within the ambit of the present invention as defined by the
appended claims.

[0012] Although the term "block" may be used herein to connote different elements illustratively
employed, the term should not be interpreted as implying any requirement of, or particular
order among or between, various steps disclosed herein unless and except when explicitly
referring to the order of individual steps.

DETAILED DESCRIPTION

[0013] Embodiments of the present innovation relate to services that monitor network activities
(e.g., downloads, uploads, sharing actions, and/or the like) associated with an electronic item
by executing a network scanning task at a given frequency and dynamically adjusting the
frequency at which the scanning task is executed based on results of executions of the
scanning task. In this manner, the services may more efficiently allocate monitoring resources,
as well as optimize scanning task execution to collect information that may be useful, for
example, in estimating the size of a swarm corresponding to activities associated with the
electronic item. For example, if a new set of captured network identifiers (e.g., device
identifiers representing user devices or uniform resource locators (URLs) representing
hyperlinks) from the swarm significantly overlaps a list of previously identified identifiers (i.e., a
significant number and/or percentage of network identifiers were "recaptured” in the new set),
the swarm may be fairly "static” in nature, whereas if there is very little overlap, the swarm may
be changing rapidly. Embodiments of the present invention facilitate swarm sampling that
scales by estimated swarm size, thereby potentially improving the efficiency of monitoring
resources and yielding a more representative sample of the swarm.

[0014] Further, embodiments of the present invention facilitate scheduling executions of
successful scanning tasks more often than unsuccessful scanning tasks. A scanning task
execution may be deemed to be "successful" when the results include a set of unique network
identifiers that have not been captured by one of a predetermined number of prior scanning
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task executions or by one of a number of scanning task executions performed within a certain
time period. Additionally, embodiments of the present invention include a task scheduler that
may be used with any number of different types of systems envisioned for use herein. The task
scheduler can, for example, receive task identifiers corresponding to scanning tasks and
schedule execution of those scanning tasks without regard to the type of task. Therefore,
embodiments of the task identifier may be compatible with different types of systems, scanning
tasks, monitoring services, and/or the like.

[0015] As indicated previously, embodiments of the present invention facilitate dynamic
scheduling of network scanning tasks associated with electronic items and include, for
example, dynamically modifying a frequency of execution of a particular network scanning task.
A network scanning task may include, for example, a set of instructions (e.g., computer-
readable instructions) that cause a scanning server to scan one or more networks (e.g., the
Internet and/or peer-to-peer (P2P) networks), network locations (e.g., URLs), and/or network
devices (e.g., web servers, media servers, and/or user devices) to detect activities associated
with a particular electronic item. A scanning task may also include instructions for retrieving
(i.e., capturing) certain types of information (e.g., network identifiers) associated with detected
activities. In embodiments, the electronic item may be, or include, any number of different
types of items such as, for example, an electronic file, a copy of an electronic file, an electronic
document, a copy of an electronic document, and/or the like. For example, electronic files may
include multimedia files (e.g., songs, movies, and/or pictures), electronic books, and/or the like.

[0016] For example, a scanning task might include instructions that, when executed by a
scanning server, cause the scanning server to scan a decentralized distributed network (e.g., a
P2P network such as BitTorrent™) or a centralized client-server network (e.g., an internetwork
such as the Internet) to detect unauthorized activities associated with an electronic item. For
example, a scanning server may search, using a peer-to-peer networking protocol (e.g., the
BitTorrent™ protocol), within a P2P network to identify a content hash associated with a
particular electronic item and, upon detecting the hash, may inspect network activity to capture
network identifiers (e.g., IP addresses) corresponding to devices performing activities
associated with the hash. In another example, a scanning server may utilize an Internet search
engine (e.g., Google®) to search web servers connected to the Internet for network identifiers
(e.g., URLSs) that provide unauthorized access to the electronic item.

[0017] In embodiments, a scanning server may detect activities associated with an electronic
item such as instances of the electronic item being uploaded, downloaded, copied, shared,
accessed, and/or the like. For example, a customer of a provider of services facilitated by the
present invention may wish to obtain information about unauthorized activities associated with
a particular movie (e.g., a movie in which the customer has copyright interests). The service
provider may create a network scanning task that is configured to cause scanning servers to
scan various networks to detect unauthorized activities (e.g., unauthorized copying or
downloading) associated with the movie. The service provider may schedule the network
scanning task to be repeatedly executed by scanning servers, which may detect instances of,
and capture information associated with, these activities.
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[0018] Although the term "activities" may relate to any type of activity associated with an
electronic item, the particular example of unauthorized access of an electronic item will be
used throughout this disclosure to illuminate various aspects of embodiments of the present
invention. References to unauthorized access of electronic items, in lieu of other types of
activities, are not meant to imply any limitation of the scope of the term "activities," but are
used solely for purposes of explanation.

[0019] Upon detecting any activities of interest (e.g., unauthorized downloads, providing
access to the electronic item via an unauthorized uniform resource locator (URL), and/or the
like), the scanning server may, in accordance with the scanning task, capture network
identifiers such as, for example, internet protocol (IP) addresses associated with user devices
that are involved in the activities, port numbers associated with user devices that are involved
in the activities, combinations of IP addresses and port numbers, URLs corresponding to
hyperlinks to the electronic item, and/or the like. The set of network identifiers captured by the
scanning server may be provided to a management server, which may facilitate providing any
number of various services, based on the set of network identifiers, to the customer. For
example, the management server may use the set of network identifiers, in conjunction with
additional sets of network identifiers from additional executions of the scanning task, to
estimate the size of a swarm involved with certain activities associated with the electronic item.

[0020] Although the term "network identifiers," in the context of information associated with
detected activities, may relate to any type of identifying and/or locating information associated
with an entity or activity, the particular example of IP addresses (a particular type of network
identifier) will be used throughout this disclosure to illuminate various aspects of embodiments
of the present invention. References to IP addresses, in lieu of other types of network
identifiers (e.g., media access control (MAC) addresses, port numbers, URLs, etc.), are not
meant to imply any limitation of the scope of the term "network identifiers," but are used solely
for purposes of example.

[0021] In embodiments, a swarm may refer to a population of network identifiers
corresponding to links, servers, users and/or user devices involved with a specified activity
associated with an electronic item. For example, in the case of activities on a P2P network, a
swarm may include all of the IP addresses corresponding to users/devices downloading an
electronic item (e.g., a movie) at a given time or during a certain time period. In the case of
activities on the Internet, a swarm may include, e.g., all of the URLs corresponding to
hyperlinks to the electronic item that are accessible at a given time or during a certain time
period. In embodiments, a swarm may be defined "globally” (e.g., all of the network identifiers
corresponding to users/devices throughout the world downloading a certain movie at a given
time) or "locally" (e.g., all of the device identifiers corresponding to users downloading the
movie via BitTorrent™, or in the United States, at a given time).

[0022] As discussed above, characteristics of a swarm (e.g., the number of identifiers in the
swarm, the types of activities associated with identifiers in the swarm, and/or the like) and
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changes, over time, in those characteristics may be difficult to determine directly and, instead,
may be estimated using statistical analysis of samples of the swarm. Specifically, the statistical
analysis may be enhanced by dynamically adjusting the frequency at which a scanning task is
executed, thereby facilitating executing the scanning task according to a frequency that is
related to the network activity (e.g., the number of entities in the swarm at a given time). In
embodiments, this dynamic adjustment may include dynamically estimating the total swarm
size by analyzing information obtained from consecutive executions of the scanning task. In
other embodiments, efficiency may be enhanced by dynamically adjusting the execution
frequency without first estimating the total swarm size.

[0023] FIG. 1 depicts an example of an operating environment 100 (and, in some
embodiments, aspects of the present invention) in accordance with embodiments of the
present invention. As shown in FIG. 1, the operating environment 100 includes a management
server 102 that processes information about activities associated with electronic items,
accessed via a network 104, on or accessed/controlled by a user device 106 and/or a server
108. The network 104 may be, or include, any number of different types of communication
networks such as, for example, a short messaging service (SMS), a local area network (LAN),
a wireless LAN (WLAN), a wide area network (WAN), the Internet, a P2P network, and/or the
like. The network 104 may include a combination of multiple networks. According to
embodiments, the management server 102 implements a task scheduler 110 that uses
information about activities associated with an electronic item to dynamically schedule
executions of a scanning task associated with the electronic item.

[0024] The task scheduler 110 may utilize information obtained from one or more executions
of a scanning task to dynamically schedule an additional execution of the scanning task. The
information may include a network identifier such as, for example, a device identifier (e.g., a
MAC address or an IP address) associated with a user device 106, a location identifier (e.g., a
URL) corresponding to a hyperlink hosted by a server 108, and/or the like. The user device
106 may include, for example, a computing device used by a user to perform an activity
associated with an electronic item, such as by sharing the item, uploading the item, copying the
item, downloading the item, or otherwise accessing the item. In embodiments, the operating
environment 100 may include a number of user devices 106. The server 108 may include, for
example, a web server that performs an activity associated with an electronic item, such as by
providing one or more hyperlinks or URLs through which the electronic item may be accessed.
In embodiments, the activity that the scanning task is configured to detect may be authorized
or unauthorized. In embodiments, the operating environment 100 may include a number of
servers 108. The management server 102 may use the results of scanning task executions to
facilitate any number of services such as, for example, by utilizing a services component 112,
which a consumer of the services may access with a customer device 114.

[0025] As shown in FIG. 1, the management server 102 may be implemented on a computing
device that includes a processor 116 and a memory 118. Although the management server
102 is referred to herein in the singular, the management server 102 may be implemented in
multiple server instances (e.g., as a server cluster), distributed across multiple computing



DK/EP 3085059 T3

devices, instantiated within multiple virtual machines, and/or the like. The task scheduler 110
may be stored in the memory 118. In embodiments, the processor 116 executes the task
scheduler 110, which may facilitate dynamic scheduling of executions of a network scanning
task associated with an electronic item. As indicated above, the electronic item may be, or
include, any number of different types of electronic media accessible by users over the network
104 such as, for example, documents, movies, and/or the like. Scanning tasks associated with
the electronic items may relate to operations involving searching one or more networks,
servers and/or user devices to detect activities associated with the electronic items, and
capturing information associated with the detected activities.

[0026] Still referring to FIG. 1, the management server 102 includes a system manager 120
that manages operations of a number of scanning servers 122. The scanning servers 122 may
be implemented using any number of different computing devices. For example, the
management server 102 and the scanning servers 122 may be included within a server cluster
implemented using a single computing device, multiple computing devices, one or more virtual
machines, and/or the like. In embodiments, the system manager 120 may provide functions
such as allocating resources (e.g., assigning particular scanning tasks and/or scanning task
executions to particular scanning servers 122 (e.g., for load-balancing); collecting and
analyzing server performance feedback information; scaling the number of scanning servers
122 available for tasks; and/or the like), facilitating user input (e.g., providing interfaces for
creating scanning tasks, managing operations of various components of the service, and/or the
like), and facilitating system maintenance.

[0027] The scanning servers 122 execute scanning tasks, and thereby capture (obtain, copy,
or otherwise access) information associated with electronic items. The system manager 120
may store the information, portions of the information, and/or data extracted from the
information in the memory 118 and may, for example, index the information using a database
124. The database 124 may be, or include, one or more tables, one or more relational
databases, one or more multi-dimensional data cubes, and/or the like. Further, though
illustrated as a single component implemented in the memory 118, the database 124 may, in
fact, be a plurality of databases 124 such as, for instance, a database cluster, which may be
implemented on a single computing device or distributed between a number of computing
devices, memory components, or the like.

[0028] In operation, the task scheduler 110 accesses activity information (e.g., from the
database 124, the system manager 120, the scanning servers 122, and/or the like) and, based
on the activity information, dynamically schedules further executions of scanning tasks such as,
for example, by placing the executions in a time-based queue. The system manager 120 may
be configured to determine which of the scanning servers 122 will perform each scanning task
execution, thereby facilitating dynamic load-balancing.

[0029] According to embodiments, various components of the operating environment 100,
illustrated in FIG. 1, may be implemented on one or more computing devices. A computing
device may include any type of computing device suitable for implementing embodiments of
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the invention. Examples of computing devices include specialized computing devices or
general-purpose computing devices such "workstations," "servers," "laptops," "desktops,"
"tablet computers," "hand-held devices," and the like, all of which are contemplated within the
scope of FIG. 1 with reference to various components of the operating environment 100.

[0030] In embodiments, a computing device includes a bus that, directly and/or indirectly,
couples the following devices: a processor, a memory, an input/output (1/O) port, an 1/0
component, and a power supply. Any number of additional components, different components,
and/or combinations of components may also be included in the computing device. The bus
represents what may be one or more busses (such as, for example, an address bus, data bus,
or combination thereof). Similarly, in embodiments, the computing device may include a
number of processors, a number of memory components, a number of I/O ports, a number of
I/O components, and/or a number of power supplies. Additionally any number of these
components, or combinations thereof, may be distributed and/or duplicated across a number
of computing devices.

[0031] In embodiments, the memory 118 includes computer-readable media in the form of
volatile and/or nonvolatile memory and may be removable, nonremovable, or a combination
thereof. Media examples include Random Access Memory (RAM); Read Only Memory (ROM);
Electronically Erasable Programmable Read Only Memory (EEPROM); flash memory; optical
or holographic media; magnetic cassettes, magnetic tape, magnetic disk storage or other
magnetic storage devices; data transmissions; or any other medium that can be used to store
information and can be accessed by a computing device such as, for example, quantum state
memory, and the like. In embodiments, the memory 118 stores computer-executable
instructions for causing the processor 116 to implement aspects of embodiments of system
components discussed herein and/or to perform aspects of embodiments of methods and
procedures discussed herein. Computer-executable instructions may include, for example,
computer code, machine-useable instructions, and the like such as, for example, program
components capable of being executed by one or more processors associated with a
computing device. Examples of such program components include the task scheduler analyzer
110, the services component 112, the system manager 120, and the database 124. Some or
all of the functionality contemplated herein may also be implemented in hardware and/or
firmware.

[0032] The illustrative operating environment 100 shown in FIG. 1 is not intended to suggest
any limitation as to the scope of use or functionality of embodiments of the present invention.
Neither should the illustrative operating environment 100 be interpreted as having any
dependency or requirement related to any single component or combination of components
illustrated therein. Additionally, any one or more of the components depicted in FIG. 1 may be,
in embodiments, integrated with various ones of the other components depicted therein
(and/or components not illustrated), all of which are considered to be within the ambit of the
present invention. For example, the scanning servers 122 may be integrated with the
management server 102.
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[0033] As described above, in embodiments, a task scheduler (e.g., the task scheduler 110
depicted in FIG. 1) may analyze sets of scan results generated by consecutive executions of a
scanning task to dynamically adjust an execution frequency used for scheduling subsequent
executions of the scanning task. The scan results may include information such as network
identifiers (e.g., IP addresses or URLSs) corresponding to detected activities associated with an
electronic item. FIG. 2 depicts an illustrative process that may be performed by a service
provider that implements, for example, a management server (e.g., the management server
102 depicted in FIG. 1), a task scheduler (e.g., the task scheduler 110 depicted in FIG. 1) and
one or more scanning servers (e.g., the scanning servers 122 depicted in FIG. 1). The
management server may manage the functions performed by a number of scanning servers to
facilitate load-balancing with respect to large numbers of scanning tasks. In embodiments, the
functions performed by the scanning servers may be performed by the management server. A
scanning task may be created by a user, automated process, and/or the like. The scanning
task may be provided to the task scheduler and, upon receiving the scanning task, the task
scheduler schedules the scanning task for an execution at an execution time (block 202). The
task scheduler may schedule the scanning task for execution, for example, by placing the task
(or an identification of the task) in a unique time queue. One or more scanning servers execute
the scanning task at the execution time (block 204), and the task scheduler schedules the
scanning task for a next execution at a next execution time (block 206). In embodiments, the
task scheduler may schedule the next execution as soon as execution of the scanning task
begins. The next execution time may be determined, for example, based on an execution
frequency. The execution frequency refers to a length of a time interval between consecutive
executions of the scanning task. In embodiments, the task scheduler initially schedules the
next execution of the scanning task for an execution time that is separated from the most
recent execution by a time interval having a predetermined maximum length, T, For

example, in an implementation, T, may be 60 minutes.

[0034] As shown in FIG. 2, the task scheduler receives a set of scan results generated by the
execution of the scanning task (block 208) and determines whether the execution was
successful (block 210). In embodiments, a scanning task execution is successful when it
captures network identifiers that have not been previously captured within a predetermined
amount of time or number of scanning tasks. For example, the task scheduler may reference a
list of network identifiers that have been captured within the past 24 hours and compare the
network identifiers in that list to the network identifiers captured in the most recent execution of
the scanning task. If there are any (or, in embodiments, at least a significant number or
percentage of) network identifiers captured in the most recent execution that are not also in the
list, the execution of the scanning task may be deemed successful.

[0035] As depicted in FIG. 2, if the execution was not successful, the task scheduler maintains
the schedule of the next execution of the scanning task (block 212). That is, for example, the
next execution of the scanning task may remain scheduled for a next execution time that is
separated from the most recent execution by T,y If the execution was successful, however,

the task scheduler reschedules the next execution of the scanning task (block 214), and, as
shown in FIG. 2, the process 200 repeats. In embodiments, the task scheduler may reschedule
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the next execution for an execution time that is separated from the most recent execution time
by a time interval having a length that is less than T,,,,. The length of the time interval may be

determined based on an analysis of the results of the most recent execution of the scanning
task. In this manner, successful scanning tasks are executed more frequently than
unsuccessful scanning tasks, thereby increasing the possibilty of capturing more
representative samples of the relevant swarm.

[0036] In embodiments, the task scheduler may be configured to take into account trends
associated with executions of the scanning task when dynamically adjusting the execution
frequency. The task scheduler may be configured to access, from memory (e.g., the database
124 depicted in FIG. 1), historical information regarding executions of the scanning task. For
example, though a most recent scanning task execution may have been unsuccessful (e.g.,
captured only network identifiers that had been previously captured), if a number of the prior
executions of the scanning task were largely successful, the task scheduler may be configured
to decrease the execution frequency by a smaller amount than it would if the prior executions
were less successful. Similarly, the task scheduler may be configured to increase scanning
frequency at a rate that may be based on historical performance of the scanning task. In
embodiments, features such as these may be incorporated into algorithms performed by the
task scheduler and/or by employing filters on the output of the task scheduler (e.g., the
nonlinear filter 424 depicted in FIG. 4).

[0037] FIGS. 3-6 depict illustrative methods and processes associated with dynamical
adjustment of an execution frequency. In FIGS. 3-6, and the accompanying description, the
examples are described in the context of a scanning task configured to cause one or more
scanning servers (e.g., the scanning servers 122 depicted in FIG. 1) to capture IP addresses
corresponding to devices used for performing activities associated with an electronic item. As
explained above, these examples are used for purposes of clarity and embodiments of the
methods depicted in FIGS. 3-6 may be used with scanning tasks configured, for example, to
capture other types of information (e.g., types of activities, MAC identifiers, port numbers,
URLs, and/or the like) associated with various types of activities.

[0038] FIG. 3 is a flow diagram depicting an illustrative method 300 of dynamically adjusting an
execution frequency used for scheduling executions of a network scanning task. In
embodiments, aspects of the method 300 may be performed by a task scheduler (e.g., the
task scheduler 110 depicted in FIG. 1). As shown in FIG. 3, embodiments of the illustrative
method 300 include receiving a set of IP addresses (block 302). The set of IP addresses may
be captured during an execution of a network scanning task associated with an electronic item.
The task scheduler references a list of previously captured (i.e., captured prior to the capturing
of the set mentioned in block 302) IP addresses (block 304) and determines the number of
"recaptured” IP addresses (block 306). As shown in FIG. 3, the method 300 further includes
determining an estimated swarm size (block 308). The task scheduler may determine, based
at least on the estimated swarm size, a length of a time interval used for scheduling a
subsequent execution time for the scanning activity (block 310). As indicated above, an
insignificant number or percentage of recaptured infringing IP addresses may result in a
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decreased length of the time interval.

[0039] FIG. 4 is a schematic diagram depicting an illustrative process flow 400 for determining
a time interval corresponding to an execution frequency used for scheduling executions of a
network scanning task. The functions depicted in FIG. 4 and discussed below may represent
computer algorithms implemented as computer-readable instructions. In FIG. 4, C, (402)

represents a list of unique IP addresses captured in a most recent execution (execution "n") of
a scanning task and M, (404) represents a list of unique IP addresses captured in previous

executions of the scanning task. According to embodiments, each time a set of scan results is
received, all of the unique IP addresses contained in the set that are not already included in
the list, M,, (404), are added to the list, M, (404). The list, M, (404), of IP addresses may

include IP addresses from a certain number of scanning task executions, from scanning task
executions corresponding to a certain range of time, and/or the like. For example, in
embodiments, the list, M, (404), may include all of the unique IP addresses captured by

executions of a scanning task occurring during an immediately preceding 24-hour period.

[0040] As shown in FIG. 4, a function, f(M,, C,) (406) is used to determine a number, R, (408),
of recaptured IP addresses. In embodiments, the number, R, (408), of recaptured IP

addresses includes the number of unique IP addresses that were captured both in a most
recent execution of the scanning task and a previous execution of the scanning task - e.g., the
number of unique IP addresses appearing both in the set, C,, (402), of captured IP addresses

and the list M, (404) of previously captured IP addresses. In embodiments, the function, f(M,,
C,) (406), includes a simple look-up and compare function that is utilized by accessing, from a

database in memory (e.g., the database 124 maintained in the memory 118 depicted in FIG.
1), the list, Mn (404), and comparing the IP addresses in the set, C, (402), of IP addresses to

the IP addresses included within the list, M, (404). The function, f(M,, C,) (406), generates a
count of the number of IP addresses contained in both the set, C, (402), and the list, M, (404),

and outputs that count as the number, R, (308), of recaptured IP addresses.

[0041] As is further depicted in FIG. 4, the number, R, (408), of recaptured IP addresses is
provided as input to a function, g(K(M,), K(C,), R, (410), which is used to determine an
estimated swarm size, N, (412). The function, g(K(M,), K(C,), R,) (410) also takes as input the
number, K(M,,) (414), of captured IP addresses included in the list, M, (404), as well as the
number, K(C,) (418), of IP addresses captured in the most recent execution of the scanning
task. The function, g(K(M,), K(C,), R,) (410), may include any number of different types of
statistical algorithms such as, for example, a Lincoln-Petersen algorithm, a Chapman
Estimator, and/or the like. In embodiments, the swarm may be modeled and estimated using
other statistical techniques such as, for example, a Poisson distribution. The estimated swarm
size, N, (412), may be used in providing network activity-monitoring services (e.g., anti-piracy
services) via a services component (e.g., the services component 112 depicted in FIG. 1). The
services component may provide reports to a customer that include estimated swarm sizes
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corresponding to various electronic items, characteristics of swarms, network locations,
activities associated with electronic items, and/or the like.

[0042] Additionally, as shown in FIG. 4, the estimated swarm size, N, (412), may be provided
as input to a function, h(N, K(M,), K(C,), R,) (420), that is used to determine a length, T,
(422), of a time interval to be established between the execution time of the most recent
scanning task execution and the execution time of the next scanning task execution. The
function, h(N, K(Mn), K(C,), R, (420), also takes as input the number, K(M,)(414), of
captured IP addresses included in the list, M, (404); the number, K(C,) (418), of IP addresses
captured in the most recent execution of the scanning task; and the number, R, (408), of
recaptured IP addresses. In embodiments, the function, h(N, K(M,), K(Cn), R,) (420), may

utilize any number of different types of statistical estimators, optimization functions, and/or the
like. A nonlinear filter 424 may be used to remove errors in the calculated length, T, (422).

That is, the initially calculated length, T, (422) may be provided as input to the nonlinear filter
424, which applies one or more filtering functions to generate a filtered length, 7,,'(426), which

may be used to determine the next execution time for scheduling the next execution of the
scanning task. According to embodiments, the nonlinear filter 424 may filter upward and/or
downward spikes in the calculated values of T, (422) that may occur as a result of errors,

sudden changes in the relative success of executions of the scanning task, and/or the like. The
nonlinear filter 424 may use any number of various types of approaches including, for
example, filtering functions that utilize a Rayleigh distribution, a skewed normal distribution,
and/or the like. Additionally, the nonlinear filter 424 may be a two-state filter and may include
any number of filtering stages (e.g., iterations).

[0043] In embodiments, a task scheduler (e.g., the task scheduler 110 depicted in FIG. 1) may
schedule a large number of executions of a scanning task. For example, in embodiments, the
task scheduler may schedule millions of executions of a scanning task each day, each of which
may capture large numbers of IP addresses corresponding to activities related to an electronic
item. Accordingly, the list, M,, (404), of captured IP addresses may grow to be very large, even
over the course of a day, thereby making the calculation of the estimated swarm size, Nn
(412), a relatively slow task, which may result in slower processing associated with dynamically
adjusting the execution frequency.

[0044] Embodiments of the invention facilitate faster task scheduler processing by removing
the determination of the estimated swarm size from the process flow for adjusting the
execution frequency. Through repeated experiment, it has been observed that a function,
h'(K(Cy), Rp), may be configured to provide a similar output to that provided by h(N,, K(M,),
K(Cn), Rn), while significantly reducing the speed of computation. In this manner,
embodiments of the present invention enable efficient task scheduling while still collecting the
same type of useful information about a swarm. Though, in such embodiments, the task
scheduler doesn't determine an estimated swarm size for use in dynamically modifying the
execution frequency, an estimated swarm size may be determined periodically and/or in
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response to a request. For example, a management server (e.g., the management server 102
depicted in FIG. 1) may include a component separate from the task scheduler that is
configured to determine an estimated swarm size. In this manner, an estimated swarm size
may be provided to customers without compromising efficiency of task scheduling.

[0045] FIG. 5 is a flow diagram depicting an illustrative method 500 of dynamically adjusting an
execution frequency used for scheduling executions of a network scanning task, without first
determining an estimated swarm size. In embodiments, aspects of the method 500 may be
performed by a task scheduler (e.g., the task scheduler 110 depicted in FIG. 1). As shown in
FIG. 5, embodiments of the illustrative method 500 include receiving a set of IP addresses
(block 502). The task scheduler references a list of previously captured IP addresses (block
504) and determines the number of recaptured IP addresses (block 506). The task scheduler
may use the number of IP addresses in the received set and the number of previously
captured IP addresses to determine a length of a time interval used for scheduling a
subsequent execution time for the scanning task (block 508).

[0046] FIG. 6 is a schematic diagram depicting an illustrative process flow 600 for determining
a time interval corresponding to an execution frequency used for scheduling executions of a
network scanning task. As illustrated in FIG. 6, the illustrative process flow 600 includes the
function, f(M,,C,) (406), depicted in FIG. 4, for determining a number, R, (408), of recaptured
IP addresses, which is provided as input to a function, h'(K(C,), R,) (610), that is used to
determine a length, T, (612), of a time interval to be established between the execution time of
the most recent scanning task execution and the execution time of the next scanning task
execution. The determined length, T, (612), may be an initial calculation that may be
processed using, for example, a nonlinear filter 614 to determine a filtered length, T,' (612).

The nonlinear filter 614 may be similar to, or include features of, the nonlinear filter 424
depicted in FIG. 4.

[0047] The function, h'(K(C,), R, (610), may include any number of different types of
functions such as, for example, sample size optimization functions. In embodiments, the
function, A'(K(C,), R,) (610), may be defined such that a first (e.g., maximum) time interval
length is used for scheduling a next scanning task execution if the most recent scanning task
execution was unsuccessful (e.g., failed to capture any IP addresses that were not previously
captured) and, if the most recent scanning task execution was successful, to scale the time
interval length according to the level of success (e.g., number of new unique IP addresses
captured) achieved by the execution. For example, the function, h'(K(C,), R,) (610), may be

defined as follows:

Tn= T’”“"((K?c:))s - ((Kfc:))s - 1)) :

where

S is a function steepness coefficient,

a is a result size coefficient, and
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Tmax is @ maximum length of the time interval.

[0048] According to embodiments, the constants S, a, and T,,5x may be selected, and/or

dynamically adjusted, to optimize various characteristics (e.g., efficiency, reliability, consistency,
and/or the like) of the results of the function, h'(K(C,), R, (610). For example, in an

embodiment, S may be selected to be 4, a may be selected to be 1.25, and T,,, may be

selected to be 60 (e.g., representing a maximum time interval length of 60 seconds). As is
evident from the formula above, where the scanning task execution, n, is the first execution of

the scanning task, T, = Thax (a°") since R, = 0. Additionally, where the execution, n, fails to

capture any new IP addresses (e.g., where the execution is unsuccessful), T, = Ty -

[0049] As described above, a task scheduler (e.g., the task scheduler 110 depicted in FIG. 1)
may analyze sets of scan results to dynamically adjust an execution frequency used in
scheduling multiple executions of a network scanning task. FIG. 7 is a flow diagram depicting
an illustrative method 700 of dynamically scheduling executions of a network scanning task. In
embodiments, aspects of the method 700 may be performed by a task scheduler (e.g., the
task scheduler 110 depicted in FIG. 1) hosted by a management server (e.g., the management
server 102 depicted in FIG. 1). As illustrated in FIG. 7, the method 700 includes receiving an
identification of a scanning task (block 702) and scheduling the scanning task to be repeatedly
executed according to an execution frequency (block 704). In embodiments, the execution
frequency may be characterized by a time interval having a first length, which may be used, for
example, for scheduling further executions of an unsuccessful scanning task.

[0050] As shown, the task scheduler may receive a first set of scan results generated by a first
execution of the scanning task (block 706) and may receive a second set of scan results
generated by a second execution of the scanning task (block 708). Embodiments of the
method 700 further include analyzing the first and second scan results (block 710) and
modifying the execution frequency based on the analysis (block 712).

[0051] Additional, alternative and overlapping aspects thereof for dynamically scheduling a
network scanning task associated with an electronic item are illustrated in FIG. 8. As described
above, a task scheduler (e.g., the task scheduler 110 depicted in FIG. 1) may analyze
consecutive sets of network scan results to dynamically adjust a time interval between
consecutive executions of a network scanning task. FIG. 8 is a flow diagram depicting an
illustrative method 800 of dynamically scheduling executions of a network scanning task. As
depicted in FIG. 8, embodiments of the illustrative method 800 include scheduling a scanning
task for a first execution at a first execution time (block 802) and performing the first execution
of the scanning task at the first execution time (block 804).

[0052] The task scheduler schedules the scanning task for a second execution at a second
execution time (block 806). In embodiments, the first and second execution times are
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separated by a time interval based on an execution frequency. The task scheduler may receive
a first set of scan results generated by the first execution of the scanning task (block 808). The
second execution of the scanning task is performed at the second execution time (block 810)
and the task scheduler schedules the scanning task for a third execution at a third execution
time (block 812). In embodiments, the second and third execution times are separated by a
time interval based on the execution frequency.

[0053] As shown in FIG. 8, the task scheduler receives a second set of scan results generated
by the second execution of the scanning task (block 814) and determines, based on the first
and second sets of results, whether the second execution of the scanning task was successful
(block 816). In embodiments, for example, a scanning task is successful if it yields information
that is unique with respect to information yielded in one or more previous executions of the
scanning task. If the second execution of the scanning task was not successful, the third
execution of the scanning task remains scheduled for the third execution time (block 818). If
the second execution of the scanning task was successful, the task scheduler may reschedule
the third execution of the scanning task for a fourth execution time (block 820), where the
fourth execution time is separated from the second execution time by a time interval based on
a modified execution frequency.

[0054] While embodiments of the present invention are described with specificity, the
description itself is not intended to limit the scope of this patent. Thus, the inventors have
contemplated that the claimed invention might also be embodied in other ways, to include
different steps or features, or combinations of steps or features similar to the ones described in
this document, in conjunction with other technologies.

[0055] For example, in embodiments, when a scanning task is created, it may be immediately
scheduled for execution. Additionally, as soon as an execution of a scanning task begins, the
next execution may be scheduled. In embodiments, a scanning task may remain in a
scheduling queue so that regardless of system errors (e.g., the system dies and is restarted,
an execution of the scanning task fails, and/or the like) the scanning task is not lost. According
to embodiments, a task scheduler may be configured to automatically deactivate a scanning
task upon determining that a predetermined number (e.g., 20) of executions of the scanning
task have failed. In embodiments, a deactivated scanning task may be reactivated in response
to user input.
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Patentkrav

1. Computerimplementeret fremgangsmade (700) til dynamisk planlaegning af

netveerksscanningsopgaver, idet fremgangsmaden omfatter:
at modtage (702) en identifikation af en scanningsopgave associeret med
en elektronisk artikel, der er tilgeengelig via et netvaerk (104);
at planlaegge (704), ved at anvende en processor (116),
scanningsopgaven, der skal udfgres gentagelsesvis ifglge en
udfgrelsesfrekvens, hvor udfgrelsesfrekvensen svarer til et tidsinterval
mellem hver udfgrelse af scanningsopgaven;
at modtage (706) et fgrste saet af scanningsresultater genereret af en
fgrste udfgrelse, ved et fgrste udfgrelsestidspunkt, af scanningsopgaven,
idet det fgrste saet af scanningsresultater omfatter information associeret
med et fgrste saet af detekterede aktiviteter associeret med den
elektroniske artikel;
at modtage (708) et andet saet af scanningsresultater genereret af en
anden udfgrelse, ved et andet udfgrelsestidspunkt, af scanningsopgaven,
idet det andet szet af scanningsresultater omfatter information associeret
med et andet saet af detekterede aktiviteter associeret med den
elektroniske artikel;
at sammenligne de fgrste og anden saet af scanningsresultater (710), hvor
informationen associeret med de fgrste og anden saet af detekterede
aktiviteter associeret med den elektroniske artikel omfatter et fgrste saet af
netvaerksidentifikatorer og henholdsvis et andet saet af
netvaerksidentifikatorer; og
som reaktion pa at bestemme, at det andet saet af netvaerksidentifikatorer
indeholder netveerksidentifikatorer, der ikke er inkluderet i det fgrste saet af
netvaerksidentifikatorer, at gge udfgrelsesfrekvensen (712).

2. Fremgangsmade ifglge krav 1, hvor det fgrste saet af detekterede aktiviteter
associeret med den elektroniske artikel omfattende tilfaelde af legalt uautoriseret
adgang af elektroniske artikler via netvaerket (104).

3. Fremgangsmade ifglge krav 1, hvor netvaerket omfatter et peer-to-peer-

netveerk.
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4. Fremgangsmade ifglge krav 3, hvor scanningsopgaven omfatter instruktioner,
der fordrsager, at en eller flere scanningsservere (122) opfanger IP-adresser, der
tilgér et indholdshash tilsvarende den elektroniske artikel.

5. Fremgangsmade ifglge krav 1, hvor netvaerket (104) omfatter internettet.

6. Fremgangsmade ifglge krav 5, hvor scanningsopgaven omfatter instruktioner,
der forarsager, at en eller flere scanningsservere (122) sgger efter en
internetadresse (URL), der er forbundet til den elektroniske artikel.

7. Fremgangsmade ifglge krav 1, hvor de fgrste og anden saet af
netvaerksidentifikatorer omfatter et henholdsvis fgrste og andet saet af
Internetprotokol-(IP)-addresser.

8. Fremgangsmade ifglge krav 1, hvor at sammenligne de fgrste og anden saet af
scanningsresultater (710) omfatter:
at tilgd en liste, M», af tidligere optagede netvaerksidentifikatorer, hvor
listen inkluderer mindst det fagrste saet af netvaerksidentifikatorer;
at bestemme et antal, K(C»), af optagede netvaerksidentifikatorer i det
andet seet af netvaerksidentifikatorer; og
at bestemme et antal, R, of genoptagede netveerksidentifikatorer baseret
p& en sammenligning af netvaerksidentifikatorerne i det andet saet af
netvaerksidentifikatorer og listen, M, af tidligere optagede
netvaerksidentifikatorer.

9. Fremgangsmade ifglge krav 8, hvor et initialt tidsinterval mellem scanninger er
Tmax, idet fremgangsmaden yderligere omfatter:

at bestemme, at Rn/K(Cn) er mindre end en; og

at modificere udfgrelsesfrekvensen, sé et tidsinterval mellem scanninger er

mindre end Tmax.

10. Fremgangsmade ifglge krav 8, hvor at sammenligne de fgrste og anden saet
af scanningsresultater (710) yderligere omfatter:
at bestemme et antal, K(Mn), af indretningsidentifikatorer inkluderet i
listen af tidligere optagede netvaerksidentifikatorer; og
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at bestemme en estimeret svaermstgrrelse, N», baseret pa K(M»), Rn 0g
K(Chn).

11. Fremgangsmade ifglge krav 10, yderligere omfattende at modificere
udfgrelsesfrekvensen baseret pa K(Mn) og Nn.

12. Fremgangsmade ifglge krav 10, hvor at bestemme den estimerede
svaermstgrrelse omfatter at udfgre en statistisk analyse baseret pa en Poisson-
fordeling.

13. System (100) til dynamisk planlaegning af netvaerksscanningsopgaver idet

systemet (100) omfatter:
en scanningsserver (122) konfigureret til at udfgre en
netvasrksscanningsopgave associeret med en elektronisk artikel, der er
tilgaengelig via et netvaerk (104); og
en administrationsserver (102) inklusive en processor (116) og
hukommelse (118), idet administrationsserveren (102) er konfigureret til
at:
administrere netvaerksscanningsopgaven associeret med den elektroniske
artikel ved at,
modtage (702) en identifikation af en scanningsopgave associeret med den
elektroniske artikel, der er tilgeengelig via et netvaerk (104);
planlaegge (704), ved at anvende en processor (116), scanningsopgaven,
der skal udfgres gentagelsesvis, ifglge en udfgrelsesfrekvens, hvor
udfgrelsesfrekvensen svarer til et tidsinterval mellem hver udfgrelse af
scanningsopgaven;
modtage (706), fra scanningsserveren (122), et fgrste seet af
scanningsresultater genereret af en fgrste udfgrelse, ved et fgrste
udfgrelsestidspunkt, af scanningsopgaven, idet det fgrste saet af
scanningsresultater omfatter information associeret med et fgrste seet af
detekterede aktiviteter associeret med den elektroniske artikel;
modtage (708), fra scanningsserveren (122), et andet saet af
scanningsresultater genereret af en anden udfgrelse, ved et andet
udfgrelsestidspunkt, af scanningsopgaven, idet det andet saet af
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scanningsresultater omfatter information associeret med et andet saet af
detekterede aktiviteter associeret med den elektroniske artikel;
sammenligne de fgrste og anden saet af scanningsresultater (710), hvor
informationen associeret med de fgrste og anden saet af detekterede
aktiviteter associeret med den elektroniske artikel omfatter et fgrste saet af
netvaerksidentifikatorer og henholdsvis et andet saet af
netvaerksidentifikatorer; og

som reaktion pa at bestemme, at det andet saet af netvaerksidentifikatorer
indeholder netvaerksidentifikatorer ikke inkluderet i det fgrste saet af
netvaerksidentifikatorer, at gge udfgrelsesfrekvensen (712).

14. System ifglge krav 13, hvor administrationsserveren (102) er yderligere
konfigureret til at bestemme en estimeret svaermstgrrelse baseret mindst pa
seettet af indretningsidentifikatorer og listen af tidligere identificerede
indretningsidentifikatorer.

15. System ifglge krav 13, hvor scanningsopgaven omfatter instruktioner, der
forarsager, at scanningsserveren (122) sgger efter en internetadresse (URL), der
er forbundet til den elektroniske artikel.
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